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ABSTRACT

The United States, the People’s Republic of China (PRC), and Russia are engaged in
strategic competition below the threshold of armed conflict. Cyberspace is its principal
medium, and unless indicated otherwise, all references herein will assume the context
of “short of armed conflict.” America’s relative power stature is under non-stop cyber
duress from these rivals. Protecting America’s three main peacetime power sinews -
its economic edge; domestic political cohesion and electoral system confidence; and
public trust in protection of personal privacy and security - from the subversive and
corrosive cyber activities by Great Power rivals requires an array of U.S. government
agencies, especially the U.S. military. The new era of Great Power strategic competition
has fragmented the internet and rendered inadequate America’s historical preference
for an orderly, law-based framework that manages cyber-competition. The U.S. needs
to focus on a Relative Power Erosion Framework featuring persistent engagement
and a hunt forward posture. USCYBERCOM-led cyber campaigns are necessary in
the short-term for effective American strategic cyber competition. In the longer-term,
unique American military capabilities for persistent cyber engagement should be re-
placed with those in selected civilian governmental agencies more befitting of a ‘new
normal’ for endemic cyber-competitive interactions among the Great Powers.

CONTEMPORARY GREAT POWER COMPETITION - THE ALTERED
GEOSTRATEGIC ENVIRONMENT AND INTEGRATED DETERRENCE

oday’s geostrategic environment is dominated by Great Power rivalry and competi-
tion for relative power gains and advantages among the U.S., Russia, and the PRC
during cyber interactions.! This environment differs fundamentally from the pre-
vious geostrategic era. For almost thirty years, from the 1990s to the early 2010s,
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the U.S. was globally dominant. It’s rules, norms, and
preferences heavily shaped the evolution of global pat-
terns, procedures, and protocols for most state-to-state
interactions, including those in the new domain of cy-
berspace.?

The Reality of Strategic Competition in the Altered
Geostrategic Environment

Cyberspace evolved and dramatically expanded
worldwide in an open and liberal global environment
with a unified, U.S.-preferred system that featured co-
operative economic and social interactions. For most of
this thirty-year, U.S.-dominated period, emerging Great
Power rivals, the PRC and Russia, generally acted in ac-
cordance with these basic U.S. preferences.® Since the
late 2000s, the PRC and Russia have remained engaged
with the U.S.-normed global internet if beneficial, but
increasingly are using it in coercive and confrontation-
al ways: constraining outsider access, manipulating
internal content, conducting industrial scale economic
espionage and data collection, and manipulating rival
state political and social discord for competitive strate-
gic advantage.*

Putin’s Russia, the weakest of the three Great Pow-
ers, has turned to cyberspace as its primary vehicle
to reduce relative American ideological power and in-
formation dominance. Russia’s approach to strategic
cyber-manipulation echoes the “Active Measures” cam-
paigns run by the U.S.S.R. against the U.S. during the
Cold War but with vastly improved technologies and
tactics.” Cyberspace access to the internet and social
media’s global openness allows Moscow to directly ma-
nipulate critical aspects of the U.S.s dominant relative
power in key strategic areas: political legitimacy and
personal privacy & security.®

Since at least 2008, the Russian state has di-
rected coercive peacetime cyber campaigns
aimed at weakening America's relative power in
four major areas public confidence in the safety
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of American critical infrastructure, the integrity of the American electoral system, the
social stability of American society, and average American trust in their government.”

Russian military and intelligence services directly responsible for attacking the U.S. in these
four areas include: the Russian Federal Security Service (FSB), including FSB’s Center 16 and
Center 18; the Russian Foreign Intelligence Service (SVR); the Russian General Staff Main In-
telligence Directorate (GRU), 85th Main Special Service Center (GTsSS); GRU’s Main Center for
Special Technologies (GTsST); and the Russian Ministry of Defense, Central Scientific Institute
of Chemistry and Mechanics (TsNIIKhM). The FSB has conducted malicious cyber operations
targeting U.K. and U.S. energy companies, U.S. aviation organizations, U.S. government and
military personnel, private organizations, cybersecurity companies, and journalists. The GRU
has organized special military units to politically interfere in the U.S. and other western de-
mocracies. GRU Military Units 26265 and 74455 led the 2016 hack into Democratic National
Committee computer systems. Unit 26265 developed the malicious software for that penetrat-
ed and Unit 74455 assisted in disseminating stolen documents and anti-Clinton narratives
to online personas like DCLeaks and Guccifer 2.0. Unit 74455 also hacked into computers at
U.S. state boards of elections and companies supplying election technologies.® Russian cyber
interference in U.S. national elections continued into the 2024 cycle with a widening array of
sophisticated online and social media influence campaigns exposed by the U.S. Justice Depart-
ment with a public announcement of interference indictments in September 2024.°

Russian security agencies are also covertly tied to an array of domestic and international
cyber ransomware and economic espionage groups that are gradually degrading American
political comity, social cohesion, and confidence in its monetary and financial system. Rus-
sian state-sponsored cyber actors have demonstrated capabilities that compromise information
technology (IT) networks, maintain long-term, persistent access to IT networks, extract sen-
sitive data from IT and operational technology (OT) networks, and disrupt critical industrial
control systems (ICS)/OT functions by deploying destructive malware. The FSB also contracts
criminal hackers for espionage-focused cyber activity, hackers that separately have launched
disruptive ransomware and phishing campaigns.'® Moscow provides sanctuary and protection
to all of its state-controlled group members and most of its affiliated hacker groups, making
fear of criminal indictment or international sanction a non-factor insofar as deterrence.

The PRC has competed since at least 2008 to improve relative strategic power vis-a-vis the U.S.
by eroding Washington’s status, stature, and innate advantages by targeting three primary areas:

¢ America’s relative economic wealth and security;

¢ Trust and confidence in the U.S.’s ability to protect sensitive and private personal data
(PII) from exploitation;

¢ America’s international political legitimacy.

In early 2024, U.S. intelligence agencies and journalists reported that the PRC - applying
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practices honed by Russian cyber-actors - were conducting an array of cyberspace misinforma-
tion and deception activities to influence the U.S. Presidential elections.!! In September 2024,
the U.S. research company Graphika demonstrated that a Chinese-linked cyber and social me-
dia campaign dubbed “Dragonbridge” had been impersonating U.S. voters while denigrating
U.S. politicians and circulating false messages.!? This report and subsequent U.S. government
confirmation reflected the PRC’s growing resolve to conduct cyber campaigns that erode the
sanctity of the American electoral system. Revelations during 2024 confirmed that the PRC’s
cyber-competitive efforts against the U.S. have been growing in the political space. However,
Beijing’s primary malign cyber activity remains focused on enhancing China’s relative econom-
ic wealth. The PRC’s current cyber operations can be characterized as controlling information
at home and stealing secrets abroad.'

For decades, the PRC has pursued a deliberate cyber espionage campaign against American
firms and their partners both in China and abroad, focusing on the brazen theft of intellectual
property and other sensitive commercial data and processes. PRC cyber campaigns include
groups operating within the structure of the Chinese military and intelligence services and
many People’s Liberation Army (PLA) units (e.g., PLA Units 61398 and 78020). They also fea-
ture an array of PRC-affiliated private cyber espionage groups known as Advanced Persistent
Threat (APT) entities like APT 41 (Double Dragon) and a host of others.

Leading cybersecurity analysts like James Lewis of the Center for Strategic and International
Studies (CSIS) estimate that the U.S. lost between $20 - $30 billion annually from 2000 - 2017
and a cumulative total of $600 billion over the period as the result of the PRC’s economic
tradecraft, marketing practices, and intellectual property (IP) cyber theft."* The downstream
economic multiplier impacts from IP cyber theft in lost markets and employment opportunities
across the global marketplace drive this number much higher - and likely to more than $50
billion annually.”® Estimates that explicitly incorporate PRC gains from counterfeited goods, in
addition to IP theft, peg annual U.S. economic losses even higher - in a range between $225
billion to $600 billion.' Limited to pirated IP and put in context of the relative trajectory of the
Sino-American Great Power economic rivalry, The World Bank estimated that the U.S. GDP in
2010 was $15 trillion, moving to $21 trillion in 2020, and Chinese GDP was $6 trillion in 2010,
expanding to $14.75 trillion in 2020, a relative gain of approximately 30 percent. Other factors
contributed to this relative wealth gain, but more than two decades of PRC cyber theft explains
a non-trivial portion of Beijing’s significant growth in strategic economic power vis-a-vis the
United States.”

Malicious PRC cyber activities target a variety of U.S. industries, agencies and organiza-
tions including: healthcare, financial services, defense industrial base, energy, government
facilities, chemical, critical manufacturing (including automotive and aerospace), commu-
nications, IT (including managed service providers), international trade, education, video
gaming, faith-based organizations, and law firms. PRC state-sponsored cyber actors aggressively
target military, educational, and critical infrastructure (CI) personnel and organizations to
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steal sensitive data, critical and emerging key technologies, intellectual property, and personal-
ly identifiable information (PII). Some target sectors include managed service providers, semi-
conductor companies, the Defense Industrial Base (DIB), universities, and medical institutions.
These cyber operations support the PRC’s long-term economic and military development ob-
jectives.! Like Moscow, Beijing affords broad sanctuary and protection to the members of its
state-controlled group members and private hacker agents and will not extradite them. This
sanctuary explains why the U.S. Department of Justice (DoJ) and the FBI have indicted dozens of
Chinese state hackers but there have been no noteworthy apprehensions or prosecutions and no
measurable alteration in malevolent Chinese cyber-behavior. Because of the fundamentally al-
tered geostrategic power structure, Chinese hackers have little fear from criminal indictment or
meaningful sanction by traditional U.S. or international legal and law enforcement activities."

This fragmentation of cyberspace with the return of Great Power rivalry and the use of cyber
for strategically significant competition is consistent with the history of fragmentation and
separation of global domains of state-to-state interaction under growing geostrategic duress.
As with the electronic warfare (EW) and the air domains before it, the cyber domain promises
to continue a trajectory of increasing fragmentation until a major geostrategic shock - like an
armed conflict between the Great Powers - re-frames global power relationships in a manner
enabling return to a more cooperative and collaborative norm.?° Clint Watts, an American cy-
berspace analyst, noted the world is now comprised of three distinct cyber domains: a highly
manipulated and coercive one preferred by Russia, a tightly constrained, mostly closed, self-in-
terested one preferred by the PRC, and an open and free one preferred by the U.S. and its
partners.?! A U.S. Council on Foreign Relations report from mid-2022 concluded that the com-
petition for internet data in cyberspace is the primary dynamic of Great Power strategic compe-
tition and is responsible for accelerating cyberspace fragmentation that will not be reversed.??

The Waning Relevance of a Legal/Law Enforcement Framework for Competing
in Cyberspace

Despite the relative comity and cooperation just after the advent of the internet, the interna-
tional arena has yet to develop enforceable legal standards that govern acceptable conduct in
cyberspace. Even during the 1990s and early 2000s, the level of distrust among major states
was too high to conceive of a legally binding multi-state cyber treaty. Alternative efforts to gen-
erate a set of nonbinding norms and confidence-building measures (CBMs) produced a 2010
U.N. Report with five recommendations for negotiating safety and security in international
cyberspace, but without follow-on success.?? The ambitious collective effort that resulted in
the Tallinn 2.0 Manual on the International Law Applicable to Cyber Operations (2017) was a
forward-looking effort to grope with applying international law to cyberspace operations. But
this non-legally binding academic manual by western legal scholars and cyber analysts has
yet to gain universal policy traction.?* There remains an imperative for the U.S. to stand with
like-minded allies on commitment to a single, interconnected cyber system for all of humanity
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that fosters innovation, economic growth, creativity, democratic governance, and unfettered
access to knowledge. At least within this group, the U.S. may be able to collectively frame and
enforce norms against destructive cyber-attacks and coercive cyber campaigns designed for
strategically significant power erosion of state rivals.?®

And within this network, institutions and protocols can be enhanced and extended under
an agreed framework that effectively sanctions private and government-sponsored criminal or
destructive activities. American legal and law enforcement traditions for safeguarding strate-
gically critical economic, political, and social functions can continue within this collaborative
cyber network. The Department of Homeland Security, the DoJ, and the FBI partnering with
the Department of State and the CIA - with improved funding and cyber-tools - can pursue
warrants, apprehension, standards of evidence, and traditional means for bringing to justice
those threatening the norms and laws governing a free and responsible internet.?

However, the perverse and persistent use of cyberspace against America and its allies by
Russian and PRC state-run and state-protected malevolent actors seeking strategic advan-
tage over time is not today - and cannot for the foreseeable future be - optimally managed
by legal and law enforcement traditions and protocols. Specifically, Russian and PRC refusal
to extradite those indicted for abusive cyber behavior has been consistently demonstrated
for almost a decade. At the end 2021, there had been no major apprehensions of the indicted,
no trials, and no significant indication that malevolent cyber intentions or behaviors have
been altered nor were there any growing public and private concerns about the effective-
ness of indictments as a tool of deterrence.?” In late 2024, no compelling information exists
to attenuate these concerns. Effective sanctuary for these persistent cyber actors seeking
the long-term erosion of American power renders them untouchable by ethically won le-
gal indictments or national sanctions. In addition, evidence from Russia indicates that cy-
ber-entrepreneurialism and experimentation continue to thrive in a sanctions-constrained,
and indictment-ladened environment at least in part because Russian government and pri-
vate-sector ties are tightening.?® Legal frameworks and law enforcement protocols against
Great Power actors remains necessary, but a different framework for effective competition in
cyberspace is required.

The Growing Importance of a Relative Power Erosion Framework for Competing
in Cyberspace

Indictments and sanctions of foreign cybercriminals remains necessary for consistent ap-
plication of cyber-norms, but alone are insufficient insofar as meaningful deterrence or dis-
ruption of adversary Great Power cyber organizations and their affiliates. A necessary and
sufficient framework is required - one that better aligns with the realities of a fragmenting
and strategically abused cyberspace.

An era of strategic Great Power competition requires a more holistic and aggressive approach
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to blunt rival cyber activities that erode American power, bleed American economic wealth and
know-how, compromise major American interests, or corrode American political and social co-
hesion. Multiple American agencies should participate in strategic competition in cyberspace
given that the cyber domain has fragmented and the threat from America’s cyber rivals re-
quire a different competitive framework.

Competition with America’s Great Power rivals requires a Relative Power Erosion Frame-
work in response to the increasingly fragmented cyber domain and its unique nature. In turn
this Relative Power Erosion Framework rests comfortably on the foundational logic of per-
sistence-as-deterrence in cyberspace, or cyber persistence theory.?’

The cyber persistence theory construct derives from the cyber-strategic environment,
which differs from conventional and nuclear deterrence, and requires continuous interaction,
cumulative strategic effect, persistent engagement, and forward defense.*° Cyber persistence
theory views as normal certain occurrences that would be failures in other domains. Cyber
aggression, rather than an anomaly, signals emergence of a new competitive space wherein
“agreement over the substantive character of acceptable and unacceptable behaviors ... is cur-
rently immature,” thereby recasting what is “normal.”!

Classic deterrence theory - with its core concepts of denial, cost imposition, signaling, and
attacks of significant consequence - now sits side-by-side with a paradigm/construct more
aptly tailored to the cyber environment: cyber persistence. Cyber persistence features contin-
uous interaction, cumulative strategic effect, persistent engagement, and forward defense.*?
The core question for the cyber persistence paradigm is how to secure when you cannot deter.

Since just after the mid-2000s, deterrence in cyberspace has been contrasted from classic
military deterrence and nuclear weapons deterrence. A renowned RAND study from this era
described cyberspace as a unique medium of global interaction with its own rules, with attacks
enabled through the exploitation of vulnerabilities instead of force, where permanent effects
are harder to produce. It also is a medium fraught with ambiguities about who attacked, why,
what they achieved and whether they can do so again even if - and often because - of success-
ful attacks.®

Throughout the 2010s and into the 2020s, the limitations of deterrence formulations in cy-
berspace have been intensely debated. Increasingly, prominent analysts argue that traditional
deterrence constructs are less relevant in cyberspace, and that a new construct was needed.>*
Others, including Harvard political scientist Joseph Nye, have argued that classic deterrence
thinking has utility in cyberspace, but that this thinking must be “stretched” logically and
creatively to move beyond it,*> and preventing harm in cyberspace involves four formal mech-
anisms: denial, punishment, entanglement and norms.3¢

By the end of the 2010s, most experts on cyber-theory began to coalesce around a consensus
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that classic deterrence premises ill-fitted to challenges in cyberspace. Deterrence theory’s
core concepts of denial, cost imposition, signaling and discrete attacks of major strategic
consequence would not accurately address the emerging pattern of coercive Great Power
interactions in cyberspace, with the exception of cyber interactions in the context of armed
conflict, especially those triggering nuclear weapons. At all other times during rivalrous
state-to-state activities involving strategic competition, confrontation, and other crisis man-
agement, the unique interdependences of cyberspace and the inherent challenges of attrib-
uting malevolent activities undermined the efficacy of deterrence by punishment or denial,
and made a mockery of deterrence by entanglement. The bulk of cyberspace exchanges fea-
tured concepts of continuous interaction, cumulative strategic effect, persistent engagement,
and forward defense. Cyber competition expert Emily Goldman put it this way in a 2020
book chapter on the topic,

... the frustration (crisis) was not that deterrence was not working at all but that it was
not stopping the burgeoning numbers of attacks below the threshold of armed conflict
and that these attacks cumulatively were leading to relative power loss. Deterrence
arguably has been effective in the cyber strategic space of armed conflict. States, it
would appear, are choosing to abide by conventions codified in United Nations Charter
articles 2(4) and 51, which speak to the use of force and the right of self-defense in the
event of armed attack. They also recognize that the United States can respond across
domains (using its advantages) to a cyber-attack should they violate those conventions.
The failures have been in assuming that deterrence would also be successful in the
strategic space short of armed conflict, and, more fundamentally, in not understanding
that those two strategic spaces even existed. Decision makers needed a paradigm shift
to recognize the existence of distinct strategic spaces that had opened a seam in great
power competition that in turn others were exploiting, to explain why this dynamic
came about, and to offer a new strategy better aligned to cyberspace’s structural and
operational imperatives.*”

The core challenge for deterrence and cyberspace is one of how to deter cyberattacks when
they cannot be defended against and when attribution is ambiguous. Dr. Goldman and kin-
dred cyberspace experts posited the existence of a new framework for securing strategic
national interests in cyberspace: cyber-persistence theory. Persistence theory asks how to
secure when you cannot deter.®®

The cyber persistence theory paradigm does not deny the viability of deterrence in cy-
berspace. Indeed, the persistence paradigm agrees that classic framing of deterrence theory
has applicability, but only if applied in enlightened and extended ways.** Cyber persistence
theory restricts historic definitions of deterrence to where they logically reside - during cy-
ber operations paired with armed attacks or equivalent to armed attacks. Persistence theory
eschews overarching focus on specific “significant cyber incidents.” Instead, it asserts that
the realities of cyberspace mean that constant contact between rivals is omnipresent and
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where “strategic significance” happens not as the result of any single event but rather emerg-
es from the cumulative effect of a coercive cyber campaign compromising many individually
less consequential operations carried out towards a coherent strategic end.*

Cyber persistence theory comports well with the realities of Great Power strategic com-
petition where cumulative strategic effects can matter even more to relative power gains and
losses than the risks from any one destructive cyber act. As American cyber expert James
Lewis wrote recently,

The most damaging cyber incidents are actions by states as part of some larger inter-
state confrontation or conflict. We will only see physical destruction and casualties from
cyber operations when they are part of some larger armed conflict...This is important be-
cause, in the absence of the risk of significant damage that armed conflict brings, there
is little incentive for states with offensive cyber capabilities to make concessions in their
use, much less agree to disarm.*!

Grounded in cyber persistence theory, a Relative Power Erosion Framework for success-
ful Great Power Competition understands cyberspace that is micro-vulnerable but macro-re-
silient. The contested, fragmenting cyber domain is inherently exploitable but simultaneously
stable in that states are unlikely to sustain a knock-out blow from a peacetime cyber-strike
alone. Great Powers also are disinclined to escalate from cyber exchanges to armed conflict
because the strategic risks from such escalation are infinitely more destructive and worrisome
than those found alone in the cyber domain. Analysts who fear triggering armed conflict from
persistent cyber operations and activities face a burden of proof that has not yet been evident
in the cyber domain.*

Integrated Deterrence and Cyber Campaigning: Cyber Persistence and Hunt Forward

Cyberspace already features Great Power strategic campaigning - Russia and the PRC stra-
tegic cyber campaigns, often leveraging private hackers and criminals in addition to nation-
al security, intelligence, and military organizations and their operatives, for more than a
decade. Meaningful consequences to these coercive strategic cyberspace activities by Amer-
ica’s Great Power rivals has been too low. Although attribution of PRC and Russian strategic
cyber coercion has improved over the past decade, the U.S. remains bereft of any meaningful
ability to: remove options and opportunities for this coercion, create significant friction in
their coercion attempts, or threaten them with credible and meaningful responses.*®

It took Washington until 2018 to recognize the serious consequences from persistent stra-
tegic competition in the cyber domain. It then generated a limited, targeted, but credible
response by endowing USCYBERCOM and the NSA with necessary authorities to protect the
sanctity of U.S. national elections from external cyber-enabled manipulation and disruption.
The USCYBERCOM-NSA strategy to counter strategic cyber-rivalry featured the twinned
concepts of “persistent cyber engagement” and “hunt forward.”*
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USCYBERCOM and NSA’s pursuit of persistent cyber engagement with forward-deployed
hunt forward teams was unique in 2018 and remains so today. Working with U.S. partners
and allies, hunt forward teams establish attribution and identify means and mechanisms
involved in adversarial cyber campaigns that are far more than discrete malicious cyber ac-
tivities. Forward USCYBERCOM teams integrate offensive and defensive operations to attain
and maintain a cyberspace superiority over rivals conducting coercive cyber campaigns.
Hunt forward teams are equipped for counter- cyber missions that can disrupt, negate, and/
or destroy adversarial cyberspace activities and capabilities, both before and after their em-
ployment.*

The 2022 National Defense Strategy (NDS) Fact Sheet focuses on “integrated deterrence” as
one of three primary ways that the Department of Defense (DoD) will advance national goals
against its major rivals in the new era of Great Power Competition. It calls for developing and
combining DoD strengths with other elements of national and international partner power
across all warfighting domains and the spectrum of conflict.** Implicit in the “integrated
deterrence” construct is that DoD must possess cyber assets with comparative advantages
over those found in other government or private entities; thus, DoD cyber assets can be used
effectively and efficiently across the range of strategically competitive activities with Amer-
ican Great Power rivals including those below the threshold of armed conflict.”

Integrated deterrence has been discussed during 2021 - 2022 as an effort in the modern
era for the United States to frame deterrence across a number of different conceptual cat-
egories: the many domains of state-to-state interaction, the broad spectrum of conflict; all
the instruments of national power, and with allies and partner states. Proponents suggest
that modern era deterrence be integrated across multiple domains: conventional, nuclear,
space, and cyber. They seek deterrence in these domains across an integrated spectrum of
conflict from “high end” nuclear weapons conflict, conventional weapons conflict, and into
the hybrid or gray zone spectrum of conflict where non-kinetic weapons and irregular tac-
tics are utilized. They seek deterrence that is integrated across all instruments of national
power - not just military - to dissuade would-be aggression including: military, diplomatic,
economic, social, cultural, and information. They also aspire that integrated deterrence be
constructed in a framework engaging allies and partner states in the processes.

The U.S. Cyberspace Solarium Commission Report of early 2020 recommended a national
cyber strategy of layered cyber deterrence.*® Layered cyber deterrence aims in three ways to
lower - not eliminate - the probability and adverse consequences of cyberattacks. The first is
to deny benefits to cyber attackers by securing critical networks in a public-private partner-
ship that promotes network security and national resilience. The second is to impose costs
and the third deterrence layer is to shape behavior. Costs and shaping both require network
persistence - the constant engagement and interaction of cyber entities across the interna-
tional cyber environment.*’
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The 2022 NDS identifies “campaigning” as a critical component of DoD activity and aligns
three DoD campaigning activities with other instruments of national power: (1) undermining
acute forms of competitor coercion, (2) complicating competitor military preparations, and (3)
developing/testing warfighting capabilities with allies and partners.>

Persistent Cyber Operations featuring hunt forward teams is fully consistent with the con-
struct of layered cyber deterrence and strategic campaigning. Thus, a Relative Power Erosion
Framework featuring persistent engagement and hunt forward USCYBERCOM teams should be
key features of U.S. national integrated deterrence.

Whenever Cyber Persistence or defending forward conflates or even overlaps with offense,
the legitimately defensive role inherent played by persistent engagement is imperiled. Objec-
tions to escalation and escalation dominance presuppose a spiraling interaction dynamic that
inevitably leads offensive cyber operations to armed conflict. Yet contemporary academic liter-
ature views persistent cyber engagement, and even some offensive cyber activities as non-vi-
olent alternatives to conventional armed conflict, and hence less escalatory than activities in-
volving conventional or nuclear weapons.’! Moreover, focus upon “significant cyber incidents”
traces back to the model of episodic contact dominant in nuclear and conventional deterrence.>
“Strategic significance” in cyberspace seldom results from a single event, but rather, from the
cumulative effect of a deliberate campaign comprising many individual operations/activities
carried out toward a coherent strategic end.>®* None of the known cases of proactive, defend for-
ward strategic cyber operations conducted against rival state-run or state-sponsored malicious
cyber actors since 2018 have provoked dangerous escalation dynamics.’* Thus, the burden of
proof is on those concerned that offensive cyber actions could dangerously escalate, not the
other way around.

THE WAY AHEAD FOR USCYBERCOM IN GREAT POWER COMPETITION

In the cyber-environment, as in all domains of state-to-state interactions, Great Power rivals
compete over three strategic “prizes:” (1) intellectual property that contributes to how innova-
tion occurs and how wealth is generated; (2) legitimacy - political and social; and (3) privacy
of personal information.>®

Cyberspace is a domain of economic, diplomatic, informational, and military interaction and
persistent, integrated Great Power campaigns up to the very brink of armed conflict. Well
before crises arise, robust cyberspace campaigns and counter-campaigns, must integrate the
best government-wide and private sector tools, techniques and procedures and thereby deter.
At the same time if deterrence fails, the ability to counter adversaries that opt for kinetic war-
fare remains an ongoing imperative.’ The construct of campaigning lends itself inherently
to incorporation of key U.S. military cyber assets - especially those uniquely well-developed
already for “hunt forward” and “cyber persistence” into the competitive framework of cyber
activities amongst and between America and its Great Power rivals.
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Beginning in the early 2010s, and accelerating over the past half-decade, USCYBERCOM
has been granted limited and important authorizations to conduct non-combat, persistent
cyber offensive operations.’” Since at least 2017, the USCYBERCOM-NSA nexus reportedly
has participated in limited, time-constrained persistent engagement peacetime operations
from forward locations - operations that penetrate, exploit data, disrupt, or retaliate against
rival non-state groups (like ISIS) and hostile states (e.g., Russia and Iran), and others that
threaten the U.S., our allies, or major global security and sovereignty norms.%®

Over the past decade, and especially since 2017/2018, USCYBERCOM has shifted from a
response force focused on defending DoD networks and supporting counterterrorism and
conventional force activities, to one featuring persistent engagement. Since its March 2018
vision document, USCYBERCOM has featured a strategic concept of cyber persistence, rec-
ognizing that successful Great Power Competition requires actively contesting and confront-
ing adversary efforts to enhance relative power and achieve decisive strategic outcomes from
cumulative tactical impacts in cyberspace.’’ To meet this challenge, USCYBERCOM must
operate continuously both forward - in physical and virtual realms - and at increasing scale.
Thus, the 2018 cyber-strategic command vision formalizes a framework for operations to
secure U.S. cyberspace by influencing and shaping adversary behavior through Persistent
and Integrated Forward Engagement.®’

In adopting Persistent Forward Engagement, USCYBERCOM acknowledged that deter-
rence of adversary malevolent actions within the cyberspace domain, while feasible, requires
a different kind of operational framework.®' Helpfully, the FY2019 National Defense Autho-
rization Act (NDAA) designated cyber reconnaissance and surveillance as a traditional mil-
itary activity - providing enhanced authority for offensive cyber operations in campaign
planning and responses to malign adversary activities.®

USCYBERCOM military units and procedures have provided vital and unreplaceable sup-
port to U.S. civilian authorities and agencies in a number of campaigns including ones in
Montenegro that improved American cyber defenses ahead of the 2020 elections and ongo-
ing actions from forward locations to inoculate the U.S. and our allies from the persistent
threat from Russian cyber actors and their proxies supporting war against Ukraine.*®

Together, the limited USCYBERCOM campaigns have achieved critical competitive objec-
tives in the following strategically significant categories:

¢ Disrupt Russian foreign influence operations in cyberspace targeting U.S. and western
elections;

< Disrupt or degrade Russian and PRC economic espionage operations;

¢ Deter, disrupt, or degrade Russian (and Iranian) cut-out and proxy cyber operations
targeting U.S. critical infrastructure;
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¢ Identify and publicly attribute cyberattack malware by the so-called MuddyWater
Group to Iranian Intelligence Services (MOIS) actively used to siphon data from gov-
ernment and telecom firms across the Middle East, publishing the code it used to alert
improved cyber defense.®*

The open question is how best to extend/expand the legal, ethical, and effective reach
of U.S. military cyber campaigns and operations during times of competition and confron-
tation. As it was when General Keith Alexander testified before Congress in 2010, there
remains much uncharted territory in the world of cyber policy, law, and doctrine.® But the
historical record of military participation in strategic competition and the recent successes
of USCYBERCOM campaigns and operations safeguarding vital American relative power in
a peacetime environment both validate the legitimacy of greater military cyber participation
in cyber campaigns - at least for a period of time.

The ‘dual hat” USCYBERCOM-NSA command relationship already appears optimized to
assure the agile and responsive interface between cyber-intelligence and cyber-operations
against strategic rivals below the threshold of armed conflict.®® The proper orientation and
appropriate resourcing of USCYBERCOM to scale for these critical cyber campaigns requires
greater American policy maker attention. To be successful at the appropriate scale, expanded
national investment in cyber national mission teams and a more detailed legislative agenda
establishing the legal and bureaucratic authorities for military-led, cyber persistence activ-
ities is necessary.*’

Retaining the USCYBERCOM-NSA Dual Hat

The USCYBERCOM-NSA tight coupling and shared “dual hat” command structure estab-
lishes many vital interactions for successful strategic cyber-competition with America’s
Great Power adversaries.®® Among these critical synergies are the three identified frequent-
ly by former USCYBERCOM Commander, General Paul Nakasone: “.speed, agility, and a
unity of action between world class code-makers and code-breakers.”® Unique among USG
agencies and agency-teams, USCYBERCOM today alone can operate in cyberspace outside
the U.S. against adversaries before they can do great harm inside the United States. USCY-
BERCOM can establish “persistent engagement” while “defending forward” in cyberspace
with partners and allies that help attribute malicious actors, disrupt their activities before
they strike, and impose costs on them that make it difficult to operate in space and time
against strategically significant elements of national power.”” The USCYBERCOM-NSA “dual
hat” has stirred debate since USCYBERCOM was established in 2010, and numerous reviews
and studies have been done about this peculiar relationship with an eye to separating them
when appropriate. A 2023 report led by former Chairman of the Joint Staff, General Joseph
Dunford, determined that retaining the “dual hat” for the foreseeable future was a net posi-
tive for national security.”!
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Retaining the “dual hat” aligns with geopolitical realities for cyberspace in this new era of
multi-polar Great Power competition. Other key USG sectors need to build-out credible and
responsible defensive, offensive, and enabling cyber tools to compete with rival state exploita-
tion of cyberspace for decisive strategic advantage. But today, the dynamics of an intensifying
multi-state Great Power Competition warn against under-utilizing the well-developed “hunt
forward” and “persistent engagement” capabilities now found almost uniquely in the USCY-
BERCOM-NSA nexus. Managed in accordance with liberal and democratic values, the use of
USCYBERCOM event-tested cyber hunt forward teams and persistent engagement strategies
must be enabled and resourced for some reasonable transition period - likely through the end
of the 2020s - if the U.S. is to stem the erosion of its relative power in critical areas before they
compound into negative strategic impact.’?

Expanding (Temporarily) Cyber Mission Force (CMF) Teams for Vital Strategic Competition

USCYBERCOM'’s 2018 vision argues that, at least for a period of time, U.S. whole of gov-
ernment capabilities and processes remain insufficient and destined to keep the U.S. in a
reactive mode after costly intrusions or attacks occur into America’s cyber critical infra-
structure, and that DoD is the leader (at least for now) in building the operational expertise
and capacity to meet critical cyberspace threats and stop cyber aggression before it can be
used by our rivals to secure strategic advantage.”® This analysis remains accurate in 2024,
yet more capacity is needed to provide options and capabilities to conduct strategically sig-
nificant cyber competition throughout times of peace and up to the brink of actual armed
conflict.”*

The USCYBERCOM-NSA nexus remains the right locus for expanding capacity for strategi-
cally significant cyber competition.”” But this expansion needs be prudent, constrained, and
properly resourced and authorized by Congress and the White House.

As of early 2024, USCYBERCOM had just 133 Cyber Mission Force (CMF) teams with vary-
ing cyber-operational mission sets.”> Only some of these are organized for the important
hunt forward missions capable of assuring persistent engagement in partnership with U.S.
international partners and allies. The number of CMF teams is programmed to grow to 147
by late 2024, but even at this expanded number, CMF teams could not undertake a vast ar-
ray of missions required to contest single-event or stochastic ransomware, denial of service
attacks, or espionage activities across the national economic, political, social and personal
privacy dimensions of cyberspace.”” Not all cyber-attacks against America and its allies are
strategic in nature despite the understandable concerns felt by their victims.”® Instead, the
USG requires a more robust and durable capability to conduct persistent engagement and
hunt forward missions aimed against the deliberate cyber campaigns undertaken by Great
Power rivals China and Russia. The legitimate targets of these American cyber campaigns
should include state-based cyber actors and state-affiliated ones credibly tied to these Great
Power competitor state strategic cyber-campaigns.
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Additional CMF teams should be resourced and USCYBERCOM-NSA given Congressional
enabling authorities to develop and execute cyber campaign and counter-cyber campaign
plans that pursue state and non-state actors credibly deemed culpable of conducting cyber
campaigns directed by or coordinated with the PRC or Russia to achieve strategic cumulative
effects against the U.S. or allies in the following vital areas of national power:

¢ Relative economic advantage through industrial espionage or via disruption and degra-
dation of US productivity;

< Political confidence and social cohesion by manipulating the U.S. elections processes;

¢ (itizen confidence and trust in the U.S. government’s ability to safeguard the privacy
and personal security of citizens.

USCYBERCOM should be appropriately resourced for growth to 200 total CMF teams over
the course of the 2025-2030 Future Years’ Defense Program (FYDP 25-30). The NSA budget
should be enhanced in parallel to build-out the support structure for these teams. This growth
should allow for USCYBERCOM to generate forward presence by an additional 25-30 hunt for-
ward teams at any given time with explicit focus on campaigns aimed at Russia and the PRC
and in the three areas of national strategic competition.

Military-led cyber campaigns are a short-term necessity but not optimal for the long haul.
As Great Power Competition continues to evolve, expedient and necessary use of military
cyber capabilities to conduct persistent cyber engagement should be replaced with capabili-
ties within the civilian governmental structure that is befitting of a ‘new normal’ of endemic
competitive relations between the Great Powers.

Congress and the Executive should push the following government organizations to generate
their own CMF-style hunt forward teams with appropriate funding and authorities to take the
lead on cyber campaigns by the early 2030s: Department of Homeland Security (DHS), Depart-
ment of State (DoS), Department of Justice (DoJ), Department of Commerce (DoC), and the FBI.
The Cyberspace Solarium Commission Report of 2020 calls for expansion of the concept of “de-
fend forward” across the government built on the concept originated in the Department of De-
fense but using all instruments of national power.”® Empowering hunt forward teams in these
agencies would enhance America’s competitive ability to disrupt and defeat growing adversary
cyber campaigns across an array of threat vectors. The U.S. National Cybersecurity Strategy
of March 2023 also establishes this as a necessary part of the U.S. government’s strategic
objective to integrate federal cyber disruption activities, but it also notes that upgrading and
properly organizing this will take time.*® So for now, USCYBERCOM-NSA cyber persistence
and disruptive capabilities are the best we have. The longer-term process of federal integration
should include provisions for a cross-leveling of individuals and resources from the new USCY-
BERCOM CMFs to the interagency team analogs with an aim of drawing back USCYBERCOM
CMF teams to around 150 as the interagency brings some 50 or so teams into fully operational
status during the 2030s.?!
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CONCLUSIONS

America’s once dominant geostrategic position has measurably diminished. Today we find our-
selves in an evolving era of Great Power Competition. Also seriously under threat is America’s
longstanding dominance in cyberspace. Where American ascendance in cyber hardware, soft-
ware, infrastructure design, and norms for appropriate use in a one-world cooperative framework
once ruled supreme, today’s cyber domain is characterized by increasing fragmentation, a drift
into confrontational and coercive activities by one state against many others, and a preference
by Russia and the PRC - America’s Great Power rivals - to use cyberspace for aggressive cam-
paigns that seek relative power gains against the U.S. and its allies in strategic competition.

Although it may be pursued among contemporary allies and partners, a legal/law enforce-
ment framework for Great Power strategic competition in cyberspace is not sufficient in the
face of durable cyber domain fragmentation. Instead, the U.S. must pursue a Relative Power
Erosion Framework, which requires use of all elements of U.S. national power. A Relative
Power Erosion Framework for strategic competition in cyberspace aligns well with the new
cyber persistence theory, and USCYBERCOM’s persistent cyber engagement conducted by
hunt forward military cyber teams.

A Relative Power Erosion Framework featuring military cyber teams must be disciplined
and focused on truly strategic cyber campaigns (and counter cyber campaigns) designed
against Russian and Chinese cyber organizations and affiliated cyber actors conducting cyber
campaigns aimed at one of three relative strategic gains:

¢ Relative economic advantage through espionage, disruption and degradation.
¢ Reduced domestic political cohesion, confidence and trust in the electoral system; and

¢ Reduced faith and confidence in the U.S. being able to protect its citizens from coercive
cyber campaigns that compromise privacy and personal security.

A Relative Power Erosion Framework should feature USCYBERCOM CMF teams for a peri-
od of time limited to the end of the 2020s. By 2030, the U.S. should establish civilian interagen-
cy teams that operate as the military CMF teams operate today and thus take full control of
persistent cyber engagements and hunt forward campaigns. The military-to-civilian transition
for these peacetime cyber campaigns will help signal the necessary change in mindset by
the entire U.S. government from one mistakenly assuming cyber cooperation to one properly
structured for persistent and effective cyber competition.®

DISCLAIMER

The views expressed in this article are those of the author and do not reflect the official pol-
icy or position of the United States Military Academy, The National Defense University, the
Department of the Army, the Department of Defense, or the U.S. Government.
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