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he establishment of the Strategic Support Force (E&HS 7 #%3 PN, SSF) in De-

cember 2015 was a critical milestone in the history of the Chinese People’s

Liberation Army (PLA), against the backdrop of its historic reform agenda.™

The SSF’s creation reflects an innovation in force structure that could allow
the PLA to operationalize its unique strategic and doctrinal concepts for information
operations. Despite limited transparency, it is nonetheless possible to glean critical
details about the SSF’s composition and key missions, based on a range of open sourc-
es.?' It is clear that the SSF has been designed as a force optimized for dominance
in space, cyberspace, and the electromagnetic domain, which are considered critical
“strategic commanding heights” for the PLA.P! Under its Space Systems Department
(Fi K& 48, the SSF has seemingly consolidated control over a critical mass of the
PLA’s space-based and space-related assets. Through these capabilities, the SSF has
taken responsibility for strategic-level information support ({Z 5.7 $%) for the PLA in
its entirety, enhancing its capability to engage in integrated joint operations and remote
operations. ™ Concurrently, the SSF has integrated the PLA’s capabilities for cyber,
electronic, and psychological warfare into a single force within its Network Systems
Department (%% Z2 45 50), which could enable it to take advantage of key synergies
among operations in these domains. However, beyond the SSF, the PLA also appears
to be building up network-electronic operations (RJEE{E L) capabilities within its
national Joint Staff Department headquarters and within new regional theater com-
mands (f%X), reflecting the emergence of a multi-level force structure specializing in
information operations. Thus, the SSF reflects the PLA’s uniquely integrated approach
to force structure and operations in these vital new domains. This realization of this
paradigm through the SSF will enhance the PLA’s capabilities to fight and win future

2NN

“informatized” ({Z 2.1k) wars.
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The Impetus for Reforms

The creation of the SSF reflects the PLA’s attempts
to resolve prior issues and build up its military
cyber forces to ensure their combat capability. Al-
though critical elements of Chinese thinking on
information operations had crystallized by the late
1990s—and have remained remarkably consistent
since—the PLA has lagged in its efforts to construct
forces capable of realizing the intended missions
and strategic objectives.® Instead, China’s military
cyber force often ended up being turned to purposes
of political and commercial cyber espionage, wheth-
er in furtherance of formal missions or, in some
cases, seemingly for profit and/or at the behest
of local state-owned enterprises. Even when those
activities were sanctioned by the appropriate com-
mand authorities, the scope and scale may not have
been fully known to higher-level PLA leadership,
while the risks of apprehension appear to have been
largely dismissed, due to the perception that attribu-
tion would be futile.

However, this calculus has since changed. In Feb-
ruary 2013, Mandiant released the APT1 report,
which exposed Unit 61398 of the PLA,!and
then, in May 2014, the US government charged five
3PLA officers with computer hacking and economic
espionage.”! Although this intended ‘naming and
shaming’ has not resulted in a complete cessation of
such activities, their exposure does appear to have
had, to at least a limited extent, a deterrent effect
and resulted in discernible changes in PLA behavior,
including an initial reduction in the frequency of
its cyber espionage activities. In September 2015,
Presidents Obama and Xi agreed, “neither the U.S. or
the Chinese government will conduct or knowing-
ly support cyber-enabled theft of intellectual prop-
erty, including trade secrets or other confidential
business information for commercial advantage.”
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Subsequently, there was a notable decrease in Chi-
nese Advanced Persistent Threat (APT) activity, as
documented by FireEye, among others. [’

At this point, it appears that there has been a no-
table change in the pattern of Chinese cyber oper-
ations. There have been several incidents of cyber-
enabled intellectual property theft by Chinese APT
groups, although some have seemingly reflected
notional adherence to the agreement by targeting
companies specializing in defense technology, tele-
communications, and software services that could
be utilized for both legitimate defense and commer-
cial purposes. Concurrently, the activities of non-
military cyber actors, especially a number of con-
tractors linked to the Ministry of State Security
(MSS), have become more prominent, while mili-
tary cyber forces appear to have been redirected
away from such activities. For instance, in Novem-
ber 2017, three Chinese hackers working for Boy-
usec, which is known to act on behalf of MSS, 1
were charged by the US government with hacking
several corporations for commercial advantage, !
in apparent violation of the Obama-Xi agreement.
It remains to be seen whether the tenuous norm
against commercial cyber espionage will take
hold."In the meantime, the MSS appears to have
taken the lead, emerging as a major player and
full-spectrum intelligence agency, while the focus
of PLA cyber operations seems to have shifted
away from commercial towards combat-oriented
activities.

China’s government has also actively sought to
build up a cyber defense at the national level,
mainly in response to a series of incidents—in-
cluding the discovery of Stuxnet, the Arab Spring,
and the Snowden—each of which revealed unique
threats and vulnerabilities that China faces in
the cyber domain. The resulting concerns over
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pervasive information insecurity have resulted in the development of a more robust
framework to enhance national security and resilience. Consequently, China has under-
taken a complete overhaul of legal and regulatory regime overseeing information security,
spearheaded by the Cyberspace Administration of China (CAC), founded in 2014. The key
component of this information security push is the National Cybersecurity Law (NCL),
which was made law in November 2016 and implemented in June 2017. The law has acted
as a central organizing principle and enforcement mechanism under which agencies have
implemented new regulatory regimes over content management, device management,
cybersecurity information sharing, encryption, and supply-chain security. [**!

Concurrently, the PLA’s historic reform agenda has sought to transform it into a “world-
class” military capable of “fighting and winning wars,” which requires the advancement
of offensive cyber capabilities that would be integral in early stages of a conflict. As
constituted, PLA cyber forces were deemed inadequate relative to superior US cyber
capabilities. The separation of cyber espionage and offensive cyber forces between 3PLA
and 4PLA seemingly prevented their realization as a coherent, integrated fighting force
for this new domain. On the surface, the creation of the SSF could be seen as a re-
sponse and parallel to the US establishment of U.S. Cyber Command (USCYBERCOM). 4
However, a deeper analysis reveals that a more apt counterpart may be USCYBERCOM’s
parent organization, U.S. Strategic Command (USSTRATCOM), which, like the Strategic
Support Force, is responsible for space, cyber operations, and strategic C4ISR support
to “combatant commands”, regional joint-force areas of responsibility that act has direct
analogs to the Chinese military’s new theater commands. The SSF is nevertheless a
uniquely divergent entity in force structure that distinguishes itself from both USSTRAT-
COM and USCYBERCOM in several key respects. The most obvious is that China’s Strategic
Support Force is a military service rather than joint force command and lacks a nuclear
mission, USSTRATCOM’s original raison d’etre. For cyber operations, the differences are
deeper and more qualitative. The SSF’s cyber corps approach the cyber domain in a much
more comprehensive way, reflecting a highly integrated approach to information opera-
tions that actualizes critical concepts from PLA strategic and doctrinal approaches.

Overview of Force Structure

The SSF is a unique product of the PLA’s reforms, which seek to enhance its capabili-
ties to engage in joint operations.™'In its design, the SSF is intended to be optimized for
future warfare, in which the PLA anticipates such “strategic frontiers” (LkH%i5%) as
space, cyberspace, and the electromagnetic domain will be vital to victory. """l Accord-
ing to its commander, Lieutenant General Gao Jin (5/$), the SSF will “protect the high
frontiers and new frontiers of national security,” while seeking to “seize the strategic
commanding heights of future military competition.”!®®'Despite its relative novelty, the
SSF itself is constructed from prior organizational components, reflecting a modular
approach to reorganization through which existing institutions have been restructured
under new organizations to align with new paradigms.
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The SSF is largely composed of operational units and organizations from the PLA’s
former four “general departments”, the General Staff Department (GSD), General Arma-
ments Department (GAD), and General Political Department (GPD) units responsible for
space, cyber, electronic, and psychological warfare. In its function and structure, the SSF
appears to act in a similar status to that of the nuclear-armed PLA Rocket Force’s (PLARF)
predecessor, the Second Artillery Corps, which similarly consolidated strategic capabil-
ities under direct national control. This environment has served the strategic missiles
mission well; in a few decades, China has fielded an impressive array of both nuclear and
conventional missiles that now form the bedrock of its nuclear and conventional deter-
rence posture. Military leadership may be trying to replicate the success of that model
in space and cyber domains, responding to shifts in modern warfare by extending
concepts of conventional deterrence into these domains. "

The SSF appears to be designed around the operational imperative of “peacetime-
wartime integration,” which is also a major impetus for the overall reform agenda. ?® Under
its prior organizational structure, the PLA would have confronted the challenge of tran-
sitioning from a peacetime posture to a wartime posture just prior or immediately after
the outbreak of war. For strategic-level information operations, such a shift would have
demanded unprecedented coordination across entrenched divisions between national-
level departments, services, and military region to form an information operations
group ({2 EfELLEE) in conflict. The SSF has seemingly streamlined this process through
organizing these units into operational groups as standard practice, optimized as a war-
time structure. This concept of peacetime-wartime integration is particularly critical for
the SSF’s Network Systems Department and cyber mission. At a basic level, cyber oper-
ations require a persistent cycle of cyber reconnaissance, capabilities development, and
deployment to ensure cyber effects can be leveraged in a conflict. Given the functional
integration of these peacetime and wartime activities—and the close relationship be-
tween reconnaissance and attack—in cyber operations, the integration of China’s military
cyber offense and espionage capabilities has become a functional necessity. 2! This force
structure is consistent with the PLA’s recognition of the reality of blurred boundaries
between peace and warfare in these domains, which is reflected in its notion of “mili-
tary struggle” (Z£Z52}5+) in cyberspace, as confrontation occurring across a spectrum,
of which the highest form is warfare.

Concurrently, the SSF is intended to actualize a shift from a discipline-centric to a
domain-centric structure that enhances the PLA’s capabilities in critical strategic frontiers.
Previously, space, cyber, and electronic warfare units were organized according to the type
of mission—the disciplines of reconnaissance, attack, or defense—rather than their war-
fighting domain. This is best seen in the cyber mission, for which espionage was handled
by the Third Department of the former GSD (3PLA), while the offensive elements were
handled by the Fourth Department (4PLA), and the former Informatization Department
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({Z E{EF) undertook certain elements of defense. Under the SSF, the idea of “integrated
reconnaissance, offense, and defense” ({iiff;—{£&{E) may serve as an organizing con-
cept, which could involve the integration of disciplines together to enhance full-spectrum
war-fighting capabilities.? This new organizational structure could also enable levels
of unified research and development, planning, force construction, and operations that
would have been infeasible under the previous structure.

Concurrently, the SSF will confront the reality of rapid, disruptive technological chang-
es, often driven by research and development in the private sector. These dynamics render
the SSF’s tasking to pursue civil-military integration (or “military-civil fusion,” ZEEcFl
£) as an integral aspect of its mission. This will involve taking advantage of dual-use
technological advances and leveraging civilian talent. Indeed, cyberspace has been high-
lighted as a priority domain for China’s national military-civil fusion strategy, with a par-
ticular focus on personnel training and issues of human capital.®! For instance, the SSF
has established partnerships with over nine units and enterprises, such as the University
of Science and Technology of China and the China Electronics Technology Group (CETC),
to focus on “fostering high-end talent,” including through education, training, cooperation,
and exchanges. 24

Similarly, authoritative PLA texts, such as the 2013 AMS SMS, have argued, “since the
boundaries between peacetime and wartime are ambiguous, and military and civilian
attacks are hard to distinguish, persist in the integration of peace and war [and] in the milit-
ary-civil fusion; in peacetime, civilians hide the military, [while] in wartime, the military
and the people, hands joined, attack together...” ®! As prominent PLA strategist Ye Zheng
(F{iF) highlighted, “The strategic game in cyberspace is not limited by space and time,
does not differentiate between peacetime and wartime, [and] does not have a front line and
home-front...” ?° Indeed, the SSF is designed to achieve dominance in a domain in which
traditional boundaries are blurred and in which the private sector is integrally involved.

The SSF’s Leadership, Structure, and Missions

Established in December 2015, the SSF is commanded by Lieutenant General Gao Jin
(=7#). Gao Jin served with the former Second Artillery Force and was the president of
the Academy of Military Science, which advises the Central Military Commission on
strategy and doctrine.®'? From an operational perspective, the SSF’s headquarters for
its space and cyber mission forces are the Space Systems Department (fiiK Z4¢50) and
Network Systems Department (2% 225830 respectively, which command combat forces
likely referred to as the “Space Corps” (XZE) and “Cyber Corps” (Z). Through the
consolidation of the PLA’s strategic-level capabilities for these domains, the Space Sys-
tems Department and Network Systems Department will respectively pursue missions
of strategic information support and strategic-level information operations.
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Figure 1. The basic missions of the SSF’s two main components: Space and Cyber Corps.

The SSF’s Network Systems Department (2§ Z22530), likely under the command of
Major General Zheng Junjie (¥3{£7R), appears to integrate a critical mass of the PLA’s
strategic-level cyber, electronic, and psychological warfare capabilities. The former 3PLA,
which was responsible for technical reconnaissance and cyber espionage, appears to be
the central component around which the Network Systems Department is organized. ! As
the PLA’s premiere cyber espionage organization, the 3PLA’s preeminence in this domain
makes them a natural fit as the primary “tent-pole” for the SSF’s cyber force. Although
cyber espionage constitutes one of its central missions, the 3PLA has also been respon-
sible for traditional signals and communications intelligence. Not only the former 3PLA’s
Technical Reconnaissance Bureaus but also the two electronic warfare brigades from the
former 4PLA have been integrated into the Network Systems Department. %

Of note, the Network Systems Department also appears to have taken over essential
research agendas that could support capability development. It is noteworthy that the
GSD 56th, 57th, and 58th Research Institutes, all formerly under the 3PLA, have all been
transferred to the Network Systems Department.®!! These research institutes previously
reported directly to 3PLA headquarters and were tasked with military research, develop-
ment, testing, and acquisition (RDT&A) in support of 3PLA’s mission. 43 Also, the 54th
Research Institute, which was formerly subordinate to the 4PLA and focused on electronic
and network countermeasures, has moved to the SSF. 34

Although the name “Network Systems Department” might imply that the department
solely incorporates cyber/network warfare capabilities, it appears that China's view of
cyberspace is changing, and this organizational structure reflects such a conceptual
evolution. The PLA seems to be starting to redefine what “cyberspace” means, expand-
ing the definition to include all aspects of information warfare, such that the concept is
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effectively synonymous with the information domain.?% This would more closely com-
port with how China’s civil authorities view cybersecurity as closely linked to the notion
of information security, which includes concerns over content and reflects ideological
concerns. In an operational context, this means that China has a more integrated ap-
proach to information domain across the “stack,” from physical assets, through elect-
ronics, to digital networks, all the way to information exchanges and media content.
This integrated approach may allow for better planning, acquisition, and operations
while enabling the creation of a more flexible cadre of personnel tailored towards new
paradigms of information operations.

Although the SSF has consolidated a critical mass of capabilities, the PLA’s information
operations forces appear to have a more complex, multi-level structure. The SSF does not
appear to have incorporated and consolidated the entirety of PLA’s cyber espionage and
technical reconnaissance capabilities. Under the PLA’s previous structure, each service
and military region (MR) maintained its own Technical Reconnaissance Bureau (TRB),
responsible for signals intelligence and cyber espionage. At this point, it is unclear to
what extent the SSF will incorporate these other service or military region TRBs, though
there are preliminary indications that a number of them have been transferred into
the SSF. On the other hand, the cyber defense mission associated with the former
GSD Informatization Department’s Information Assurance Base ({ZE.frfEAL) and
its subordinate Network Security and Defense Center (®{2&ZZffiH.()), remains under
the new Joint Staff Department’s Information and Communications Bureau ({Z & i {Z
f57). B9 Although, the SSF could incorporate or develop a defensive mission to complement
its reconnaissance and offensive capabilities, it appears that the Cyberspace Adminis-
tration of China, along with the Ministry of Public Security, take primary responsibility
for supporting cyber defense at the national level, including the protection of critical
infrastructure, and regulatory and law enforcement responsibility, respectively, over
compliance with cybersecurity laws and provisions.

Surprisingly, the former GSD Fourth Department (4PLA), also known as the Electronic
Countermeasure and Radar Department (E5T-Y{H1 585 3AE0), has not been transferred
in its entirety to the SSF. While its subordinate electronic warfare brigades have been
incorporated into the SSF, its headquarters appears to have been shifted under the CMC
Joint Staff Department as the Network-Electronic Bureau (f{Z&ES-/& or WEEJS) and
the Network-Electronic Countermeasures Dadui (PJEEYTF1APA), with Wang Xiaoming
(=H%HH) as the head. ! The former 4PLA was previously responsible for the entirety of
the strategic-level, or national level, and a considerable element of campaign-level elec-
tronic warfare for the PLA. Also of note, there appear to be network-electronic counter-
measures (PJEENTHT) units not only at the CMC level but even under the new theater
commands (fitX), ¥ but the parameters of their missions and potential coordination with
the SSF remain to be seen.
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Figure 2. Anotional chart depicting the shift in responsibilities for electronic warfare
and cyber warfare under the new “network-electronic” paradigm.

At this point, given this complex force structure, there are some unresolved questions
regarding command. It appears that the SSF, not unlike the former Second Artillery Force,
and now Rocket Force, falls under the direct authority of the CMC rather than being
commanded by theater commands. However, the new theater commands and subordinate
service elements may possess or construct their own cyber or network-electronic opera-
tions capabilities. According to one notional schematic by an SSF scholar, theater command
joint operations command departments, through their joint operations cyberspace opera-
tions command centers, will exercise command over cyberspace operations forces under
each of the services; the CMC Joint Operations Command, through a CMC Joint Command
Cyberspace Operations Command Center, commands over the SSF itself, which commands
cyberspace strategic reconnaissance, assault, defense, and support forces and capabili-
ties; and in addition, the Cyberspace Administration of China, has authority over military-
local cyberspace coordination centers, which could support defensive operations.?”
Although this is not necessarily fully consistent with official command structure, the key
elements of it reflect a three-tiered approach to China’s cyber capabilities. At present,
the construction of more robust cyber or network-electronic combat forces within theater
commands likely remains a work in progress. In addition, there do not yet appear to be
functional mechanisms for coordination among cyber operations forces at different levels.
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Figure 3. Notional Cyberspace Operational Command System Structure

In addition, PLA information operations forces might be differentiated among strategic
information operations forces, which include satellite information attack and defense
forces, “new concept” electronic assault forces, and Internet assault forces; campaign
information operations forces, which include conventional electronic warfare forces,
anti-radiation assault forces, and battlefield cyber warfare forces; and tactical information
operation forces, which include satellite information attack and defense forces, and battle-
field cyber warfare forces, according to a relatively authoritative PLA textbook. 47!

The PLA’s force structure for network-electronic operations capabilities must be con-
textualized by the concept of the information operations group ({ZE/E&), a joint-force
wartime construct that was displayed during the August 2017 military parade that mark-
ed the 90th anniversary of the PLA’s establishment.*!'In the parade, the information
operations group included an information support formation ({Z &7 $& 7\), electronic
reconnaissance formation (F3F-{fiZZ75F\), electronic countermeasures formation (Hi1-
YH175BA), and unmanned aerial vehicles (UAV) formation (J& AA/1.75PA). *? The informa-

114 | THE CYBER DEFENSE REVIEW



ELSA B. KANIA : JOHN K. COSTELLO

tion operations group would bring together the disparate elements responsible for cyber,
electronic, and psychological warfare into an operational command at strategic, campaign,
and tactical levels. Before reforms, the national-level or strategic information operations
group would have drawn units from the General Staff Department, General Political
Department, and the General Armaments Department. The SSF reflects an attempt to
knock down prior silos between these units and incorporating them into a cohesive force
in peacetime, both to smooth over the transition to wartime, and to construct a more
effective war-fighting force.

The information operations group as displayed in this parade resolves a few remaining
questions on the relationship between the SSF and China’s wartime structure for infor-
mation operations. First and foremost, the parade formally identifies the SSF’s role as
the primary fighting force for information operations and “information support” ({2 &3¢
%), which involves support for intelligence, surveillance, and reconnaissance in space,
cyberspace, and the electromagnetic spectrum. Similar to the relationship between the
other services and their corresponding operations groups, the SSF serves as the central
component of the information operations group. Secondly, while the SSF is the primary
fighting force for information operations, it is not the only one. Beyond the SSF, there are
units from former military regions and within services that will fall under the new joint
theater commands (/fi%[X) and focus on campaign-level operations. For instance, in the
parade, the electronic countermeasures (ECM) formation came from the PLA, specifically
from an air defense brigade and an Army Division ECM detachment (53[A). **! According to
relatively authoritative literature on this concept, in a conflict scenario, each service’s and
branch’s information countermeasures forces would combine with the information com-
bat group ({2 & HL3-E). Y What is still unclear are the composition of different-echelon
information operations groups, and whether tactical or campaign-level groups could have
a national mission or how they would coordinate or de-conflict their respective missions.

Remaining Challenges

Thus far, in the course of PLA reforms, the Central Military Commission has focused on
making broad strokes and affecting change in larger, leading organizations first, in what
has been characterized as “above the neck” (§%1-LL_F) reforms. * Such an approach min-
imizes the disruptiveness of these reforms and helps to generate buy-in from leadership
on deeper cuts that will undoubtedly take place in the future. These initial steps seek to
create a foundation upon which future reforms can be built. For the SSF, this has meant
that the old siloed nature of space, cyber, and electronic warfare have been broken and
reorganized into new verticals through the Space Systems Department and the Network
Systems Department.

Such high-level changes alone, however, will not be enough to enable more profound
reform. Although the SSF’s force structure reflects significant progress towards a domain-
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centric approach to war-fighting in the space, cyber, and electromagnetic domains, with
the integration of disciplines of reconnaissance and offense, some incongruences remain
at lower levels. At present, elements of the former General Staff Department’s cyber,
space, and electronic warfare capabilities likely remain integrated within units respon-
sible for other missions. To follow through fully on the conceptual framework associated
with the creation of the SSF, deeper, more painful cuts will need to happen to break apart
and recombine existing units.

The PLA is currently engaging in “below the neck” (JT-LLT) reforms, likely to be
implemented over the remaining three year period through 2020 within which the re-
forms are intended to take place. This current stage of the process will presumably entail
undertaking deeper, more difficult changes than previous changes have presaged. For
the SSF, this process will test whether the PLA can fully implement the concepts and
guiding paradigms that will enable better war-fighting or institutional barriers and vested
interests will win the day. At this point, it remains to be seen how the SSF will make these
deeper changes to restructure or otherwise integrate disparate organizational components.
According to one article, in the SSF’s current “grassroots construction” process, “cross-
unit forces transfer and handover are progressing smoothly; new adjustment and forma-
tion of units are being completed and delimited according to plan; the system of systems
architecture and contours of new-type combat forces is starting to appear...” * It appears
that deeper changes are occurring within the SSF, with the restructuring and reorganiza-
tion of units, and their transfer to different locations. The SSF’s future trajectory will be
a critical bellwether of the PLA’s capability to implement historical organizational reforms.
Indeed, its ability to function as a cohesive force would require deeper, structural changes
to ensure the integration and coordination of capabilities that were previously stove-piped,
perhaps in the face of considerable bureaucratic resistance.

The Future of Chinese Information Operations

The SSF will undoubtedly take on a central role as the information warfare component
of China’s military strategy, acting as the ‘tip of the spear’ in its strategic planning and
posture. In their entirety, the PLA’s military reforms seek to synthesize military prepara-
tions into an “integrated peacetime and wartime” military footing.*”! The use of “strategic
presets” is intended to place China’s military into an advantageous position at the out-
set of war, enabling it to launch a preemptive attack or quickly respond to aggression,
contributing towards a first strike (4J¢-%& | A) that is consistent with the perceived
offense dominance of the domain."® This allows China to offset its disadvantages in
technology and equipment through preparation and planning, particularly against a
“powerful adversary” (5% EY) with technological superiority, generally a byword for the US
in PLA strategic literature. In practice, these strategic presets require careful selection
of targets so that the first salvo of hard-kill and soft-kill measures can completely cripple
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an enemy’s operational ‘system of systems,’ or the ability to use information technology to
conduct operations.

Within the context of a joint campaign, PLA information operations forces would be
directed to obtain information superiority ({ZE.{f:#2), since to seize and preserve infor-
mation dominance (fl{Z E.fY) is considered an important prerequisite and foundation for
joint operations.™” In furtherance of the PLA’s “system of systems” operational concept,
information operations are recognized as critical means of striking “vital point targets”
(EZE HFR) in an adversary’s systems, while ensuring the continued functioning of one’s
systems. ®” From the PLA’s perspective, achieving such information dominance is neces-
sary for air and sea dominance. ! The Science of Military Strategy (SMS), an influential
PLA textbook, calls for the coordinated employment of space, cyber, and electronic warfare
means as strategic weapons to achieve these ends, to “paralyze enemy operational system
of systems” and “sabotage the enemy’s war command system of systems.” *? This includes
launching space and cyberattacks against political, economic, and civilian targets as a
deterrent. Thus, the SSF would be an integral aspect of the PLA’s approach to any future
informatized war and integrated strategic deterrence.

In its entirety, this emerging force structure for PLA information operations has seem-
ingly been designed with concepts that have consistently occurred in authoritative PLA
literature but could not previously be operationalized due to prior organizational divi-
sions. Traditionally, there has a separation between cyber and electronic warfare and
between reconnaissance and offensive capabilities, respectively stove-piped within 3PLA
and 4PLA. The partial integration of these capabilities within the Network Systems
Department could thus appreciably increase the efficacy of Chinese information opera-
tions. In particular, the PLA’s concept of integrated network-electronic warfare (48—
f& i, INEW), which dates back to the early 2000s, is now reflected in organizational
realities, enabled by the potential integration of the relevant capabilities, and focus on
the construction of new network-electronic countermeasures forces. In early writings,
Major General Dai Qingmin (%7 <), former head of 4PLA, who formulated the concept of
INEW, anticipated future information operations involving “the destruction and control
of the enemy’s information infrastructure and strategic life blood, selecting key enemy
targets, and launching effective network-electronic attacks.”®® He argued that this inte-
gration of cyber and electronic warfare would be superior to the US military’s approach
at the time of network-centric warfare. °*

Through its integration of space, cyber, and electronic warfare capabilities, the SSF may
be uniquely able to take advantage of cross-domain synergies resulting from the inherent
interrelatedness and technological convergence of operations in these domains.® Poten-
tially, the Network Systems Department could thus enable the SSF to develop the capabil-
ity to ‘bridge the air gap’ and deliver cyberattacks via electronic warfare against isolated
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US battlefield networks. 5 Concurrently, the SSF’s apparent responsibility for psycho-
logical warfare could enable the PLA to exploit the impactful nexus of cyber and
psychological warfare capabilities, learning from the success of Russia’s efforts. At this
point, it is too early to evaluate whether the integrated approach to these domains and
the associated disciplines that the SSF represents will be realized in practice, given the
likely organizational frictions and resistance associated with such massive reforms.
However, the Strategic Support Force, and the military reforms more generally, represent
a new era of Chinese information operations, in which long-dormant organizational and
operational concepts have found new footing in a new military order. @
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