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ABSTRACT

his article investigates how the speed and sophistication of cyber tools shape

modern conflict. Using the United States as a case study, it looks at how, when,

and why physical and cyber affronts can quickly escalate, and what appro-

priate counter-actions exist at each stage of the conflict. We also briefly contrast
the US physical and cyber conflict escalation ladders with those of China and Russia.
Our work has important implications for policy-makers and military leaders as it
demonstrates the importance of having cyber escalation ladders for each country.
We stress that not only should these ladders include country-specific perceptions of
various actors and their likely motivations, but they should also account for other actors’
differences in perception of various physical and cyber actions. The latter could lead
to a difference in each state’s understanding of the others’ escalation ladders, and
thus unexpected responses.

Keywords: cyber escalation ladders, cyber conflict, spectrum of conflict, the US,
China, Russia

The first known cyberattack to cause an electrical power outage occurred in Ukraine
at the end of 2015. On December 23rd, hackers disabled control systems used to coor-
dinate remote substations, leaving people in Kyiv, the capital of Ukraine, and the west-
ern part of the country without power for several hours. A year later, presumably the
same group of hackers attacked the power grid in Kyiv. The Security Service of Ukraine
blamed the Russian government for both nefarious acts.™ The computer security firm
iSight Partners attributed these hacks to Sandworm; a group believed to have Russia
origins.® Because of inferior cyber capabilities, the Ukrainian government decided
not to retaliate but to verbally condemn the Russian government for this act of cyber
warfare. ™ If Sandworm, representing the Russian government, had faced a better-
equipped opponent, the cyber events could have quickly escalated in virtual and, poten-
tially, physical fronts.
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Spectrum of Conflict

We use the Spectrum of Conflict (“the Spectrum”,
thereafter) as defined in the 2008 Army Field
Manual 3-0, Operations® (“The Manual”, there-
after), to outline the Spectrum of Conflict for con-
ventional and cyber actions. The manual divides
the Spectrum of conflict into stable peace, unstable
peace, insurgency, and general war. ¢! At each stage,
the US, its allies, and its adversaries—state or non-
state actors—have various cyber tools available.
Additionally, motivations for these actions vary as
widely as the tools and types of actors that employ
them.”! Having determined potential suspects of
cyberattacks and their possible motive, an actor
should decide where to place the committed cyber
misbehavior in the Spectrum, as well as where the
other side similarly perceives such action on their
Spectrum.® For instance, a hostile actor may con-
duct espionage during stable peace, but could also
conduct the same activity during insurgency or
unstable peace. Depending on these perceptions,
state and non-state actor responses may vary.

Escalation Ladder

When deciding the appropriate response to a
cyberattack, the US should account for the following
factors. First, who is the attacker, and what is their
objective? For instance, industrial espionage may
not require a declaration of war, but sabotage of
the power grid may require more than a denial of
service attack. Second, where does the US consider
itself in the Spectrum? If it is in unstable peace,
diplomatic actions or brandishing capabilities may
prove to be useful deterrents. When conducting an
exercise to brandish capabilities, the US should
determine if exposing a capability is useful and
what end-state is it trying to achieve—making an
adversary look powerless or the US to appear
powerful.” Finally, second-order effects are worth
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considering; these effects can include unintended
damage, whether physical or otherwise, and the
possibility of further escalation by an adversary.

In this section, we build a cyber escalation ladder
(Table 1) aligning the Spectrum of Conflict, a pro-
posed escalation ladder, and the types of Kkinetic
(non-cyber) and cyberattacks that may emerge at
each level.

Building the Ladder

The Spectrum of Conflict’s lowest rung is a stable
peace. In this preparatory phase, cyber activity is
directed towards developing the capability to offen-
sive and defensive cyber actions. This means that
effective cyber forces, even with no immediate threat
on the horizon, must continuously build and main-
tain its cyber capabilities by recruiting, training and
organizing cyber forces as well as providing them
with the financial, technological, organizational, and
infrastructure resources needed for their mission.
In addition, these forces should develop contingen-
cy plans and be ready to defend against threats in
cyberspace that appear with little or no advanced
warning. These conditions are needed in prepara-
tion for an adversary taking hostile actions towards
unstable peace or any other form of escalation.

In a conflict that escalates into minor harassment,
cyber activities expand to exploit weaknesses in an
adversary’s system without disrupting operations or
damage infrastructure. The mission of the US cyber
forces at this Spectrum level incorporates all of the
prior actions and expands to include espionage and
cyber counterintelligence, gathering credentials, and
propaganda. Credential collection is an important ac-
tivitytolaunchlargerscalecyberattacksorfacilitatethe
access of information on protected systems.!'%As
intelligence gathering is an accepted norm, it should
not be considered escalatory.
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Propaganda, although not explicitly a cyber-
attack, can incorporate cyber elements to enhance
the spread or impact of a message. In response to
the early conflict in Ukraine, social media emerged
as a major channel of communication for protesters
and international observers, and Russia utilized
the “comments” section of news sites to promote
pro-Russian dialogue on domestic and foreign web-
sites.'' In a more direct approach that may cross
the border into unstable peace occurred during the
2016 US Presidential Election. Russia combined
an extensive propaganda campaign with cyber-
attacks on the Democratic National Committee and
subsequent release of damaging emails through
WikiLeaks in an attempt to influence the outcome. 2

Moving upwards from stable peace to an unstable
peace, cyber activities at the major harassment level
aggressively exploit weaknesses and disrupt daily
operations, but do not cause permanent damage to
infrastructure or compromise systems. On the con-
ventional (non-cyber) side, sanctions are a common
tool used by the US and exemplified by their reac-
tion to Russian interference in the 2016 Presidential
election. ¥ At this stage, equivalent cyber operations
include overt demonstrations of cyber capability
to deter the opponent and minor denial of service
(DOS) attacks that exert influence but do little
permanent damage. Overt displays of cyber capa-
bility such as the defacement of public websites
were a common tool of the hacktivist group Anon-
ymous during Operation China in response to
China’s crackdown on protests.™ Similarly, DOS
attacks that deny cyber or non-cyber infrastructure
can pose varying levels of inconvenience against
an adversary. Lizard Squad, a hacktivist group,
launched distributed denial of service (DDOS) at-
tacks against Sony’s PlayStation Network and Mic-
rosoft’s Xbox Live services. "™ Website defacement
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and DDOS by an adversary can present a significant inconvenience but poses little risk of
permanent damage.

Although initiated in cyberspace, the impact of DOS and DDOS attacks are not limited
to the cyber domain. ‘SWATing’ "9 and other attacks that focus on emergency services,
if applied on a large scale, could be used to tie up law enforcement resources and other
emergency first responders (EFR). SWATing style attacks pose an increased risk of injury
or loss of life over DOS cyberattacks, but neither of these incursions alone is likely to
be escalatory.

Moving up the escalation ladder from harassment to minor damaging attacks, cyber-
space enables a range of low-financial-cost attacks that compromise non-critical data or
inflict minor, repairable damage. Potential targets include the destruction of non-critical
data on networked systems and the targeted harassment of military infrastructure. Sony
Pictures suffered a massive data loss in 2014 at the hands of North Korean state hack-
ers, and Saudi Aramco lost data on 35,000 hard drives in a 2012 cyberattack. ! The
attacks did not pose a significant disruption of services outside of the affected company,
and neither event prompted retaliation, but both companies faced severe financial costs
to restore services. On the other hand, WannaCrypt,!” one of the most significant Ran-
somware attacks to date, demonstrated the compelling capability to tie up businesses
and critical services such as hospitals by encrypting data and holding it ransom until
demands are met. There exists the potential for extensive collateral damage from this
type of cyberattack. This is fundamentally different from traditional DOS attacks that
temporarily make a site or service inaccessible, as opposed to Ransomware that may
permanently destroy data if demands are not met.

Although WannaCrypt primarily struck unpatched civilian targets, there is the potential
for targeted harassment of military infrastructure. Interference actions that target non-
critical military services stand to interrupt day-to-day operations by delaying email com-
munication or hindering logistics, but do not pose a significant threat to critical military
infrastructures such as strategic missile or air defense systems. Similarly, interference
or delay of supplies can pose a problem, but outside of a war zone, it is unlikely to pose a
critical threat to combat readiness. Highly targeted attacks with limited destructive capa-
bility such as Stuxnet® may also be deployed at this level. These attacks are not inher-
ently escalatory, but depending on the target and duration of the attack the risk posed by
the vulnerability may be considered escalatory (e.g., hindering communications may be
seen as the prelude to a larger attack). Smaller cyberattacks may also become escalatory
when paired with other kinetic attacks. A DOS attack on EFR services combined with a
limited kinetic action such as a drone strike could increase the net effect from a minor
damaging attack to a major one when EFR resources are not immediately available to
treat casualties.
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Continuing to escalate from minor to major damaging attacks, where conventional
kinetic attacks come into play, cyberattacks escalate to include compromising critical data
and causing damage to systems or infrastructure that is not quickly repaired and degrades
military capabilities. Both kinetic and cyberattacks at this level are designed to disable or
destroy critical military infrastructure; disabling early warning systems, as well as target-
ed instruction or information dispersal. In an early example of cyber warfare, the Israeli
military subverted and disabled Syrian air defenses before conducting an aerial strike on
a Syrian nuclear facility.® The US military also proposed but ultimately decided against
an attempt to disable Iraqi air defenses through a cyberattack before the 2003 inva-
sion.™ The US did, however, email instructions to Iraqi military officers using Iraq’s
email system on how they should surrender to Coalition forces before the ground
invasion. ® These and larger cyberattacks should be considered escalatory in nature.

Beyond major damaging attacks lie catastrophic and existential attacks. A catastrophic
cyberattack is one that compromises national security and requires a response so massive
it would prevent the US from addressing other contingencies for the duration of the
conflict. Existential attacks are those that would potentially result in the destruction of
the US or collapse of its society, for example, a bilateral nuclear war.

Permanent damage to civilian infrastructure such as power and utility grids has the
potential to become a catastrophic attack affecting millions of people. At present, we do
not believe a single mode of cyberattack alone would pose an existential threat to the US,
however, this may change in the near future. Although many (if not most) utility grids are
currently connected to the Internet, they are segregated regionally by hundreds of local
companies that reduce the potential impact of a widespread outage. However, in addition
to critical utility grids, food production and logistics are rapidly becoming automated
and connected to the Internet.? A large-scale, long-lasting attack on the food production
or supply distribution network once manual systems are sufficiently scarce could create
devastating casualties comparable to a small-scale nuclear strike.

The Ladder

In Table 1, we assemble the Spectrum of Conflict and associated actions at each
level into a single ladder. The first column contains the Spectrum of Conflict, from Stable
Peace to General War, and the second column includes levels of damage from No Activity
up through Catastrophic Attacks. Column 3 lists potential actions and responses using
non-cyber options, and column 4 provides examples of cyberattacks that align with the
options from column 3. As some rungs of the ladder or types of attacks may occur in more
than one category, the boxes from one column may overlap boxes from another column to
indicate the different levels of possible actions and consequences.
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Spectrum of Conflict Escalation Ladder Conventional Actions Cyber Actions

Preparation Training = Recruit, train, organize
Infrastructure development hackers

Implement SOPs Develop plans

Cyber defense, counter

espionage

Minor Harassment Diplomatic protest Public influence,

Legal action propaganda

Espionage Cyber espionage, cyber
counterintelligence
Gathering credentials

Overt demonstration

of cyber capability
Inconveniencing attacks
(DOS embassies & minor
services, SWATIng, tie
up EFR resources)

UNSTABLE PEACE Major Harassment Economic sanctions

Limited kinetic attacks Destruction of non-
(raids, drone strikes) critical data

Targeted harassment
of military infrastructure
(DOS, logistics

Minor Damaging Attacks

interference)
INSURGENCY

Major Damaging Attacks Limited contingency Targeted military
operations? interference

Overt targeted
disabling and/or

Major military destruction of military
operations (invasion, targets or infrastructure

regime change)
GENERAL WAR

Catastrophic Attacks Permanent damage

to civilian infrastructure
(mass destruction of
critical data, infrastructure
= Nuclear War control software, banking

infrastructure)

Existential Attack = Nothing (yet)

Table 1: Escalation Ladder
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Differences in Perceptions Leading to Potential Escalation

Potential adversaries such as Russia and China have similar views on the escalation
ladder when it comes to the online environment, but some important differences do exist.
Besides the most commonly used cyber tools, such as espionage, ? DDOS and spear-phish-
ing, both countries give a high priority to their information space. Harmony in society is
vital for China and Russia, and inciting anti-government propaganda, for instance, might
be considered an existential threat.

China’s Internet is subject to the control of the Ministry of Public Security.?" Also, the
government uses computer specialists for managing its domestic blogosphere. ? The gov-
ernment tries to create an impression of freedom of speech by planting people in online
debates to influence public opinion.® One goal of the state is to shield its Internet users
from outside influences—mainly from Western countries—aiming to block such issues
such as “human rights, democracy, and religion.” ® Besides being protected by the Great
Firewall, the Chinese People’s Liberation Army (PLA) remain alert in case such a threat
from the West arises.

Such concern is widely shared by Russia, whose greatest fear is “circulation of [uncon-
trolled and Western-influenced] information.” ®! Western cybersecurity experts believe
Russia is afraid that its entire population could serve as the target of influence for an
enemy disinformation campaign.® This concern is even documented in the country’s
laws ¥ that outline the circumstances in which Russia would deploy its armed forces in the
territory of other states to provide information security.® Even a minor violation of
such harmony in the society supported by the control of information can quickly lead to
escalation on the cyber action ladder. Creating Russia’s and China’s escalation ladders is
a crucial step for future research on this topic.

CONCLUSION

By 2020, on average, each American will have five internet-connected devices that bring
various vulnerabilities that are readily exploitable during a conflict. States should be aware
of each other’s position on physical and escalation ladders before engaging in a cyber
conflict. Using the US as a case study, we demonstrated the challenges that nation-states
face when forming appropriate responses to US cyber actions. These challenges also apply
to other state actors. Not only should they decide who the attackers are and their likely
motivations, but they should account for other actors’ differences in perception of various
actions. The latter could lead to a difference in each state’s understanding of the other’s
escalation ladder, and unexpected responses. Therefore, it is important to understand
what norms each state associates with various attacks, and what it may infer about
the attacker’s intentions since “in cyberspace as in other realms of warfare, ‘the defender
frequently does not understand how threatening his behavior, though defensively motivat-
ed, may seem to the other side.” 7@
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