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ABSTRACT

he current path to national cybersecurity hides a fatal design flaw. Resident

within the current national approach is the assumption that we can continue

business as usual with limited sharing between the public and the private

sector, the creation of information sharing and analysis centers, the National
Cybersecurity and Communications Integration Center, and a range of ad hoc local,
state and federal organizations each addressing a slice of a complex and highly inter-
connected environment. The result is a lack of integrated coordination, continued hacks,
and a public increasingly weary of all things cyber. We are approaching the current
challenge as if we are living in August of 2001, ignorant and oblivious to the tragedies
just over the horizon. All the while the private sector treats each incident in isolation,
highly focused on their slice of a broader digital ecosystem.

In the aftermath of the 9/11 attacks, Congress, the executive agencies and depart-
ments, and the judicial system in coordination with the will of the American people
moved swiftly on legislation and strategies to address a complex asymmetric threat.
While many of these new pieces of legislation failed in the courts, the unity of effort
and the subsequent cooperative environment across all levels of government, and with
the private sector, have arguably altered the national security posture and environment
within the United States. Most of these changes have created a safer and more resilient
domestic environment that has largely been spared the ravages of foreign-inspired ter-
rorism. While not perfect, the current approaches adapted through years of learning,
information sharing, and practice have safeguarded the homeland in an increasingly
dangerous world. Lessons from the last 16 years of countering terrorism (CT) should
serve as a roadmap for developing a robust, whole-of-society approach to safeguarding
the homeland against the threats emanating from cyberspace looming beyond view.
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As we move to address the complex cyber envi-
ronment with nearly one hundred percent Internet
saturation, ! 20 billion internet-enabled devices,
and a world controlled by industrial control systems
(ICS), big data,® machine learning® and more we
must ask ourselves what lessons can we draw from
the CT community? We argue for a concerted nation-
al effort at every level of government and within
the private sector. Below, we outline the fundamental
challenges facing the United States and Western
Democracies and provide a measured approach for
advancing a coordinated effort to safeguard the un-
derpinnings of modern society.

The Evolving Complexity Problem

It is a bit hard to fathom just how far we have
progressed in the 25 years since Congress passed
the Scientific and Advanced-Technology Act, 42
U.S.C. § 1862(g) when NSFNET was permitted to
interconnect and support access to non-educational
networks. Although most trace the history of the
Internet back to Donald Davies’ or Paul Baran’s
conceptualization of packet switched networks or
perhaps to Vint Cerf or Robert Khan who devised
TCP/IP, the Internet became truly global when
legal barriers to interconnection began to fall away
first in 1992, and then again as the restrictions on
cryptography began to dissipate between 1992 and
2000 allowing for secure transactions to occur.
In 1994 just over 11% of Americans were connected
to the Internet, 23 years later more than 87%
are connected.

The number of connected devices per American
has also grown rapidly as individuals have purchas-
ed everything from personal computers to tablets
and phones. As the citizenry have increasingly con-
nected to the Internet so to have the businesses,
utilities, and governments upon whom they depend
daily for commerce, healthcare, banking, education,
electricity, entertainment and so much more. What
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once was a network of academics and researchers
has spread to touch every aspect of life. ™ Our credit
card purchases are monitored based on amount,
location, time of day, and frequency for fraud anal-
ysis, our power grids balance the load for entire
swaths of the nation, our financial markets shift
trades around the world in new patterns based on
algorithms designed to derive profits from hun-
dredths of a percent change in value. We are con-
ditioned to think of each of these things, these
experiences within our daily lives as discrete events,
discrete systems, but the reality is far different. We
are rapidly advancing towards what William Gibson,
the progenitor of the term Cyberspace referred to
in fictional terms as a “consensual hallucination.”

This modern connected environment is on a trajec-
tory that will only lead to the increasing proliferation
of Internet connected devices and general intercon-
nectivity of nearly every aspect of every individual’s
daily existence. Because each of the systems within
this evolving ecosystem is managed by a different
company, government, or individual, each addresses
the problems at their level of interaction or occasion-
ally within their sector. The efforts to share infor-
mation more broadly have been met by distrust of
government, legal, financial and business concerns
and an onslaught of attacks that overwhelm all
but the most well-funded information security
operations at major corporations or in the Depart-
ment of Defense.!d The cybersecurity challenge is
multifaceted and decentralized with criminal and
state actors spread around the globe.”! A distributed
cyber network structure is in many ways simi-
lar to the evolving nature of networked terrorism. @
While the volume and spread of nodes within the
cyber context are likely more voluminous, the
reach and scope of terrorism into state and
criminal networks!” is not significantly different
than the spread of cybercrime, cyber espionage and
cyberattack capabilities across a range of actors.
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On September 12, 2001, the problem of transnational terrorism loomed large, and the
capacity of international partners, federal, state, local authorities, financial institutions,
and a variety of organizations to deal with a complex problem was virtually non-existent. ('
Beyond recognizing the problem of terrorism, it was abundantly clear that actors across
all levels and within multiple sectors needed to learn to communicate, plan, organize, and
react to problems in near real-time. The military, the intelligence community, law enforce-
ment and first responders needed to develop both endogenous capacity and the ability
communicate, strategize and rapidly respond to events. These skill-sets and the technical
tools to make them viable were not in existence in September 2001. Yet, today a network
of fusion centers, building on the lessons of 9/11, Hurricane Katrina and other significant
events have learned to contain and manage crises. The problems posed by cyber threats
are unique, in that the technical capacity to respond at both the scale and speed necessary
requires many of the same structural and human capital developments to be addressed
at a wide range of levels and across a multitude of institutions. In this way, terrorism pro-
vides a roadmap for technical and human development to address the cyber challenge now
facing the United States.

Solving the cyber problem by planning for it

Responding to a problem in real-time requires utilizing the tools available. Yet, because
the cyber problem is evolving and changing as more and more devices come online, it is
better to flip the equation. Assuming a 9/11 scale event against the United States in the
future, what tools would the US government, state and local authorities need, what
resources could be made available to not one, or two, but dozens of industries simultane-
ously? What communicative and technical capacity is required at every level, and within
each organization to contain a considerable crisis?

First, to advance cybersecurity, there needs to be a consensus across the public and
private sector. Consensus must occur both within the United States, and internationally
within the community of nations. Great strides have been made to achieve international
consensus through the United Nations Group of Governmental Experts (UNGGE)."! The
U.S. Department of State has been instrumental in pushing forward key normative issues
within the broader international community. Moreover, NATO member countries are
slowly moving towards consensus on the urgent need to address cybersecurity. 2l NATO
member countries have also begun to incorporate critical infrastructures into the discus-
sion on the future of cybersecurity through the NATO Industry Cyber Partnership. 3! Other
key initiatives include the Budapest Convention on Cybercrime which advances a con-
sensus related to criminal activities within cyberspace. Each of these steps at the inter-
national level fosters increased understanding and in the case of NATO communications—
how to address significant cyber events.
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The United States made strides at the federal level under the Obama administration
to create information sharing and analysis organizations, strengthen information and
analysis centers ' and manage the federal response to significant cyber incidents under
PPD41.1%1 Many of these coordination and management improvements have advanced
a more robust and unified domestic approach to national cybersecurity in tandem with
advances in military cybersecurity development that began in the mid-2000s and began
to rapidly increase in speed in 2010 with the creation of U.S. Cyber Command. Yet, despite
sweeping organizational changes, cybersecurity within the Federal government remains
both complicated ' and poorly implemented with continued significant intrusions into
government networks. ['”!

Below the federal level, most states and larger cities are only now just beginning to
develop internal cybersecurity capabilities, while most counties and local municipalities
have long been woefully ill-equipped to deal with a cyber domain that is quickly facilitat-
ing and encompassing larger portions of their information management procedures and
constituent services delivery.'¥ Many of the issues that plague the Federal government
are more pronounced at the state and local level, namely human capital and coordination
between actors.

Whereas in the aftermath of 9/11 there was a rapid movement across all levels of
government to train and equip state and local authorities to manage significant terrorist
crises, the same urgency is lacking in response to reoccurring cyber incidents. The scale
and frequency of damage caused by cyberattacks against federal, state and local entities
is substantial. Recent years provide a plethora of events in which courts, local govern-
ments, or mass-transit systems have been substantially impacted by cyberattacks. ') While
the recognition of the enormity of the problem is slowly being realized, the speed with
which state and local actors are addressing these issues leaves millions of individuals,
and thousands of firms and governments vulnerable.

Outside of government, private sector problems associated with cybersecurity are
extensive but stratified across thousands of industries, sizes and types of firms, each
with differing levels of capacity to address an ever more complicated threat environment.
Although terrorism affected businesses and their operational plans, not all businesses
and firms were necessarily affected by terrorism to the same extent that each company
is vulnerable to cyberattacks. Specific industries such as aviation, banking, and utilities
among others were directly affected and required to implement new security mea-
sures, monitoring of accounts and take other precautions; generally, the threat en-
vironment was more constrained than it is presently in cyberspace. By contrast, the
impact of cyberattacks on one industry can rapidly cascade and affect other industries,
most recently demonstrated by the NotPetya and WannaCry attacks of 2017.12%
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Cybersecurity is currently fragmented. Each actor acts mainly alone or with limited
connections to other entities within their industry and varying government interactions.
It is imperative that we continue to build consensus around the problems associated with
cybersecurity at every level. It is only when there is a universal recognition of the cyber
challenge that as a nation we can focus our efforts on the second and third critical tasks
that must occur to foster cybersecurity nationally.

Upon the development of consensus, the second facet of addressing the cybersecurity
problem is the creation of a tightly interwoven information and communications network
that provides rapidly declassified and anonymized threat indicators to halt the spread
of malware, quickly detects emerging attacks, and enables attribution. The third under-
taking is the sustained development of the human capital necessary to develop, under-
stand, and respond to these threat indicators. These indicators are early warnings of
imminent events. Presently, the classification of data, legal, financial or other concerns
regarding the dissemination of information delay the development and transmission of
this information, complicating the responses of corporations and governments across all
ecosystems. Businesses and government agencies should be incentivized to engage in
information sharing with assurances that the data being provided will not end up classi-
fied or used to adversely affect their firm or government as long as gross negligence or
criminal acts did not occur. Trust within an ever-expanding, and resilient information and
communications network for cybersecurity is of critical importance and should be incen-
tivized at every level of government and across the private sector. Upon receipt of threat
indicators, it is imperative that each entity has the necessary minimum qualified person-
nel to address the threat to their firm and prevent its spread to other companies within
its ecosystem.

Fourth, building on information sharing networks and trained personnel is a need to
develop robust public-private, cross-firm, and cross-industry liaison networks. Such net-
works would serve to minimize localized thinking in threat response and help firms and
governments act more broadly by understanding cross-firm-sector-government challenges.
By understanding these challenges and addressing how defensive or offensive actions
in one industry affects others, the intent is to create a network that responds through a
unified effort that minimizes systemic problems and their impact not only within a
single firm but across entire sectors. Liaisons have been beneficial to the post-9/11
counter-terrorism efforts and would most certainly be of benefit to addressing cybersecu-
rity challenges. 2!

Fifth, cybersecurity is a team sport. It is not isolated to one company, one sector, or
one type of government but crosses boundaries between and amongst them. Shifting
the focus from a one-off company or government protection to a more holistic team-based
approach will increase the aggregate resilience of the nation. Likewise, while the short-term
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costs incurred in developing the structures and processes above are likely to be high, the
efficiency gains and savings through the avoidance or minimization of risk are expected
to result in net benefits. Where firms or governments are too small to adequately provide
protection independently, they would benefit from liaison relationships and cybersecurity
coordination with larger firms within the same or similar industries. The larger firms or
governments might not see an immediate benefit to providing support to smaller entities,
but in providing support to less capable allies, they defend their networks against potential
vectors of attack.

Cybersecurity is complex, and the structures and processes articulated in this section
are oversimplifications. The process by which the nation responded to the threat of terror-
ism provides a pathway for developing the reforms necessary to address the cybersecurity
problem. Through consensus, planning, and coordination, the United States can begin to
take the independent actions of diverse groups and provide a unity of effort to advance
cooperative security. This more effective and efficient environment is a foundational step
necessary to create a safer and more resilient nation better able to address the cybersecu-
rity problems of the present and into our future. @
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