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INTRODUCTION

The Army Cyber Institute at West Point, in partnership with the NATO Coop-
erative Cyber Defence Centre of Excellence, proudly presents the Proceedings 
from the 2018 International Conference on Cyber Conflict U.S. (CyCon U.S.). 
 

   CyCon U.S. 2018 took place on 14-15 November 2018 at the Ronald Reagan Building in 
Washington, D.C.  The conference theme was Cyber Conflict during Competition. As the U.S. 
2018 National Defense Strategy states, “Inter-state strategic competition, not terrorism, is 
now the primary concern in U.S. national security.” During competition, U.S. and Allied 
forces actively campaign to advance and defend national interests in an environment that 
is short of armed conflict. Adversaries are increasing activities to separate alliances, deval-
ue partnerships, and challenge traditional methods of deterrence by conducting operations 
that make unclear the distinctions between peace and war. These actions include political, 
economic, informational, and military efforts that exceed steady-state diplomacy, yet are 
short of violence. Conflict during competition combines cyber, electronic, and information 
operations to infiltrate systems and infrastructure, influence the sentiments of the popu-
lace and national decision-makers, destabilize partners and allies, and set conditions for 
a 'fait accompli' campaign with conventional forces. How democratic states and non-state 
actors anticipate, adapt, and innovate during competition will dictate the success of the 
democratic world and its citizens.

To explore Cyber Conflict during Competition, the 2018 conference was composed of a 
magnificent international spectrum of keynotes and panels that presented fresh ideas, 
relevant and actionable content, insight into future trends, and the perspectives of indus-
try, government, and military leaders, cyber innovators, and pioneers in the discipline.  
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The CyCon U.S. Paper Review Committee selected 
these 15 papers for publication at the conference from 
the 38 full papers submitted for consideration (a 40% se-
lection rate). These papers were presented under the fol-
lowing four session topics: Technical, Analytics and Ac-
quisition, Strategy and Policy, and Information Warfare.  

We thank all those who submitted papers, attended 
the conference, and worked so hard behind the scenes 
to make this a spectacular event. Enjoy these papers, 
and may their insights guide our continued journey 
together. 

The views expressed in these conference papers are those 
of the authors and do not reflect the official policy or position  
of the Department of the Army, the Department of Defense  
the United States Government or the North Atlantic  
Treaty Organization. 
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