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INTRODUCTION

In 2012, then-Secretary of Defense Leon Panetta spoke about the rising dangers of 
a “cyber Pearl Harbor,” analogizing the potential devastation from a cyberattack 
to that of the surprise attack on the U.S. naval base in Hawaii in December of 
1941. 

[1]
 More recently, U.S. Senator John McCain called the Russian meddling in 

the 2016 elections “an act of war.” [2] The reality of contemporary international relations 
and the proliferation of cyber operations as an adjunct to both peacetime and wartime 
operations of states has raised important questions about what would constitute an act 
of war in the cyber domain, triggering the relevant international legal rules regulating 
state behavior. As of yet, there is no global consensus about what an act of war carried 
out by cyber means would look like, versus acts that would fall below the level of an act 
of war, and although still unlawful, would call for different responses under the law. [3]

State actions short of war have been around for a long time. But the current ambigu-
ities in the law related to cyber operations, where details of the international legal prin-
ciples and rules are poorly defined and subject to competing interpretation or contested 
application, have left policymakers uncertain about the applicable legal framework for 
certain actions, and hesitant to respond to those states exploiting the ambiguities as 
they violate the law with impunity. Furthermore, this lack of clarity in the law creates 
the potential to misread the intentions of other states that could unnecessarily lead to 
escalation. 

With this in mind, at the outset of this article it is necessary to differentiate between 
(a) “war” as a figure of speech used for its rhetorical power for political purposes, to 
heighten the effect of an argument or a news story in the media and (b) “war” as a  
legal term of art that has special meaning for state conduct under international law.  
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While it is accepted that the need to define war is 
still relevant for some branches of domestic law; for 
example, in the context of "war powers" in constitu-
tional law and that it is a political question, solely 
for the determination of those political departments 
of a government of a state, as to whether a country 
is or is not engaged in war at any specific time, in so 
far as contemporary international law is concerned, 
the definition of war has little bearing on legal anal-
ysis. Although there is no one binding definition 
of war, elements that are common to all proffered 
definitions under international law, and accepted 
for purposes of this article, is that war is “a contest 
between states” [4] involving a “comprehensive” use 
of force. [5] In other words, war exists when peace 
between states has ended, and a certain quantum of 
hostilities has commenced. While both states and  
non-state actors implicate the rules related to con-
flict covered in this article, due to space limitations, 
this article focuses on state activities and only  
those actions by non-state actors that are attribut-
able to states. 

Rapid technological advances and the changing 
character of conflict, where threats are less easily 
defined, attackers can more easily deny responsibil- 
ity, and the existing ambiguities in the rules are 
readily exploited by aggressors, has posed new  
challenges for states in defending their national  
interests. Today revisionist states actively seek to 
topple the post-WWII international order, including 
the rules it is based on, using coercive measures  
falling below the legal thresholds that traditionally 
allow for forcible responses. [6] By taking advantage  
of ambiguities in the law they can sow doubt in  
the lawfulness of responses, eliminating, limiting  
or delaying responses. In this manner, they are  
skirting the laws and shifting the international  
rules, as they try to rewrite them, in their favor. As  
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evidenced by state practice and government officials’ statements, [7] these states purposely 
operate in a gray zone area of conflict, falling between the normal peacetime relations 
between states, and the state of full-blown overt war or armed conflict. [8] For sure, even 
outside the cyber context, ambiguities and differences about the rules related to use of 
force have long existed among states. Such gray zone operations, short of armed conflict, 
have historically manifested in all domains, but in cyberspace adversaries have unparal-
leled advantages compared to other domains because the rules are even less developed 
and state practice is still evolving. [9] In this respect, the existence of complicated questions 
about cyber operations related to the international law concerning the use of force is not 
in itself a new development, it is just about applying some old questions about the law to  
the newest development in technologies used by states. 

Given the different legal consequences that apply depending on whether a state is  
involved in a war or not, it is important to distinguish between war in the formal legal sense 
and other kinds of conflicts that fall short of war involving the use of force such as defen-
sive action, reprisal or countermeasure, intervention, or forcible measures not constituting 
uses of force. The vast majority of hostile cyber operations carried out by states to date  
fall into the category of actions short of war and, therefore, this article focuses on the  
challenges of determining what actions by states in cyberspace short of war are prohib- 
ited in international law. Certainly, not every hostile act in cyberspace creates a state of 
armed conflict between nations, but the important question that this article addresses is 
when, and in what manner, a state can take action through cyberspace or otherwise, in 
response to hostile cyber operations short of war that threaten the security of the state.

In the context of cyber operations, in recent years governments have affirmed the  
general applicability of existing international law to states’ activity in cyberspace in both 
peacetime and wartime, recognizing that although there is no global treaty regulating  
cyber operations, existing treaties, customary rules and general principles of international 
law [10] can be extended to cyber operations through the interpretation of existing sources 
of law. [11] Although existing international laws such as the United Nations Charter (Char-
ter) and the law of armed conflict cannot claim to be directly applicable to cyber operations, 
given that cyber operations were not even contemplated by those state officials drafting 
the laws at the time, states have looked to the “spirit” of the existing laws to adapt them  
to the current threats and new technologies, acknowledging that international law, like  
the Charter, is a “living, growing” system of rules that are capable of adapting to the needs 
of the international community through the process of the evolution of customary practice 
and opinio juris. [12] These principles are fundamental to the rule of law in cyberspace no 
less than any other domain.

Today, while there remains little disagreement over whether international law ought to 
be applied to cyber operations conducted by states, there is much contention over the  
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precise application and content of many of the specific rules. [13] Efforts to clarify and reach 
agreement on international rules for cyberspace have been ongoing, both inside national 
governments, in international bodies, [14] and through the work of legal scholars, [15] but 
the recent failure in 2017 of the 25 members of the 2016-2017 UN-sponsored Group of  
Governmental Experts (UN GGE) to reach consensus on the precise manner which the 
rules apply is a troubling development, and an indication that legal ambiguity persists. [16] 

As states have yet to clearly define the contours of the law in this space, legal scholars 
have played an important role in trying to distill some common understanding of the appli-
cable law. In particular, the work of the Group of International Experts who authored the 
Tallinn Manual 2.0 on the International Law Applicable to Cyber Warfare (Tallinn Manual 
2.0) [17] has usefully contributed to efforts to bring clarity to what the law says about cyber 
operations and to highlight where the law remains unsettled in this area. Even among 
the group of experts, there were many issues on which the group failed to achieve con-
sensus, as is reflected in the commentaries of the rules. Although the Tallinn Manual 
2.0 is a non-binding document, such scholarly work has bolstered government efforts to 
develop the law in this space. In lieu of an international treaty for cyberspace, unlikely to 
be negotiated in the near future, if ever, it will be for the states to develop the law through 
the complex, and not always transparent, process of custom. This process will take time 
as state practice in cyberspace is still at an early stage, not always publicly visible, and 
state opinio juris is limited. This situation raises the importance of efforts by government 
officials and non-governmental entities to bring more clarity to the international rules  
that govern aggressive state actions short of “armed attacks.” 

This article examines how cyber operations fit within the modern system of interna-
tional laws related to the use of force, and where circumstances require, how the rules  
may be adapted and modified to accommodate this new method of conflict, helping to  
answer the questions: What hostile state activities, short of war, are prohibited in cyber-
space, and what measures can states take in response to such hostile cyber operations? 

MODERN INTERNATIONAL RULES FOR WAR & PEACE

At the start of the 20TH century, with the development of more technologically advanced 
and more lethal weapons, states saw the value of binding agreements limiting the right to 
resort to armed force. The new rules promoting peace codified in The Hague Conventions 
of 1899 and 1907, [18] however, had little impact in restraining states’ resort to war in 1914. 
Nor did the Covenant of the League of Nations, adopted in 1919, [19] placing restrictions 
on the resort to war or the 1928 Kellogg-Briand Pact, [20] outlawing war as an instrument 
of national policy, prevent Japanese aggression against China in 1937, the 1935 Italian 
aggression against Ethiopia, and Nazi aggression that triggered the most destructive war 
in history.
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As states adopted the Geneva Conventions of 1949, a new concept of “armed conflict” 
was introduced, establishing that the application of humanitarian laws was no longer de-
pendent on the will of states to make formal declarations of war but rather the facts on the 
ground would determine whether a situation was one of war or peace. Previously, states 
avoided being bound by the “rules of war” by denying the existence of a state of war. Today, 
it is a settled norm of international law that a formal declaration of war is not a necessary 
condition for a state of armed conflict to exist. [21] As the legal meaning of “war” lost its 
relevance, the determination as to when the rules related to conduct in hostilities were 
triggered would, going forward, be based on an assessment of the intensity and protracted 
nature of the fighting and the nature of the groups. 

According to conclusions of the International Law Association’s Committee on the Use 
of Force, in their study on the definition of war in international law, an armed conflict ex-
ists when there is an intense exchange of fighting by organized armed groups. [22] In line 
with a “first-shot theory,” as soon as the first person is affected by the conflict or the first 
attack launched, the humanitarian laws of the Geneva Conventions apply. [23] Based on this 
approach, it does not matter where the initial violent act takes place, on the high seas, in 
outer space or cyberspace, or how the violent act is carried out, air raids, shelling or cy-
berattacks, its duration or number of casualties, any use of arms by states and organized 
groups above a de minimis threshold will activate an armed conflict and trigger human-
itarian laws. Once a state of armed conflict exists, all rules related to how the hostilities 
should be conducted apply. This fact-based approach to determine when a state of war 
begins has been widely accepted within international law. Similarly, a proper assessment 
of when an armed conflict has commenced in cyberspace will depend on the facts of the 
particular circumstances, and whether the requisite level of hostilities has commenced. [24]   
There has been a general consensus among states that cyber operations carried out during 
hostilities, as long as those hostilities meet the threshold for armed conflict, will also be 
covered by the rules of international humanitarian law. [25] 

The UN Charter Framework

By the 20TH century, international law was undergoing a metamorphosis, a revolution con- 
cerning inter-state conflict. As the rules concerning the manner in which states would 
fight their wars were being codified, and new rules negotiated, other rules were estab-
lished concerning the initiation of armed force during peacetime. The new rules emerged 
first in the 1928 Kellogg-Briand Pact for Renunciation of War as an Instrument of National 
Policy in a somewhat restrained fashion, and then, in a sweeping prohibition of the threat 
or use of force in international relations, in article 2(4) of the Charter. [26] In contrast to 
classical international law in the 19TH and early 20TH century, when states had the right to 
resort to war or initiate hostilities and reprisals to enforce their rights, address an injustice 
and collect debts owed, and the use of force was the common means to obtain redress and 
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ensure law enforcement in the international legal order, by 1945, with the drafting of the 
Charter, the prohibition of the use of force underwent considerable development with a 
ban on forcible coercion under article 2(4) that clearly outlawed physical coercion, even 
for the enforcement of legal rights. As proclaimed by the International Court of Justice 
(ICJ), in 1986, this prohibition on the use of force was reflected in customary international 
law [27] and today is acknowledged, in some respects, as a peremptory rule or rule of  
jus cogens, with widespread acceptance of its applicability to cyber operations conducted 
by states. [28] 

Article 2(4) Use of Force Threshold: What’s Covered and What’s Not

The Charter’s article encompassing the ban on the threat or use of force was drafted in 
response to the failed attempts of the international community to outlaw and prevent wars. 
With the intent “to save succeeding generations from the scourge of war,” [29] the state offi-
cials who drafted the Charter sought to incorporate not only direct armed attacks by states 
that would lead to war, but also other forms of force below an armed attack threshold as 
well. The drafters, therefore, avoided the use of the terms “war” or “acts of war” within the 
article, making the terms obsolete for purposes of the modern international laws related 
to jus ad bellum. On the one hand, the article 2(4) prohibition was intended to “state in 
the broadest terms an absolute all-inclusive prohibition” on the aggressive use of force 
between states, prohibiting armed force or the equivalent of armed force. [30] On the other 
hand, there would be minimal uses of armed force that would fall outside of article 2(4), 
not meant to be covered by the provision.

The article proclaims:

All Members shall refrain in their international relations from the threat or use of 
force against the territorial integrity or political independence of any state, or in any 
other manner inconsistent with the Purposes of the United Nations. [31] 

Since its adoption, the article’s scope has been clarified through state practice, and  
opinio juris, and ICJ interpretation. In the first instance, the type of force prohibited in  
article 2(4) is armed force, or the equivalent of armed force, causing violence, as compared 
to other types of coercive conduct that would not directly cause such violence [32] For in-
stance, non-armed force that could include forcible or coercive measures such as economic 
sanctions, diplomatic protests, psychological operations, and the unconsented presence 
of official ships and submarines within a state’s territory is excluded from the scope of  
the article. [33] These forms of coercion are covered by the principle of intervention in the  
internal affairs of other states and are not forbidden per se but only when they become 
excessive, targeting an area in which the state has sole discretion to decide freely. 

Even within the category of armed force, article 2(4) does not cover all armed force. 
Armed force of a minimal or de minimis amount of force will not be covered under the 
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article if the acting state has no intention of challenging the state in which it using the 
minimal force. The role of intent in assessing whether an action is a use of force finds  
support in ICJ case law as well as state practice. [34] The intention in question is not one of 
motivation for the acts but rather the intention to be considered is that of forcing the will 
of another state. The intention cannot make an act that violates a rule become consistent 
with the rule, for example, in the case of arguments in support of interventions for hu-
manitarian purposes. But it can, before any legal determination, affect the determination 
of the relevant field of law for consideration, for instance, the use of force regime under 
the Charter versus another legal regime such as international criminal law, international 
communications law, law of the sea, etc.  

Although article 2(4) may not cover minimal forcible actions with confined intent and 
purposes, depending on the circumstances, such actions may be regulated by other prin-
ciples of international law such as non-intervention or other treaty-based legal regimes. [35]  
In assessing the applicability of article 2(4) in various circumstances, the gravity of the 
force is relevant as well as the intent of the state to use force against another state. [36] If 
the force used is not excessive and the state acting does not intend to use force against 
the state, the actions may not be covered by the prohibition in article 2(4). For example, if 
a state through cyber means interrupts the operations of a command and control server 
within another country without its consent in order to stop cyber intrusions against the 
acting state’s banks for instance, because the force was minimal and not intended to force 
the will of the other state, it may be considered not to constitute the type of force that  
article 2(4) was meant to cover. Likely to be excluded from the scope of article 2(4) would 
be the disruption of Internet service by denial of service attacks. These cyber actions will 
not as a general matter fall within article 2(4). If these actions are characterized as unlaw-
ful, it would likely be so not in respect to article 2(4) but more generally of the principle 
of state sovereignty, the norm of non-intervention or other bodies of law relevant to the 
context of the situation. 

States have agreed that cyber operations can violate article 2(4) of the Charter, the prin-
ciple of non-intervention under customary international law and other lex specialis rules, 
however, there remains a debate as to whether cyber operations that do not violate these 
laws may still violate the customary legal principle of sovereignty in carrying out cyber 
operations within the territory of another state without its consent. Although a review 
of this issue is beyond the scope of this article, it is worthy of brief mention to highlight 
what seems to be an area of disagreement and unsettled law. The basic legal question is 
what types of actions would be covered by the principle of sovereignty under international 
law as applicable to cyber operations. There are conflicting views among scholars on this 
issue [37] with government officials recently weighing in on this debate, providing some 
valuable insight into how the law may be developing on this issue. In May 2018, the United 
Kingdom (UK) Attorney General, speaking for the first time in such detail, set out the UK’s 
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legal position on some specific international rules for cyber operations, to include the prin-
ciple of sovereignty, and highlighting areas of disagreement with previous interpretations 
of the rules for state responsibility. Related to the issue of sovereignty, the Attorney General 
rejected any cyber-specific rule related to the “violation of territorial sovereignty” from cyber 
operations that cause “interference in the computer networks of another state without its 
consent” that fall below the threshold for a violation of the rule of non-intervention. [38] 

Taken together with prior statements by US government officials, generally in line with the 
UK statement although less detailed, these statements would indicate that some states are 
interpreting the rule of sovereignty as one that would not necessarily cover cyber operations 
causing minimal impact on another state’s infrastructure as long as they do not trigger the 
prohibition on the use of force, the norm of non-intervention or any other existing treaty ob-
ligation. Under this approach, examples of cyber operations not implicating the sovereignty 
rule could include implanting of malware on another state’s infrastructure and interruption 
of Internet service through a denial of service attack, among other possibilities. Given the 
historical practice of states acceptance, albeit in a seemingly reluctant manner at times, 
of activities of foreign governments within their territory without their consent, the UK 
approach seems to make the most sense. After all, it has not been the case in state practice 
that mere minor intrusions into territorial property with limited impact on the state would 
constitute an internationally wrongful act. Had this been so, the reality of the day-to-day 
activities of intelligence agencies would be dramatically different.

The apparent acceptance, at least by the UK, of a minimal effects test for the rule of  
sovereignty in cyberspace is in line with a minimal effects or gravity test for uses of force 
as outlined in this article, and may be most relevant to cyber operations that persist at a low 
level of intensity. This approach for assessing what constitutes a use of force, although of  
debate by some legal analysts, is gaining acceptance with support found both in state  
practice and the implications of ICJ decisions where not all forcible measures that contain  
a foreign element have been found to constitute a prohibition of article 2(4). [39] In such  
instances the focus has been on the assessment of the gravity of the action and the intention 
of the actor, or purpose of the action. [40] In one of its earliest cases, the Corfu Channel, the  
ICJ indicated that minimal uses of force not used “for the purpose of exercising political  
pressure” on another state would not constitute a use of force under article 2(4). [41] Although 
the Court ruled that the UK’s minesweeping operations in Albania’s territorial sea violated 
its sovereignty and used the phrase, a “manifestation of a policy of force” in describing 
the British actions, the Court did not conclude that such action violated article 2(4). [42] In 
a number of other situations, in enforcement cases involving maritime enforcement, law 
enforcement actions involving the arrest of someone in another state’s territory without au-
thorization, environmental protection acts, hostage rescue operations, and the interception 
of foreign aircraft that has entered a state’s airspace without permission, the minimal armed 
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force that was used was found not to be covered by the regime on the use of force under 
article 2(4) but rather by other areas of international law. [43] State practice has confirmed 
that such actions convened as enforcement measures by states, limited in scope and inten-
sity, with no intention to use force against the other state, do not come under article 2(4) 
but rather other specific rules relevant to the case at issue. [44] 

A central question for cyber operations, and the primary focus of this article, of whether 
a hostile cyber operation by a state is an article 2(4) use of force violation, an unlawful 
intervention or an armed attack, is critical to the determination of what responses would 
be legal under international law. Even though the intent of the framers seemed clear in 
drafting article 2(4) that certain coercive measures would not be covered, and the long 
practice of states under the Charter has demonstrated support for that intent, without a 
precise definition of the term “use of force” within the treaty, practitioners and scholars 
continue to disagree over the meaning of the term “use of force.” They have struggled to 
establish a single approach for distinguishing those actions by states that would fall within 
the article 2(4) regime versus those that would fall under different legal regimes, and for 
those actions that do fall under the regime of the use of force, which actions would fall 
below the article 2(4) threshold and which ones would surpass the threshold. [45] In the con-
text of cyber operations, there remains much contention over the specific cyber operations 
that would violate article 2(4), fall outside the scope of the article, fall below the threshold 
of the article, or surpass the threshold and reach the level of an armed attack. What is of 
general agreement in the context of cyber operations is that for such operations to consti-
tute a use of force under international law they must be attributable to a state, reach the 
gravity threshold for the use of force as meant by article 2(4), and must be exercised in  
the context of “international relations” between states. [46] For those cyber operations that 
meet these requirements and are regulated by the Charter regime, they constitute a use of 
force, and therefore there must exist a “proper legal basis” for them in order not to violate 
the prohibition within article 2(4). [47] 

Historically, in trying to delineate clear lines of distinction under the law between 
state actions that would constitute uses of force versus other actions, international legal  
scholars disagreed over the appropriate focus for assessing the legality of such actions. 
The different proposals involved focusing on the instruments or weapons used, the  
characteristics of the targets, the intent of the attackers or the effects generated by the  
actions. [48] Ultimately, the dominant approach that has been accepted, for cyber operations 
as well, is one based on the effects of the actions. [49] In line with an effects-based approach,  
kinetic operations that have a direct destructive impact on property or injurious effects 
on persons, beyond a de minimis effect and under circumstances where the regime of use 
of force is applicable, would constitute armed “uses of force” and, therefore, illegal under 
article 2(4). Analogously, under an equivalence approach for cyber operations, states have  
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assessed that cyber operations that cause or are reasonably likely to cause similar damag-
ing consequences or effects as those produced by kinetic weapons, with physical damage  
to persons or property, excluding those actions of de minimis effects not covered by the 
article 2(4) use of force regime, would be a use of armed force action prohibited by article 
2(4). [50]  

While it is virtually uncontested that cyber operations, which cause or are reasonably 
likely to cause physical damage, loss of life or injury to persons would fall under the  
prohibition contained in article 2(4) under this equivalence test, the question remains how 
to characterize cyber operations that produce damaging consequences but no physical de-
struction. In other words, is there a minimum threshold of gravity that the consequences 
of a cyber operation must reach to be a violation of article 2(4) versus, for example, the 
norm of non-intervention? [51]

For those cyber operations that are disruptive, interrupting the functionality of a target, 
but failing to cause lasting physical damage, a strict effects-based equivalence test under 
the law raises questions as to whether such attacks would constitute a “use of force” under 
article 2(4). [52] Such a narrow approach based on kinetic effects fails to take into account 
the dependency of modern society on the functioning of computer networks. It is now pos-
sible for critical infrastructure to be compromised, and society crippled without destroying 
the computer networks themselves. Government officials have raised concerns about the 
devastation that would occur if such critical infrastructure were disabled by a cyberattack, 
causing cascading effects between sectors and second and third-order effects disrupting 
societal, economic, and governmental functions. [53] The question remains then today, for 
cyber operations against those physical or virtual systems and assets of a state, the disrup-
tion of which would render them ineffective or unusable causing devastation to a state’s 
security, economy, public health and safety, and environment, would they constitute uses 
of force in violation of article 2(4) or even an armed attack?

There exists little doubt that as a practical matter a state targeted by a cyber operation 
that shuts down its electric grid, leaving millions without power, disrupting the financial 
markets and government communications, though without causing immediate physical 
damage, would be considered a “use of force,” if not an “armed attack.” [54] And yet, under 
an effects-based equivalence approach, such attacks would not constitute uses of force 
against the state without some level of physical damage. [55] On the other hand, a more 
flexible interpretation of article 2(4), one based on the intent and logic of the Charter 
provision, the ruling in the Nicaragua case, [56] and a broader meaning of a “use of force” 
for cyber operations specifically targeting critical infrastructure may be gaining support 
from international legal experts and governments. [57] Such an approach would more  
effectively address the potential for devastating effects from cyberattacks against critical 
infrastructure and could encompass cases of cyber operations that significantly disrupted, 
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for extended periods of time, the functionality of critical infrastructure causing significant 
negative consequences, albeit no physical damage, to the national security and welfare 
of the state and citizens. The requisite level of disruption would have to go beyond mere 
inconvenience and “significantly disrupt the functioning of critical infrastructure,” versus 
solely non-critical infrastructure, to fall within the scope of article 2(4). [58] This approach, 
in line with the decision in Nicaragua, although not providing the injured state with a right 
of self-defense, does provide it with recourse to other measures under international law 
that will be discussed later in this article. [59]

Below Article 2(4) Use of Force Threshold: Getting to the Gravity Question

The Charter framers recognized that aside from using armed force, states also employed 
other non-forcible but coercive measures in their international relations with other states 
to influence them. The travaux preparatoires of the Charter reveal that the drafters made 
a conscious decision not to include these other non-armed, non-violent coercive measures 
within the Charter prohibition on the use of force in article 2(4). [60] Coercive non-armed 
measures, such as economic or psychological coercion and political pressures, were  
purposely left outside the Charter framework. [61] Rather, these activities would either be 
covered under a customary international legal principle such as non-intervention [62] or  
be left unregulated by the law. As distinguished from uses of force that violate article 
2(4), violations of a state’s territorial integrity and the principle of non-intervention can 
occur “with or without armed force.” [63] In short, the type of force prohibited by article 2(4)  
is armed force or the equivalent of armed force, in contrast to other types of forceful coer-
cive conduct.

In addition to the non-armed coercive measures that fall outside of article 2(4), like eco-
nomic sanctions, there are additional measures that might be “armed” or involving some 
minimum form of physical force, but would fail to constitute a use of force for purposes of 
article 2(4) because they do not meet a minimum threshold of gravity. [64] In other words, 
they are minimal uses of armed force that article 2(4) was not meant to cover. This meth-
odology of using a gravity test to distinguish different levels of force for assessing article 
2(4) violations is based on the same methodology used in the Nicaragua case to distinguish 
article 2(4) uses of force from armed attacks under article 51, analyzing the scope, inten-
sity, and duration of the action. The reasoning behind using this same methodology to 
determine the article 2(4) threshold for uses of force and distinguishing article 2(4) uses of 
force from other actions, although possibility illegal, falling outside of article 2(4) is three-
fold: firstly, such minor uses of force that serve limited intentions and purposes are not 
equivalent to the purposes of those uses of force as intended to be outlawed by article 2(4), 
secondly, these minor uses of force do not implicate the “international relations” between 
states that article 2(4) explicitly incorporated into its language, and thirdly, these uses  
of force have a lesser level of intensity that falls below the threshold of a use of force that 
was intended by article 2(4) of the Charter. [65]
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This approach for uses of force “appears to be gaining ground in legal doctrine” [66]  

based on state practice, the implications from ICJ decisions, and commentary by scholars 
and state officials. [67] According to the Independent International Fact-Finding Mission on 
the Conflict in Georgia, the “prohibition of the use of force covers all physical force which 
surpasses a minimum threshold of intensity” and “[o]nly very small incidents lie below 
this threshold, for instance, the targeted killing of single individuals, forcible abductions 
of individual persons, or the interception of a single aircraft.” [68] In the cases of actions 
such as police or security operations where the force used is of a low intensity, not intend-
ed to force the state to do or not do something against its will, not engaging the relations 
between states, they have been characterized as falling outside the coverage of article 
2(4). Such operations have included: individual international abductions, extraterritorial 
criminal enforcement measures, “hot pursuit” against criminals on land, enforcement ac-
tions at sea, neutralization or interception of aircraft entering a state’s airspace without 
authorization, rescuing nationals abroad, small-scale counterterrorism operations abroad, 
to the targeted assassinations carried out by secret services in another state, “where the 
coercive character of the operation within the foreign territory is very limited” and is not 
targeted against the state. [69] 

Outside of the cyber context, the recent case of Russia’s poisoning of a former Russian 
spy in the UK provides insight into how states categorize various actions under the law, in 
accordance with the minimal threshold approach to uses of force. In her initial statement 
to Parliament on the matter, British Prime Minister Theresa May forewarned that unless 
Russia responded to the UK’s accusations that Russia had used a military-grade nerve 
agent to kill someone on British soil, May stated, “we will conclude that the action amounts 
to an unlawful use of force by the Russian State against the United Kingdom.” [70] In her 
statement, the Prime Minister never invoked the Charter or article 2(4) explicitly, although 
referring to an “unlawful use of force.” Notably, however, in the joint statement on the  
matter released by the UK, the US, Germany, and France, a few days after May’s initial 
statement, the four countries described Russia’s action as “an assault on UK sovereignty 
and any such use by a state party is a clear violation of the chemical weapons convention 
and a breach of international law.” [71] In that statement, there was no mention of a use of 
force or article 2(4) of the Charter. Rather than assessing Russia’s actions under the use  
of force regime, the UK, US, Germany, and France treated the poisoning of a foreigner on 
UK soil as a violation of the United Kingdom’s sovereignty and a breach of the rules related 
to the use of chemical weapons. This incident, and the states’ responses to it, suggest  
support for the approach discussed in this article for assessing the legality of different 
uses of force. 

In other historical incidents of states using limited armed force, the states involved have 
also failed to invoke article 2(4) of the Charter. As an illustration, the forcible abduction 
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of Adolf Eichmann from Argentina in 1960 by Israeli intelligence was found by the UN 
Security Council to be a violation of Argentina’s sovereignty. The Argentina delegate to 
the UN never invoked article 2(4) nor did the Security Council in its resolution. [72] In con-
trast, the abduction of General Noriega in Panama in 1989 following the US invasion, was 
considered in the context of the gravity of a military invasion of another state and not the  
individual abduction of one person. In short, a forcible abduction may or may not constitute 
a use of force depending on the full context of the case and the gravity of the force used. [73] 

For these kinds of forcible enforcement measures that are not covered by article 2(4), and 
therefore do not constitute an unlawful use of force, they may still constitute violations 
of other legal obligations, such as the obligation not to intervene in the affairs of another 
state or breaches of other specific treaties. [74] These minor armed uses of force fall outside 
the scope of article 2(4), based on the context and domain in which they occur and their 
gravity, and while potentially implicating other regimes of law (international criminal law, 
sea and air law) they would not violate the Charter.  

Applied in the cyber context, according to this “minimum use of force” standard for the 
use of force, a “cyber operation that causes minimal damage in another state’s territory 
such as the destruction of a single computer or server,” with no hostile intent towards 
the state itself, and without further effects, “would clearly not fall within the scope of  
the provisions” of article 2(4) under the minimum use of force test. [75] In applying the de  
minimis standard, the quantity of force matters as well as the context of the incident. Such  
an operation that involves the destruction of property in another state, would, however, 
impose effects within another state’s territory and, if coercive, in the sense of intended 
to compel a state to behave in a manner other than how it would normally behave, be an  
unlawful intervention. [76] According to the then-legal advisor to the U.S. Department of 
State, Harold Koh, in discussing some of the factors that would be relevant to a legal  
assessment of actions involving uses of force in cyberspace, he specifically included “in-
tent” and gravity, among others, to be taken into consideration. [77] Ultimately, whether a 
minimum use of force will constitute a violation of article 2(4) will depend on the specific 
circumstances of each case. 

Analyzing the meaning of a “use of force” in this more limited manner affords a state 
subject to a use of force in violation of article 2(4) more options for legally responding than 
the state would have under an approach accepting a broader meaning of a use of force 
under article 2(4). Under a broad interpretation of article 2(4) uses of force, and a broad 
interpretation of the Nicaragua Court’s findings, to be discussed in more detail in the next 
two sections, a victim state would be prohibited from using forcible responses unless the 
attack against the state rose to the high threshold of an armed attack. In contrast, with  
a limited interpretation of article 2(4), states that are targets of uses of force violating  
article 2(4) but not constituting an armed attack under article 51 of the Charter can con-
duct forcible responses as long as such responses are of a de minimis nature or gravity  
both in its objectives and its means. Such forcible responses would fall outside of the  
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article 2(4) prohibition and would constitute permissible countermeasure [78] even though 
they may cause minor physical harm, injury or damage in the state’s territory. [79] 

An example of a cyber operation that would not necessarily be covered by article 2(4) 
could include the disruption of Internet service that, although possibly involving the vio-
lation of certain economic rights or property rights under international law, would not be 
covered by article 2(4) based on the gravity of the effects and the full context of the situa-
tion. Other actions not covered by article 2(4) could include, for instance, the interruption 
of the production lines of a manufacturing company in another state through Internet- 
facing network connections that would involve hacking into the manufacturing control 
units and robotics and potentially causing them to produce faulty manufacturing or physi-
cally destroying the manufacturing equipment itself. Although likely to violate other laws 
such as international criminal law, depending on the context and gravity of effects, they 
may not be covered by article 2(4) and therefore could constitute lawful countermeasures if 
done in response to a wrongful act and complying with the other requirements for counter-
measures such as proportionality that will be discussed below in more detail. [80] In con-
trast, if a broader interpretation of article 2(4) is accepted, expanding article 2(4) to include 
all uses of force, any proportionate forcible response, even in-kind, to a use of force would 
be in violation of article 2(4) and a prohibited forcible countermeasure.

Article 51 Self-Defense Exception to the Prohibition on the Use of Force

Under the Charter, the article 2(4) prohibition on the use of force was subjected to two 
explicit exceptions: military action authorized by the UN Security Council following a  
determination of 1) the existence of a threat to the peace, a breach of the peace, or 2) an 
act of aggression, and self-defense in response to an armed attack. As an exception to this 
prohibition, states may use force if the UN Security Council authorizes it pursuant to its 
responsibility to maintain peace and security; this includes the authority to respond to 
threats to the peace, breaches of the peace, and acts of aggression. [81] 

The article proclaims: 

Nothing in the present Charter shall impair the inherent right of individual or collec-
tive self-defence if an armed attack occurs against a Member of the United Nations, 
until the Security Council has taken measures necessary to maintain international 
peace and security. [82] 

As a matter of customary law, a state can also use force in self-defense if an armed attack is 
imminent but has not yet occurred. [83] The article 51 principle of self-defense reflects cus-
tomary international law and has been recognized by states as applying to defense against 
cyberattacks that are equivalent to armed attacks under article 51. [84]

As an exception to the prohibition on the use of force, a state can employ forcible cyber 
operations in response to an armed attack that has occurred or is imminent [85] as long  
as the forcible defensive measure targets the responsible state or non-state actors [86] and 
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complies with the customary legal principles of proportionality and necessity, as discussed 
later in more detail. 

Distinguishing an Article 51 Armed Attack From an Article 2(4) Use of Force 

Interpreting the rule of self-defense for cyber within article 51 requires an understand-
ing of the meaning of the term “armed attack,” that, like the term “force” as used in article 
2(4), remains undefined in the law. The ICJ in the Nicaragua case, without providing a 
specific definition for an armed attack or use of force, drew a distinction between the two 
terms and developed a “gap” theory, where only the most severe or grave uses of force 
would constitute an armed attack, utilizing a “scale and effects” standard to distinguish 
between a use of force and the gravest uses of force that would constitute armed attacks. [87] 
In other words, a certain degree of armed force could meet the gravity threshold of article 
2(4), nonetheless fail to trigger the higher threshold for article 51 self-defense if the armed 
force was not sufficient enough. 

Based on this “scale and effects” test utilized in the Nicaragua case, isolated or minor  
incidences that do not threaten the safety of the state, while hostile and unlawful, would 
not constitute an armed attack reference to the Charter’s right of self-defense. If, however, 
the results of the armed force met the gravity threshold, resulting in or imminently result-
ing in a considerable loss of life or extensive destruction of property, it would constitute  
an armed attack under international law, triggering the victim state’s right to use lethal 
force in response. There is a minority view among some states and legal experts, including 
the US, that there is no distinction between a use of force and an armed attack, and that 
any unlawful use of force qualifies as an armed attack triggering the right of self-defense. 
The US has taken this position with respect to cyber operations as well. [88] While dis-
agreements persist between states and commentators as to the validity of a gap between 
the thresholds and the nature of any gap that may exist, state practice has supported the  
position that kinetic operations causing significant physical damage, injury or death would 
qualify as a grave use of force and therefore an armed attack; this reasoning has been  
extended to cyber operations. [89] 

Since Nicaragua, government officials and scholars have struggled to define the precise 
threshold at which a use of force would constitute an armed attack, finding “[I] t is almost 
impossible to fix the threshold of force employed to define the notion of armed attack,” 
and failing to develop a bright-line test. [90] Disagreement continues to exist as to whether 
the 2010 Stuxnet operation against the Iranian nuclear program that damaged over 1000 
centrifuges, qualified as an armed attack. [91] In accordance with Nicaragua, a use of force 
would constitute an “armed attack” only when both the scale and the effects of the use of 
force were grave enough. For the sufficient scale to be met under this test, considerable 
magnitude and intensity must be involved, taking into consideration the amount of force 
used and duration of the attack. For the threshold of effects to be met, the consequences 
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have to involve substantial destruction to important elements of a state, namely, its people, 
territory and, in certain cases, its economy that compose the security of the state. Even in 
cases where armed force is used and causes damage, unless it is of a high enough inten-
sity, it will not constitute an armed attack. In finding that mere “frontier incidents” using 
military force do not have the necessary gravity to be considered armed attacks, the ICJ 
supported this position. [92] 

This aspect of the Court’s decision has faced much criticism in that the gap created by 
the Court between permissible self-defense and lower level attacks by armed bands served 
to reduce the barrier to armed aggression because it took away the military deterrent from 
lawful recourse to self-defense. [93] The decision was further criticized for not elaborating 
on the required scale and effects necessary to reach the threshold of an armed attack nor 
what type of response might be appropriate for acts that fall below the threshold. In its 
opinion, the Court indicated that the threshold of gravity is a flexible one dependent on the 
specific circumstances of each case. For example, in contrast to the example of “frontier 
incidents” in the Nicaragua case, in accordance with the same scale and effects standard 
developed by the Court in another case with a different set of facts, the Court “[did] not 
exclude the possibility that the mining of a single military vessel might be sufficient to 
trigger the ‘inherent right of self-defence.” [94] Therefore, even a single incident of armed 
force that leads to a considerable loss of life and extensive destruction of property would be 
of sufficient gravity to constitute an armed attack. [95] In the context of cyberspace, a single 
cyber operation against computer systems that caused a significant number of fatalities 
would likely constitute an “armed attack.” [96] 

For cyber operations that do not result in direct physical damage but result in destruc-
tive second-order effect, there is growing support based on the stated opinions of gov-
ernments that such actions may constitute not only uses of force but also armed attacks 
under the Charter framework. [97] As states have come to recognize the vulnerabilities of 
critical infrastructure to cyberattacks that could inflict substantial destruction to critical 
elements of a target state (its people, economy, and security infrastructure) international 
jurists and governments have concluded that disruptive cyberattacks against such infra-
structure, although not causing direct physical damage to the infrastructure, nevertheless 
of the requisite magnitude resulting in significant damage to the nation or its people, 
versus mere inconvenience, could constitute an “armed attack,” triggering the legal right 
to use forcible responses in self-defense. [98] For example, a cyber operation that interrupts 
the cooling functionality of a nuclear reactor, while not destroying the reactor causes the 
cooling system to malfunction, leading to the release of radioactive materials and the loss 
of life, would result in significant enough second-order effects that amount to an armed  
attack irrespective of the fact that the initial cyber operation did not produce direct 
harmful or permanent effects to the reactor. [99] In cases of cyber operations that cause no  
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physical damage but severely incapacitate critical infrastructure, such as banking institu-
tions, if the effects are serious enough, may constitute an “armed attack.” [100]

In line with the “scale and effects” approach, only armed attacks will trigger the right of 
self-defense and therefore all other attacks or hostile actions by states that fall below this 
threshold are classified as uses of force, interventions or general violations of sovereignty, 
depriving the target state of such attacks the right of forcible self-defense under article 
51. This standard of scale and effects, however, is a “variable standard” [101] which does not 
require it being applied separately to each hostile act, but instead can be applied in com-
bination with multiple acts to meet the high threshold of an armed attack. The Court has 
implicitly accepted this approach, the doctrine of “accumulation of events,” in particular 
circumstances where consecutive attacks take place that are linked in time, source and 
cause, and are part of a “continuous, overall plan of attack purposely relying on numerous 
small raids.” [102] In such cases where there may be some small-scale uses of force falling 
below the level of an armed attack, collectively they can amount to such an armed attack. 
In this context, cyber operations against a state that would in themselves merely consti-
tute “less grave uses of force,” when forming part of a chain of events carried out by the 
same source, can qualitatively transform into an “armed attack” triggering the right of 
self-defense. [103] The question remains, however, as with assessing the gravity threshold 
for singular armed attacks, how many individual lesser grave uses of force are required  
to constitute an armed attack?

Given that the most common form of cyber force between states has been a stream of 
low-intensity cyber operations versus actions at the armed attack level, this doctrine of 
accumulation of events in the context of self-defense may be relevant. [104] Under this doc-
trine, in circumstances where there are a number of “less grave uses of force” that take 
place either exclusively in the cyber domain or different domains (cyber and kinetic) that 
can be linked together to form part of a chain of events by the same state, the nature of the 
acts taken together could amount to an “armed attack,” triggering the right of self-defense.

Self-Defense Responses to an Article 51 Armed Attack

The right of individual or collective self-defense referenced in article 51 of the Charter 
is the right of a victim state to use offensive force against a state legally responsible for an 
armed attack to prevent or stop harm to the state or its allies. [105] All self-defensive actions, 
to include cyber operations carried out in self-defense, must be proportionate and neces-
sary. Necessary responses in self-defense are those actions that are used as the last resort 
and have been determined to be the only means by which to repel an attack or prevent a 
subsequent attack. [106] Proportionate responses are those that are in balance against the 
purpose of repelling the attack to end the situation or threat, which caused the attack. [107] 

Proportionate self-defense responses can be quantitatively greater than the initial armed 
attack since it aims to repel that attack. [108] In other words, if the threat continues after an 
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initial armed attack, the victim state can use all necessary force to eliminate the threat. 
Beyond just intercepting the immediate armed force, the victim state could use deadly 
force to degrade the attacker’s military capabilities or seize territory in order to assure 
its future security against the attacker, imposing a higher level of cost to the adversary 
than the initial attack imposed, so long as it has been determined that such a level of force 
is required to stop the threat. [109] What matters in assessing the proportionality of a self- 
defensive action then is “the result to be achieved by the defensive action and not the 
forms, substance, and strength of the action itself.” [110] The right of self-defense has been 
recognized to extend to cyber operations that rise to the level of an armed attack. [111] If 
forcible cyber operations meet these standards for self-defense they would be lawful.

In determining an appropriate legal self-defense response, attribution is key. It does not 
matter where an armed attack occurred, [112] what type of weapon was used to carry out the 
attack, [113] whether the target was civilian or military, or how many individual incidents 
occurred. [114] As long as the victim state can identify the responsible state for the attack 
and the overall effects of the incident or incidences reach the high threshold for an armed 
attack, the victim state can act in self-defense against the responsible state. For example, 
if a state carries out an attack, whether by a kinetic or cyber operation, against a civilian 
computer system owned and operated by a private company within the territory of another 
state that causes a devastating impact, although it has no connection to military or gov-
ernment entities, such an attack will constitute an armed attack for purposes of article 51. 
[115] Neither the nature of the attack as a cyber operation nor the governmental or private 
nature of the target is relevant to the determination of the existence of an armed attack 
against the state in its territory. [116] In responding to an armed attack, actions are not 
limited to in-kind methods; for instance, reactions to cyberattacks that constitute armed 
attacks could be exercised by physical, cyber, or other means. [117] Furthermore, there is  
no requirement under international law for states to publicly disclose the basis for its  
attribution assessments. [118]

Defensive Self-Help Responses to Hostile Actions Below the Threshold of Armed Attack

Historically, defensive self-help involved retaliatory measures by a state against another 
state that had violated its rights protected by international law. The idea of such measures 
was based on a lack of centralized enforcement in the international community and, there-
fore, self-help measures played an important role in bringing about a situation that con-
formed to the law. The recognized value of such measures “lay in the possibility of gaining 
redress without creating a formal state of war.” [119] With the modern development of inter-
national law within the Charter, article 51 established forcible self-defense as a separate 
institution from self-help, making armed force in self-help mostly forbidden except for the 
occasional resort to de minimis forms of force due to the ineffectiveness of the UN Security 
Council to enforce the law. [120] Under the old concept of self-help and the right of states 
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to wage war, a state’s recourse was practically without limitation and covered retorsions, 
reprisals, both armed and peaceful, peaceful blockade, intervention, and even war. Today, 
self-help still includes retorsions, countermeasures, and necessity, which are all remaining 
legal options for states to act unilaterally for coercive enforcement of rights, albeit with a 
number of restrictions.  

As international law provides states with options for responses to hostile actions below 
the article 51 threshold in the physical domain, so too does the law permit victim states to 
respond to unlawful actions that fall below the armed attack threshold. Especially in an era 
where states are pursuing their strategic objectives and coercively operating in the gray 
zone, victim states will find relief as international law does not leave such states powerless 
to defend against and respond to such gray zone cyber threats. As recently expressed by 
the then-nominee for Commander, U.S. Cyber Command, “Although cyber operations not 
involving loss of life or significant destruction of property may not constitute an armed 
attack those operations causing significant impact on U.S. foreign and economic policy 
interests may nonetheless violate international law and trigger U.S. response options.” [121] 

Indeed, customary law has provided multiple options for victim states to respond to  
offensive measures by other states, short of war or an armed attack, whether the measures 
are conducted in cyber or not. 

For those states that are victims of coercive or forcible cyber operations that fall short of 
an “armed attack” in article 51, recourse can be taken unilaterally, to include the adoption 
of retorsions and countermeasures and measures invoked under a plea of necessity that do 
not reach the “armed attack” threshold. [122] According to the Articles of State Responsibility 
(Articles) drafted by the UN International Law Commission (ILC), [123] countermeasures and 
actions of necessity are measures that would otherwise not be justified under the law but 
for, in the case of countermeasures, a prior wrongful act against the state, and in the case 
of acts of necessity, exigent circumstances where the state’s essential interest are in “grave 
and imminent peril.” [124] 

Given the role that the Articles will play in assessing state responsibility for cyber ac-
tivities, some background on the Articles is relevant. In 2001 over forty years of work of 
the ILC on state responsibility was concluded with the adoption of fifty-five draft articles. 
Unlike the ILC’s previous projects, the work did not result in a treaty but rather in draft 
articles that were “taken note of” by the UN General Assembly, indicating the challeng-
es with reaching agreement on the Articles during the drafting process and concluding 
without universal state agreement. Although the Articles are not a binding source of law, 
they can serve as a source of ascertaining the law, similar to the writings of highly qual-
ified publicists, and indeed, some aspects of them have been accepted as customary law 
by international tribunals and at least some state practice has provided evidence of its 
customary characteristic. [125]  Some provisions of the Articles, however, were controversial 
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during the drafting and still are, particularly the articles on countermeasures, leaving 
the status of those provisions under the law uncertain as they have not been accepted by 
states as authoritative restatements of customary international law. [126] Related to the work 
of assessing the legality of cyber operations, the Tallinn Manual 2.0 relied heavily on the  
Articles in developing some of its rules. Given the lack of clarity and controversy over 
some provisions of the Articles, it may be that with respect to the Tallinn Manual’s rules 
that are based on these same provisions, more work will need to be done by states and 
possibly judges before the law is clear in this complex area.   

For assessing state responsibility, as the Articles did, it is useful to first distinguish 
countermeasures (previously called reprisals) [127] and pleas of necessity from retorsions 
under international law. An act of retorsion is a coercive, politically unfriendly, but lawful 
act, not involving any breach of international obligations owed to the target state, whether 
treaty-based or customary and thereby do not require any legal justification. [128] States can 
undertake cyber or non-cyber retorsions at any time to influence another state’s actions, 
regardless of whether there was a prior law violated or any detrimental effects to the inter-
ests of the targeted state from the retorsions. [129] Although retorsions can be taken at any 
time and have few, if any, restrictions because of their legality, typically, they are taken 
in response to a breach of an international legal obligation owed to the state. Common  
examples of retorsions include protests and verbal condemnation or diplomatic demarches, 
discontinuing development aid, denying entry visas, declaring that a diplomat is persona 
non grata, imposing travel restrictions on foreign nationals within the state, terminating 
cultural and educational exchanges, and imposing unilateral sanctions. [130] 

Recent examples of retorsions conducted by the US in response to cyberattacks have 
included unilateral sanctions against North Korea in response to the Sony cyberattack [131] 

and against Russia in response to its cyber operations against the Democratic National 
Committee and related interference with the 2016 US election. [132] In addition to sanctions, 
the US expelled Russian diplomats from US territory, also constituting a retorsion. [133] 

These US actions were lawful, although considered unfriendly, and could have been done 
irrespective of the unlawfulness of the cyber operations conducted by North Korea and 
Russia. [134] An example of a cyber retorsion would be a state selectively blocking, at its own 
gateway, another state’s Internet traffic from entering the territory, provided such action 
did not violate any existing treaty agreement between the states or any customary law. [135]

In contrast to retorsions, countermeasures are actions, short of armed attack, or omis-
sions that breach an international obligation owed the targeted state and therefore are 
unlawful except for a prior law violation by the targeted state. [136] The purpose of counter-
measures is to compel the responsible state to comply with its international obligations 
owed to the injured state and make reparations for the injury caused. [137] While counter-
measures have been established through international practice and decisions from  
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tribunals and courts as a circumstance precluding wrongfulness, the legal regime appli-
cable to countermeasures is far from well-established as states have objected even during 
the drafting of the Articles of State Responsibility to different aspects of the Articles as they 
apply to countermeasures in particular. In the comments the US submitted to the ILC 
during the drafting process emphasis was placed on the US objections to the restrictions 
on the use of countermeasures that were included in the Articles. [138] This may indicate 
that for certain aspects of the regime of countermeasures, the Articles, and potentially the 
rules on countermeasures in the Tallinn Manual 2.0, are more a progressive development 
of the law, rather than the codification of existing customary rules. Indeed, the topic of 
countermeasures was one of the contentious issues in the discussions of the 2017 UN GGE 
that failed to reach a consensus report. [139]

According to the Articles of Responsibility, an injured state that has suffered a wrongful 
act by another state may commit a wrong in reaction, a countermeasure, as long as it  
is “commensurate” with the injury suffered from the initial wrongful act, taking into con-
sideration the rights in question [140] and the state’s response is aimed at inducing an end 
to the initial wrong, and the provision of damages for injuries suffered. [141] Despite the 
clear nature of the requirement of a prior wrongful act, there remain some unresolved 
issues related to this requirement for countermeasures. For example, due to a lack of state 
practice and no treaty-based clarification, the specific issue of whether a state that con-
ducts countermeasures must be directly injured is of great debate with opposing views. 
[142] The question being, does the state that is conducting the countermeasure have to  
be the state that suffered the injury from the wrongful act. This issue of individually or 
collectively conducted countermeasures, irrespective of individual injury, in defense of 
another injured state or in respect of breaches of obligations erga omnes, has yet to be  
resolved, leaving open the further development of the law through state practice and  
opinio juris and the possibility for collective, or third-party, cyber countermeasures. [143] 

Another contentious issue that remains unsettled is whether a state can conduct forcible 
proportionate countermeasures that would violate article 2(4) of the Charter in response 
to forcible actions that are below the article 51 armed attack level of the Charter. [144] While 
there is widespread agreement that countermeasures must not be of the severity of an 
armed attack as meant by article 51 of the Charter, the debate remains over the allow-
able level of force of countermeasures. [145] According to the ILC, “questions concerning 
the use of force in international relations . . . are governed by the relevant primacy rules”  
and not by the law of state responsibility. Following this reasoning, the Articles of State 
Responsibility provided no guidance on the specific question of whether forcible counter-
measures that triggered article 2(4) would be per se illegal, leaving it for analysis under 
the Charter. On the one hand, some commentators have argued that based on the dicta in 
Nicaragua, the ICJ seems to have “implicitly left open the door for proportionate forcible 
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countermeasures” in the case of a victim state suffering from hostile acts that are not at 
the threshold of an armed attack. [146] On the other hand, commentators have argued that 
the obligation to refrain from the use of force under the Charter has been recognized 
as a limitation to countermeasures. [147] The Tallinn Manual experts were unable to reach 
agreement on this point and therefore offered no rule prohibiting the use of force counter-
measures that would violate article 2(4). [148] Interestingly, one of the ICJ judges recently 
provided an interpretation of the Court’s opinion with respect to countermeasures, one 
that is in contrast with previously offered interpretations. At a celebration of the ICJ’s anni-
versary, Judge Yusuf stated, in referring to the Nicaragua case, “[T]he Court did not specify 
the nature of such ‘countermeasures,’ but it could perhaps be reasonably assumed that it 
was referring to military countermeasures.” [149] One reasonable understanding based on 
the Judge’s interpretation of the Court’s opinion would be that lawful countermeasures 
may include the armed force that would violate article 2(4). Another understanding of  
this interpretation is that countermeasures could include armed force that was never 
meant to be covered by article 2(4). 

Perhaps a more effective way to address this debate would be to adopt a more limited 
meaning of what a use of force is under article 2(4). In using this approach, as discussed 
earlier, one could argue that there are uses of armed force that do not enter the scope of the 
Charter’s article 2(4) because of the low intensity of the force involved, and the context of 
the use of force. Rather than article 2(4) as the relevant law for those actions not covered, 
the focus would be on other legal regimes that may be relevant to the context of the situ-
ation. Using this standard of a more limited view of the meaning of use of force in article 
2(4) would alleviate the tension over whether countermeasures can be forcible since by 
allowing for minimal force that is not prohibited by article 2(4), countermeasures could 
involve force of a minimal level that would not violate article 2(4) and therefore would be 
lawful under the law of countermeasures. [150] This would also allow states that are victims 
of uses of force that violate article 2(4) but that do not rise to the level of an armed attack 
to take forcible action, albeit limited in scope and intensity, in another state’s territory as 
long as it is proportionate to the injury and intended only to get the state to comply with 
its obligations. Rather than limiting the victim state to non-forcible responses that may 
not be effective in getting the wrongful state to comply with its legal obligations, under 
a more limited meaning for article 2(4) uses of force, a state may use forcible propor-
tionate countermeasures, including cyber countermeasures. Such cyber responses would  
be allowed whether or not the initial wrong exhibited through cyber operations or other- 
wise. [151] While these actions may violate the sovereignty of the state or other bodies of  
law, they would not be violations of article 2(4).

In choosing what countermeasures to employ, the state has considerable flexibility in 
choosing which obligations to violate vis-à-vis the other state, without publicly disclosing 
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the basis for its attribution assessment of the prior wrongful acts of the targeted state to 
the targeted state. The state conducting the countermeasure ought to take care that its 
attribution is accurate to avoid any political consequences. If, however, the acting state 
in taking countermeasures was mistaken as to fact or law, and, for instance, employs 
countermeasures against a state that has not conducted any wrongful act, such counter-
measures may still be considered lawful. Although this issue of responsibility for a mistake 
is a debatable point in international law, some have argued that since there is no general  
principle under international law as to a “fault standard in the commission of a wrong” 
nor is international law a system of strict liability, such countermeasures taken in error,  
if based on good faith, will be excused. [152] The claims and counterclaims of states after  
incidents of uses of military force made in error that were not considered wrongful, often 
settled with an apology, as well as the decisions of tribunals in relation to countermeasures, 
have suggested that states may be excused for countermeasures taken in error but based 
on good faith. [153] The opposing view, accepted by the ILC and the Tallinn Manual is that  
those states taking countermeasures “do so at their own risk” and will incur responsibility 
if in relying on erroneous facts or legal interpretations the state conducts an illegal  
countermeasure. [154]  

In accordance with judicial precedence and the Articles of State Responsibility, there are 
a number of substantive and procedural requirements for countermeasures. [155] One such 
substantive requirement is that the countermeasure’s sole purpose must be to get the 
offending state to comply with its international obligations, discontinue its wrongful acts 
and /or provide reparation; therefore, the use of countermeasures to punish or retaliate is 
prohibited, can only be taken once a wrongful act has taken place, not in an anticipatory 
manner, and must end when the state has complied with its obligations, which could  
include making reparations. [156] In seeking compliance by the wrongfully acting state, the 
state carrying out the countermeasures, when feasible, should give notice of its intent 
to use countermeasures, [157] hereby providing the state an opportunity to comply. This  
preference for notice, however, has been interpreted as not mandatory and will depend 
on the particular circumstances. [158] If, for instance, giving notice would result in a less 
effective countermeasure then notice would not be required. [159] In addition, because the 
purpose of countermeasures cannot be punitive, the measures taken should be reversible, 
if possible. [160] 

While countermeasures must be targeted only at the state responsible for the wrong-
ful act, [161] this requirement does not prohibit countermeasures against private entities 
within that state in order to get the state to change its behavior and comply with its legal  
obligations. [162] Importantly, especially in the context of cyber countermeasures where  
actions may inadvertently impact third states, such effects, as long as there is no breach of  
a legal obligation owed to the third state, would not result in the countermeasures being 
unlawful. [163]      
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Commonly cited examples of non-forcible countermeasures that states have employed 
include the seizure of assets of foreigners, trade embargoes, and breaches of treaties such 
as bilateral aviation agreements. Examples of non-forcible cyber countermeasures could 
include “blocking electronic access to a state’s bank accounts” contrary to an applicable 
treaty provision. [164] Measures that have been characterized as countermeasures with  
minimal force, not covered by article 2(4) under a de minimis or gravity threshold ap-
proach, include shooting across a ship’s bow in response to violations of fishing quotas, 
forced landing or shooting of an aircraft within a state’s airspace without authorization, 
abduction of criminals in another state’s territory without consent, and the rescue of  
nationals abroad. [165] As long as it has been determined that these actions would be  
proportionate to the injury that was suffered, taking into consideration the principles at 
stake from the wrongful act, such countermeasures carried out by cyber means would  
be lawful since they do not constitute a violation of article 2(4). 

Under the de minimis standard for article 2(4), an example of a lawful forcible cyber 
countermeasure involving minimum force could involve the disabling of Internet access 
routers of a state within that state’s territory, denying the state access to the Internet. 
While this action may constitute a violation of the state’s territorial sovereignty by the 
action taken in the territory of that state, it would not be covered by article 2(4) because 
of the de minimis nature of the force. In contrast, a cyber countermeasure that included 
the bricking or destruction of all routers in another state, causing irreversible damage to 
critical infrastructure, would likely be covered by article 2(4) and, reaching the requisite 
level of force, would not be permissible under the law of countermeasures.

In circumstances where a state’s reply to hostile cyber operations cannot be justified 
as a lawful countermeasure, for instance, if such measures would fail to meet any of the 
requirements for countermeasures, the state could still act to prevent imminent or on- 
going hostile cyber operations that represent a “grave and imminent peril” to the “essential  
interests” of the state pursuant to a “plea of necessity.” [166] Although the plea of necessity 
was once considered “marginal,” there is substantial authority for its existence from state 
practice and international tribunals that have either accepted the principle as a circum-
stance precluding wrongfulness or at least not rejected it as such. [167] Similar to counter-
measures, this concept of necessity, although not anchored in any conventional provision 
of law but being in principle accepted by a growing number of states, permits a state to 
escape liability under the law of state responsibility for its actions that would normally 
constitute a violation of international law, whether a treaty or customary obligation. [168] 

While there is a recognized trend that this defense of necessity is “now coming to the 
forefront of public international law, suggesting that more and more states will argue  
necessity in the future. . .,” [169] necessity is controversial and has only been accepted as 
an exceptional rule. In the 19th and 20th centuries, concerns raised about states abusing 
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necessity by using it as a pretext to justify armed attacks against other states, result-
ed in the development of stringent requirements for the plea designed to carefully con-
strain the doctrine to a narrowly defined set of circumstances. [169] Today, it remains 
unsettled as to whether necessity can be invoked to justify forcible actions that would 
violate article 2(4) of the Charter, both in the context of traditional military kinetic op-
erations as well as cyber operations. [170] However, for actions under a plea of necessity, 
just as with countermeasures, that are forcible but not covered by article 2(4) because  
of their limited intentions and purposes which bear no relation to the purposes charac- 
teristic of true uses of force as meant by article 2(4), such actions under necessity could  
be justified. 

As distinguishable from the conditions required for countermeasures, the conditions for 
the application of necessity can be divided into two categories. The first category relates 
to balancing conflicting interests at stake and includes four constitutive elements: a) an 
essential interest of the state invoking the necessity is at stake, b) an interest is threatened 
by a grave and imminent peril, c) the action must be the only means to guard against the 
peril, and d) the interest to be disregarded in taking the action must be of lesser value than 
the interest being safeguarded. The second category includes circumstances of an absolute 
preclusion to invoking the defense: when the primary rule at issue, such as the use of force 
regime of the Charter, excludes the possibility of invoking the principle and when the state 
whose interest is threatened substantially contributed to the occurrence of the situation 
of necessity. [171] 

Although there is no accepted definition of what would constitute “essential interests” of 
a state under international law, examples from international cases and state practice have 
included issues related to a state’s security, the preservation of the state’s natural envi-
ronment or the ecological equilibrium, economy, public health, safety, and maintenance of 
the food supply for the population. [172] As to the element of grave and imminent peril, what  
is required is that the “peril is clearly established on the basis of the evidence reasonably 
available at the time” [173] and the prohibited actions taken are to be “the only way for the 
State to safeguard” its essential interests, leaving no other legitimate choices left for the 
state. [174] The actions must also not affect the vital interest of any other state in a grave 
and imminent way. [175] In other words, the interest sought to be protected by the state in 
conducting the actions under the plea must be of greater importance than the other state’s 
interest that will be temporarily disregarded. 

In contrast to countermeasures and self-defense, actions based on necessity do not  
require any initial wrongful act, and therefore attribution is not necessary. [176] In the cyber 
context, given that attribution challenges persist, this may make necessity particularly 
useful in the face of grave threats through cyberspace. Furthermore, unlike countermea-
sures, which cannot be invoked in anticipation of a legal obligation being breached, actions 
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under necessity can take place before the culmination of the grave threat to the state’s 
interests, anticipating the grave harm that will ultimately emerge. [177] As a cautionary 
note, actions under necessity have been found by courts to be permissible only under  
what is considered exceptional circumstances when the situation constitutes a grave and  
imminent peril to the essential interests of the acting state. [178] 

Although the standard for invoking necessity is high and circumstances allowing it  
are exceptional, the nature of state cyber operations, in particular, those targeting critical 
infrastructure, may be the circumstances that meet the high standards for necessity. In 
cyberspace where threats can materialize almost instantaneously through the Internet, 
bringing to a halt the functions of critical infrastructure that support essential state  
functions, target states may not have the time to seek cooperative measures from other 
states from which the threats emanate, or transit through, or obtain provisional measures 
from a Court, to eliminate the threat. Furthermore, the states whose territory is impacted 
by the impending peril may lack the means to take effective measures to stop the situation. 
As an example, consider the case of highly disruptive cyber operations against a state’s 
banking system that would result in the loss of critical financial services and commerce 
to a state’s population. In this situation, to prevent the harm, the state may need to re-
spond immediately, without first attributing the attacks, and block access to some of its 
infrastructure from specific countries which it has existing treaty obligations with that 
guarantee access to the relevant infrastructure. In such a case, a justified action based on 
necessity could include blocking access within the responding state or if necessary in the 
territory of the other state from which the operation is emanating. 

In a different context where a state discovers malware on a gas pipeline control system 
in its territory, malware that is preprogrammed to be activated in the future that will re-
sult in the disruption of the system, preventing the pressure relief function from properly 
working and potentially leading to a rupture of the pipeline that would jeopardize the  
safety of the pipeline workers and the surrounding civilian population, actions under a plea 
of necessity would likely be justified. In this case, it may be that in conducting its cyber- 
security operations, the pipeline company finds and removes all of the malware that can 
be removed while keeping the system operational but locates other malware that cannot be 
removed without shutting down systems that are critical to the safe operation of the pipe-
line. In this case, the state could invoke the plea of necessity and take actions to eliminate 
the threat or allow the company to take such actions. It may be necessary to take action  
beyond the state’s borders as the only means of preventing the malware from triggering 
and disrupting the pipeline operations. In the case where the blocking of IP addresses 
would not be sufficient to prevent the impending harm, and there is no time or means for 
the state from whose territory the command and control servers reside to take the neces-
sary measures, or the state is unwilling to take the necessary steps, a cyber response un-
der a plea of necessity could entail hacking back and shutting down cyber infrastructure 
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in that territory that is being used to mount the harmful operations as long as by doing so 
would not seriously impair the essential interests of any affected state. [179] In the face of 
the grave and imminent, and otherwise, unavoidable danger to the essential interests of 
the state from the pipeline failure, the state would be justified in violating its international 
obligations owed to the other state.

In cases of cyber operations targeting critical infrastructure that would result in “severe 
negative impact” on the target state’s “security, economy, public health, safety, or the envi-
ronment,” the necessity plea is available to states as a last resort and may be particularly 
relevant given the nature of cyberspace and hostile cyber operations and the international 
rules related to the use of force and state responsibility. [180] In circumstances similar to 
the pipeline example where logic bombs are found on networks and attribution for the 
implants is not possible or time does not allow for it, countermeasures will be unavailable. 
Furthermore, given that current uncertainty about if and how the general principle of  
sovereignty applies to cyber activities, in particular to unconsented territorial interference 
in computer networks of another state, [181] the issue of the legality of implanting malware 
in another state’s infrastructure is left unclear, thereby leaving countermeasures unavail-
able without a clear prior wrongful act in the case of implanted malware. Under these 
circumstances, the plea of necessity may present the only lawful option for the state in 
preventing the harm to its essential interests.

CONCLUSION

Traditionally, international law maintained a strict division between war and peace, 
holding inter bellum et pacem nihil est medium – there was no intermediate state between 
war and peace. [182] Of course, in those times it was seldom difficult to determine whether 
armed force was being employed, triggering a state of war, and which state’s forces were 
involved. Describing a very different security environment today, the 2017 U.S. National 
Security Strategy (NSS) warns that the factual dividing line between peace and war has  
become more difficult to determine, describing current international relations as more 
of “an arena of continuous competition.” [183] As the former British Secretary of State for 
Defense recently declared, contemporary adversaries are deliberately seeking to “blur the 
lines between what is, and what is not, considered an act of war.” [184] 

Although determinations of the facts on the ground may be more challenging in the 
context of cyber operations, where technological developments and networked communi-
cations have allowed states to more easily use proxies to disguise their actions, enabling 
their hostile actions to remain below a level that would provoke a full-scale response, 
the Grotian divide between war and peace still remains a vital part of the international  
legal order in support of international stability. Key to the Grotian notion, however, is 
clarity about the legal thresholds that divide peace from war as well as the redlines for 
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the legality of actions during both times of peace and times of war. But as the NSS points 
out, adversaries are exploiting existing international law principles that are ambiguous or 
subject to competing interpretations in all domains as they operate on the edge between 
peace and war. In doing so, they hope to avoid any serious consequences for violating the 
laws that have developed through treaties and custom. Efforts to counter these threats will 
require addressing these legal ambiguities that are currently inhibiting state responses 
and allowing violators to escape repercussions.

As international law is sure to evolve as it has done historically in the face of new threats 
and technologies, it will be for states to drive this evolution. Whether they will eventually 
consent to rules within a treaty for cyber operations or not remains to be seen. The law, 
however, will also evolve through the consent of states in their practices out of a sense of 
legal obligation, opinio juris, which can eventually crystallize into customary international 
law. Coupled with the decades of state practice of employing cyber operations in their  
strategic and military activities, the recent public statements by government officials 
concerning the interpretation of international law as applied to those cyber operations 
serve to develop and reaffirm interpretations of international rules, tailoring them for this 
domain. [185] These trends will help address the gray zone conflicts, including the cyber 
operations that are part of those conflicts, and diminish the advantages adversaries are 
seeking to gain in this space. In doing so, states will shrink the area of gray zone conflicts, 
providing fewer opportunities for states to exploit gray zones, and generate much-needed 
stability in cyberspace, support for the development of effective frameworks for national 
policy, doctrine and rules of engagement for cyber operations, and enhanced deterrence 
within the global cyber domain. [186]. 
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the requirements of proportionality in the cyber context, see Tallinn Manual 2.0, Rules 71-75, 339-356. The US affirmed in 
a written statement to the UN that a use of force in self-defense against a cyber-attack “must be limited to what is necessary 
to address an imminent or actual armed attack and must be proportionate to the threat that is faced.” UN Doc. A/66/152, 
July 15, 2011, 19.
108. Addendum – Eighth report on State responsibility by Mr. Roberto Ago, Special Rapporteur – the internationally 
wrongful act of the State, source of international responsibility (part 1), Yearbook of the International Law Commission, 1980, 
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Eighth report on State responsibility by Mr. Roberto Ago, Special Rapporteur]. 
109. O’Connell, Power & Purpose, 172. 
110. Eighth report on State responsibility by Mr. Roberto Ago, Special Rapporteur, para. 120. 
111. See Tallinn Manual 2.0, 339-356. UN GGE Report 2015.
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1979, 7, where the ICJ referred to the takeover of the U.S. embassy in Tehran by student protestors as an armed attack. In 
contrast, see Simma, The Charter of the United Nations, 670-671 (Attacks on non-military targets situated outside the territory 
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113. Nuclear Weapons, para 39 (“any use of force, regardless of the weapons employed” could constitute an armed attack for 
purposes of Article 51 of the UN Charter.). Karl Zemanek, “Armed Attack,” Max Planck Encyclopedia of Public International 
Law (2012), Vol. I, 599. See also Tallinn Manual 2.0, Rule 71, para. 4.
114. Oil Platforms, para. 72.
115. Dinstein, “Computer Network Attacks,” 106-107.  
116. Tallinn Manual 2.0, 346. In the case of a cyberattack outside the state’s territory, against the state’s non-governmental 
facilities, equipment or people, the Group of International Experts for Tallinn 2.0 could not reach consensus as to the criteria 
that would be required in order to assess whether such a cyber operation would constitute an armed attack. 
117. Tallinn Manual 2.0, 349. See, DoD Law of War Manual, para. 16.3.3.2.
118. See UN GGE Report 2015, para. 28(f). In the section of the report on the “application of international law” it notes that 
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(2001), http://www.un.org/documents/ga/docs/56/a5610.pdf. Tallinn Manual 2.0, Rule 20, para.4.
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135. Tallinn Manual 2.0, 112. (In giving an example of a lawful retorsion, “A State may, for instance, employ an access control 
list to prevent communications from another State because the former enjoys sovereignty over the cyber infrastructure on its 
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136. Articles of State Responsibility, arts. 48, 54. See also Tallinn Manual 2.0, 111. Only one state, Mexico, opposed the inclu-
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recognized principles on the peaceful coexistence of States.” Comments and Observations received by governments, A/
CN.4/488, March 25, 1998, 83. 
137. See Air Services, para. 81 (“Under the rules of present-day international law, and unless the contrary results from special 
obligations arising under particular treaties . . . [a] State is entitled . . . to affirm its rights through ‘countermeasures’.”).  
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bility, arts. 34-37. On reparations for cyber operations see Tallinn Manual 2.0, Rule 29. 
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on ILC Draft Articles of State Responsibility,” 3 Am. J. of Int’l L. 95, (July 2001), 626-628 (related to countermeasures US 
objections included the list of restrictions in articles 50-55, the use of the word “commensurate” instead of “proportionate,” 
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30, 2017, https://www.justsecurity.org/42768/international-cyber-law-politicized-gges-failure-advance-cyber-norms/. 
See also, UK AG Speech (disagreeing with the Articles of State Responsibilities’ stating that a state is not “always legally 
obliged to give prior notification to the hostile state before taking countermeasures against it.”)
140. Articles of State Responsibility, art. 51 (“Countermeasures must be commensurate with the injury suffered, taking into 
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word “commensurate” instead of “proportionate” since it could be misinterpreted to mean something narrower then pro-
portionate which would not be in accord with state practice. See, Murphy, “US Comments on ILC Draft Articles,” 628.  
See also Lori Fisler Damrosch, “Retaliation or Arbitration – Or Both? The 1978 United States-France Aviation Dispute,”  
74 Am. J. of Int’l L. 4, (1980), 785, 792 (In analyzing the ICJ Air Services decision on the proportionality of countermea-
sures, “it permits states to apply countermeasures that would be disproportionate in an economic sense, in order to enforce a  
principle.”) [hereinafter Damrosch, “Retaliation or Arbitration.”]. See Tallinn Manual 2.0, 127. 
141. See Yearbook of the ILC, 2001, Vol. 11 (2), 135 citing to para. 7 of the commentary to art. 51 of the Article of State Re-
sponsibility (“[A] clearly disproportionate measure may well be judged not to have been necessary to induce the responsible 
State to comply with its obligations but to have had a punitive aim and to fall outside the purpose of countermeasures enun-
ciated in article 49.”). See Gabčíkovo –Nagymaros, 55. Air Services, paras. 80-98. See also, Egan Speech (“[U]nder the law of 
countermeasures, measures undertaken in response to an internationally wrongful act performed in or through cyberspace 
that is attributable to a State must be directed only at the State responsible for the wrongful act and must meet the principles 
of necessity and proportionality. . .”).
142.  The ICJ in Nicaragua cast doubt on the right of states to participate in collective countermeasures as it ruled that only 
the target of the unlawful intervention may legally respond. Nicaragua, para. 211, 110-111. See also, James Crawford, The 
International Law Commission’s Articles of State Responsibility: Introduction, Text and Commentaries (Cambridge University Press, 
2002), 305 (arguing that existing state practice is scarce and mainly limited to Western states therefore the law is uncertain 
today) [hereinafter Crawford, ILC’s Articles of State Responsibility]. In contrast see, L. A. Sicilianos, “Countermeasures in 
Response to Grave Violations of Obligations Owed to the International Community,” in Crawford, Pellet and Olleson (eds.), 
The Law of International Responsibility (Oxford University Press, 2010), 1137 (arguing there is sufficient practice to support 
the view that states can take countermeasures against third states when they violate obligations owed to the international 
community). 
143. Articles of State Responsibility, art. 54, paras 6-7 of the ILC’s commentary. See Case Concerning Barcelona Traction, Light 
& Power Company Limited (Spain v. Belgium) February 5, 1970, ICJ Reports 1970, para. 33, 33 (observing that obligations 
erga omnes are the “concern of all States” and “owed towards the international community as a whole”; that “all States . . . 
have a legal interest in their protection.”). For a detailed discussion on erga omnes obligations and their impact on standing 
and countermeasure responses in international law see Christian J. Tams, Enforcing Obligations Erga Omnes in International 
Law (Cambridge: Cambridge University Press, 2005), 231 (“at least in the case of systemic or large-scale breaches of inter-
national law . . . a settled practice [exists] of countermeasures by states not individually injured.”). Tallinn Manual 2.0, 132 
(“[The majority of experts concluded] that States may not lawfully take countermeasures on behalf of another State. . .”). 
144.  In identifying the limitations for cyber countermeasures, the Tallinn Manual 2.0 experts were unable to agree on 
whether such countermeasures that triggered the article 2(4) threshold of a use of force would be lawful, Tallinn Manual 2.0, 
125. See Articles of State Responsibility, art. 50(1)(a), 131 (“Countermeasures shall not affect: (a) the obligation to refrain from 
the threat or use of force as embodied in the Charter of the United Nations”). 
145. Tallinn Manual 2.0, Rule 22, para. 14 (“all of the Experts agreed that cyber countermeasures might not rise to the level 
of an armed attack”), 126. However, because the experts could not agree on whether a forcible cyber countermeasure that 
was not of the intensity of an armed attack would be lawful, there was “no limitation” on forcible countermeasures included 
in Rule 22 on countermeasures in the Tallinn Manual 2.0. See Tallinn Manual 2.0, Rule 22, paras. 10-12 (“A minority of the 
Experts asserted that forcible countermeasures are appropriate in response to a wrongful use of force that itself does not 
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(145. cont.) qualify as an armed attack . . . “), 125-126. See also, Oil Platforms and Judge Simma’s dissenting opinion supporting 
a state’s limited right to undertake proportionate countermeasures involving the use of force when confronted with “small-
er-scale use of force,” not amounting to an “armed attack.” Oil Platforms, para. 12, 331 (separate opinion of Judge Simma). 
But see Articles of State Responsibility, art 50(1)(a), 57 (“[c]ountermeasures shall not affect . . . the obligations to refrain from  
the threat or use of force as embodied in the Charter of the United Nations.”).  
146. Tom Ruys, Armed Attack, 141.
147. Articles of State Responsibility, Art. 50(1)(a)(“1. Countermeasures shall not affect: (a) the obligation to refrain from the 
threat or use of force as embodied in the Charter of the United Nations”) 
148. Tallinn Manual 2.0, Rule 22, para. 10, 125.
149. Judge Abdulqawi A. Yusuf, Symposium: The Nicaragua Case 25 Years Later, “The Notion of ‘Armed Attack’ in the 
Nicaragua Judgment and Its Influence on Subsequent Case Law,” 25 Leiden Journal of International Law (2012), 461-470, 
466. 
150. Mary Ellen O’Connell, “The True Meaning of Force,” AJIL Unbound, August 4, 2014, https://www.asil.org/blogs/
true-meaning-force. Judge Simma, Oil Platforms, dissenting opinion.
151. Tallinn Manual 2.0, 111 (“A State may be entitled to take countermeasures, whether cyber in nature or not, in response  
to a breach of an international legal obligation that it is owed by another State.”).
152.  O’Connell, Power & Purpose, 248. See also Oscar Schachter, International Law in Theory and Practice 187 (1995);  
Damrosch, “Retaliation or Arbitration,” 795 (“It seems preferable to adopt a rule allowing a state to implement counter-
measures without risk of later liability when it acts upon a good faith belief that it is the victim of a breach, even though that 
belief turns out to be erroneous . . .”). See also Egan Speech, 17 (“[I]nternational law generally requires [only] that States act 
reasonably under the circumstances when they gather information and draw conclusions based on that information.”). 
153. For a review of state practice in cases of military uses of force made in error see, Corten, Law Against War, 79-81; Air 
Services, paras. 74, 77-78, 83, 90-98; Appellate Body Report, United States – Importation Prohibition of Certain Shrimp and 
Shrimp Products, WT/DS58/AB/RW (Oct. 22, 2001) (The US was found to be using countermeasures inconsistent with 
GATT obligations but no responsibility was found for such measures). 
154. See Tallinn Manual 2.0, Rule 20, para. 16 (“States taking countermeasures do so at their own risk”). Articles of State 
Responsibility, 301-310 (“A State that resorts to countermeasures based on its unilateral assessment of the situation does so  
at its own risk and may incur responsibility for its own wrongful conduct in the event of an incorrect assessment.”). See 
also, James Crawford, Special Rapporteur of the International Law Commission, Third Report on State Responsibility, para. 
294, 79, UN Doc. A/CN.4/507/Add.3 (“Countermeasures can only be taken in response to conduct actually unlawful; and 
a “good faith belief” in its unlawfulness is not enough.”). The Articles of State Responsibility and the Tallinn Manual 2.0 allow 
mistake for self-defense actions but not for countermeasures. See Tallinn Manual 2.0, Rule 71, para. 14 (“the lawfulness of 
the response would be determined by the reasonableness of the State’s assessment as to whether an armed attack was under-
way against it.”). It would seem that given the general reversibility of countermeasures, making the harm only temporary, 
the argument for mistake for countermeasures would seem even stronger more so than with acts of self-defense which can 
be deadly and non-reversible. 
155. Gabčíkovo –Nagymaros, paras. 82-87 (setting down four elements of a lawful countermeasure: 1) it must be taken in 
response to a prior wrongful international act, 2) the injured state must call on the state conducting the wrongful act to stop 
or to make reparations, 3) the effects of the countermeasures must be commensurate with the injury suffered, and 4) the 
purpose must be to induce the other state to comply with its legal obligations.). For a discussion of the list of restrictions on 
countermeasures in the cyber context see Michael N. Schmitt, “’Below the Threshold’ Cyber Operations: The Counter-
measures Response Option and International Law,” 54 Virginia Journal of International Law 3, 697-732 (2014) [hereinafter 
Schmitt, Countermeasures]. Under Article 50(1) of the Articles of State Responsibility, another requirement is that certain 
obligations cannot be affected by countermeasures, to include obligations related to the protection of human rights (art. 
50(1)(b)) and obligations related to the inviolability of diplomatic or consular agents, premises, archives and documents (art. 
50(2)(b)) and other preemptory norms. 
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156. Schmitt, Countermeasures (“countermeasures are reactive, not prospective”). See also, Gabčíkovo –Nagymaros, para.  
83 (Countermeasures “must be taken in response to a previous international wrongful act of another State.”), 715. 
157. Articles of State Responsibility at art. 49(1), 52(1). Gabčíkovo –Nagymaros, para. 82-83. Tallinn Manual 2.0, 120 (“the  
notification requirement is not categorical . . . it may be necessary for an injured State to act immediately in order to  
preserve its rights and avoid further injury.”). 
158. UK AG Speech (In describing one aspect that the UK government disagrees with the ILC about countermeasures,  
“we would not agree that we are always legally required to give prior notification to the hostile state before taking counter-
measures against it.”).  
159. Tallinn Manual 2.0, 120 (concluding that notice was not required if doing so would render it countermeasures  
ineffective.).
160. Articles of State Responsibility, Art. 49(1), 49(3). Gabčíkovo –Nagymaros, para. 87, 56-57. For reversibility  
considerations in the cyber context see Tallinn Manual 2.0, Rule 21, para. 8 (“[T]he requirement of reversibility is  
broad and not absolute”), 119.
161. Articles of State Responsibility, art 22, para. 5. See also, Schmitt, Countermeasures, 728-729. 
162. Schmitt, Peacetime Cyber Responses, 258 (“countermeasures need not be in-kind nor directed at the entity that authored 
the internationally wrongful act”).
163. Tallinn Manual 2.0, 133. 
164. Schmitt, Countermeasures, 717.
165. Corten, The Law Against War, 55-66. 
166. Articles of State Responsibility, ch. V, art. 25. Tallinn Manual 2.0, 135.  
167. See Russian Indemnity (Russia v. Turkey), November 11, 1912, 12 RIAA 44; Gabčíkovo –Nagymaros, 7; M/V SAIGA (No. 
2), (Saint Vincent and the Grenadines v. Guinea), International Tribunal for the Law of the Sea (1999), 38 ILM 1323. 
168. Articles of State Responsibility, art. 25 (stating that necessity may negate state responsibility if the act “(a) is the only 
way for the State to safeguard an essential interest against a grave and imminent peril; and (b) does not seriously impair an 
essential interest of the State or States towards which the obligation exists, or of the international community as a whole.”). 
See also Gabcíkovo –Nagymaros, paras. 51, 52 (“the state of necessity is a ground recognized by customary international law 
for precluding the wrongfulness of an act not in conformity with an international obligation.”). Legal Consequences of the 
Construction of a Wall in the Occupied Palestinian Territory, Advisory Opinion, 2004 I.C.J., 136, ¶ 140 (July 9) (In applying the 
defense of necessity under customary law, the ICJ notes that it only applied in “strictly defined conditions.”). The arbitral 
tribunal constituted to hear the Sempra Energy International v Argentine Republic case, in its 2007 award, considered the 
customary international law status of article 25 of the State responsibility articles on Necessity and concluded that art. 25 
reflected customary international law on the issue, stating, “This not to say that the Articles are a treaty or even themselves 
a part of customary law. They are simply the learned and systematic expression of the law on state of necessity developed by 
courts, tribunals and other sources over a long period of time.” ICSID, Sempra Energy International v Argentine Republic, Case 
No ARB/02/16, award, September 28, 2007, para 244. 
169. Jens David Ohlin and Larry May, Necessity in International Law (Oxford University Press, 2016), 39. 
170. Yearbook of the ILC, Report of the International Law Commission on the work of its fifty-third session, A/CN.4/
SER.A/2001/Add.1 (Part 2), art. 25, at 80, para. 14 of commentary, http://legal.un.org/ilc/publications/yearbooks/ 
english/ilc_2001_v2_p2.pdf. 
171. On this point, the final version of the Articles of State Responsibility were silent noting that it was an issue to be dealt in 
accordance with a review of the relevant primary rules, such as article 2(4) of the Charter. See Articles of State Responsibility, 
Commentary to art. 25, para. 21. The Tallinn Manual experts were unable to reach a conclusion on the issue. Tallinn Manual 
2.0, Rule 26, para. 18, 140. See Report of the ILC, 32nd Session, ILC Yearbook 1980, Vol. II (1), 1, 43, para. 23 (“certain 
actions by States in the territory of other States which, although they may sometimes be of a coercive nature, serve only 
limited intentions and purposes bearing no relation to the purposes characteristic of a true act of aggression.”).  
172.  Articles of State Responsibility, art. 25. 
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173. Gabčíkovo –Nagymaros, para. 53, 7, 41. R Ago, Addendum to the Eighth Report on State Responsibility, ILC  
Yearbook 1980, Vol. II(1), para. 78, 13, 50. 
174.  Articles of State Responsibility, Commentary to art. 25, para. 16. 
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