
SUMMER 2017 | 9

INTRODUCTION

We cannot truly predict how history will treat 2017, but with “WannaCry”, 
“NotPetya” and election hacking, cyber conflict will be a major chapter. 
The latest ransomware attacks and their uncertain attribution continue
to add complexity to an already wicked problem. The DARPA Cyber 

Grand Challenge created computers that could find and patch their own vulnerabil-
ities, but we have much work to do incorporating artificial intelligence into a cyber-
security solution.

The future solutions lie in our multiple communities continued cooperative work 
to explore cyber conflict and the cyber domain. The International One Conference  
2017 hosted by the Netherlands Ministry of Security and Justice and the Ministry 
of Economic Affairs highlighted the need for cooperation within as well as across
governments. The NATO Cooperative Cyber Defence Centre of Excellence’s annual
conference, CyCon 2017 “Defending the Core”, highlighted that balance of the vulnera-
bilities and opportunities of our digital world, as well as the asymmetries currently 
existing between our defense and offensive capabilities. 

Our fourth edition of The Cyber Defense Review starts with two essays that address 
normalizing the Cyber Domain and increasing intergovernmental collaboration. The 
first essay comes to us from the Cyber National Mission Force Deputy Commander 
Robert Schrier, and the second from Colonel Nancy Blacker, currently stationed at the 
National Defense University. We round out our commentary section with an innovation 
piece by the Chief Security Officer of Aetna, Jim Routh.
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The research section of this issue spans data 
science, social media, cyber situation awareness, 
and the defense of West Point. Dr. Dawn Dunkerley 
Goss shares insight from operationalizing cyber- 
security at Army Materiel Command, and Major  
Brian Shultz and I explore direct commissioning  
opportunity for the U.S. Army.

This year, Palo Alto Networks’ Cybersecurity  
Canon project added six new works to the list of  
books all cybersecurity practitioners should read. 
If you are not familiar with their project, I highly 
recommend reviewing Rick Howard’s Cyber Talks 
March 2015 presentation which is available on the 
Army Cyber Institute’s YouTube Channel. We finish 
this issue with a recommendation for and a review 
of the book by Robert J. Deibert’s, “Black Code:  
Surveillance Privacy, and the Dark side of the In-
ternet” by Cadet Monte Ho and Dr. Jan Kallberg. 
There is no shortage of new books on cyber-
space and cybersecurity, and The Cyber Defense  
Review editorial team welcomes your submissions  
to review your favorites.   
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