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INTRODUCTION

I n our second edition of The Cyber Defense Review (CDR), you will find opinions 
and insights from some of the most recognized innovators and leaders in the  
cyber enterprise on a variety of topics related to the ingenuity prevalent in today’s 
military, the financial community, industry, and academia. Together, these authors 

offer their assessments and provide us with insights regarding the future of cyber  
conflict, current technical challenges and military requirements, and the potential for  
new public-private partnerships, educational constructs, and policy initiatives. Every 
article in this journal is intended to spur further thought and encourage debate on 
issues this cyber community grapples with every day. It is essential we understand 
the complex nature of our business and recognize opposing viewpoints on contentious 
issues. 

Leading off the Senior Military Leader Perspective section, Lieutenant General Larry 
Wyche, Deputy Commanding General of U.S. Army Material Command, and Dr. Dawn 
Dunkerley Goss, relay their cyber technology and acquisition strategy to confront an 
evolving threat environment. Our Army Cyber Center of Excellence Commander,  
Major General Stephen G. Fogarty, and Major Jamie Nasi, provide an insightful article 
that gives the lineage of the Special Operations Forces Truths and illustrates their  
cyberspace domain relevance to advocate for the incorporation of a set of Cyber Effects 
Truths for the Army’s contribution to the Joint Cyber Mission Force (CMF).
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In the Professional Commentary section, Major  
General John Davis (USA, Ret) of Palo Alto Net- 
works, addresses the need to protect our inform- 
ation and networks. Recognizing the escalating 
threat to the military, civil, and commercial cyber- 
space environment, he socializes an initiative to  
return the advantage in the cybersecurity race to 
the defenders rather than the attackers through 
“Flipping the Scales.” Next, in his article “Preparing  
for a Bad Day,” Thomas J. Harrington, Citi’s Chief 
Information Security Officer, reminds us that public- 
private partnerships build upon our arsenal of  
cyber capabilities and resources. By applying our 
resources, internally and through our external 
partnerships, we can develop an intelligence-led  
approach to predict, prevent, and successfully re-
spond to cyberattacks.

Our Research section provides five remarkable 
and compelling articles on cyber education, cyber 
strategy and policy, and new cyber capabilities, 
techniques, and technological developments that 
highlight the importance and complexity of the 
cyberspace domain. In the first article, Professor 
Chris Arney, Major Natalie Vanatta, and Major 
Thomas Nelson provide a stimulating review of 
the United States Military Academy Math Depart- 
ment curriculum and demonstrate the importance 
of mathematics to the development of a robust  
cyber education. Next, Dr. Rosemary Burk and Dr. 
Jan Kallberg’s provocative article claims that unilat-
erally not striking back against a cyber attacker can 
strategically create decisive capability and provide 
vital information for the refinement and evolution  
of the targeted state. Third, Colonel Pat Duggan  
asserts that the dynamic nature of cyber will be  
utilized by Special Operations Forces to support  
and shape national security.

Then, Dr. Mark Raymond offers you a deeper look 
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into the complexity of cybersecurity policy. He  
challenges security and intelligence practitioners to 
think beyond the accepted definitions and carefully 
cra�ed scenarios to answer questions from the devel-
oping cyber regime. The Research section concludes 
with Dr. Paulo Shakarian and his world class research 
team at Arizona State University taking readers into 
the Darknet hacker communities and forums for  
an intense look at this rich source of cyber threat 
intelligence for security analysts. They introduce a  
game-theoretic framework designed to leverage the 
exploit data mined from the Darknet to provide  
system-specific policy recommendations. The data  
collection demonstrates how these communities lev-
erage for valuable cyber threat intelligence, which  
highlights the lifecycle of vulnerability from identi- 
fication to exploitation. We conclude this quarter’s 
volume with a superb book review by Professor  
Chris Arney and Second Lieutenant Joseph Kozlak, on 
Richard A. Clarke and Robert K. Knake’s important 
monograph, Cyber War. 

These articles, commentaries, and reviews represent 
the dialogue we strive to foster in this journal, and our continuing promise to facilitate  
the intellectual debate surrounding our Nation’s cyber mission. As you read this edition 
of the CDR, we invite you to consider your viewpoints on today’s cyber challenges, 
and encourage you to reflect on how your contributions to this dynamic field can enhance 
our ability to provide the necessary cyber support to the Nation. Your fresh and innovative 
ideas are critical to our ability to remain the world’s premier fighting force. 

We have compiled an impressive list of authors for our winter issue, to include Major 
General Paul Nakasone, Cyber National Mission Force Commander, Mr. Eric Troup, CTO, 
Microso� WW Communications and Media Industries, Dr. Baruch Fischhoff, Howard 
Heinz University Professor, Social Sciences and Decision Sciences and Engineering and 
Public Policy, Carnegie Mellon University, Colonel Mary Lou Hall, Center for International  
Relations and Politics, Carnegie Mellon University, and Dr. John Healy, Dr. Leland McInnes, 
and Dr. Colin Weir from the Tutte Institute for Mathematics and Computing.

The Army Cyber Institute is proud to bring you this discussion from the front lines of the 
cyber domain in both digital and print mediums. We encourage you to join the conversation 
through our online blogs, articles, and commentary at www.cyberdefensereview.org. 
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