THE CYBER DEFENSE REVIEW (CDR) AUTHOR’S AGREEMENT
(THIS FORM MUST BE SIGNED PRIOR TO PUBLICATION.)

To ensure uniformity of treatment among all contributors, other forms may not be substituted, nor may any wording of this form be changed. The form must
be signed in order for the Work(s) to be published by the CDR. Please read the form carefully and keep a copy for your files.

TITLE OF PAPER/ARTICLE/REPORT, INCLUDING ALL CONTENT IN ANY FORM, FORMAT, OR MEDIA (hereinafter, “the Work(s)”):

COMPLETE LIST OF AUTHORS:

CDR PUBLICATION TITLE:

LICENSE/GRANT OF RIGHTS

1.The undersigned, in consideration for publishing his/her Work(s) and any written materials or multimedia files, hereby grants the U.S. Government a perpetual,

exclusive, non-transferable, royalty-free license, with unlimited, worldwide, irrevocable permission to use, distribute, reproduce, publish, republish, exhibit,
display, record, digitize, broadcast, post, and archive, in any format or medium, in whole or in part, whether now known or hereafter developed, and submit the
Work(s) to 'databases,” academic publishers, digital and research libraries and other similar entities. The license also allows the U.S. Government to grant third-
party requests for reprinting, republishing, or other types of re-use.

The undersigned also grants the U.S. Government the unlimited, worldwide, irrevocable right to use his/her name, picture, likeness, voice and biographical
information as part of publication and distribution of the Work(s), and releases the U.S. Government from any claim based on right of privacy or publicity.

AUTHOR WARRANTIES & REPRESENTATIONS
The undersigned warrant and represents that the Work(s) is original, that he/she is the author of the Work(s), and that the Work(s) has not been previously
published.

The undersigned warrants and represents that he/she has the power and authority to make and execute this license. [Authors are advised especially that it is the
responsibility of the authors, not the U.S. Government, to determine whether any materials used in their Work(s) requires permission from other parties and, if so,
to obtain it.]

To the extent that the Work(s) incorporates third-party materials, the undersigned warrants and represents that he/she has obtained any necessary permissions.

The undersigned warrants and represents that the Work(s) does not infringe upon the copyright, or violate the proprietary rights, rights of privacy or publicity, or
any other rights of a third party.

The undersigned warrants and represents that the Work(s) does not contain any material that is libelous, classified, or otherwise contrary to law.

The undersigned warrants and represents that all statements in the Work(s) which are asserted as fact are either true or based upon generally accepted professional
research practices.

The undersigned warrants and represents that all appropriate citations have been made in the Work(s).

GENERAL TERMS
GOVERNING LAWS: The validity, performance, and enforcement of this Agreement shall be governed by the laws of the United States of America.

INDEMNIFICATION: The undersigned agrees to indemnify and hold harmless the U.S. Government from any damages or expenses that may arise from a
breach of this Agreement. The undersigned also agrees to indemnify and hold harmless the U.S. Government against any losses, liabilities, costs and expenses
(including legal fees and costs) arising from or resulting out of any claim or demand of any kind relating to such breach.

UNAUTHORIZED REPRODUCTION: The undersigned is responsible for enforcement of any unauthorized reproduction of their Work(s).

NO GUARANTEE OF PUBLISHING WORK(S): Signing this Agreement does not guarantee publication of a Work(s). In the event a Work(s) is not published
by the CDR, all rights in the Work(s) revert to the author(s). The CDR assumes no responsibility for the return of the Work or any accompanying materials.

JOINTLY-AUTHORED WORK(S): All joint authors must sign an Author’s Agreement. In the alternative, one of the authors may sign as authorized agent for all
authors upon mutual agreement of the authors.

WORK(S) FOR HIRE: For Work(s) prepared within the scope of an author’s employment, the author must obtain the authorization to enter into this Agreement
from the author’s employer. If such authorization has not been granted, the author’s employer should sign this Agreement as the author.

RIGHTS RETAINED BY AUTHOR(S)
Personal Use or Employer Use of Work(s) for Hire. Authors/employers may reproduce their Work(s), or material extracted verbatim from the Work(s), for the
author’s personal use or for employer’s use, provided that the source and reference to the CDR are indicated, and the copies are not used in any way that implies
U.S. Government endorsement of a product or service. This shall include the right of the author(s) and/or his or her employer(s) to post the final, published
version of their Work(s) on his or her own personal website or the servers of the employer(s) in connection with the author’s teaching, training, or work
responsibilities, provided that the full citation to the CDR is displayed, including a link to the published article.

With the exception of U.S. Government employees preparing Work(s) as part of their official duties, authors/employers retain all proprietary rights in any process,
procedure, or article of manufacture described in the Work(s).

In the case of a Work(s) performed under a U.S. Government contract or grant, the U.S. Government has rights as provided for in the contract or grant.



THE CYBER DEFENSE REVIEW (CDR) AUTHOR’S AGREEMENT
(continued)

RESTRICTIONS
1.  The author may not reproduce any copyrighted portions of the CDR for which the author does not own the copyright or have permission for use.

2. Although authors are permitted to re-use all or portions of their own Work(s), this Agreement does not permit the author or author’s employer to grant third-party
requests for reprinting, republishing, or other types of re-use.

Questions about the form or submission of the form shall be directed to cyberdefensereview@usma.edu.

(1) Author/Authorized Agent (Employer) Date
Author/Authorized Agent (Employer) Date
Author/Authorized Agent (Employer) Date
Author/Authorized Agent (Employer) Date

U.S. GOVERNMENT EMPLOYEE CERTIFICATION (WHERE APPLICABLE)

This will certify that all authors of the Work(s) are U.S. government employees and prepared the Work(s) as part of their official duties. As such, the Work(s) is not
subject to U.S. copyright protection. Therefore, the license grant above is inapplicable to Work(s) of the U.S. Government.

(2) Author Date
Author Date
Author Date
Author Date

CROWN COPYRIGHT CERTIFICATION (WHERE APPLICABLE)

This will certify that all authors of the Work(s) are employees of the British or British Commonwealth Government and prepared the Work(s) in connection with their

official duties. As such, the Work(s) may be subject to Crown Copyright, but the authors grant the United States Government rights to use the Work(s) in accordance with
the License/Grant above.

(3) _Authorized Signature Date

(Authors who are British or British Commonwealth Government employees should also sign line (1) above to indicate their acceptance of all terms.)
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