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Sophisticated state cyber actors with mature doctrine and pre-staged accesses have repeatedly
failed to convert tactical competence into strategic effect. The source of this failure is a misap-
plied theory of victory: cyber operations are a maneuver problem, not a fires problem. Until
campaign logic, authority structures, and assessment frameworks are redesigned accordingly,
tactical cyber competence will continue to produce strategic irrelevance—and adversaries who
already understand this will continue to exploit the gap. Drawing on Boyd’s theory of conflict,
this essay argues that cyberspace is inherently initiative-dominant, requiring continuous seizure
and maintenance of initiative rather than attrition of adversary capability. The decisive variable
in any cyber campaign is orientation—the adversary’s capacity to maintain a coherent model of
the world adequate for decision and action—not technical infrastructure. The Cheng/Chi dynamic
of persistent prior conditioning followed by disproportionate exploitation provides the campaign
logic that attritionist frameworks cannot. The essay derives implications for authority structures,
assessment frameworks, and the language through which senior cyber leaders must communicate
campaign outcomes to civilian oversight.
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Something has gone wrong in how we think about cyber operations, and the evidence has been
accumulating for a decade.

Sophisticated state cyber actors with mature doctrine, pre-staged accesses, and strategically coherent
objectives have repeatedly failed to convert tactical capability into strategic effect. The most studied
case is Russia: years of demonstrated competence in targeting, timing, and operational security, yet
cyber operations that function as tactical irritants rather than strategic instruments. The same conflict
that exposed this failure most clearly also produced its sharpest counterpoint. A technically inferior
Ukrainian cyber capability—organized around persistent volunteer networks rather than elite state
operators—proved more durable across the sustained campaign. Russia exhausted pre-staged accesses
in the opening weeks. Ukraine continues to sustain meaningful operational activity across years. The
technically superior actor burned through its advantage; the persistent actor endures.

Russia’s underperformance is not an anomaly that complicates this account—it is the outcome the
account predicts. A decade of sustained Russian cyber pressure against Ukrainian networks, beginning
well before the 2022 invasion, had already destroyed the condition on which the maneuverist approach
most depends. Defenders who have been repeatedly probed, penetrated, and disrupted do not maintain
the high prior confidence in their own security state that can be conditioned and exploited. Ukraine
could not be shaped toward false certainty because Russia had already spent that opportunity across
eight years of prior operations. The adversary that most thoroughly and persistently targeted Ukrainian
networks spent a decade generating the defensive wariness and adaptive resilience that defeated it
when it mattered most.

These are not anomalies. They are the expected output of applying the wrong theory of victory to a
domain that does not reward it.

A different data point, from our closest ally: the outcome of U.S. government wargames testing
responses to Chinese, Russian, and Iranian cyber-attacks on the U.S. homeland was catastrophic confu-
sion among decision-makers—not from lack of capability, but from absence of shared frameworks for
understanding what was happening and what would constitute the right responses (Harding, Dickson,
and Pusztaszeri 2025). Decision-makers lacked a coherent picture of the operational situation. This is
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not a capability failure. It is an orientation failure. And it points directly to the analytical gap at the
center of how we approach this domain.

The argument here is straightforward. Cyber operations are not a fires problem. They are a maneu-
ver problem. Until we redesign our campaign logic, authority structures, and reporting frameworks
accordingly, tactical cyber competence will continue to produce strategic irrelevance—and the adver-
saries who already understand this will continue to exploit the gap.

CYBERSPACE IS NOT A FIRES DOMAIN

The conventional framework for thinking about cyber operations borrows from fires: identify a target,
deliver an effect, assess the result, repeat. This approach—refined through decades of joint targeting
doctrine and air power theory—is well-suited to domains where effects can be isolated, where attriting
adversary capability translates reliably to operational incapacitation, and where the contest can be
interrupted and resumed in sequence. It does not describe cyberspace.

Three structural features make cyberspace categorically different. Networks are pervasively inter-
connected across boundaries that geography would otherwise separate. They are software-defined,
meaning their configuration can change faster than any targeting cycle can track. And there is no
geographic segmentation that would allow either side to disengage: adversary forces are always in
potential contact with targets, always capable of conducting reconnaissance, always positioned to
initiate or sustain operations. There is no operational equivalent of withdrawing to the rear.

These properties jointly produce constant contact—a structural condition in which security cannot
rest on deterring discrete attacks but requires continuously seizing and maintaining initiative (Fis-
cherkeller, Goldman, and Harknett 2022). The actor who cedes the initiative cedes the campaign. The
actor who shapes the environment before the adversary can exploit it wins; the actor who responds
after the fact loses.

If the fires hypothesis were correct—if superior capability determined outcome—our most capable
adversaries would compete on those terms. They do not. The PRC and Russia, operating with substantial
technical resources against their highest-value targets across the world, routinely choose not to
introduce their own tools at all. “Living off the land”—using a target system’s own native utilities and
legitimate processes against it—is the documented preferred method of the most sophisticated state
actors precisely because it makes their activity indistinguishable from normal network behavior. It
defeats capability-based detection because there is no specific adversary capability to detect. Joint
advisories from NSA, CISA, The Canadian Centre for Cyber Security, FBI, RCMP, and our allied cyber
defense and law enforcement partners have named this technique explicitly, noting that it is designed
to circumvent security capabilities and operate in the dark corners of defended networks.

This is not marginal adversary behavior. It is the mainstream practice of actors who have most
thoroughly understood the nature of the domain. They are not competing on firepower. They are
competing on patience, orientation, and the ability to condition defenders’ models of their own
networks toward false confidence. The adversary has already recognized that cyberspace is not a fires
domain. Our doctrine has not caught up.
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ORIENTATION IS THE CENTER OF GRAVITY

Boyd’s theory of conflict holds that the decisive variable in any contest is not capability but orientation—
the capacity to build and maintain a coherent model of the world adequate for decision and action
(Boyd 2018 [1996]). Observation is filtered through orientation; decision flows from it; action feeds
back into a world that generates new observations. The actor whose orientation best reflects reality
acts faster, decides better, and maintains initiative. The actor whose orientation diverges from reality
becomes reactive, confused, and ultimately paralyzed.

The strategic aim in any maneuverist contest is not to destroy the adversary’s capability but to make
their picture of the world wrong, to make it wrong faster than they can correct it, and to keep it wrong
until the weight of it collapses their ability to make decisions and act.

Boyd drew the operational logic for achieving this from classical Chinese strategic thought: the
Cheng/Chi dynamic. Cheng—the ordinary force—establishes persistent, patterned contact with the
adversary. It is not background noise. Cheng is the mechanism through which the adversary builds
expectations: they observe patterns, assign confidence to those patterns continuing, and learn what
normal looks like. A well-executed Cheng campaign conditions the adversary’s model toward an
incorrect certainty—toward near-zero expectation of surprise in the relevant domain. Chi—the ex-
traordinary force—then exploits precisely those expectations. It delivers something the adversary’s
conditioned model assigned near-zero probability to. The disruption is disproportionate to the objec-
tive scale of the Chi action because its effect is amplified by the precision of the prior expectations that
Cheng established. A modest Chi against a well-conditioned adversary exceeds a dramatic Chi against
an alert adversary who expects the unexpected.

The attritionist question cyber planners typically ask is: what capability do we need to destroy? The
maneuverist question is: what observation, delivered to the adversary at the moment of maximum
prior confidence, will make the model of the world that underpins their orientation wrong? The
answers are not the same, and the gap between them explains most of what we observe in the
operational record.

This reframes targeting entirely. The answer frequently involves the social topology of the adversary
organization—the trust relationships, command channels, and shared situational awareness through
which collective orientation is maintained—rather than technical infrastructure. Destroy the network
through which an organization understands itself and coordinates action, and technical capability
becomes operationally inert.

Two recent cases from the ransomware ecosystem illustrate the mechanism with unusual clarity.
In 2022, long-term clandestine access to the Conti ransomware group’s internal communications—
sustained undetected while Conti’s own model of their security state remained at maximum confidence—
was followed by the progressive daily release of some 60,000 internal chat logs. Each release violated
a model conditioned toward certainty; each arrived before the previous shock could be absorbed.
What collapsed was not technical capability but the social architecture of the organization: who
trusted whom, how decisions were made, which operators were identifiable. Dissolution became
preferable to continued operation under radical, irresolvable uncertainty. Two years later, the Black-
Cat/ALPHV group dissolved following a public accusation that leadership had misappropriated a
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$22 million affiliate payment. BlackCat’s technical infrastructure remained substantially intact through-
out. No significant capability was destroyed. What collapsed was the shared trust on which the entire
ransomware-as-a-service model depends. Once that accusation achieved credibility in the ecosystem,
no technical capability could restore the collective orientation on which coordinated action depended.
The organization fragmented rapidly. BlackCat directly falsifies the attritionist hypothesis: capability
intact; organization ceased to function. The technical infrastructure is not the center of gravity. The
shared model is.

Tempo is a campaign variable in its own right. Preventing the adversary from recovering their
orientation between shocks is a strategic objective separate from the content of individual operations.
Multi-shock sequences are more effective than single large shocks not because their cumulative
capability destruction is greater, but because they prevent the adversary’s orientation from restabilizing
between events until it shears apart. This is maneuver warfare logic. It is also a precise description
of what adversary living-off-the-land operations are doing on the defensive side of our networks:
conditioning our picture of normal, patient, and persistent, waiting for the moment when accumulated
false confidence can be exploited to achieve a strategic aim.

THE CAMPAIGN LOGIC WE ARE MISSING

Traditional targeting logic—the intellectual lineage that drives the Air Tasking Order and shapes how
most joint planners think about sequencing effects—assumes a knowable operational environment,
discrete targets, linear sequences, and effects measurable against a pre-defined plan. It is appropriate
for complicated domains: ones where enough information exists to plan comprehensively in advance,
where cause-and-effect relationships are visible, and where the environment does not fundamentally
adapt between strikes.

Cyber campaigns in an initiative-dominant, topologically structured, complex domain require
something different: an operational lifecycle capable of shifting dynamically among finding, fixing,
and finishing—treating these not as sequential phases toward a pre-defined target list, but as modes
that may all be active simultaneously and whose relative emphasis must be driven by what the
campaign’s own orientation reveals.

Finding is not preliminary intelligence collection that concludes when the campaign begins. It is
the continuous sensing and orientation-maintenance that keeps the campaign responsive—mapping
adversary behavior, network topology, access pathways, and adaptation patterns in real time. A
campaign that stops actively finding has stopped actively orienting; it is executing against a model of
the adversary that is already obsolete.

Fixing—the sustained Cheng shaping that conditions adversary expectations—is not a phase to
be completed and handed off. It must be continuous and consistent enough to achieve the prior
conditioning on which effective exploitation depends. Persistent undetected access is the highest-
fidelity Cheng available in cyberspace: it conditions the adversary’s model toward near-certainty that
their network is clean. Gaps in that presence allow the adversary’s model to recover. The conditioning
must be maintained.

Finishing is not a single strike. It is exploitation of a conditioned adversary at the moment of maxi-
mum prior confidence, sequenced to prevent recovery—and critically, paired with operations that
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actively block the adversary’s ability to re-orient through information gathering. Counterintelligence,
deception, and attribution denial are not defensive OPSEC measures. They are active offensive objec-
tives: operations that prevent the adversary from resolving accumulated disorientation by learning
what happened, who was responsible, and what the full scope of the compromise entails. An adversary
who cannot answer those questions cannot re-orient and cannot recover. These operations belong in
the campaign plan as first-class objectives alongside technical operations, not as afterthoughts.

Operation GLOWING SYMPHONY—U.S. Cyber Command’s sustained campaign against the Islamic
State’s media and propaganda infrastructure—illustrates what campaign maturation toward this
logic looks like in practice (National Security Archive 2018, 2020). The operation’s initial short-term
authorization was extended indefinitely as operators shifted from effects delivery toward persistent
engagement: iterative probe-sense-respond cycles, real-time exploitation of emerging access, sustained
degradation of the organizational topology through which ISIS maintained collective orientation
across its dissemination network. Success came not from destroying servers but from destroying the
shared situational awareness that made coordinated action possible.

The mode that a force is in at any given moment must be driven by what the campaign dynamically
reveals, not by a planning cycle. An approval process designed around the ATO model—discrete effects
packages reviewed and authorized in sequence—imposes a linear rhythm on a campaign that the
domain demands nonlinearity. The tempo advantage that maneuver logic depends on cannot survive
approval processes designed for a different kind of contest.

THE DEFENDER’S FINGERSPITZENGEFÜHL

Maneuver logic does not belong exclusively to the offensive. Defensive cyber operations illustrate
it with a particular clarity—and with a phenomenon that experienced commanders will recognize
immediately, even if we have rarely named it.

Experienced defensive operators frequently detect intrusions before monitoring systems and
analysis tools confirm them. Not a specific alert, not a threshold crossed, but a pattern too subtle or
too distributed for automated detection, yet legible to an operator who has lived in that network. This
is Fingerspitzengefühl—fingertip feeling—the tacit orientation that deep, sustained immersion in a
specific terrain produces.

It is not some mystical attunement to the network. It is the product of persistent engagement: an
operator who has watched a network for years knows its rhythms, its expected anomalies, its normal
deviations, and the texture of activity that belongs there. They recognize when something falls outside
all of those, even before they can articulate what it is. The living-off-the-land intrusion is specifically
engineered to defeat tool-based detection—to produce no signature distinguishable from legitimate
activity. The operator’s orientation in their own terrain is precisely what that technique is designed to
evade, which makes the felt sense of wrongness more operationally significant, not less. The defender’s
Fingerspitzengefühl is often the only instrument capable of detecting an adversary who has made
themselves invisible to everything else.

This has direct force development implications. Rotation cycles that move operators between
networks before they develop terrain familiarity, tool dependency that interposes automated layers
between the operator and the network, and assignment patterns that prioritize career breadth over
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depth all systematically erode the conditions that produce defensive Fingerspitzengefühl. Investing
in continuity of assignment and deep terrain familiarity is not an administrative preference; it is a
strategic force development choice with direct operational consequences.

The defensive corollary of the initiative-dominant principle is that the defender who knows their
terrain thoroughly enough to act prospectively—who shapes the network to deny adversary orienta-
tion before an intrusion matures—is categorically more effective than the defender who waits for
monitoring to confirm a threat already in progress. Defensive maneuver is possible. It requires the
same sustained orientation in terrain that offensive maneuver does.

THREE INSTITUTIONAL IMPERATIVES

Authority structures must reflect the campaign, not the approval model. The organizational and
authority separation between offensive cyber operations and information operations in most Western
military establishments is operationally incoherent. Operations that simultaneously exploit technical
access and deliver cognitive effects—that generate their maximum impact precisely because they
violate multiple adversary expectations simultaneously—cannot survive being divided across separate
authority chains with different approval timelines and risk appetites. Separating technical and cogni-
tive effects destroys their combined impact and introduces coordination delays that are themselves
a form of self-imposed tempo disadvantage. Persistent shaping operations warrant pre-authorized
class authority within defined parameters; exploitation operations warrant campaign-level oversight
focused on intent and boundaries, not individual action approval. Authority should be calibrated to
the nature and phase of the activity. The evolution of U.S. Cyber Command’s persistent engagement
authorities since 2018, alongside comparative frameworks in Canadian, Australian, UK, and French
legislative and governance models, provides a body of precedent worth examining against this logic.
The common thread in the models that work is pre-authorized persistent engagement authority
coupled with campaign-level oversight of effects—precisely the structure that enables the Cheng phase
without defeating it.

Assessment frameworks must measure orientation, not activity. Current reporting cultures are
biased toward counting capability effects: systems disrupted, accesses maintained, effects delivered
on schedule. These metrics are measurable, briefable, and wrong. They measure activity in a fires
framework applied to a maneuver campaign. The indicators that actually reflect campaign progress
are different, and they are observable. When adversary decision-making slows markedly following
a disruption—when the stimulus-to-response interval extends—that is accumulated disorientation
manifesting as decision latency. When an adversary organization simultaneously issues incompatible
directives to different subordinate elements, the shared picture of the world has fractured: OODA shear
in progress. When primary mission activities are displaced by security audit, attribution investigation,
and infrastructure teardown, the adversary has been forced from initiative into recovery: objective
abandonment and resource diversion. When personnel disperse to successor organizations to re-
establish individual operational coherence, the shared model has become untenable: organizational
fragmentation. These five signatures—decision latency, contradictory guidance, objective abandon-
ment, resource diversion, and organizational fragmentation—are the measures of effectiveness for an
orientation-centric campaign. They are much harder to quantify than sortie counts, but they are what
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determines whether the campaign is actually working. If we optimize for what we can easily count,
we will build forces optimized for the wrong contest.

Organizational form must enable exploitation tempo. Cross-functional teams integrating operators,
intelligence, legal, and information operations specialists are not a coordination convenience—helpful
when available, optional when not—they are the organizational prerequisite for acting quickly enough
on adversary disorientation windows to matter. A commander who must route each action through a
separate coordination process has already lost the initiative the action was meant to exploit. Mission
command principles apply here as directly as in any other domain: clear intent, defined boundaries,
and the latitude to act within them. The teams capable of Fingerspitzengefühl—who collectively orient
in an adversary environment deeply enough to recognize and exploit windows of opportunity—are
built through sustained composition and continuity, not through rotation.

COMMUNICATING MANEUVER TO CIVILIAN OVERSIGHT

There is a reporting failure at the heart of how cyber commands communicate with civilian decision-
makers, and senior leaders have an obligation to name the failure and fix it.

Capability-based and metric-based reporting persists because it is comprehensible. Effects delivered,
systems degraded, access maintained, incidents responded to—these translate directly into briefing
slides, budget justifications, and Parliamentary or Congressional committee testimony. They give
oversight bodies something concrete to evaluate, approve, and direct investment toward. The problem
is that they do not measure whether campaigns are succeeding at what truly matters. They count fires
in a maneuver contest.

This creates a structural incentive—largely invisible to everyone operating within it—to optimize
for reportable metrics rather than strategic effect. Civilian oversight is sophisticated, but it can only
direct resources toward what it can understand and evaluate. If the language provided to oversight
bodies describes activity rather than orientation, they will fund and direct activity. They will evaluate
progress against criteria that reward the wrong behavior. They will ask whether we have the right
fires capability for a contest where fires logic cannot win.

Senior cyber leaders have an obligation to develop and use a reporting language adequate to
maneuver outcomes. What is the adversary’s current capacity for coherent decision-making in this
domain? Have we maintained the initiative, or ceded it? Is the adversary shaping or reacting? Is their
model of their own security state reliable or degraded? Are their internal trust and confidence strong
or fracturing? These questions are much harder to answer in a quarterly brief than how many effects
were delivered. But they are the actual questions that determine whether a campaign is working.

This is a leadership problem before it is a policy problem. The language must come from practitioners
who understand what success looks like in a maneuver contest, translated for the oversight audiences
who need to direct it. Waiting for oversight bodies to demand better metrics will not work, because
they will demand what they have been taught to expect. Teaching them to expect something different
is part of the job.
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CONCLUSION

Boyd’s central claim was that strategy is a contest over orientation—over who can maintain a more
accurate model of the world, and who can make the adversary’s model wrong faster than they can
correct it. That claim was made in the context of conventional military conflict. It applies with full force
to cyberspace—more so, because the domain’s structural properties make it inherently maneuverist
and inherently initiative-dominant.

The adversaries who understand this are already acting on it. Persistent presence in defended
networks, patient conditioning of defender expectations, operations designed to defeat tool-based
detection by blending into the terrain—these are not techniques chosen for their technical elegance.
They are the natural operational expression of a maneuverist understanding of the domain. The
doctrine of our own forces has not fully arrived at the same conclusion.

The path forward is not a new capability program. It is a different theory of victory: forces that think
as maneuverists, authority structures that enable initiative rather than sequence it out of existence,
assessment frameworks that measure orientation rather than count fires, and a reporting language
that gives civilian oversight bodies something real to evaluate and guide. Translating that theory
into the operational grammar commanders need to act on it—how to reason about cyber terrain,
maneuver, fires, tempo, and command—is addressed from a complementary angle by Cardon and
Harry (2026).

The question for every senior cyber leader and planner is simple. Are we targeting orientation or
capability? If the answer is still capability, we are executing the wrong theory.
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