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Thirteen years ago, I argued that "cyber war will not take place", and that the more productive
questions were how espionage, sabotage, and subversion—and the attribution of these covert
activities—were evolving. This essay revisits that argument in light of a dozen pivotal years.
Cyberwar as an idea has continued to recede, yet the covert contest beneath it has intensified.
I survey three major trends: a mid-2010s visibility spike into signals intelligence and advanced
threat actors that has since collapsed; the rise of sabotage from rarity to routine, increasingly
fused with subversion and military operations; and a subversive turn in which authentic exposure
operations and old-fashioned physical active measures outperform synthetic content. I then ask
whether large language models (LLMs) will amplify or break these trends. My answer is that they
will largely amplify them: deepening stealth in espionage, integrating sabotage more fully into
combined operations, and raising the premium on authenticity in subversion. The essay concludes
that what gets buried alongside cyberwar is the field’s youthful confidence that clear lines once
separated espionage, sabotage, subversion, and counterintelligence.
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Thirteen years ago, I published Cyber War Will Not Take Place in the Journal of Strategic Studies (Rid
2012). The article, expanded into a book with the same title (Rid 2013), became a classic in the field. The
argument was a symptom—and perhaps also an accelerant—of a larger shift in the field: cyberwar
has been receding. The much vaunted “Cyber Pearl Harbor” (Rid 2016), predicted since 1991, never
materialized. Indeed, although my article collected more citations in 2025 than during any previous
year, the word “cyberwar” has been slowly vanishing from news outlets. The term was used at a
frequency of 0.64 per million words in 2010, and has declined roughly tenfold to 0.05-0.08 per million
by 2023-2026, according to up-to-date data collected by a leading English-language corpus.? The idea
briefly rose again in 2022, when Russia invaded Ukraine. Still, if we ignore the slight Ukraine spike,
the vanishing of cyberwar as an idea is monotonic in trend.

But a flattening word curve is an imperfect response to the question at hand: has cyber war taken
place in the meantime? Specifically: did cyberwar take place in Estonia in 2007, in Saudi Arabia
in 2012, Ukraine in 2014 or 2017, in the U.S. in 2016, or in Iran in 2025-2026? This question, as I
argued then, is not productive,? it never was, and never will be. The more productive questions are
how espionage, how sabotage, how subversion—and the attribution of those covert activities—have
evolved in the 21st century?

What follows is a brief survey of the major trends in the field over the last dozen years. These
dozen years were pivotal and highly dynamic, and saw the rise of major shifts remaking intelligence
operations and the entire cybersecurity industry. I will move from the least to the most dynamic, and
point out the most significant developments in espionage, sabotage, and subversion—and revise my
earlier approach as appropriate.

ESPIONAGE

The year 2013 initiated a temporary visibility spike into modern technical intelligence collection. For
about half a decade, the most capable intelligence agencies, the most capable digital forensics firms,

1. According to Mark Davies’s English Corpora, “News on the Web (NOW),” search for “cyberwar” and “cyber war” conducted
on 6 May 2026, 24.8B word corpus, 20 countries.

2. See also Rovner (2019).
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and the most capable open-source investigators disclosed and unearthed unprecedented amounts of
detail into adversarial as well as friendly operations and capabilities. For reasons entirely unrelated
to one another, this visibility probably peaked in the 2010s in all three domains.

Peak Exposure

Digital espionage evolved dramatically in the past quarter-century—and what we know about digital
espionage evolved even more dramatically in that same timeframe. The timing of my book was both
good and bad: just two months after publication, in June 2013, the three biggest signals intelligence
leaks in history began to trickle out over a five-year period: the Snowden leaks, the Shadow Brokers
leaks, and the Vault 7 leaks. The disclosures revealed one thing above all, that the Five Eyes had
eye-watering, awe-inspiring capabilities in computer network exploitation techniques and tradecraft
(Buchanan 2016, 2020)—the revelations made the public conversation about cyber capabilities up to
then look out of touch.

Among the most remarkable capabilities disclosed was, for instance, the integration of human- and
signals-intelligence in Iraq and Afghanistan. There were vendor- and architecture-specific capabilities,
including custom firmware implants for CISCO and Juniper telecommunications equipment. There
were extraordinary, years-long campaigns that integrated passive and active components, such as the
“APEX” program, which relied on state-of-the art core router implants in telecommunication infras-
tructure that selectively exfiltrated traffic on specific targets directly from compromised infrastructure,
then captured the exfiltrated traffic in an untraceable way through so-called passive data receptors, a
capability that the NSA and GCHQ were perhaps uniquely positioned to employ at the time because
of their direct access to core internet cables. The disclosures also described innovative access and
injection techniques for targeted end-points, most notably the QUANTUM family of capabilities, which
similarly leveraged the NSA’s low-latency access to internet backbone infrastructure. There were ad-
vanced collection methods for geolocation, including the analytic capability to identify “co-travellers,”
individuals whose relationship to a target was revealed by at-scale pattern-of-life geolocation data
analysis.

There were advanced counter-computer-network-exploitation techniques that allowed the NSA
and its partners to perform what they called “fourth party collection”: spying on spies spying, and
writing intelligence reports, for example, about the United Nations because the NSA had intercepted
and analyzed what China’s PLA had collected, in turn, from the UN. There were advanced supply-
chain-interception operations in which U.S. officials intercepted shipments en route to inject persistent
hardware implants before the equipment reached its intended recipients. There were capabilities to
detect adversarial implants locally within the networks of high-value targets, and even work to trace
foreign intelligence collection solely through the analysis of high-level metadata passively collected
from undersea cables, without any selector leads, simply based on advanced signals intelligence
development (SIGDEV) techniques. There were multiple, high-powered modular implant frameworks,
such as UNITEDRAKE, demonstrating through user manuals how bespoke, stealthy, persistent implants
could be deployed, managed, and maintained through a common backend infrastructure.

The leaks, in short, exposed the extraordinary level of espionage innovation that the Five Eyes were
bringing to bear on their targets, debated at internal SIGDEV conferences, in which engineer spies
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competed to develop novel collection techniques and gain recognition from their peers — not unlike
scientists competing for cutting-edge research results, citations and public recognition.

What there was not was talk of “cyberwar”; professionals did not use the buzzword internally.

The U.S. and its allies were generally far more sophisticated in foreign intelligence collection than
even the most perceptive observers anticipated, including this author. When I published my book in
early 2013, the gap between advanced intelligence capabilities developed in secret and the infosec
conversation out in the open was embarrassingly vast. By late 2017, that gap had narrowed drastically,
at least for those who seriously engaged with the wealth of material now available in open source. Yet,
many people in, or adjacent to, the U.S. national security establishment—students, contractors, state
and federal employees — were deterred by official guidance from studying still-classified-but-public
materials. Rather than treating the disclosures as an unprecedented opportunity to learn about the
capabilities, tradecraft, and priorities of leading intelligence services, many treated them as a form of
"forbidden literature". America’s adversaries, meanwhile, showed no such reluctance (Rid 2023a).

The consequences were counterintuitive. The great leaks, combined with the pathbreaking research
published by Kaspersky Lab (2015), Symantec (2014, 2017), and others (F-Secure 2014) on advanced
Five Eyes capabilities, likely caused significant tactical harm in the short term. Over the longer term, the
disclosures boosted the respect and credibility of the Five Eyes intelligence agencies among industry
experts, journalists, scholars, allies, and adversaries alike. In doing so, they helped pave the way for
a revolution in public counterintelligence and attribution (Egloff and Smeets 2021). A decade after
the great leaks, the Five Eyes had rebuilt, retooled, and reclaimed their edge, as illustrated by the
intelligence collaboration and targeting in major military operations from Ukraine to Iran.

So did their adversaries. Russia’s and China’s intelligence services also improved their tradecraft,
no doubt inspired, if not spurred, by the leaks of the 2010s. Two landmark campaigns are partic-
ularly noteworthy, one Russian and one Chinese. Russia’s foreign intelligence agency executed a
brazen, highly innovative, and successful supply chain breach through Solarwinds, gaining months
of undetected access to roughly one hundred companies, including Microsoft and Cisco, and a dozen
government agencies, among them the Departments of Treasury, Justice, Energy, Homeland Security,
and the Pentagon (U.S. GAO 2022). More troubling, the breach was only discovered and remedied
by the U.S. government because Mandiant noticed an intrusion within its own systems, not because
counterintelligence worked (Mandia 2020). One of China’s signature campaigns was Salt Typhoon
(Krouse, McMillan, and Volz 2024; U.S. Department of the Treasury 2025; CISA 2024, 2025). Active since
atleast 2021 and disclosed in 2024, the operation represented Beijing’s own creative version of using
active infiltrations to turn carrier infrastructure into a passive collection platform, comparable to what
the Five Eyes had done with BICS in Brussels in 2012. China’s Ministry of State Security reportedly
compromised two hundred telecommunication providers and ISPs across 80 countries, and even
gained access to the CALEA lawful intercept system, likely for counterintelligence purposes—in effect
a Chinese version of what NSA dubbed “fourth party collection.”

Peak Threat Intelligence

The same five-year period in the mid-2010s, from 2013 to 2017, also brought unprecedented visibility
into the tradecraft of non-democratic advanced persistent threat groups. The first reporting appeared
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earlier. In March 2009, the Citizen Lab at the University of Toronto, inaugurated evidence-based APT
reporting by tracking GhostNet, an espionage network operating out of China (Deibert and Rohozinski
2009). Dmitri Alperovitch, then at McAfee, drove the first commercial APT reporting around and after
Operation Aurora, an infamous 2010 breach of a range of U.S. companies, most notably Google (Kurtz
2010). “I divide the entire set of Fortune Global 2000 firms into two categories: those that know they’ve
been compromised and those that don’t yet know,” Alperovitch (2011) wrote, in a widely repeated
quote. As it turned out, this remarkable line was not much of an exaggeration. It also made clear that
China had effectively created an entire incident-response market.

Mandiant’s famous APT1 report, published in February 2013, then demonstrated publicly what
was long known in the investigative community: high-fidelity, high-confidence attribution through
digital forensics alone was possible, and firms, not only intelligence agencies, could do it (Hartley
2014; CrowdStrike 2014). The report added a new level of granularity to the debate, identifying
specific individuals, PLA units, and even the building in Shanghai from which they operated. In
hindsight, APT1 became an industry-defining act: commercial threat intelligence matured from a
niche service into a recognized product category. Between 2013 and 2016, vendors competed on
public flagship intelligence reports, bigger and glossier, to prove that they had the goods in this new
market. CrowdStrike, FireEye, Kaspersky, Symantec, Trend Micro, ESET, Palo Alto Unit 42, Cisco Talos,
and many others competed for attention and headlines. Over the years, thousands of APT reports
were produced and shared, both publicly and privately.

Eventually, the commercial logic of intelligence reporting changed. By 2015-2016, almost every
major vendor offered a paid intelligence subscription. CrowdStrike was among the first to argue,
correctly, that threat actors would read public reports, APT hunters lose visibility, and clients suffer.
Kaspersky Lab viewed this as a “paradigm shift,” said Costin Raiu (2026), who led one of the industry’s
most prolific APT hunting teams, “everyone had to follow.” The threat intelligence industry, after a
phase in which start-ups competed for street cred through public disclosures, began to monetize
intelligence feeds and reporting. Later, many smaller and medium-sized firms were acquired by larger
ones. Private sector intelligence reports became less detailed and less frequent.

The stream of public reports had a second strategic effect: it effectively trained adversaries on the
collection tradecraft deployed by private forensic firms. As a consequence, adversaries had to retool
more quickly to retain or regain access to victims, and were forced into a faster operational pace
(Smeets 2022). At the same time, many learned that public exposure of their espionage operations
would not necessarily produce meaningful strategic or operational consequences, beyond costly and
time-consuming technical and tactical retooling. Getting caught wasn’t great, but it also wasn’t that
bad (Chesney and Smeets 2023).

Finally, the publicity logic across the incident response and digital forensics industry shifted as
saturation set in. It became harder to break through in the press with new findings. Beginning in
the mid-2010s, a steady stream of Department of Justice indictments and FBI criminal complaints,
alongside CISA, FBI, and GCHQ/NCSC advisories, press releases, and Treasury sanctions created a
baseline of government-sanctioned visibility into foreign intelligence operations.
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SABOTAGE

New Tradecraft

Sabotage was a rare sighting in 2012, gained momentum by 2014, and had become a widespread
phenomenon by the early 2020s. A quick run through the major cases helps set the scene.

In 2014, a German steel mill had its blast furnace shut down by a targeted intrusion (BSI 2014). In
April 2015, in an extraordinary case, the GRU—using the fake ISIS “Cyber Caliphate” front—sabotaged
the operations of a major French TV station, TV5SMonde, in a highly labor-intensive attack that displayed
an impressive range of technical skills (Corera 2016). In December 2015, Ukraine suffered its first
power outage induced by electronic sabotage (SANS/E-ISAC 2016). In November 2016, another round
of Shamoon wiper attacks hit Saudi government and petrochemical sites in multiple waves (Symantec
2016). The following month, Ukraine suffered another blackout, this one targeting Kyiv’s Pivnichna
substation (Cherepanov 2017).

In June 2017, the infamous NotPetya pseudo-ransomware wiper hit Ukrainian and global targets,
causing tens of billions of damage (Greenberg 2019b). Weeks later, the Triton/Trisis malware was
discovered, the first to target a safety-instrumented system, in this case to defeat safety interlocks
at a petrochemical plant (Mandiant 2017). In February 2018, the GRU executed another sabotage
operation, Olympic Destroyer, which incapacitated several technical systems used for the opening
ceremony of the Olympic Games in PyeongChang, South Korea. The operation was notable for a false
flag code insertion designed to implicate North Korea. In April 2020, Iran attempted to raise chlorine
levels in Israel’s residential water supply by sabotaging water treatment facilities (Srivastava and
Manson 2020). The following month, Israel reportedly knocked Iran’s major port facility at Shahid
Rajaee offline, causing disarray and major traffic jams at sea and on land (Warrick and Nakashima
2020). In 2021 and 2022, Gonjeshke Darande (aka. Predatory Sparrow and widely believed to be an
Israeli front) disrupted Iranian train schedules and fuel payment systems while taunting Khamenei.
The group later disrupted a state broadcaster and ignited a fire at a steel mill (Tidy 2022; Vicens 2022).

In January 2022, a range of wipers began hitting Ukrainian targets immediately before, during,
and after the Russian invasion. The most significant of these sabotage strikes was the Viasat KA-SAT
attack, dubbed AcidRain, in which a vendor-specific wiper rained down from the sky via the satellite
downlink to modems across Europe. The operation was intended to incapacitate Ukrainian command-
and-control communications relying on KA-SAT, but it also disabled thousands of other devices across
the continent, including 5,800 Enercon wind turbines in Germany (Guerrero-Saade and Amerongen
2022).

The most destructive of roughly two dozen distinct malware families deployed against Ukraine since
2022 was likely the Kyivstar attack of December 2023, when a Russian operation knocked Ukraine’s
largest telecoms operator offline for some 24 million users for several days, likely temporarily affecting
military operations. Ukraine’s Security Service (SBU) assessed that the attack was the first to have
“completely destroyed the core of a telecoms operator” (Balmforth 2024). Also in 2023, the U.S. exposed
Volt Typhoon, what officials believed to be a systematic preparation of the battlespace for large-scale
sabotage in the event of a war between the U.S. and China over Taiwan (Microsoft Threat Intelligence
2023; Sanger and Barnes 2023; CISA 2024).
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Integrate

In one important way, my original analysis had a critical shortcoming: I did not fully appreciate
then how closely sabotage and subversion were intertwined, nor did I fully appreciate the degree
of deception built into sabotage operations from the beginning, regardless of whether they were
designed to become public or remain covert.

The earliest known digital sabotage operation already had a subversive goal. Fast16 was a highly
bespoke and creative capability deployed in 2005 (Kamluk and Guerrero-Saade 2026). It targeted
LS-DYNA and AUTODYN, two software applications used to simulate short-duration, high-energy
events involving deformation and material failure, such as car crashes, projectile impact, or explosive
blasts. Fast16 was specifically designed to tamper with simulations of high-explosive detonations on
target systems, particularly the pressure shock behavior of high-explosives used in nuclear weapons
research (in a nuclear weapon, high explosives surrounding the uranium core generate a pressure
wave that compresses the fissile material to trigger a nuclear explosion). Fast16 was highly targeted
and subtle: the tool tamped down the output values in selected explosive simulations (Symantec 2026),
in scenarios that very likely related to Iranian nuclear research. The likely goal was undermining the
trust that scientists and program managers placed in their systems, and ultimately their own ability to
develop a nuclear weapon.3 The tool was also highly stealthy. So stealthy that even after Fast16 was
revealed by name in the Shadow Brokers leak in 2017, it took nearly another decade for researchers
at SentinelOne to reconstruct the full story (Greenberg 2026).

SUBVERSION

Subversion is the “deliberate attempt to undermine the trustworthiness, the integrity, and the con-
stitution of an established authority or order,” as I wrote in 2013 (Rid 2013). Subversive activity
encompasses what communist intelligence agencies called active measures in the 1960s, and what
CIA called political warfare during the same period. This non-violent, non-kinetic method of conflict
experienced a revival in the 2010s, under the banner of disinformation and influence operations
(Maschmeyer 2024).

Active Measures

Russian intelligence services, and later Russian contractors (Egloff 2022), revived an old Cold War
approach dubbed “active measures” in the 1960s: intelligence operations designed to weaken an
adversary, by driving wedges between political factions, between ethnic groups, exploiting divisions
among allied nations, worsening friction within parties and organizations, or undermining the trust
that specific groups place in its institutions.

In hindsight, the denial-of-service attacks that briefly plagued Estonia in 2007 were, as I argued in my
2020 book Active Measures (Rid 2020), a milestone event for the 21st century return of active measures
(something I did not appreciate fully in 2013). The covert attacks were technically unimpressive and
largely ineffective as acts of sabotage (Maschmeyer 2021), but they generated an outsized public,
psychological, and political reaction far beyond Estonia. In hindsight, that reaction was a harbinger of
the new paradigm of active measures.

3. On Stuxnet, which had a similar goal, see Kim Zetter (2014)
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Almost twenty years later, a rare historic coincidence occurred: we got a glimpse, through a leak,
not only into the forensic footprint of an operation, but also into the logic used to justify influence
operations from the perspective of a Russian intelligence contractor and its funders. Crafted in classic
security jargon, the document carried echoes of KGB-era writings on active measures. Moscow’s Social
Design Agency (2023) articulated the rationale for supporting the foreign policy objectives of the
Russian Federation through influence operations: “We plan to achieve this objective primarily by
exacerbating internal contradictions among ruling elites, stimulating protest activity among opposition
forces, escalating anti-government unrest, and ‘destabilizing’ the amorphous segment of the electorate
in NATO countries and their satellites.”

By the late 2010s, the tools to achieve this goal were mainly twofold. One was coordinated inauthentic
behavior on social media, supported by fake accounts and bots—the kind of troll-farm activity for
which the Internet Research Agency became infamous around 2016. The other, and ultimately far more
significantly, were the exposure operations, sometimes described—inappropriately narrowly—as
"hack-and-leak”.

Exposure Operations

Again, a quick overview of the fast pace of exposure operations over the past dozen years will set
the scene. In February 2014, Russia leaked the Nuland-Pyatt intercept (the famous “Fuck the EU”
call). Later that year, North Korea hack-and-leaked Sony Pictures (Sanger 2018). The following month,
CyberBerkut emerged as a pro-Russian hacktivist front conducting leaks and defacements. In 2014
and 2015, the mysterious entity Phineas Fisher doxed the spyware vendors FinFisher and Hacking
Team.

Leak operations accelerated in 2016. Professionally administered exposures targeted the Democratic
National Committee (DNC) and John Podesta through DCLeaks, Guccifer 2.0, and WikiLeaks. They were
followed by the Shadow Brokers disclosures in August, the WADA “Fancy Bears” leaks in September,
and CyberHunta’s Surkov leaks in October. The following spring, the unidentified Intrusion Truth
started exposing actors linked to the Chinese MSS (Zetter 2022). Shortly after, the GRU attempted to
interfere in France’s presidential runoff through the Macron Leaks operation. After 2018, however,
the pattern increasingly shifted, with a growing number of exposure operations directed against
authoritarian regimes themselves. In late 2018, U.S. Cyber Command, in an effort to turn the tables,4
began publicly exposing foreign intelligence actors through VirusTotal (Cimpanu 2018). In 2019, the
entity known as Lab Dookhtegan (“Sealed lips”) started exposing Iranian intelligence officials and
operations on Telegram (Greenberg 2019a).

In March 2023 the NTC Vulkan leak exposed a major Moscow-based IT contractor serving the
Russian intelligence community (Antoniadis et al. 2023). The i-Soon leak of February 2024 exposed
the firm’s offensive contracting work on behalf of the Chinese government through materials posted
on GitHub (Cary and Milenkoski 2024). Later in 2024, and again in 2026, an unknown entity, "Mara",
exposed internal files from Moscow’s Social Design Agency, an active measures contractor.

4. On the overall idea of persistent engagement, see Fischerkeller, Goldman, and Harknett (2022).
5. The FBI also released files almost concurrently with the first leak in 2024 (Erb et al. 2024; Laine, Vuns§, and Lozovsky 2026).
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THREE QUESTIONS FOR THE NEXT DECADE

By early 2026, state-of-the-art Large Language Models (LLMs) in the trillion parameter range had revo-
lutionized cybersecurity. The discovery of vulnerabilities, the assessment of those vulnerabilities, and
the subsequent exploit development & were dramatically accelerated by LLM-powered automation.”
On the defensive side, preemptive vulnerability discovery and accelerated patch and incident-response
cycles could likely offset these offensive advantages. Pre-release access to the most capable models
bestowed unprecedented advantages on both offenders and defenders. The continued evolution of
espionage, sabotage, and subversion—and their discovery, attribution, and exposure—thus raises the
question of whether Al will act as a breaker or an amplifier of existing trends.

First, how has espionage been evolving? An exceptionally well-informed individual asked me a
curious question in private in May 2026: what percentage of advanced persistent threat campaigns is
publicly exposed these days? It was the kind of question designed to test whether I appreciated the
shifts under way, and how little we can actually see. I answered twenty percent at most, probably
less. My contact nodded and pointed toward the floor, signaling that the real number was likely even
lower—I believe correctly so. The delta between secret SIGINT spycraft and public awareness appears
to be as vast as it has ever been, as the Five Eyes have successfully prevented major disclosures
of operational tradecraft since 2017.8 If there is one overarching lesson from the disclosures, it is
that stealth works. LLMs are well positioned to continue, if not amplify, this trend: operators can
innovate faster, scale faster, retool faster; and do so with fresher and more generic code. Forensic
visibility, already low, may thus decline even further. Counter-attribution techniques can be automated
and potentially enhanced with synthetic fabrications of forensic artifacts and baselines that would
have been prohibitively labor-intensive in the pre-LLM era. If this trend bears out, direct in-network
collection on adversary operations and planning will come at an even higher premium. LLMs may
thus further increase the value of stealth. Cyberwar receded, but so did our ability to see what keeps
happening instead.

Second, how has sabotage been evolving? The bottleneck for sabotage operations was never access. It
was productive project ideas, bespoke engineering for physical effect, and the integration of sabotage
into intelligence collection, covert action, and military operations. Over the past year, General Dan
Caine, Chairman of the U.S. Joint Chiefs of Staff, has publicly acknowledged Cyber Command’s role in
three major operations: Midnight Hammer in Iran in June 2025 (Matishak 2026), Absolute Resolve in
Venezuela in January 2026 (Harper 2026), and Epic Fury in Iran in March 2026 (DiMolfetta 2026).
Sabotage, in short, has increasingly become part of integrated operational design and a form of
combined-arms approach. It has also evolved into a tradecraft blend of sabotage-as-influence. One
lesson from recent operations is that stealth and OPSEC can have starkly different utility across an
operation’s life cycle: high during preparation, high during execution, and high immediately afterward,
when public coverage peaks. Thereafter, however, the value of stealth may drop and even reverse.
Post-operation exposure can bring advantages to operators, contractors and intelligence agencies, as

6. For context, see Nicole Perlroth (2021).

7. The Mythos Preview LLM, its maker Anthropic reported, found 23,019 vulnerabilities in open source software projects in
just “a few” months, 6,202 of them estimated as high- or critical-severity (Anthropic 2026).

8. The Discord leaks, perpetrated by Jack Teixeira, did not reveal tradecraft in the same way that Snowden, Shadow Brokers, or
Vault 7 did. See Rid (2023b).
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Predatory Sparrow has demonstrated in Iran in an innovative way (Rid 2024). By automating much
of the technical legwork, LLMs may further amplify this trend toward integrated operations.

Third, how has subversion been evolving? The cost of content generation has plunged. Slop continues
to improve across text, image, video, and audio. Fabrications and forgeries, as a result, have lost
signaling value. Deepfakes and shallow fakes alike are cheap and increasingly priced into media
consumption. Subversion that has an “authentic” side, and is not just more slop, therefore comes at a
premium. The most impactful subversive operations were not “disinformation” and did not depend
on bot networks; they offered something “real,” even if manufactured. It is noteworthy that Moscow’s
Social Design Agency, as revealed in a May 2026 leak, sharply diverged from the tradecraft displayed
in an earlier prominent leak from 2024. Most notable was the focus on infiltrating target countries
and conducting old-school active measures there: placing pigs heads in front of mosques in Paris,
vandalizing synagogues by painting them green, and similar provocations. The new operational
workflow largely bypassed social media altogether: plan, recruit operatives under false pretenses,
infiltrate target countries, commit offensive acts, wait for press coverage, measure success through
press coverage. The internal after-action reports did not even mention social media. Big tech’s entire
trust-and-safety paradigm was rendered moot: there was nothing to take down and no content to
moderate. The world’s most advanced technology had helped push some of the world’s most advanced
influence operations back toward 1960s tradecraft.

Most dynamic in terms of impact, and most conceptually intriguing, are carefully crafted exposure
operations. These operations first steal internal files, then leak them to a target, a middleman, or the
public, often in highly creative ways and formats—from the Podesta leaks to the masterful Shadow
Brokers or the SDA exposures, whoever may have conducted them. They are dynamic because they
retain their publicity value no matter if they are exposed as intelligence operations or not, for the value
lies in the leaked material itself (again, nearly impossible to moderate or take down for any outlet or
platform). Exposures are conceptually intriguing because they raise hard questions of delineation, of
where one activity ends and another begins. Indeed, there is a revisionist history of digital forensics
that reveals much APT reporting for what it often has been: exposure operations that weaponize
publicity in the service of counterintelligence.

As the coffin of cyberwar is lowered into the ground, what is being buried with it is something
more unsettling: the clarity, and the youthful confidence, that some of us had in the early 2010s that
clear lines separated espionage, sabotage, subversion, and counterintelligence.
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