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The Army’s Continuous Transformation reflects a once-in-a-generation effort to prepare the
force for future conflict in an increasingly contested and technology-driven environment. As
cyber capabilities become central to military operations, the role of the Army’s Principal Cyber
Advisor (PCA) has grown in importance across strategy, force development, acquisition, and
operational integration. Drawing on reflections from his first year as the Army’s third PCA, the
author examines the evolving role of cyber in national security, including the growing recognition
of cyber as a strategic instrument of power and its integration across military domains. The article
outlines four priority areas shaping the Army’s cyber transformation: the adoption of artificial
intelligence for cyber defense, the protection of defense critical infrastructure, the development of
cyber talent and force structures, and acquisition reform to accelerate the delivery of innovative
capabilities. Through examples including AI-focused tabletop exercises, critical infrastructure
initiatives, force generation reforms, and industry engagement, the author highlights efforts to
strengthen the Army’s cyber ecosystem and ensure the force remains prepared to meet emerging
threats in cyberspace.
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“The next war will be won not just by those who maneuver fastest on the ground, but by those who
can sense, decide and act at machine speed in cyberspace. ”
— Hon. Dan Driscoll, 26th Secretary of the Army

The Army is undergoing a once-in-a-generation change— Army Continuous Transformation—designed
to prepare the force for the future fight. Recent conflicts and an increasingly evolving threat landscape
have demonstrated that emerging technologies—from cyber capabilities and unmanned aircraft
systems (UAS) to artificial intelligence (AI)—will play a pivotal role. Two of the secretary of war’s top
five investment priorities for the Army are cyber and electronic warfare (EW), both of which fall
under the purview of the Army’s principal cyber advisor (PCA). This period of transformation across
the Army, coupled with the growing importance of cyber, makes it a particularly rewarding time to
serve in this role. I am pleased to offer reflections on my year as PCA, key cyber priorities, and the
way ahead.

June of this year marked one year since President Donald J. Trump and Secretary of the Army
Dan Driscoll bestowed upon me the honor of serving as the Army’s third PCA. This has provided
a once-in-a-lifetime opportunity to help advance and strengthen the Army’s cyber ecosystem and
capabilities, while contributing to the Army’s broader transformation. As a current Army reservist, I
am particularly honored to serve as a civilian leader in the branch whose uniform I am proud to wear.

Before diving into the current state of Army cyber efforts, it is worth explaining the role of the PCA
for those who may be unfamiliar with it. The position celebrated its fifth anniversary shortly before I
joined and remains relatively unique within the federal government, with comparable roles existing
only in the Navy and Air Force. Established by the 2020 National Defense Authorization Act, the PCA
serves two primary functions. First, the PCA acts as the primary advisor to the secretary of the Army
and the chief of staff of the Army on all cyber matters. Second, the PCA carries out eight statutory
responsibilities, including oversight of the Army’s cyber budget, recruitment and training of cyber
forces, acquisition of cyber capabilities, fostering a culture of cyber warfighting, supply chain security,
and cybersecurity of information technology (IT) and weapons systems. Uniquely, the Army PCA also
has oversight and roles related to electronic warfare, information advantage, and defense critical
infrastructure (DCI).
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Above all, the PCA plays a critical role in synchronizing efforts across multiple leaders and organi-
zations with cyber equities. Cyber presents challenges and opportunities that cut across traditional
boundaries and require a joint approach among Army leaders and interagency partners.

REFLECTING ON THE EVOLVING APPROACH TO CYBER

I began serving as PCA at a unique moment, just a few months into a new presidential administration
that brought evolving cyber priorities and a renewed strategic focus. Notably, the White House released
President Trump’s CYBER STRATEGY for America in March 2026, marking a pivotal moment in our
nation’s approach to cyberspace. The United States’ evolving strategy represents a necessary shift
toward actively imposing costs on adversaries, ensuring the robust defense of the homeland, and
directly addressing threats in cyberspace. The intent was clear from the opening pages of the strategy,
where the president emphasized that “our warriors in cyberspace are working every day to ensure
that anyone who would seek to harm America will pay the steepest and most terrible price.”

The strategy sets the expectation that the U.S. will remain unrivaled in cyberspace, makes clear that
our responses to cyber threats will not be limited to the digital realm, and calls for unprecedented
coordination across government and the private sector. The strategy also has many direct implications
for the Department of War (DoW) and the Army specifically, including DCI, the employment of cyber
capabilities against adversaries, and the integration of AI into cyber operations.

Another notable and unprecedented shift has been the increased public recognition of cyber’s role
in national security and military operations. Once viewed largely as a discreet capability resting at
Fort Meade—and, in the Army’s case, Fort Gordon—cyber has been repeatedly highlighted by senior
leaders. From the president to the chairman of the Joint Chiefs of Staff, leaders have emphasized
that cyber is a key enabler of military operations and a strategic capability in its own right. This
was evident in recent operations in Venezuela and Iran. For example, reflecting on the success of
operations against Iranian networks, Chairman of the Joint Chiefs of Staff General Dan Caine noted
that our cyber forces were the “first movers... layering non-kinetic effects, disrupting and degrading
Iran’s ability to see, communicate, and respond.” The Army, in particular, received recognition for its
unique role in recent cyber operations alongside other joint partners.

These statements also underscored a broader reality: cyber is not an isolated capability. It can and
should be integrated with operations across all domains. Together, the increased public recognition of
cyber and its growing integration into joint operations represent a significant shift in how cyber is
viewed at the highest levels of government and military leadership. More importantly, they reflect the
critical contributions that our cyber Soldiers and civilians make every day.

PCA STRATEGIC FOCUSES

Driving progress in cyberspace requires efforts across the government. The Army is no exception. In
addition to the eight statutory responsibilities assigned to the PCA by Congress, we established four
strategic objectives to help focus our efforts and drive meaningful progress over time. During my first
year in the role, we have already seen measurable success across each of these areas. Of course, this
success is a testament to the dedication of the Army cyber community and the steadfast support of
Army leadership.
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Artificial Intelligence and Cyber

President Trump’s cyber strategy makes it clear that “we will swiftly implement AI-enabled cyber tools
to detect, divert, and deceive threat actors” and “rapidly adopt and promote agentic AI in ways that
securely scale network defense and disruption.” Similarly, the DoW AI Acceleration Strategy recognizes
that AI must be leveraged across enterprise, intelligence, and warfighter domains. These priorities
are particularly important because AI applications for enterprise use cases have historically received
most of the attention. In reality, we must also leverage AI to strengthen cyber defense and counter
malicious actors who seek to do us harm, whether they employ AI-enabled capabilities or traditional
attack methods.

The Army recognized this imperative several years ago and has paved the way in adopting AI for
cyber defense. My goal has been to help accelerate these efforts, expand them, and ensure they receive
sustained support from senior leaders.

One example was the AI-cyber tabletop exercise (AI TTX 2.0), held at the Pentagon in April 2026.
Building on the Secretary of the Army’s successful AI TTX in the fall of 2025—which brought CEOs to
the Pentagon to help solve operational challenges—we adapted the concept with a cyber focus and
convened 14 C-suite leaders from across industry.

More broadly, we are focused on accelerating the adoption of AI-driven tools while forging critical
partnerships with industry and academia. As I recently stated at the AI TTX 2.0: “We are not here to
develop new requirements from scratch. We are here to identify scalable, adaptable, and existing
AI-driven capabilities that can give our cyber defenders a decisive advantage today.”

Defense Critical Infrastructure (DCI)

Critical infrastructure is often viewed through a sector-by-sector lens. However, this siloed perspec-
tive overlooks the interdependent nature of systems such as water, electricity, and natural gas. DCI
encompasses both civilian and DoW-owned infrastructure that the Department relies upon to conduct
and sustain global operations, creating a unique challenge for Army leaders. Should an installation
experience a disruption to the utilities and services it depends on—many of which are privately
owned—the Army’s ability to move Soldiers and equipment and carry out its warfighting missions in
a time of need could be significantly affected. As a result, DCI resilience is both a national security
imperative and a key priority for the Army.

The Army operates approximately 288 camps, posts, and stations that support a wide range of
critical missions, and leaders cannot afford disruptions or delays to those missions. Recognizing
this challenge, the secretary of the Army designated the PCA as the secretariat lead responsible for
overseeing DCI efforts across both the physical and cyber domains.

One of the first initiatives undertaken by my office in this role was helping facilitate the inaugural
DCI Summit, hosted by the secretary of the Army and XVIII Airborne Corps at Fort Bragg, North
Carolina, on May 14, 2026. The summit brought together interagency partners at the agency head and
undersecretary level, industry executives, military leaders, and local and state government officials. It
provided an opportunity to highlight DCI risks, identify barriers, and find ways to collaborate. More
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than ever, the Army must leverage a whole-of-nation approach to counter adversary threats targeting
the infrastructure upon which our missions depend.

The summit also built upon years of Army efforts to assess and strengthen DCI resilience. One
example is the Army Cyber Institute’s (ACI) Jack Voltaic exercise, which has been conducted for several
years. Jack Voltaic is a multi-city, multi-sector exercise designed to stress-test the cyber resilience of
critical infrastructure and crisis-response processes while enhancing collaboration among the military,
industry, and local governments. The most recent iteration took place in Florida in May 2026.

These efforts demonstrate that DCI is not just an Army challenge that can be addressed in isolation.
Rather, we need a collaborative and coordinated effort across the Army, government at all echelons,
and the private sector. As part of this effort, the Army is developing a DCI playbook to guide both
installation leadership and the utilities that service them, while continuing to leverage the capabilities
and expertise of other willing partners to strengthen infrastructure resilience. Like cyber resilience,
DCI resilience is a team sport. This playbook will help facilitate those partnerships and enable burden
sharing. In this way, all boats can rise in securing our Soldiers and civilian communities.

People and Structures

The Army possesses exceptional tools and capabilities, but our people remain our greatest advantage
and what ultimately separates us from our adversaries. This includes both our Soldiers and our civilian
colleagues. To maintain that advantage, we must ensure that we are recruiting, training, retaining,
and equipping our workforce to meet both Army-specific requirements and the broader needs of the
Joint Force, particularly U.S. Cyber Command (CYBERCOM).

One effort that commenced in 2025 and will continue over multiple years is the Revised Cyber
Force Generation Model, commonly referred to as CYBERCOM 2.0. This initiative marks an important
evolution in the Army’s approach to force generation and cyber operations. The DoW is leading the
effort, in collaboration with the services, to increase the lethality of its cyber forces and deliver greater
operational outcomes for the Joint Force. As the Hon. Katie Sutton, assistant secretary of war for Cyber
Policy, emphasized, “the model fundamentally changes the Department’s approach to generating
cyber forces, enabling increased lethality in our cyber forces and establishing a warrior ethos built on
domain mastery, specialized skills, and mission agility.”

Another key focus under this objective is ensuring that we fully leverage the talent and expertise
of our Reserve and National Guard forces. We have built a strong foundation of cyber forces in
Components 2 and 3, but there remains significant opportunity to more fully and consistently employ
these cyber-Soldiers. After all, many of these individuals work in cyber-related roles in their civilian
careers and, in some cases, support critical infrastructure and utilities that are of direct interest to the
Army. Their expertise makes them both a key enabler of our cyber missions and a standalone source
of operational knowledge.

Acquisition and Budget

A core component of the Army’s Continuous Transformation is acquisition reform. While this effort
extends far beyond the PCA’s office, it directly benefits and supports the cyber community. For example,
the FUZE initiative seeks to accelerate acquisition timelines, place capabilities in the hands of Soldiers
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and units earlier to assess operational value, and make the acquisition process more approachable to
companies of all sizes, particularly small startups. These goals are critically important in cyberspace,
where capabilities often need to be fielded in months rather than years and where innovation can
come from organizations of any size. Some of the most novel cyber capabilities are being developed
by startups, yet their ability to contribute should not be constrained by the complexity of traditional
acquisition processes. By increasing speed, reducing barriers, and connecting innovators directly with
operational users, the Army can better harness emerging technologies and deliver relevant capabilities
to the force when they are needed most.

LOOKING FORWARD

I would be remiss if I did not express my appreciation for the ACI. I first interacted with the institute
when I helped author an earlier iteration of Jack Voltaic and later served as a non-resident fellow for
several years.

Fast forward over a decade, and I now have the privilege of being named a new ACI co-chair
alongside Lt. Gen. Chris Eubank, commanding general of Army Cyber Command (ARCYBER). Under a
new governance model, our goal is to help align ACI’s work with the policy and operational challenges
of today while anticipating those of tomorrow. There is no shortage of challenges ahead, but I am
confident that ACI and the broader West Point community possess the expertise, creativity, and
innovative spirit needed to address them head-on.

Most of all, thanks to everyone who finds themselves reading this piece. Whether you are a Soldier,
civilian teammate, industry partner, academic, or supporter of the cyber mission, you are a critical
part of a broader cyber ecosystem that plays a vital role in our nation’s security. The threats we face
in cyberspace are significant and continually evolving, but so too are the capabilities, talent, and
partnerships that enable us to meet them.

I look forward to continuing to serve as your PCA, helping represent the Army cyber community
in the Pentagon, and advancing the capabilities that will ensure our Army remains ready for the
challenges ahead.

THIS WE’LL DEFEND!!!
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