
THE CYBER DEFENSE REVIEW
2026, VOL. 11, NO. 2, 161-168
https://doi.org/10.55682/cdr/57rp-j14v

SENIOR LEADER PERSPECTIVE
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Cyberspace has become an algorithmic battlespace in which success depends on achieving decision
superiority and continuous overwatch at machine speed. This perspective argues that the current
39-person Cyber Protection Team (CPT), a core defensive element of the U.S. Cyber Mission Force,
reflects an industrial-age organizational construct attempting to maneuver in a data-centric
domain characterized by exponential speed, scale, and complexity. Human-centered workflows,
leadership structure, and manual analytical processes have become operational bottlenecks that
constrain the effectiveness of big data platforms such as Gabriel Nimbus and limit the Cyber
Mission Force’s ability to keep pace with advanced adversaries. To address this challenge, the
article proposes the Agentic Cyber Protection Team (aCPT), a force design that elevates human
operators from manual analysts to supervisors of autonomous software agents operating at scale.
The aCPT trades raw personnel mass for technical mastery and algorithmic leverage, enabling
continuous hunting, investigation, and response while preserving human oversight and decision
authority. By upskilling personnel to leverage domain expertise to act as AI orchestrators and
integrating agentic capabilities across defensive and offensive cyber missions, the Cyber Mission
Force can foster a culture of rapid innovation, and maintain decision superiority against advanced
adversaries without reducing overall end-strength.
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THE LEGACY BURDEN: STRUCTURAL AND OPERATIONAL BOTTLENECKS

A decade of Defensive Cyberspace Operations (DCO) reveals a persistent structural vulnerability
within the U.S. Cyber Mission Force (CMF): our current force design is fundamentally incongruent
with the realities of data-centric warfare. The standard 39-person Cyber Protection Team (CPT) is
an industrial-age organizational construct attempting to maneuver in an algorithmically dominated
domain.

The current model relies on approximately 39 personnel, most of whom are organized into three
Mission Elements (MEs) that execute defensive operations guided by the Analytic Scheme of Maneuver
(ASOM). However, this structure harbors two critical flaws.

The first is a leadership echelon deficit. In practice, the Analytic Support Officer (ASO) is the technical
center of gravity, possessing the mathematical, programming, and domain expertise required to drive
tactical maneuver. The traditional Team Lead is often relegated to administrative oversight because
they lack the skills or the time to lead and fight in this highly technical form of maneuver warfare.
Many of them default to administrative management because it is comfortable. This is compounded by
the fact that tactical operations and decisions often occur below them, between the Mission Element
Lead and the ASO. In a contested DCO engagement, a leader who cannot technically manipulate the
ASOM to gain tactical advantage for their forces cannot efficiently maneuver, find and fix the enemy,
or create a position of advantage.

The second flaw resides within the Mission Elements themselves. MEs are largely comprised of
junior, first-term analysts, driven by rapid force expansion and dilution of mission as we spread cyber-
assigned forces beyond the CMF. The CMF’s tactical echelons suffer from a considerable experiential
knowledge gap, effectively the "young leading the young." Furthermore, doctrinal mandates (e.g., TC
3-12.2.901) require these Cyber Soldiers and Civilians to divide their time between Troop Leading
Procedures for mission planning and execution, training on the deployable kits, post-mission reporting,
and the normal grind of soldiering and administering Soldiers and Civilians. These necessary but time-
consuming requirements interfere with the deliberate, continuous hunting of adversaries. We have

1. Department of the Army. Training Circular TC 3-12.2.90 Mission Thread Defense, February 2024
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built a force of distracted part-time hunters attempting to defend continuously in a live environment
constantly contested by advanced adversaries.

This friction is further increased by how we currently interface with our analytical infrastructure.
The deployment of the Department of the Army Big Data Platform, Gabriel Nimbus, revolutionized our
defensive posture. As our primary cyberspace weapon system, it provides unprecedented visibility
and data aggregation across the enterprise. However, the power and scale of Gabriel Nimbus have
paradoxically exposed the limits of our manual force design. The scope, scale, diversity and complexity
of the military networks defy most analysts’ ability to conceptualize it. Gabriel Nimbus is a data and
capability-rich platform to enable analysts, but the very nature of the network and its scale combined
with the premier tool to hunt within it has outpaced most analysts’ ability to use it effectively. In
many cases, our most skilled data engineers and analytic support officers act as cognitive middleware.
They must manually format queries, await data retrieval, and mentally correlate complex network
flows with endpoint anomalies. This human-in-the-loop workflow inside a structured, machine-speed
environment creates an unsustainable bottleneck. It is not a failure of the platform, but a limitation of
our organizational interface artificially throttling the operational tempo of a world-class weapon to
human speeds. We are limited by how fast the hunter can read and type, which is vastly lower than
the rate at which we can ingest and compute data in Gabriel Nimbus.

We are further limited by the inherent cognitive barriers that emerge when the human brain
attempts to process massive, complex datasets under pressure. When analysts are overwhelmed
by the sheer volume of information the platform provides, their minds instinctively rely on mental
shortcuts to manage the data deluge. This manifests heavily as cognitive entrenchment; operators rely
so deeply on their established expertise and familiar threat models that they struggle to recognize
novel, radical attack vectors.

Instead of letting the data objectively dictate the narrative, an analyst acting as "middleware" is
highly susceptible to confirmation bias. They will naturally—and often subconsciously—format their
manual queries to seek out or interpret logs in ways that confirm their prior beliefs about an adversary,
filtering out contradictory anomalies to protect their existing worldview. Even when Gabriel Nimbus
presents indisputable evidence that shatters a preconceived mental model, belief perseverance often
sets in. The brain’s desire to protect its existing framework makes it incredibly difficult for the analyst
to pivot, leading them to cling to a flawed hypothesis even after the data proves it false. Combined
with a general status quo bias that resists altering established defensive postures, these hardwired
psychological mechanisms transform a simple speed bottleneck into a severe analytical blind spot.
Ultimately, forcing human minds to manually parse machine-speed data does not just slow down our
operational tempo—it actively degrades the quality of our intelligence by triggering the very cognitive
biases that compromise objective analysis.

THE TURNING POINT: THE EMPIRICAL CASE FOR AGENTIC AI

The proposition to replace manual Mission Elements with Agentic AI is a technological reality vali-
dated by recent breakthroughs in the commercial cybersecurity sector. The core tasks of DCO—log
aggregation, anomaly correlation, alert triage, and dependency mapping—are structurally primed for
autonomous replacement.
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Agentic AI is defined by the ability to maintain persistent memory, invoke external tools, and execute
multi-step planning loops. The empirical evidence for this Agentic AI in Security Operations Centers
(SOCs) is now substantial. A 2024 Microsoft randomized controlled trial found that analysts using
AI-augmented tools completed security tasks 26% faster while simultaneously improving accuracy
by approximately 35%, with the greatest gains observed among less-experienced analysts (Bono
and Xu 2024). Longitudinal operational data from Microsoft’s Security Copilot deployment, covering
378 organizations over six months, demonstrated a 30% reduction in mean time to resolve (MTTR)
security incidents within three months of adoption (Radhakrishnan 2024). Multi-agent systems have
demonstrated even more dramatic gains: a 2025 survey found that AI agents are projected to reduce
mean time to detect (MTTD) by up to a factor of six compared to human-only workflows, and the Audit-
LLM multi-agent framework realized a 40% decrease in false positives for insider threat detection in
peer-reviewed testing (Srinivas et al. 2025). These figures represent conservative baselines; purpose-
built military agentic architectures operating on a structured, government-owned data platform like
Gabriel Nimbus can be expected to approach or exceed this performance envelope.

The advances made in business and academic initiatives remain largely focused on augmenting
individual analysts rather than transforming the defensive cyber workforce itself. While AI copilots
can accelerate investigations, they do not address the manpower constraints and human limitations
inherent in the current CPT construct. The aCPT is not simply adopting AI-enabled tools, but redesigning
the force around human-machine teams operating at machine speed.

The strategic environment requires urgency in our action. The Chinese People’s Liberation Army
(PLA) has formally evolved its military doctrine toward "Intelligentized Warfare," explicitly designating
AI as the decisive capability for achieving dominance in the cyber domain. Relying on a defense
constrained by human typing speeds and the mental strain and fatigue of junior analysts will result
in defeat at scale. Achieving tactical parity requires U.S. Cyber Command to deploy a defensive force
capable of operating at machine speed.

THE ACPT BLUEPRINT: FORCE DESIGN AND BOT-TO-BOT MANEUVER

The aCPT trades raw personnel mass for technical mastery and algorithmic scale. The organizational
strength resides in a single, hyper-enabled human command node consisting of five master hunters,
which autonomously directs and supervises three to five Agentic Mission Elements (aMEs).

The human command node is strictly composed of master-level personnel:

• Master Analytic Support Officer (Team Leader): In a departure from legacy doctrine, the
Team Leader and the ASO are consolidated into a single billet. This commander is the technical
leader, responsible for developing the ASOM and issuing it as a machine-executable directive.
• Master Host Analyst: Validates agent-identified endpoint findings and reverse-engineers mal-
ware logic.
• Master Network Analyst: Validates agent-identified perimeter, flow, and protocol findings.
• Master Data Engineer: Ensures the integrity of data pipelines and log normalization to enable
AI agents to consume accurate telemetry.
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• Artificial Intelligence Engineer (AIE): The algorithmic technical expert. They build automated
MLOps pipelines, design deterministic prompt frameworks (e.g., Chain-of-Thought), and preserv-
ing the aCPT’s models integrity and trustworthiness.

These five operators no longer execute manual queries, but rather supervise: the tactical maneuver is
executed by the Agentic MEs—purpose-built capabilities that operate continuously within Gabriel
Nimbus.

Demystifying the Bot-to-Bot Workflow

To understand the Agentic ME, we must translate existing doctrine into machine execution. In a
legacy ME, a Lead Analyst receives the ASOM, verbally tasks a Network Analyst to search Zeek
Connection Logs, and tasks a Host Analyst to check endpoints. The humans converse, share findings,
and manually compile a report. In the aCPT, this workflow is entirely automated through agent-to-
agent communication. The Master ASO inputs the ASOM into a Lead Planning Agent. This agent
autonomously translates the commander’s intent into executable code and deploys subordinate
Network and Host Agents.

By way of a realistic but fictional example, we will examine a day in the life of an aCPT.

Given the task to hunt a specific adversary technique, the aCPT’s planning agent retrieves a validated
detection strategy and uses it to process over one billion events directly from Gabriel Nimbus. With
just 3,000 anomalies returned, a different agent then autonomously investigates the results to derive
a final list of malicious activity for action. Upon the detection of a malicious finding, the Network
Agent immediately transmits a machine-readable payload (JSON) to the Host Agent. This peer-to-
peer query triggers an automated cross-correlation with internal endpoint logs to isolate the specific
process-creation event linked to the network activity.

The Lead Agent aggregates this correlated telemetry and engages the CTI Agent. Rather than just
summarizing data, the CTI Agent enriches the evidence with global threat patterns—specifically iden-
tifying Command and Control DNS characteristics and known adversary behaviors. This produces a
high-fidelity intelligence summary that provides both technical "how" and contextual "why." This intel-
ligence is then fed back to the Lead Agent, which translates the CTI recommendations into actionable
sub-tasks:

• Task Distribution: The Lead Agent pushes specific investigative or containment instructions to
appropriately aligned agents (e.g., a Forensic Agent for memory dumping or a Firewall Agent for
IP blacklisting).
• Human-in-the-Loop (HITL) Integration: Initially, these follow-on tasks are presented to the
Master Analytic Security Officer (ASO) for validation. This ensures oversight while the system
builds a baseline of trust.
• Autonomous Evolution: Once validated, the system transitions to Machine-Speed Response,
where the Lead Agent executes the full investigative cycle autonomously, significantly reducing
the Mean Time to Remediate (MTTR).

Within seconds, the 5-person human node receives a fully correlated results package. The Master
Analysts review the LLM’s explainable logic, and the Master ASO directs follow-on analytic work
or recommends near-real-time defensive countermeasures. The humans remain in control but can
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pre-approve internal defensive measures inside the network and response actions outside of the
network to automate the response. While commanders remain the ultimate authority, their preplanned
decisions and risk calculus are executed at machine speed as the bots execute the maneuver. This is
why the mastery and oversight of the human is so critical. Today, relatively slow and inexperienced
analysts go off course, or down the proverbial rabbit hole. Agents can similarly respond superbly to
a bad prompt or hallucinate an answer that is incongruous to the data. The need for mastery and
oversight by the aCPT’s human operators cannot be overstated.

THE INDOPACOM MULTIPLIER: UPSKILLING FOR MATH WARFARE AT SCALE

In the Indo-Pacific Command (INDOPACOM) theater, the United States faces a massive symmetric
manpower disadvantage. The solution, however, is not to replace our cyber workforce with bots, but
to fundamentally reallocate and upskill our personnel to manage agents at speed and scale.

By extracting the five most highly skilled operators from a legacy CPT to manage a deliberately built
and refined agentic workflow and force, we create one highly lethal aCPT. Applying this refactoring
across the remaining personnel yields a considerable mathematical advantage: a single 39-person
legacy footprint contains the manpower to generate 7.8 aCPTs—an approximate 650% increase in
available hunt teams. This calculation reflects raw personnel mathematics; the transition would
require commensurate investment in infrastructure, agent development pipelines, and AIE training
to realize the full operational dividend. Rather than fielding a single, cumbersome team to manually
parse logs across a single enclave, ARCYBER can use the same number of people to deploy nearly eight
autonomous master hunt teams to simultaneously secure critical data, weapons systems, operational
technology, mission command, and fires networks.

This transition does not eliminate the junior analyst; it elevates them through a deliberate tiered
progression model. In the near term, junior personnel enter rigorous, agent-assisted training pipelines
centrally managed by master hunters learning to engineer precise prompts, validate agent outputs, and
iterate on analytic failures at speed. In the mid-term, as their mastery matures, these analysts rotate
into aCPT roles, cycling through host, network, and data engineering functions under mentorship
from master-level operators. This replicates how we currently receive IT-skilled Cyber Soldiers from
the generating force and specialize them in Operational Technology and cloud defense, except now
the pipeline must operate at scale and velocity commensurate with the threat environment.

We must stop using highly intelligent service members as biological middleware. Managing a swarm
of AI agents requires operators to become superior problem solvers and precise communicators.
Engineering a prompt for an LLM is, fundamentally, the art of communicating the commander’s intent
with absolute clarity. When an analytic fails in Gabriel Nimbus, the human-agent team iterates and
deploys a new ASOM in minutes. We are building a workforce optimized for imagination, evaluating
their ability to innovate tactical solutions rather than memorize syntax.

Service Leaders and legislative policymakers should note this transition demands upfront invest-
ment—in AIE billet creation, secure infrastructure for air-gapped tactical LLMs, and agent development
environments—but the return is a force that grows more lethal at speed and scale, rather than one
that degrades as junior analysts cycle out every three years.
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THE AGENTIC FUTURE: INTEGRATING OPERATIONS, DEFENSE, AND ATTACK

The aCPT does not exist in a vacuum; it is the vanguard of a broader operational paradigm. Cyberspace
forces execute three fundamental missions: operating and provisioning networks (Signal), defending
the terrain (DCO), and attacking adversary infrastructure (OCO). The natural evolution of the aCPT
implies a near future where all three missions, Operate, Defend, and Attack, operate in concert,
integrated by an ecosystem of collaborative autonomous agents.

In this future state, Agentic Signal Units (aSignal) dynamically configure and operate the Depart-
ment of War Information Network. Utilizing predictive AI, they autonomously optimize bandwidth,
implement zero-trust architectures, and dynamically shift network topologies to confuse adversaries.

Layered atop this are the Agentic Cyber Security Service Providers (aCSSPs). The aCSSP serves as
the automated perimeter guard, handling routine compliance, patching, and the triage of known-bad
indicators, feeding structured, normalized data directly into Gabriel Nimbus. The aCPT serves as the
apex defensive maneuver force, hunting the stealthy "Living off the Land" anomalies that bypass the
aCSSP.

Crucially, when an aCPT’s autonomous hunt successfully uncovers an adversary’s Command and
Control (C2) node, the human Master ASO will not simply write a report. They will authorize a machine-
to-machine handoff, passing the target indicators directly to an Agentic Combat Mission Team (aCMT).
Based on human risk parameters and operational imperatives, the aCMT will autonomously generate a
targeting package, select an appropriate payload, and recommend delivering cyberspace effects against
the adversary’s infrastructure. At every stage involving offensive action or autonomous response,
human operators retain approval authority—the machines accelerate the kill chain; commanders
close it.

This nested mission command of aSignal, aCSSP, aCPT, and aCMT forces will create a continuous,
machine-speed OODA loop (Observe, Orient, Decide, Act) spanning the entire cyberspace continuum.
Congress retains its essential oversight role: the authorities, rules of engagement, and legal frameworks
governing autonomous offensive action remain a matter of law and policy, not engineering.

CONCLUSION

The evolution from the 39-person CPT to the aCPT is strategically necessary for operating at combat
speed. The PLA has formally integrated offensive AI to compress the cyber kill chain at machine
speeds. To maintain decision superiority, the U.S. Department of War must rapidly test and validate
the Agentic CPT architecture. The objective is not to replace cyber professionals, but to elevate them
from operators to orchestrators of autonomous AI systems operating at scale. By combining human
mastery with algorithmic speed, fostering rapid innovation, and integrating defensive maneuver with
broader agentic operations, U.S. Cyber Command can secure advantage in the algorithmic battlespace
and remain prepared for the next generation of cyber conflict.
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