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Cyber defense has evolved beyond the boundaries of any single institution or sector. This Senior
Leader Perspective argues that national survival in a globally contested digital ecosystem now
depends on a fully integrated network spanning the military, government, industry, academia,
and allied partners. As emerging technologies—including artificial intelligence, autonomous
systems, quantum computing, and advanced sensing capabilities—reshape both cyber threats
and operational defense requirements, the United States must adopt new models of institutional
collaboration anchored by shared responsibility and strategic risk, collectively focused on rapid,
cost-efficient acquisition, fielding, and sustainment of effective operational capabilities. Examining
the strategic imperatives of critical infrastructure protection, trusted autonomy, and workforce
development, this article asserts that future decision advantage will depend less on isolated
technological superiority than on the ability to align innovation, policy, operational agility, and
human expertise into a resilient, unified, and internationally aligned national cyber enterprise.

Keywords: Cyber resilience, public-private partnerships, critical infrastructure security, artificial intelli-
gence, cyber workforce development

Disclaimer: The views expressed in this work are those of the author(s) and do not reflect the official policy or position of
their employer(s), the U.S. Military Academy, the Department of War, the U.S. Government, or any subdivisions thereof.

© 2026 The Author(s) unless otherwise stated. As an open access journal, The Cyber Defense Review publishes articles under
Creative Commons licenses, and authors retain copyright where applicable.

VOL. 11, NO. 2 (2026) | 263


https://doi.org/10.55682/cdr/66tq-fnmb

A Blueprint for Military-Industrial Partnership

Lt. Gen. Susan S. Lawrence, USA (Ret.) retired as AFCEA International’s
president and CEO in June 2026. She is a leader in defense information tech-
nology and communications systems. Prior to leading AFCEA, she served
as a managing director in the national security practice at Accenture Fed-
eral Services, supporting clients in technology transformation and devel-
oping mission-support strategies to counter evolving threats. Lt. Gen. (Ret.)
Lawrence also served as a senior vice president in Booz Allen Hamilton’s
Defense Market Group. As the Army’s CIO/G-6, Lt. Gen. Lawrence managed
defense enterprise systems, IT infrastructure, and command and control
solutions relied upon by warfighters and the civilian workforce. As the com-
manding general of the Army’s Network Enterprise Technology Command
(NETCOM), she led the Army’s C4 and enterprise IT functions. During her
career in uniform, she completed operational assignments in Europe, South
Korea, Southwest Asia, and the United States, and led network, C4, and IT
functions in support of military operations in Iraq and Afghanistan.

Brig. Gen. Paul H. Fredenburgh III, USA (Ret.) serves as AFCEA Interna-
tional’s executive vice president for National Security and Defense. He re-
tired following a distinguished military career in the U.S. Army that spanned
32 years and numerous commands and duty stations. He served as the
deputy commander of Joint Force Headquarters-Department of Defense
Information Network (JFHQ-DoDIN), where he directed an organization
focused on command and control of global network and defensive cyber
operations that enabled cyber mission assurance for the Defense Depart-
ment. His other significant assignments include service as the director of
Command, Control, Communications, and Cyber (C4) for the U.S. Indo-Pacific
Command and as the commandant of the Eisenhower School for National
Security and Resource Strategy at the National Defense University. Gen.
Fredenburgh successfully performed increasing responsibilities across a
range of staff and command positions in joint, multinational, and Army
units, both in the United States and while deployed.

Col. Michael “Mike” Black, USAF (Ret.) serves as AFCEA International’s
vice president for Defense. He is a senior cyber and information technology
leader with more than 40 years of experience in communications, cyber
operations, project and program management, organizational development,
and leadership disciplines. Prior to joining AFCEA International in July
2022, Col. (Ret.) Black served as the chief operating officer (COO) at Concise
Network Solutions (CNS), where he directly supported the CEO in develop-
ing, executing, and managing CNS’s master business plan. Prior to joining
CNS, he served as the COO and chief corporate development officer at JMA
Solutions and as the COO at Premier Management Corporation. Prior to
joining the private sector, Col. Black spent 26 years in the U.S. Air Force,
holding various communications and leadership positions at many levels.
He culminated his distinguished military career as commander of the White
House Communications Agency, leading a 1,200-person team of selectively
manned military, Department of Defense civilian, and contract personnel.
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RECLAIMING MILITARY-INDUSTRIAL INTEGRATION

Since the founding of AFCEA in 1946—when leaders, including Dwight D. Eisenhower, recognized the
need to preserve the military-industrial integration forged in World War II—the association and its
members have recognized that national survival and military preparedness require unified action.’
Yet today, the United States and allies still organize cyber defense through institutional boundaries
that adversaries no longer respect. Critical infrastructure, civilian sectors, military operations, and
emerging technologies operate within and shape a globally-connected and heavily contested digital
ecosystem. Responsibility for securing that ecosystem, however, remains dangerously fragmented
across government, private industry, and academia.

Military, government, academia, and private industry must operate as an integrated network to
compete and prevail in cyberspace, across the congested and contested electromagnetic spectrum,
and in electronic warfare (EW). That integration requires industry to assume greater strategic risk,
government to move acquisition at operational speed, and all partners to align around resilient,
affordable solutions for conflict and competition. As reliance on artificial intelligence (AI) and autonomy
accelerates, secure cyber foundations are non-negotiable. Without them, these human-machine
systems will—and should—fail to earn the confidence and trust of the warfighter.

FORGING A UNIFIED CYBER BATTLESPACE

Advancements shaping modern militaries and warfare mean little if forces cannot depend on secure
software and hardware, resilient networks, and trusted data. Data is the backbone of national defense.
Whichever nation masters its data can make decisions faster, launch strikes more quickly, and dominate
both the electronic and physical battlefields. In a vast, contested maritime environment like the Indo-
Pacific, against a peer adversary with immense industrial capacity, the speed of trusted data is our
primary deterrent and operational advantage.

No single country can independently secure the cyber domain. As dependence on data grows, allied
partnerships are vital to set the stage for unified deterrence, accelerate innovation, and strengthen
collective resilience. Trusted data is directly tied to warfighter readiness. This is how the Department
of War (DoW) is measuring the return on cyber investment. To that end, the DoW is actively breaking
down legacy bottlenecks, transitioning toward unified platforms to ensure faster data access, and
demanding open standards and modular architectures to prevent vendor lock-in.

Industry is a critical partner and must help drive DoW acquisition reform. The ecosystem demands
sustained industry commitment to providing real resources—from cyber operational tools and de-
pendable enterprise platforms to workforce knowledge, skills, and training. This mandate aligns
seamlessly with the White House’s March 2026 Cyber Strategy, which emphasizes proactive offensive
measures, Al integration, and deeper public-private partnerships to ensure American dominance in
military power, emerging technologies, and innovation. We could not agree more.

1. The inaugural September-October 1946 issue of SIGNALS magazine, prefaced by and dedicated to General Eisenhower,
chronicled the importance of the communication industry in national defense. Corporate advertisements congratulate the
association and highlight innovations in cooper and steel wiring, capacitor dielectrics, radio and electronic research, and
communications equipment, including facsimile. Articles cover wartime integration and developments, and highlight contri-
butions of the industry workforce, including the indispensable (though eventually automated) services of thousands of female
switchboard operators. See https://www.afcea.org/site/sites/default/files/files/SIGNAL_1946_Issue_Revised.pdf .
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TRANSFORMING ACQUISITION THROUGH SHARED RISK

A defining feature of the new Cyber Strategy is the shift from cybersecurity as a compliance exercise
to cybersecurity as a shared instrument of national power. As has been the case since the founding of
AFCEA, it is clear that industry cannot operate in a tier below the government; they are operational
partners in cyber defense, resilience, and deterrence. Elevating them to full partners is a strategic
necessity, given that the private sector owns and operates the majority of critical infrastructure in the
United States.

As luminaries of AFCEA’s Cyber Committee recently warned, “civilian infrastructure is the un-
guarded flank of national defense. While military bases operate within hardened cyber perimeters,
the local water, power, and communications systems they rely on often remain exposed. These vul-
nerabilities represent an under-recognized but serious national security risk.” 2 It’s reasonable to
expect industry to act not only in its own commercial interest, but in support of national security.
That expectation of risk, however, must be accompanied by tangible incentives that justify sustained
commitment.

To provide warfighters with the best, fastest, and most secure tools possible, industry partners
must assume strategic risk by shifting investment, experimentation, and accountability earlier in
the capability lifecycle through sustained internal research and development. By investing ahead of
formal requirements, industry provides viable technical options, accelerates learning, and reduces
uncertainty for government decision-makers.

Risk sharing means that national security mission outcomes must sometimes take precedence over
fully private ownership of intellectual property and commercial profit motives. The administration’s
Acquisition Transformation Strategy helps achieve this by ensuring the government and military
“own the operator’s manual”—giving them the "right to repair" their own systems and capabilities.
This allows the military to conduct organic, depot-level maintenance and overhaul systems and sub-
systems to ensure combat readiness, rather than relying on and paying industry for it. When paired
with clear scoping and equitable compensation, such approaches can lower long-term risk for the
mission as a whole.

At the same time, acquisition must also break free from dependence on single contractors. The
Department must balance the rapid adoption of technology with mission freedom by demanding open
standards, modular architectures, and cloud-native engineering practices to permanently reject vendor
lock-in as the price of progress. Industry should continue to engage earlier and more transparently with
operators and policymakers. Participating in exercises, wargames, and experimentation exposes less
mature solutions to scrutiny, while honest discussion of limitations and tradeoffs reduces overselling
technologies. Some programs are already exploring new ways to engage industry, which we fully
support, as long as those involved take all necessary steps to ensure cybersecurity.

Agile funding mechanisms and flexible intellectual property arrangements allow industry to de-
velop capabilities that inform operational understanding, even outside traditional programs of record.

2.See “Beyond the Fence Line: Securing Civilian Infrastructure That Empowers National Security,” available at
https://www.afcea.org/signal/resources/content/AFCEA_AFCEA_Civilian_Infrastructure_White_Paper_April 2026.pdf.
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This modernizes the historical paradigm: rather than defense investments trickling down to com-
mercial tech, the military must now rapidly adapt commercial-first capabilities for national security.
To operationalize this new paradigm as part of its modernization efforts, the Army has initiated
Synchronized Persistent Army Experimentation (SPARX) to streamline how industry participates in
Army experiments. Designed as a collaborative process between government and industry partners
to enable collective innovation for modernization, SPARX creates a catalog of industry technologies
and tracks expert assessments, outcome maturation, and technology progression.

Even after capabilities are proven, Pentagon leaders recognize that acquisition challenges can
negatively impact the future of national defense. Indeed, the Golden Dome program is being used
as a proving ground for acquisition reform. Engaging with industry in new and innovative ways to
minimize integration costs and accelerate acquisition processes will be necessary to meet time-of-
need requirements for the Golden Dome. Industry, academia, and government provide the necessary
building blocks and must work together to overcome challenges. The unsustainable cost-exchange of
firing multi-million-dollar interceptors at commercial drones in theaters like Ukraine and the Middle
East proves we must field effective, affordable solutions at operational speed. Outcome-based contracts
that tie performance to operational impact in these contested environments demand that industry
stands behind its capabilities, rather than just meeting delivery milestones.

This is how industry can drive the transition of emerging technologies into sustainable operational
capabilities. A recent symposium panel of retired military cyber leaders now working in industry
said the government needs to find better ways to communicate; industry has to hear directly from
military leaders about the problems they need solutions for. Honest discussions of limitations and
tradeoffs reduce the overselling of technologies. “Even if there’s not a sale to be had, at least initially, it
should be about how to understand the problem, to build that relationship to where there may not be
money now, but there may be money later,” said Lt. Gen. Robert Skinner, USAF (Ret.), former director
of the Defense Information Systems Agency, “There’s a trust that you build.”

This military-industrial integration, guided by government policy, directly supports the White House
Cyber Strategy, which emphasizes modernizing and securing federal networks through emerging
technologies—f{rom zero trust architectures to post-quantum cryptography and Al-powered tools—to
guarantee America’s military, economic, and technological dominance.

IMPROVING RESILIENCE OF CRITICAL INFRASTRUCTURE BEFORE THE CONFLICT

Cyber and national security are inextricably linked to all sectors of the nation’s critical infrastructure.
As digitization deepens across energy, transportation, communications, health care, finance, and emer-
gency services, to name a few, the attack surface expands accordingly. Protecting this infrastructure at
a scale required to deter and defeat adversaries demands aggressive, sustained collaboration across
public and private entities at the federal, state, and local levels. And, since this is an inherently global
phenomenon, international partnerships are indispensable.

Cyber defense is a continuous operational endeavor to thwart and outmaneuver persistent threats. It
isbuilt on enforceable standards, real-time threat sharing, and unwavering public-private partnerships
designed to balance operations and security. Lessons learned cannot remain siloed; they must be
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rapidly operationalized. Forums like those provided by AFCEA International are no longer optional—
they are strategic infrastructure in their own right. By uniting operators, policymakers, industry
leaders, and academia, AFCEA enables alignment across policy and technology with a unified purpose.
Tabletop exercises—such as those modeled on efforts like the Army Cyber Institute’s Jack Voltaic series,
as well as joint NATO exercises—provide actionable insights into multi-sector responses under stress,
identifying structural gaps before adversaries can exploit them.

The true test of these partnerships is their ability to act at operationally relevant speeds, especially
during active cyber incidents. Current mechanisms, such as the Cybersecurity and Infrastructure
Security Agency’s Joint Cyber Defense Collaborative (JCDC), address basic frictions by removing
the initial delays of determining sharing authorities. Yet, execution gaps remain. During incidents
like the Log4j vulnerability, numerous warnings failed to prompt rapid action at the edge because
organizations could not identify their own exposure—even after they knew what to look for.

The defense industrial base, another critical infrastructure sector, faces the exact same vulnerability.
While the DoW has improved threat data sharing with prime contractors, smaller vendors are consis-
tently disconnected from those channels. Segmented information flows reach only some parts of the
network, leaving the intrusion paths of others exposed. Static compliance requirements alone cannot
fix this. It is not that the model is wrong or that the information does not exist; it is that the intelligence
fails to move fast enough or arrive in an actionable format within the window that matters.

The war in Ukraine offers lessons in overcoming this friction. Ukraine has proved that integrating
commercial, dual-use technologies is no longer secondary or optional—it is the backbone of resilience
in modern attritional warfare. Their survivability, operationally and tactically, benefited from pre-
conflict decisions to migrate data from physical server-based infrastructure to the cloud and to
establish trusted, active communication channels using private-sector platforms to share mission-
critical information.

The lesson is absolute: coordination, cooperation, and partnership do not begin with an attack.
They must be practiced and hardened long before the first digital bullet is fired, matching the pace
and fidelity of information flowing across complex, border-defying networks.

BALANCING TECHNOLOGICAL DISRUPTION WITH OPERATIONAL TRUST

Emerging technologies introduce acute vulnerabilities alongside their transformative potential. While
AT and machine learning accelerate threat detection and enable automated response, adversaries
are rapidly weaponizing them for adaptive intrusions and sophisticated disinformation campaigns.
Cybersecurity is, therefore, non-negotiable if autonomous systems and Al are to earn the trust of the
warfighter. Recognizing this, the Pentagon explicitly elevated “trusted Al and autonomy” to a critical
national security technology area in 2025, defining it as an absolute imperative for dominating future
conflicts. To counter severe asymmetric threats—including Al-enabled weapons of mass destruction—
the United States and its allies must field adaptive Al-enabled sensors, detection capabilities, and
predictive threat analytics. Al holds tremendous promise to improve the ability and function of nearly
all systems and operations, regardless of their intended use.

Simultaneously, quantum computing threatens to abruptly shift the global balance of technological
power. By rendering legacy encryption obsolete, it fundamentally reshapes intelligence tradecraft and
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strategic deterrence. As the attack surface expands to include interconnected digital twins, drones,
autonomous weapon systems, and quantum sensors capable of detecting chemical and biological
threats, these capabilities need to be integrated into a cohesive, hardened defense.

Technology, especially when deployed on the battlefield, is only as resilient as the human oper-
ators governing it. As established by the AFCEA Cybersecurity Committee and Homeland Security
Committee, Al is transforming—not replacing—the cybersecurity workforce. Operationalizing Al is
inevitable; doing so safely is a choice. We must empower frontline staff, from utility engineers to
clinical technicians, to act as active Al collaborators, validators, and ethical stewards.3 Ultimately,
strategic resilience will not belong to the nation that fields Al the fastest, but to the one that best equips
its human workforce to sustain it, and to serve as the final arbiters of trust and safety in complex,
high-stakes environments.

Itallrevolves around trust. Harnessing these technologies rapidly and responsibly—while mitigating
adversarial exploitation—will define the next frontier of infrastructure security. As Al, autonomy, and
edge computing mature, persistent experimentation is critical to ensure machines augment rather
than replace human cognition and judgment. Innovation must be balanced with prudence, ensuring
progress does not outpace trust, security, and human integrity. Surviving this abrupt shift requires
sustained federal investment, strong public-private partnerships, global coordination with allies, and
a rapid transition from research to fielding without short-cutting security, testing, and evaluation.

WINNING TOGETHER IN CYBERSPACE

Cyber defense is a continuous, cooperative effort based on shared intelligence, innovative ideas,
investment in technology, a capable workforce, and steadfast partnership. While the threats we face
today are unprecedented, our community—government, industry, and academia—can counter them
by working together. These elements of society have come together before as partners to out-innovate
and out-produce adversaries, enabling victory in warfare and evolutionary progress in technological
development. We must now replicate that historical integration in the digital age to usher in an era of
trusted data, network resiliency, and secure software.

New partnerships are already proving this model. Consortia of private companies, such as the 5G/6G
Integrated Sensing and Communications (ISAC), demonstrate how industry can lead in addressing
the DoW’s need for rapid, inexpensive, and scalable defense solutions that leverage commercial
technologies to counter modern threats, including drones and EW. AFCEA drives public-private
innovation with the Office of the Undersecretary of War for Research and Engineering by accelerating
the adoption of emerging technologies, focusing on future networks, decision dominance, data fabric,
and Al solutions, and collaborating on classified engagements to explicitly refine our nation’s cyber
capabilities.

Technological leaps remain fundamentally dependent on the human element. Even the most
advanced architectures—zero trust, Al-enabled defenses, and post-quantum cryptography—are only
as effective as the workforce that designs, operates, and defends them. Developing and retaining
a skilled cyber workforce is a strategic imperative, not a supporting function. Over the past two

3. See “Cybersecurity for the Frontline,” a four-volume series by the AFCEA Cybersecurity Committee and Homeland Security
Committee (March 2026), available at https://www.afcea.org/signal/resources/ .
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years, AFCEA’s partnership with the DoW Chief Information Officer has demonstrated that deliberate
collaboration is the only way to build the talent pipelines, shared standards, and operational trust
required to succeed in persistent cyber competition.

This work underscores a critical truth: cybersecurity is not—and cannot be—fully automated.
Human judgment remains central to managing risk, validating machine outputs, making opera-
tional decisions, and maintaining accountability. As cyber operations increasingly integrate Al and
autonomous systems, investing in the workforce ensures that humans remain firmly in the loop,
equipped to harness innovation responsibly while safeguarding mission assurance and national
security.

National security leaders should no longer question whether sufficient cyber tools exist; they should
question whether our institutions are aligned, adaptive, and prepared to share responsibility for
the outcomes. Cybersecurity can no longer be viewed as a technical support function operating in
the background. Today; it is a foundational instrument of national power, directly tied to diplomacy,
information, military affairs, and the global economy. The nations that succeed in the coming decades
will not necessarily be those with the largest kinetic arsenals, but those able to leverage trusted data,
resilient networks, and adaptive partnerships more effectively than their adversaries.

Ultimately, technology alone will not secure the future. Trust is the decisive factor. Trust between
government and industry. Trust between operators and technologists. Trust in data, systems, and
decision-making. And most importantly, trust in the people responsible for defending and sustaining
them. When government, industry, and academia treat one another as co-stewards of national cyber-
security, the result is faster learning, more resilient capabilities, and a defined connection between
technical effort and strategic purpose.

In 1946, visionary leaders rallied members of the AFCEA community, recognizing that national
survival amid massive technological progress and infrastructure expansion required deep military-
industrial integration. Today, as we confront the quickly evolving realities of our borderless, globally
contested digital ecosystem, we must recapture that foresight. Unifying the military, government,
private industry, academia, and our global allies is no longer optional. This strategic imperative
requires more than just a shared willingness to communicate, confront uncertainty, and distribute
risk; it demands the rapid deployment of advanced tools and resilient capabilities to ensure collective
mission success above all else.

As we have since our founding, the members of AFCEA International stand ready to answer the call.

ABOUT AFCEA INTERNATIONAL

AFCEA International is a professional association that connects people, ideas, and solutions across
professionals in military, government, industry, and academia, with its mission as THE association
for professionals in the IT, cyber, intelligence, and global security communities who want to serve
those who serve. The association includes 30,000 individual members and nearly 1,600 corporate
members, and AFCEA’s international regional chapter network helps members build networks, grow
relationships, and expand opportunities. AFCEA offers unmatched access to expertise, leadership
opportunities, continuing education and certification, and a trusted, ethical platform for solving
real-world challenges.
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