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Cyberspace will not be mastered through borrowed concepts from other domains. As cyberspace
operations continue to mature, military organizations must ensure that doctrine, force generation,
and operational concepts evolve alongside operational experience. Drawing on decades of service
across intelligence, military operations, and senior cyber leadership, this perspective offers seven
insights intended to challenge prevailing assumptions and inform the next phase of military
cyber development. It argues that cyberspace should be understood on its own terms rather than
through overextended analogies to physical warfare or indiscriminate notions of convergence. The
discussion advocates a distinct understanding of cyber maneuver, emphasizing the importance of
cyberspace control operations, intelligence—operations integration, cyber logistics, disciplined risk
management, grassroots innovation, and sustained operational tempo. Central to the argument
is the concept of the cyber maneuverist: a practitioner who integrates intelligence, logistics,
operational design, and risk-informed decision-making to achieve meaningful outcomes in and
through cyberspace. Future success, it contends, will depend on developing a shared operational
language, refining doctrine, and cultivating leaders capable of generating strategic advantage in
a domain defined by persistence, complexity, and continual adaptation.
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The Army’s contributions to the cyber ecosystem remain a rightful point of pride. We select, train, and
certify talented officers, noncommissioned officers, civilians, and Soldiers to operate in a complex
domain facing ever-increasing strategic demands. By creating a new branch in 2015 and helping the
joint force assemble the teams, methodologies, and mechanisms to employ such a force, the Army
has set a powerful standard. Yet, as with any endeavor of this magnitude, our ability to learn from
experience, remain aligned with policy and operational aims, and stay ahead of the pace of adversaries
will be the most important measures of success in the cyber domain—today and in the years ahead.

Over the past seven years, having been directly involved in global cyber operations, I have developed
several hypotheses that may help refine our initial approach. These observations can be distilled into
seven operational insights: precision in language, caution with convergence, the uniqueness of cyber
maneuver, intelligence-logistics integration, risk stewardship, grassroots innovation, and operational
tempo. At a minimum, these insights may spark further conversation about how we define the cyber
domain and our work within it. We are in the midst of an evolution in cyberspace force generation,
and that growth must be informed by operational outcomes and by how we recruit and develop talent,
maneuver to achieve meaningful outcomes, and retain the trust of strategic decision-makers and joint
force commanders alike.

Nothing we designed a decade ago was wrong. It was relevant to its time and fit for purpose. Our
obligation now is to ensure that what comes next is equally relevant and equally correct.

ANALOGIES HAVE MAXIMUM EFFECTIVE RANGES

One of my wisest colleagues co-edited a book titled Cyber Analogies, which sat on a coffee table in the
foyer of the CYBERCOM ]3 front office. In the introduction, Goldman and Arquilla (2014) remind us
that “any analogy must be carefully developed and not used in isolation.”

When we are not careful, we allow listeners to import all the assumptions of physical maneuver
into cyberspace. While it may be convenient to compress a difficultly-long and highly technical
conversation into shorthand, there is danger in allowing those shorthand narratives to become
operational expectations. Cyber maneuver (discussed again later) is replete with talk of fires, terrain,
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weapons, deterrence, and even battle damage. We owe the force precision in how we define and
discuss the elements of our operational design. Cyber fires, for instance, have nothing to do with
the trigonometry and explosive yields of artillery cannon fire, yet we too often allow a convenient
analogy to become a performative comparison of what cyber operations are and how they should be
conducted.

Rather than stringing together a series of analogies in the hope of convincing a decision-maker
of the worthiness of a cyber operation, we would do better to get more comfortable talking about
persistence, fragility of networks, trust relationships, authentication, patching and vulnerabilities,
and information dominance. In our domain, escalation, attribution, and defense behave differently.
Using analogies carefully, and refusing to use them indiscriminately, helps ensure that we don’t allow
organizational convenience to pervert the expectations or understanding of cyber operations.

BE CAREFUL WITH CONVERGENCE

The term convergence is often over-applied and may become a trap for misplaced assumptions. Not
everything benefits from convergence in the same way the big telecommunications companies benefit
from network compression.

The idea of electromagnetic warfare (EW) and cyber convergence can have the deleterious side
effect of encouraging the belief that actions in the electromagnetic spectrum are equivalent to, or
directly comparable with, actions in cyberspace. While the two areas are increasingly interdependent,
they are neither synonymous nor unitary. While the U.S. Army benefits from training EW and cyber
at the same location and within the same school, we should not allow that training-efficiency decision
to foster the false belief that every radio frequency activity is cyber or that every cyber operation is
EW. When these false syllogisms take hold (and they do), the misapplication of convergence leads to
organizational and doctrinal overreach.

One workforce, one talent pool, cannot satisfy everything our Army and Joint Force require across
both cyberspace and the electromagnetic spectrum. Nor can a single infrastructure or architecture
support the distinct demands of EW and cyber operations. We must recognize the need for both
and understand that decisions made within one framework will not always converge well with the
requirements or outcomes of the other.

We should not seek the collapse of cyber and EW cultures through convergence. Certainly, we want
all 17-Series leaders to understand and be able to represent the operations in IP space or along the
EMS. Yet the branch derives much of its strength from the collaboration of different professional
cultures—different ways of thinking and solving problems, shaped either by the physics-intensive
world of RF or by a computer science approach to problem solving. Preserving those differences,
while fostering collaboration, is a source of strength rather than a problem to be solved.

CYBER MANEUVER IS UNIQUE

In the Fall 2020 issue of this journal, Dr. Patrick Allen (2020) published a tremendous article introducing
and exploring the preliminary concepts of cyber maneuver. I remain convinced that this piece belongs
on the required reading list for our cyber basic courses. At the same time, I am eager to see us fill in
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the blanks that Dr. Allen himself acknowledged and deepen the dialogue about where we must move
beyond analogy toward a more complete description of cyber operations.

My operational experience also leads me to applaud the careful distinction that Onken and Webber
(2025) accomplish in their recent contribution to these pages. For a moment, let us adopt their concept
of cyberspace control operations to distinguish between what we do in support of other domains and
what we do “to secure advantage in cyberspace itself.” Such disambiguation is the antidote to the side
effects of ill-defined convergence and static, overextended analogies.

Within cyberspace control operations, our understanding of maneuver is necessarily unique— and
we should not apologize for that by stretching comparisons to concepts that are more familiar in other
domains. Cyber terrain should not be compared to terrain in the physical world. The concept is only
helpful if we recognize that cyber terrain is dynamic, synthetic, and globally accessible. Maneuver in
this space is categorically different from maneuver in the physical world.

Likewise, our schemes of maneuver are not defined by battlefield geometry, forward lines of troops,
or engagement areas. More often, cyber operations revolve around software supply chains, trust
relationships, long-term persistence, identity frameworks, and data verification. Understanding cyber
maneuver on its own terms is essential if we are to develop doctrine, operational concepts, and
expectations that reflect the realities of the domain rather than the limitations of borrowed analogies.

“I AM A CYBER MANEUVERIST”

At its core, a cyber maneuverist is a practitioner who integrates intelligence, logistics, operational
design, and risk-informed decision-making to achieve desired outcomes in and through cyberspace.
The title is not defined by technical expertise alone. It reflects the ability to understand the domain
holistically and to assemble the capabilities required to create and sustain advantage within it.

To declare yourself a cyber maneuverist, you must first acknowledge the necessity of intelligence
support to cyber operations and the unique logistics required to sustain them. Combat arms comman-
ders often describe the logistics of warfare as the work of experts; everything else can be done by
novices. We face a similar imperative in cyberspace: to identify, harness, and integrate the capabilities
required to dominate the domain. That begins with an unrivaled body of intelligence that outlines
the opportunities and risks within the domain, coupled with deliberate investment in the logistical
support required to assure the success of cyber operations.

The full integration of intelligence and cyber operations at every echelon is of paramount importance.
As the CYBERCOM J3, I enjoyed a close partnership with a senior intelligence analyst from the Senior
Executive Service who lived and worked within the operations directorate. Inseparable in the battle
rhythm, we demonstrated what true “2 & 3 integration” looked like at the highest echelon while
reinforcing the need for that same integration down to the team level. The Army’s team structure was
built on this logic: operators and analysts working together on a cyberspace scheme of maneuver will
consistently attain better outcomes than alternative arrangements that rely primarily on downward
reinforcing or general-support intelligence delivery.

At every echelon and across every mission, a cyber maneuverist recognizes that dominance in the
cyber domain is only attainable when the power of the intelligence enterprise is firmly focused on
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how best to achieve a desired outcome in cyberspace. Intelligence support to cyber operations is not
solely about the undeniable power of signals intelligence; the full range of intelligence disciplines and
capabilities must be applied to cyber operations for them to achieve meaningful outcomes.

Similarly, a cyber maneuverist must align the logistics of cyber. This is not the work of “The 4” alone;
it is the shared work of the operations director who must chart the maneuver support plan. I have
found the PETIO framework developed by Max Smeets (2022) useful for thinking about the logistics of
cyber operations: people, exploits, tools, infrastructure, and organization. Behind each element lies
a litany of supporting functions and unique logistical requirements. Like intelligence support, the
alignment of logistics is not the sole provenance of a higher headquarters—each echelon arrayed for
action in the domain must contribute the logistics of cyber operations.

Measuring outcomes presents another challenge. In kinetic operations, battle damage assessment
often relies on tangible and observable measures of destruction. Observable in real or near-real
time, those measures can be reported, cataloged, and used to inform subsequent decisions regarding
maneuver or fires. Cyber operations most often will not enjoy instant feedback mechanisms. We will
know what we did in a network, and we will have some initial reportable news on those actions;
yet the true outcomes may take far longer to emerge and may require additional cyber operations to
assess. Effects are not outcomes. Access gained, vulnerabilities exploited, infrastructure established, or
effects generated may all represent operational progress, but none necessarily constitute success. The
cyber maneuverist must be able to describe how an effect changes the terrain, how it might impact the
adversarial observer, and what comes next in the ongoing cycle of trading, gathering, and maintaining
superiority in the domain.

UNDERSTAND AND FOLLOW THE TECHNICAL AND OPERATIONAL RISK

All operations carry risk, and maneuvering in cyberspace is no exception. Action and inaction alike in
the cyber domain create technical and operational risks that must be understood, articulated, and
managed. We owe commanders of all types and stripes clear and unambiguous outlines of those
risks. One of the complications is often where we assign responsibility and accountability for risk,
who we empower to advance a concept, and how our technical oversight chains contribute to the
identification and articulation of risk.

Cyber maneuverists must practice the assignment of responsibility for risk identification. We
need mission directors, technicians, and defenders who possess unparalleled expertise in discrete
capabilities, and they must be empowered to identify technical risk. Yet, I offer, they must also be
expected to apply their knowledge in ways that help present options for commanders to consider. Few
in a chain of operational planning in cyberspace should offer the answer “no.” Instead, every actor in
the chain should talk about how to mitigate, obviate, or at least knowingly accept the risk posed by an
intended operation. Overcoming a culture of “no” is not an easy task; well-intended caution is advised
while poorly placed dismissal can unnecessarily limit decision space for commanders.

Technical risk discussions inform operational risk decisions. Can we act? Should we act? What
outcomes might our actions produce? And do those outcomes justify the technical risks involved?
Answering these questions inevitably leads to two others: who is responsible, and who is accountable,
for the technical and operational risk associated with a given operation?
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In my experience, these questions are too often overlooked. If we more often demand and consis-
tently practice the identification, mitigation, and assignment of risk at every echelon, we become much
more relevant to decision-makers, more valuable to maneuver commanders, and better positioned to
achieve the operational outcomes cyber forces are expected to deliver.

THE GRASSROOTS OF CYBER ARE FERTILE

The idea of risk identification is coupled with what has become, in my experience, a near truism:
well-designed, well-trained, and well-led teams at the lowest levels of the cyber hierarchy often have
the best ideas. Ideally, they know the specific terrain better than anyone else. They understand the
dynamics at work in corners of networks because they have often operated there long before a need
arises. This grassroots energy must be harnessed, not treated as stray voltage.

The job of the cyber leader is to listen to those ideas and apply the resources of the organization—the
intelligence support, the technical advisors, and the logistics/enabling capabilities—to refine, improve,
or (when needed) redirect the energy of a concept. This, again, requires intellectual humility and
an organizational ethos that rewards innovation, reconnaissance, and creativity. Grassroots energy,
when cultivated and properly resourced, can spiral and spread the type of operational innovation
required if we are to dominate the domain.

This is not to suggest that all teams and individuals should operate without controls, oversight, or
directed rules for the conduct of campaigns and the operations within them. Harnessing grassroots
energy requires a unique form of disciplined initiative and knowledge gained by experience to convert
ideas into risk-informed options for commanders.

MAINTAIN TEMPO

Very little comes from pinpricks in cyberspace. Much can be achieved through cyber control operations
when we cascade, couple, and campaign our efforts. The future of cyber operations lies less in isolated
actions and more in campaigning. Individual operations derive their value from how they contribute
to a broader sequence of actions designed to accumulate advantage over time.

As we defend our networks and seek to deny opportunities to adversaries, we should consider how
we sustain an operational tempo that translates isolated actions into compounding effects that lead
to operational outcomes. In cyberspace, tempo often unfolds over a longer time horizon than our
tactical patience comfortably allows. We may act today to set conditions for a tomorrow that is weeks
or months away. Done well, our operational design involves phases of reconnaissance, measurement,
observation, and intentional delay. Done expertly, our tempo accounts for how supporting efforts
from other domains may be used to guide, protect, or compound effects. The purpose of that tempo
is not activity for its own sake. It is to generate outcomes that influence decisions in the mind of the
adversary or create the conditions necessary for success in other domains.
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CLOSURE

The expectations placed upon the talented individuals and organizations that operate in the cyber
domain come from many directions. National and strategic leaders expect our forces to dominate, and
ground combat commanders understand the power of non-kinetic effects today more than perhaps
ever before. I have no doubt that we can meet those expectations if we celebrate the language of our
domain and avoid the pitfalls of over-analogizing. Other authors in this tremendous issue will help
illuminate that path. The seven operational insights offered here are intended to complement that
effort.

If we sharpen our doctrine, welcome the idea of cyber control operations, and never lose sight
of our ability to enable success in other domains, we will be more in tune with ourselves and those
we serve. If we consistently practice risk identification, harness the energy of the entire force, and
assemble discrete operations into campaign-related outcomes, we will provide commanders with
greater choice and broader decision space. Together, at every echelon, we must strive to be cyber
maneuverists who deliver meaningful outcomes for our Army and the Joint Force.

Proverbially, what got us here will not get us where we need to go. Our evolution must acknowledge
that the pace of both kinetic and non-kinetic operations is dramatically changing. Decision cycles are
becoming shorter and recurring more rapidly. At once, we must demonstrate the operational and
technical agility required to remain relevant to strategic leaders, joint force commanders, and the
Army formations that fight within the joint force. More importantly, cyber superiority—our claim to
dominance in a domain where adversaries continue to advance—requires thoughtful, planned, and
intensive development of both the talent and technologies we employ in cyberspace.

Cyberspace will not be mastered by treating it as an extension of another domain. It will be
mastered by developing leaders, organizations, and operational concepts capable of understanding
and maneuvering within it on its own terms.
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