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Artificial intelligence is fundamentally reshaping the balance between vulnerability discovery
and remediation. Frontier AI models are now capable of autonomously identifying exploitable
software vulnerabilities at unprecedented speed and scale. This development exposes decades
of accumulated technical debt created by a software industry that prioritized rapid deployment
over secure-by-design engineering practices. Drawing on the evolution of software assurance,
vulnerability disclosure frameworks, and U.S. cyber policy, this perspective argues that the current
moment represents a strategic inflection point for governments, industry, and critical infrastruc-
ture operators. The author examines the growing tension between offensive and defensive equities
in cyberspace, the emergence of AI-enabled vulnerability discovery capabilities in both the U.S.
and China, and the increasing risks posed by unsupported legacy systems and AI-assisted code
generation practices. Responsible disclosure can no longer remain a reactive or fragmented
process, but must become a coordinated national and international resilience effort involving
governments, software vendors, infrastructure operators, and emergency response organizations.
The article concludes with an urgent call for accelerated remediation, large-scale patch man-
agement coordination, and sustained investment in automated vulnerability repair capabilities
before adversaries exploit this rapidly narrowing window of opportunity.
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For the last four decades, we have allowed the information and communications technology (ICT)—
software and hardware industry — to deliver flawed products under the principle: “field it fast and fix
it later” (Hathaway 2019). That principle changed in April 2026, when Anthropic and OpenAI released
frontier artificial intelligence (AI) models aimed at improving the security posture of every enterprise,
critical infrastructure, and government system. These models can autonomously find and exploit
vulnerabilities in production software at a depth and speed that previously required experienced
human researchers. In fact, they collapsed the time window from sixty days to about four hours. Now
a race against the clock begins because finding a vulnerability and fixing it are two entirely different
workflows, and the gap between them is where companies find themselves most vulnerable. Now it is
time to reconcile the technology debt that we have incurred from these companies that prioritized
profit and speed to market over security, privacy, and safety.

The imperative to build trusted products, especially software, dates back to the early 1990s as part
of the United States’ Strategic Defense Initiative (SDI). The Trusted Software Methodology was a joint
project between General Electric and ATT with the National Security Agency (NSA) acting as an advisor
on information security of the SDI (COMPASS ’93, Eighth Annual Conference on Computer Assurance
1993). 85% of the methodology was simply good software engineering practices to prevent accidental
security flaws. The other part of the methodology introduced rigorous operational and developmental
constraints to prevent malicious insiders from intentionally injecting backdoors or malicious code
into the software and ultimately the end product (COMPASS ’93, Eighth Annual Conference on Com-
puter Assurance 1993). It was the first notion of delivered uncompromised technology. In 1995, this
methodology was adopted at Carnegie Mellon’s Software Engineering Institute’s (SEI) and expanded its
Capability Maturity Model (CMM). This harmonization produced the Trusted CMM (T-CMM), aiming to
embed security assurances directly into standard software process improvement frameworks (Davis
2013).

NSA defined this as software assurance. “The level of confidence that software is free from vulnera-
bilities, either intentionally designed into the software or accidentally inserted at any time during its
lifecycle, and that the software functions in the intended manner” (Committee on National Security
Systems 2015). Despite the methods and best practices being published, industry was not incentivized
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Figure 1. Responsible disclosure lifecycle from flaw introduction to remediation and follow-up

to create a good product, nor was it penalized for delivering a bad one. Cybersecurity professionals
were trying to defend against a steady increase in adversarial and criminal exploitation of systems, and
there was no patching cadence or prioritization that could be used. This inspired David E. Mann and
Steven M. Christey to write and present a workshop paper entitled Towards a Common Enumeration of
Vulnerabilities (Mann and Christey 1999). Of course, this is now the accepted global standard—the
Common Vulnerabilities and Exposures (CVE™) identifier and subsequent scoring system.

There are four severity levels that correspond with an expectation for industry to act—meaning
patch their product. For example, a critical vulnerability that is being actively exploited with a score
between 9 and 10 is expected to be remediated within seven days. A high vulnerability with a score
between 7 and 10 is expected to be remediated within 30 days. Of course, companies may request a
short extension (e.g., 14 days) if the vulnerability is highly complex or if the fix requires significant
architectural changes.

This process became known as responsible disclosure—a form of cooperation in which vulnerabilities
are reported to the owner of the product/service, allowing the organization the opportunity to diagnose
and remedy the vulnerability before detailed vulnerability information is disclosed to third parties or
the public. Without a deadline to fix the product and a subsequent deadline to disclose said flaw to the
public, some companies would take years to issue patches or ignore vulnerabilities entirely (Epstein
2012).1 In 2025, it is estimated that over 90% of successful intrusions were the result of software
vulnerabilities (Geller 2025). Unfortunately, the tools needed to exploit known vulnerabilities are now
just an AI prompt away for most anyone.

This conversation is not new, but the potential consequences are significantly more grave. In
2008, President George W. Bush’s Comprehensive National Cybersecurity Initiative (CNCI) compelled
the review of responsible disclosure. At that time, the government was not always eager to have
vulnerabilities patched because the vulnerability could be exploited to gather intelligence, or used
for military purposes. The benefits or importance of vulnerability disclosure were rarely analyzed,

1. https://cheatsheetseries.owasp.org/cheatsheets/Vulnerability_Disclosure_Cheat_Sheet.html
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Figure 2. Equities discussion framework linking intelligence, operational, defensive, and economic security
considerations. ©2026 Hathaway Global Strategies, LLC. All rights reserved.

discussed, or prioritized to protect critical infrastructures or our economic interests. This offense vs.
defense equities discussion would almost certainly sway toward the intelligence or military interests.
During CNCI this conversation began to change (Hathaway 2024). The need to change the policy and
practice of disclosure was discussed further and refined in the administration of President Obama.

In April 2014, the U.S. government discussed the process by which it considers disclosing vulnera-
bilities (Daniel 2014). Key questions included:

• How much is the vulnerable system used in the core internet infrastructure, in other critical
infrastructure systems, in the U.S. economy, and/or in national security systems?
• Does the vulnerability, if left un-patched, impose significant risk?
• How much harm could an adversary nation or criminal group do with knowledge of this
vulnerability?
• How likely is it that we would know if someone else was exploiting it?
• How badly do we need the intelligence we think we can get from exploiting the vulnerability?
• Could we utilize the vulnerability for a short period of time before we disclose it?
• How likely is it that someone else will discover the vulnerability?
• Can the vulnerability be patched or otherwise mitigated?

In March 2015, the Department of Commerce Internet Policy Task Force (IPTF) requested indus-
try comment to identify substantive cybersecurity issues affecting the digital ecosystem, including
responsible disclosure (Department of Commerce, National Telecommunications and Information
Administration 2015-04-16). In May 2021, President Biden issued Executive Order 14028, Improving
the Nation’s Cybersecurity, which mandated that federal contractors maintain "responsible disclosure"
practices. This included participating in vulnerability disclosure programs (VDPs) and providing a
Software Bills of Materials (SBOMs) for products, allowing for better identification of vulnerabilities.

Despite all of these initiatives, companies and governments failed to warn us of the imminent dan-
gers posed by pre-packaged vulnerabilities and exploitable weaknesses. The high-profile cybersecurity
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incidents of recent years are symptomatic of the attitude that continues to dominate the development
and commercialization of digital technology, in which companies strive to release products as quickly
as possible and only worry about security flaws after they have already been deployed. Ultimately, the
paradigm of “field it fast, fix it later,” which continues to hold sway in the technology industry, must be
overcome (Hathaway 2019). This is even more true now that software developers are using AI to vibe
code—creating applications by instructing AI agents in natural language, rather than writing code
manually. Unfortunately, this shortcut is creating an entirely new class of software vulnerabilities.

This is why the bold moves by Anthropic and OpenAI are so important. Now, at least 40 of the largest
software and hardware vendors have access to two large models to quickly identify vulnerabilities
in their products. They now have the tools to find the flaws in their products and use those same
tools to develop the remedy. In fact, Anthropic’s Mythos found critical vulnerabilities in 99% of widely
used operating systems and web browsers. In March 2026, Anthropic made clear its commitment
to responsible disclosure. (Anthropic 2026). “Anthropic aims to follow the industry standard 90-day
disclosure deadline, provide human-reviewed reports with suggested fixes where we can, and pace
our submissions to what maintainers can actually absorb.” “We may deviate from this default timeline
for various reasons including, for actively exploited critical vulnerabilities and when a finding reflects
an ecosystem-wide pattern affecting many projects at once,” among other things.

The U.S. is not alone in these advancements. China’s DeepSeek AI frontier model has achieved
similar results (Benincasa 2026). In April 2026, Chinese cyber company 360 Digital Security Group
launched an AI-powered “Vulnerability Discovery Agent” that has already uncovered close to 1,000
previously unknown vulnerabilities including in Microsoft’s Office and OpenClaw. This paired with
DeepSeek V4 release optimized with Huawei’s Ascend chips makes China both an ally for cleaning
up the ICT eco-system and a possible threat to further exploit U.S. vulnerabilities to meet its national
interests. It is important to note that in September 2021, China passed a regulation on the “Management
of Network Product Security Vulnerabilities" that mandates that businesses operating in China report
coding flaws to the government before patching or disclosing them publicly (Cary and Del Rosso 2023).
This is not voluntary; it is mandatory.

The strategic inflection point for AI and cybersecurity is now. Over the next 12-24 months, there is
an opportunity to buy down the technical debt that we have allowed to accrue for 40 years. We can
make the digital ecosystem more secure and safe with software better hardened. This requires the
companies that have received the models to take action and be held accountable for remediating their
product flaws. These companies have a fiduciary responsibility to fix their product, and if they choose
to delay or ignore the evidence, they will likely be liable for subsequent exploitation of their products
or services.

As organizations, we need to organize and prepare for a tidal wave of patches to vulnerable products
that need to be remediated. Governments need to organize too. They need to work with industry and
obtain an understanding of each hardware and software provider’s approach and estimated volume
of patches against a timeline in order to pace workflows and surge capacity. These must be mapped
across strategic assets, companies, services, etc., to determine: percentage of GDP at risk, which defines
our economic stability; the percentage of critical citizen services at risk, which defines our social
stability; and the degree of national security risk, which defines our sovereign stability. Leaders must
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distinguish between critical, time-sensitive needs and those that are not. This approach needs to be
organized and prioritized in the CVE databases with advisories published to communicate the urgent
patches and criticality of action. If the CVE program cannot scale to the volume and velocity of patches,
a different form of emergency communications should be developed.

Of course, there will be some hardware and software products that have reached end-of-life
and are no longer supported, and risk cannot be mitigated. Countless organizations—especially in
manufacturing and healthcare—are running legacy or unsupported products and services in their
environments and are, therefore, vulnerable to exploitation. These products will have to be replaced
as soon as possible. Those costs need to be budgeted for or underwritten through some incentive
program, similar to what was done during Y2K. If a methodical approach is taken and a hard deadline
is set, it could lead to positive outcomes. In the lead up to the year 2000, businesses and government
organizations created special technology teams to ensure that all hardware and software were Y2K-
compliant. In some cases, the fix was to replace outdated hardware and/or software, whereas other
cases required engineers to replace or rewrite code (National Museum of American History, n.d.). The
risks outweighed the costs. We are in the same situation today.

There is a need to accelerate innovations and research and development activities, similar to the
Defense Advanced Research Projects Agency (DARPA) Cyber Grand Challenge. DARPA’s two-year
competition focused on developing AI-enabled software that automatically identified and patched
vulnerabilities in the source code that underpins critical infrastructure. This AI Cyber Challenge (AIxCC)
competition ended in August 2025 and showed that while still in the early stages, having automated
vulnerability repair (AVR) is needed soonest (DARPA 2025-08-08). There are a number of programs
emerging, but the tools are not readily available or commercialized, presenting another industrial
partnership opportunity to operationalize at speed, and deploy solutions to improve our collective
resilience.

We are in a window of extreme vulnerability and we should expect malicious actors, who are
now also aware of those newly disclosed vulnerabilities, to exploit unpatched systems and steal
sensitive data, hold business hostage through ransomware, knock businesses offline and, in some
cases, destroy the IT systems that power hospitals, schools, businesses, and essential services. AI has
made exploitation of the vulnerabilities an easy task. Within hours of a discovered vulnerability, the
same model can develop the attack path to successfully exploit it. Companies, state and local officials,
and emergency responders need to prepare for and update incident response/disaster recovery plans.
The Governors of each state should engage the National Guard units who specialize in cybersecurity
to determine how quickly they could be activated and deployed to support a state-wide emergency.
Collectively, they should conduct tabletop exercises for multiple simultaneous high-severity incidents
occurring within the same week, and have playbooks in place for critical incidents (Gadi Evron and
Mogull 2026). They should also hold town-hall sessions to raise awareness and strengthen coordination
and cooperation of all personnel and citizens. The risk is real and could have material and national
consequences.

Bravo to the frontier models who brought responsible disclosure into the limelight, sparking national
and international conversations. We need to act fast because the window to prepare for our current
and future digital risks is shrinking at a rate that does not favor those who choose to delay.
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