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Ten years after NATO recognized cyberspace as a domain of military operations, the Alliance faces
a rapidly evolving threat landscape shaped by geopolitical competition, persistent malicious cyber
activity, and transformative advances in artificial intelligence (AI). Looking ahead to 2036, this
perspective explores a future in which cyber capabilities provide real-time situational awareness,
support multi-domain operations (MDO), and enable collective defense at machine speed. While
this vision is ambitious, it is not unattainable. Achieving it will require more than technological
innovation and increased investment. The author contends that the cyber domain must mature
rapidly to meet the demands of modern deterrence and defense, requiring a fundamental shift
in mindset, governance, and operational practice. He proposes four calls to action to accelerate
this transformation. The Alliance and its partners must adopt new technologies more rapidly,
rethink risk and procurement processes, strengthen cooperation among governments, military
organizations, industry, and critical infrastructure operators, and reinforce cyber hygiene and
resilience measures. Finally, the author argues that effective cyber defense must be complemented
by broader deterrence strategies capable of imposing costs on adversaries and addressing threats
at their source.
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14 JUNE 2036

The SHAPE1 campus lies dormant on this warm Saturday evening. All is quiet, except the song of a
blackbird and the humming of a data centre powering the NATO Integrated Cyber Defence Centre’s
(NICC) on-premise Cloud. At the NICC, where NATO’s civil and military cyber defenders work side-by-
side with industry and academia, the Sunday slump is momentarily interrupted by an alert, indicating
the first signs of a cyberattack on a port in Scandinavia, serving as the base for an ongoing NATO
naval exercise. The real-time feed from the port’s Security Information and Event Management (SIEM)
system to the NICC’s situational awareness tool shows how the intruders attempt to breach the OT
network controlling the hydrographic system, critical for safe navigation. ZeroHold, an agentic AI
system, takes action at machine speed, denying the threat actors repeated attempts to gain a foothold.
The game of chess between attackers and defenders that once played out over weeks and months is
now over in a second. Defender 1, Attacker 0.

The NICC has been fully operational for 8 years now. It provides SACEUR real-time cyber visibility
throughout the Area of Responsibility (AOR), supports multi-domain operations since 2030, and
defends NATO Enterprise systems and networks 24/7/365, including from AI-enhanced cyber threats.
Until the late 2020s, new Frontier AI models were released every 6 months, creating uncertainty
whether defenders or attackers had the upper hand. Now, a new equilibrium has been established
where both reap equal benefit from the models—but intruders only have to succeed once.

Over the past two decades, the cyber domain, established at NATO in 2016, has gone from niche to the
primus inter pares among the warfighting domains — the backbone, the integrator and the conduit for
them all. As foreseen in NATO’s 2021 Comprehensive Cyber Defence Policy2, the domain encompasses
the political, military and technical levels, supporting overall Alliance deterrence and defence through
peacetime, crisis and conflict. Political, military and technical cyber defenders are engaged in a constant
shadow war below the threshold of an armed attack. While technical advancements have reshaped
both cyber and military capabilities, the tools of political statecraft remain unchanged. Building on the

1. Supreme Headquarters Allied Powers Europe, in Mons, Belgium.
2. https://www.nato.int/en/about-us/official-texts-and-resources/official-texts/2021/06/14/brussels-summit-communique
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2024 updated Guide3, NATO pursues a proactive and persistent campaign-style approach to impose
costs and strategic dilemmas for cyber threat actors.

14 JUNE 2026

I am pleased and honoured to have the opportunity to contribute to this anniversary edition of The
Cyber Defense Review (CDR)—well done by the way!—as it provides a rare opportunity for me to pause
and reflect on how we got where we are and, more importantly, how to take on the challenges ahead.

The scenario depicted above is, of course, fictional, but not unrealistic. The question is— what will
it take to turn the cyber domain from the new kid on the block to the backbone of Multi-Domain Oper-
ations? And how do we accomplish real-time cyber situational awareness throughout the SACEUR’s
AOR and make civil, military and industry cyber defenders work hand in glove?

Ten years ago, coinciding with the launch of this very journal, NATO recognised cyberspace as a
domain of military operations. This was a landmark development, following from the 2014 declaration
of cyber defence as part of collective defence, which allowed for more robust planning and resource
allocation. A decade on, the cyber domain remains young in comparison to the land, sea and air
domains: it is still developing, trying to find its footing. And, until quite recently, we thought that we
could give it time to mature incrementally.

However, at the time of writing, pressure is mounting on the Alliance. NATO is navigating a rapidly
evolving cyber threat landscape shaped by Russia’s war of aggression against Ukraine, geostrategic
competition and unprecedented and disruptive technological advancements.

The revolutionary power of Frontier AI models will turn Zero-Day vulnerabilities into Zero-Hours
or Zero-Minutes and we have to prepare for the possibility of an outright armed conflict in the near
future. As a defensive Alliance, our role is to prepare for the outcomes that we do not want to see—and
to hope that through that preparedness, we can deter. The reality is that the cyber domain needs to
grow up quickly and much quicker than we expected. Not least because the cyberspace domain is an
enabler for all other domains. Without it, there are no military operations.

So, how do we make this happen? Over the past two years, in speech after speech, I’ve been
underlining three main points. We need to invest more. We need to adopt and leverage new technology.
And we need to cooperate better—civilians and military, governments and industry. All this is still
valid and highly relevant, but more technology and more investment will not be enough on their own.
For the cyber domain to fully take its role alongside land, sea, air and space, we need a fundamental
mind shift—a wartime mentality for cyberspace. I would like to instil a measure of urgency in our
individual and collective cyber defence efforts and make the following calls for action.

We need to adopt rapidly. Right now, somewhere in our acquisition pipelines, there is software
being evaluated against a threat landscape that no longer exists. We cannot fight tomorrow’s war with
crucial software stuck in yesterday’s pipeline. Not when the five-year roadmap permits it or when
the “ideal” solution finally arrives. We need to do it now, with what is best available today, knowing
we will update it tomorrow. This means that we have to seriously review how we acquire and adopt
hardware and software.

3. The Guide for Strategic Measures to Address Significant Malicious Cyber Activities and Campaigns.
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This brings me to my second point; we need to rethink risk. This applies to procurement, but also
to how our various cyber defence communities interact and exchange information. I am not saying
that we should throw out governance or cut corners on security. Those guardrails exist for good
reasons and they should stay. However, we need to factor in the risk of undue delays and inaction. We
can no longer accept situations where, by the time an upgrade and a piece of technical information
clears every approval gate, passes every security check, and reaches the operator who needs it, the
adversary has already moved three steps ahead. We need agile frameworks that allow us to deploy,
scale, and swap technologies the moment the operational reality demands it. Similarly, if we are
serious about cooperation with industry and operators of critical infrastructure, we need to lower
barriers to information sharing and bring them into our operations centres—before crisis hits, not
after the fact.

Weneed strong foundations now. The truth is that most of the significant cyber incidents impacting the
Alliance could have been avoided. Good cyber hygiene, strong passwords, multi-factor authentication,
identity and access management, patching edge devices and segmenting IT and OT networks are
basic measures—but they work. Until today, we had time to implement these measures gradually
in multi-year programmes. After all, attackers had their own capacity constraints. When it comes to
targets, they’re spoiled for choice. At the time of writing, there are more than 50,000 internet-exposed
industrial control systems across the Alliance. Going after all of them would take years but AI tools
give attackers the capability to scale up their operations and to execute them faster, so we can no
longer afford to take our time. We must harness innovation, act collectively and fix with haste. After
all, a fortress is only as strong as its foundations.

My final point is this, cyber defence cannot be our only defence. Over the past 10 years, based on
a deterrence-by-denial approach, the Alliance has taken significant steps to enhance its resilience
and recovery capacity in cyberspace. Recently, however, we have seen the limitations of this model.
Despite our best efforts to harden cyber defences and calling out malicious cyber activities, the cyber
threat landscape is increasingly complex and contested. This year alone, NATO and Allies have faced
80 politically significant cyber-attacks. In the short to medium term, open-source Frontier AI models
will likely exacerbate this problem. NATO stands for a free, open, peaceful, and secure internet and
cannot accept a situation where our ability to benefit from this space is hindered. To complement
NATO’s deterrence-by-denial approach, Allies should develop the capabilities to be able to exploit an
adversary’s own dependencies on digital technology—addressing the threat at its source.

WILL WE MAKE IT BY 2036?

As a seasoned official serving in government and multilateral institutions, I know that progress is
slow and painful. Slow because many have to agree and the stakes are high, and painful because
the stakes are high and many have to agree. From my current vantage point, leading NATO’s Cyber
and Digital Transformation Division, I observe a cyber domain under enormous pressure. Pressure
to build, strengthen and adapt; and pressure to cope with an increasing hostile and complex cyber
threat landscape. Looking towards the future, a decade from now, I would be honoured to return to
these pages for the 20th-anniversary issue, to reflect on our accomplishments. Until then, we cannot
act quickly enough—and yet—we must.
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