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Over the past decade, The Cyber Defense Review (CDR) has served as a forum for military leaders,
policymakers, practitioners, technologists, and scholars examining the evolving challenges of
cyber defense and cyber conflict. Marking the journal’s tenth anniversary, this editorial presents
a retrospective analysis of 311 articles published in the CDR between 2016 and 2026. The analy-
sis provides a descriptive overview of the topics, perspectives, and forms of evidence that have
characterized the journal’s first decade, highlighting its role in bridging military, governmental,
academic, and industry communities. We identify major shifts in emphasis, from foundational
debates about cyberspace and cyber conflict to questions of resilience, strategic competition,
artificial intelligence, and institutional adaptation. The paper also introduces the themes repre-
sented in the anniversary collection of Senior Leader Perspectives and reflects on opportunities
for the journal’s second decade. Rather than offering a definitive account of the cyber defense
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of practice it has helped cultivate.
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INTRODUCTION

Ten years ago, The Cyber Defense Review (CDR) was founded at the Army Cyber Institute with the
ambition of creating a dedicated venue for rigorous and practice-oriented thinking on cyber defense,
cyber conflict, and the rapidly evolving strategic challenges of the digital age. Since its launch in
2016, the cyber domain has transformed dramatically. What was once still emerging as a distinct area
of military and strategic concern has become central to national security, geopolitical competition,
critical infrastructure resilience, and modern warfare. Over the same decade, the journal has grown
alongside the field itself, bringing together military leaders, policymakers, practitioners, technologists,
and scholars to examine cyber defense from operational, strategic, technical, legal, and organizational
perspectives.

This special 10-year anniversary issue marks an important milestone for both the journal and the
broader cyber defense community. Beyond celebrating longevity, it offers an opportunity for reflection:
on how the field has evolved, which questions have persisted, which assumptions have shifted, and
how scholarship and professional discourse have collectively contributed to shaping understanding
of cyber conflict and cyber defense.

As part of this retrospective effort, this paper presents a structured analysis of all articles published
in the CDR between 2016 and 2026. By exploring the intellectual trajectory of the journal over its
first decade, we aim not only to document the evolution of the publication itself but also to provide
insight into the maturation of cyber defense as an interdisciplinary field situated at the intersection of
military affairs, technology, policy, strategy, and society.1

Most importantly, this anniversary issue is a recognition of the community that has made the
journal possible. Over the past ten years, hundreds of authors, editors, reviewers, and readers have
contributed their expertise, perspectives, and operational experience to building a body of work that
reflects both the complexity and the urgency of cyber defense in the modern era. As the field continues
to evolve, we hope this retrospective serves not only as a record of the past decade, but also as a
foundation for the conversations, challenges, and innovations that will shape the next one.

MAPPING A DECADE OF CYBER DEFENSE SCHOLARSHIP

We conducted a semi-automated structured thematic analysis on N=311 articles published between
2016 and March 2026. Most non-peer-reviewed publication formats—specifically introductions, edi-
torials, and book reviews—were excluded. We coded each article using a predefined classification
framework encompassing publication format, methodological approach, topical focus, and geopolitical
scope. The analysis followed a deductive approach based on categories developed manually by the
authors prior to coding. Large language models were used to assist with article classification and
structured data extraction. To improve consistency, all articles were processed using standardized
instructions and output formats. We manually reviewed a sample of coded articles to assess output
quality, refine the coding framework, and iteratively improve prompts and classification procedures.

1. It is important to note that the journal exclusively publishes unclassified material. Consequently, the corpus reflects the
public discourse surrounding cyber defense rather than the full body of operational knowledge, classified assessments, or
internal deliberations that may shape cyber policy and practice.
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The resulting dataset was used to identify broad publication patterns and trends across the journal’s
first decade. The findings should be interpreted as indicative rather than definitive. The coding process
does not claim perfect accuracy, exhaustive coverage, or the level of reliability associated with formal
content analysis. Rather, its purpose is to provide a high-level overview of the themes, topics, methods,
and perspectives that have characterized The Cyber Defense Review since its founding.2

The appendix includes a bibliography of all articles published in The Cyber Defense Review between
2016 and 2026 (up to Vol 11.2, excluding book reviews).

PUBLICATION LANDSCAPE

Between 2016 and 2026 (through Volume 11, Issue 1), The Cyber Defense Review published 367 articles
across 11 volumes and 34 issues, reflecting the journal’s sustained growth and increasing publication
maturity over its first decade. Among these, 11 were special issues, including three conference pro-
ceedings dedicated to the Joint Service Academy Cyber Security Summit 2016, CyCon U.S. 2018, and
CyCon U.S. 2019.

Editorial Orientation: A Hybrid Publication Ecosystem Bridging Scholarship and Practice

Although founded to bridge scholarship and practice, CDR’s publication portfolio has remained predom-
inantly research-oriented. Research Articles (including research notes and conference proceedings)
accounted for 57.5% of all published content, indicating a sustained commitment to advancing schol-
arly knowledge alongside operational and policy discussions. At the same time, practitioner-oriented
formats (Professional Commentaries and Senior Leader Perspectives, respectively 26% and 16%)
represented more than two-fifths of all published content. This proportion is unusual among scholarly
journals and reflects CDR’s explicit objective of providing a forum where operational leaders, policy-
makers, and researchers contribute to a shared conversation on cyber defense. The publication of 50
Senior Leader Perspectives over the journal’s first decade highlights CDR’s distinctive role as a venue
for strategic leadership discourse. By providing a dedicated format for senior decision-makers, the
journal has preserved perspectives that are often absent from conventional academic publications.

The distribution of publication formats suggests a deliberate editorial strategy designed to bridge tra-
ditionally separate communities. Research Articles provide scholarly rigor, Professional Commentaries
offer practitioner insights, and Senior Leader Perspectives contribute strategic and policy viewpoints.
Together, these formats create a publication ecosystem that spans research, operations, and leadership.

A Boundary-Spanning Author Community

The journal brought together a broad, interdisciplinary contributor base, with a total of 455 unique
authors across 311 publications (1.8 authors per paper on average). About sixty authors have published
more than once in the journal. This suggests that CDR has served as a broad community platform
rather than a venue dominated by a small cadre of recurring contributors. Over its first decade, the

2. Article coding was conducted using OpenAI’s ChatGPT-5.5-2026-04-23 model with standardized prompts, classification
schemas, and structured JSON outputs. The resulting records were analyzed using Python-based quantitative procedures
and supplemented with qualitative synthesis. Confidence scores generated during coding were used to support exploratory,
confidence-weighted analyses of relationships among topics, methods, domains, and other classification categories.
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journal attracted participation from hundreds of individuals across military, academic, governmental,
and industry communities.

The journal also features a diverse array of international perspectives. While authors predominantly
represent the United States, the publication’s global reach is evident in contributions from some of the
Five Eyes countries (the United Kingdom, Australia, and Canada). The discourse is further enriched
by insights from European nations, including Austria, France, Denmark, Germany, Norway, and
Switzerland, as well as members of the NATO alliance. Additionally, the pages feature voices from the
Middle East and the Asia-Pacific.

The sectoral distribution of authors reflects the multidisciplinary nature of cyber defense. Military-
affiliated authors represent about a third of all contributors, confirming the journal’s strong connection
to operational and defense communities and consistent with the CDR’s institutional origins and mis-
sion. The second-largest category consists of authors with multiple institutional affiliations (26.8%).
This suggests that a substantial proportion of contributors occupy boundary-spanning roles at the
intersection of professional, governmental, military, and academic communities. The academic sector
accounts for 20% of contributors in total and 61% for research articles, which demonstrates substan-
tial engagement from universities and educational institutions, although the journal remains less
academically dominated than other cybersecurity journals. Industry and government contributors
appear less frequently than military or academic authors. This may reflect the greater publication
incentives available in military educational institutions and universities compared with government
agencies and private-sector organizations.

Overall, the distribution indicates that while the journal maintains strong roots in the military cyber
community, it has attracted contributions from a diverse range of sectors (and geographies) across
the broader cyber defense ecosystem. Authorship is distributed across military, academic, industry,
governmental, and hybrid affiliations, suggesting that the CDR has functioned as a venue where
expertise is valued regardless of institutional origin.

The profiles of our authors indicate that CDR occupies an intermediary position between communi-
ties that often communicate through separate publication channels. Military practitioners, academics,
government officials, and industry experts all appear within the same publication venue, creating
opportunities for cross-sector exchange that are relatively uncommon in cybersecurity publishing.

Methodological Approaches and Forms of Evidence

Our analysis also considers how knowledge was produced within the journal. Because the CDR was
intentionally designed as a multidisciplinary venue, it attracts a diverse range of epistemological
traditions and methodological approaches. Hence, the journal’s corpus reflects multiple ways of
generating evidence and advancing knowledge.

Focusing exclusively on research articles, our analysis seeks to identify the primary methodological
approach underpinning each contribution.3 The methodological profile of CDR articles is dominated

3. Such classification should be interpreted with caution. For much of the journal’s history, article structures, abstracts, and
methodology descriptions were not standardized, making methodological identification imprecise. Recognizing this limitation,
the journal introduced revised author guidelines in 2025 that require greater methodological transparency and more explicit
reporting of research approaches. The distinction between research articles and other formats was not always as clearly
delineated in the journal’s early years as it is today. The classifications presented, therefore, represent informed assessments of
the dominant methodological approach used in each article rather than definitive categorizations.
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by Strategic, Policy, and Legal Analysis (52%), Conceptual and Literature-Based Analysis (23%), and
Case Study Research (17%). Strategic analyses primarily examine cyber issues through the lenses of
national security, military doctrine, governance, law, and public policy, while conceptual contributions
focus on developing or synthesizing theories, frameworks, and existing knowledge. Note that this
category encompasses not only academic theory development and literature syntheses, but also
practitioner-generated frameworks, operational concepts, and analytical models proposed to guide
thinking and practice, though not meant to be empirically tested or formally validated. Case studies
derive insights from examining historical events, cyber incidents, military operations, organizations,
or policies. Together, these approaches account for the vast majority of the corpus, reflecting the
journal’s historical emphasis on strategy, policy, doctrine, and operational lessons. Empirical, technical,
and simulation-based methods appear only sporadically, highlighting the comparatively limited role
of experimental, engineering-oriented, and user-centered research within the journal’s first decade.

Beyond methodological preferences, these patterns also reveal the disciplinary traditions that have
most strongly shaped the journal’s intellectual identity. The predominance of strategic, conceptual,
and case-based approaches suggests that the CDR has historically drawn most heavily from the
traditions of strategic studies and security studies, military science, international relations, public
policy, legal scholarship, and history. These disciplines emphasize theory, doctrine, policy analysis, and
the interpretation of complex real-world events rather than controlled experimentation or quantitative
measurement. By contrast, disciplines that typically employ experimental, computational, engineering,
behavioral, or user-centered methodologies are comparatively less visible in the corpus. As a result,
the journal’s first decade reflects a conception of cyber defense grounded primarily in strategic and
institutional questions, while offering comparatively fewer contributions from the technical, social,
and engineering traditions that also shape the broader cybersecurity field.

As evidenced by recent editorial initiatives, we see a growing value in complementing these
contributions with stronger theory-building efforts, more systematic empirical research, and greater
methodological transparency. As the cyber domain increasingly extends into questions of cognitive
warfare and influence operations, trust, decision-making, and human-AI teaming, we see significant
value in expanding engagement with disciplines such as psychology, cognitive science, organizational
behavior, sociology, and human-computer interaction. Strengthening these perspectives would be a
recognition that many of the most consequential cyber challenges now emerge at the intersection of
technology, human behavior, and organizational systems.

While the CDR is not a highly specialized technical or engineering venue, we also recognize an
important place for technical, computational, and systems-oriented research within the journal. Such
contributions are particularly valuable when they move beyond purely technical implementation
to illuminate broader strategic, operational, organizational, legal, or human implications, and when
they are communicated in a manner accessible to the journal’s diverse readership of practitioners,
policymakers, military professionals, and scholars. In doing so, they can help foster the interdisciplinary
dialogue that remains central to the journal’s mission.

Intellectual Foundations and Citation Patterns

The citation patterns across the corpus confirm the CDR’s distinctive positioning at the intersection of
scholarship, military practice, and policy. Alongside traditional academic publications, CDR authors
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make extensive use of military doctrine, government reports, think-tank studies, newspaper coverage,
online media reporting, threat intelligence products, and technical websites.

U.S. military doctrine and government strategy constitute the most consistent foundations of the
literature (about 23% of all sources cited). Joint Publications, particularly JP 3-12 (Cyberspace Operations)
and JP 3-13 (Information Operations), frequently serve as reference points for defining the role of
cyberspace within military operations. Similarly, successive iterations of the National Cyber Strategy
trace the evolution of U.S. cyber policy from network defense toward persistent engagement and
Defend Forward.

The analysis also reveals a relatively stable epistemic community that has shaped contemporary
thinking about cyber conflict. Authors regularly engaged with foundational strategic thinkers such as
Carl von Clausewitz and Thomas Schelling, adapting classical concepts of war, coercion, and deterrence
to the cyber domain. Within cyber-specific scholarship, the theory of persistent engagement developed
by Fischerkeller, Goldman, and Harknett became one of the most influential conceptual frameworks
of the journal’s later years. Beyond being frequently cited, multiple articles applied or adapted its
concepts to contemporary cyber operations and strategic competition (Lentz 2026; Styran 2026).

Legal and normative discussions are frequently anchored in the Tallinn Manual, in particular
when discussing international law, the Law of Armed Conflict (LOAC), and use-of-force thresholds
in cyberspace. Scholars such as Thomas Rid (Cyber War Will Not Take Place) and Martin Libicki
are frequently cited to ground debates, pushing back against hyperbole regarding cyber-kinetic
equivalents. Finally, reports of major cyber incidents are frequently reconstructed from contemporary
news coverage, while discussions of emerging technologies and threat actors often rely on industry
reports and resources produced by organizations such as Mandiant, Microsoft, MITRE, and CISA.

THE EVOLUTION OF CYBER DEFENSE DISCOURSE IN THE CYBER DEFENSE REVIEW

Over its first decade, The Cyber Defense Review reflects the maturation of cyber defense as both a field
of practice and an area of strategic inquiry. The journal’s thematic trajectory illustrates a gradual shift
from foundational questions about the nature of cyberspace and cyber conflict toward increasingly
operational, organizational, and policy-oriented concerns.

2016–2018: Defining Cyberspace as a Military Domain

The journal’s earliest years were characterized by efforts to establish conceptual foundations for
understanding cyberspace within military and national security contexts. Articles frequently drew
upon classical military theory, strategic studies, and historical analogies to understand how cyberspace
fits within established frameworks of conflict and national security. For example, early articles used
the 18th-century fortification of West Point to explain cyber defense in-depth (Sambaluk 2017b, 2017a),
or challenged the "Maginot Line" analogy to critique perimeter security (Rothrock 2017).

Authors frequently grappled with fundamental questions regarding the nature of cyber conflict,
the applicability of traditional strategic theory, and the role of cyber operations in future warfare.
Questions surrounding deterrence, offense-defense dynamics, and the applicability of traditional
military concepts featured prominently. Several influential articles exemplify this phase. Cardon (2016)
argued that cyberspace should be treated as a maneuver domain fully integrated into combined-arms
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operations. Kallberg (2016) sought to develop a distinct theory of strategic cyber operations, while
Libicki’s (2016) Is There a Cybersecurity Dilemma? examined whether classical international-relations
concepts could be meaningfully applied to cyberspace.

Other early contributions focused on building the institutional foundations of cyber power, including
Spidalieri and McArdle’s (2016) Transforming the Next Generation of Military Leadership into Cyber
Strategic Leaders, but also Wilson et al. (2016), and Fogarty and Nasi’s (2016), all of which emphasized
cyber workforce development, education, and organizational adaptation.

In 2017, the global disruption caused by the WannaCry and NotPetya attacks demonstrated that
cyber weapons could inflict widespread economic damage. Correspondingly, the journal’s attention
expanded toward data protection (Todt 2019), risk management, and the broader societal consequences
of cyber conflict. Cybersecurity increasingly appeared not merely as a military concern but as a
challenge affecting governments, businesses, and critical infrastructure operators alike (Pfeifer 2018).

2019–2021: Information Warfare, Operational Integration, and National Resilience

During the second phase, the discourse broadened beyond traditional cybersecurity and network de-
fense. Growing awareness of disinformation campaigns, influence operations, and the weaponization
of social media expanded the journal’s focus toward the information environment.

Perlman’s (2019) Applied Computational Social Choice Theory as a Framework for New Cyber Threats
exemplifies growing concern with online influence and the manipulation of information environments.
The journal published numerous articles on this topic (Morin 2021; Jackson and Lieber 2020; Soesanto
2021), including analyses of Russian disinformation campaigns (T. Thomas 2020; Redington 2021),
social media manipulation, and cognitive dimensions of conflict. These issues received particularly
extensive attention in the Special Issue on Information Warfare and Social Media (Vol. 5, No. 2), which
examined the strategic implications of influence operations, online narratives, and the weaponization
of digital platforms.

At the same time, the CyCon U.S. conference proceedings published in Volumes 4 and 5 introduced
a larger number of empirically grounded and operationally focused contributions, broadening the
journal’s methodological and topical scope.

The COVID-19 pandemic (Special Issue Vol. 6, No 2) and the SolarWinds compromise highlighted
the vulnerability of globally interconnected digital ecosystems. Concerns about national resilience
also became increasingly prominent (Fontes et al. 2020). Reeder and Hall’s (2021) Cybersecurity’s Pearl
Harbor Moment: Lessons Learned from the Colonial Pipeline Ransomware Attack illustrates the growing
emphasis on critical infrastructure protection and the strategic consequences of cyber disruption.
Reeder and Barnsby’s (2020) A Legal Framework Enhancing Cybersecurity through Public-Private Part-
nership reflected growing attention to governance, critical infrastructure protection, and the role of
private-sector actors in national cyber defense. These developments coincided with the adoption of
the 2018 Department of Defense Cyber Strategy and the emergence of concepts such as Defend Forward
(Mears and Mariani 2020; Platte 2020) and Persistent Engagement (Fischerkeller and Harknett 2019),
which increasingly shaped both scholarly and operational discussions.
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2022–2024: Learning from Conflict and Strategic Competition, and the Rise of AI

The Russian invasion of Ukraine and a series of high-profile cyber incidents shifted attention toward
the practical realities of cyber conflict and strategic competition. The geopolitical scope of articles
focused increasingly on Russia (Jackson 2024; Vargas 2023; Flor 2023) and China (Inkster 2022; Siemion
2023; Baughman 2024; Lyon 2022; Iasiello 2024). Rather than debating whether cyber capabilities
mattered militarily, authors increasingly examined how they were employed in real-world campaigns
and how they interacted with conventional military operations, critical infrastructure, and national
resilience. Herbert Lin’s (2022) Russian Cyber Operations in the Invasion of Ukraine provided one of
the journal’s most influential empirical examinations of cyber operations within a contemporary
armed conflict. Across this period, the journal increasingly focused on operational lessons, alliance
cooperation, strategic competition, and the evolving role of commercial technology companies in
national defense.

AI was not entirely new to the journal. Earlier contributions had already explored its military and
cyber implications, including Maymi and Lathrop (2018), Kott’s (2018) Intelligent Autonomous Agents are
Key to Cyber Defense of the Future Army Networks, Guyonneau and Le Dez’s (2019) Artificial Intelligence
in Digital Warfare: Introducing the Concept of the Cyberteammate, and Bastian’s (2020) Building the Army’s
Artificial Intelligence Workforce. These articles anticipated many of the organizational, operational,
and human-machine teaming questions that would later become central to the field.

The emergence of generative AI around 2023 initiated another significant transformation. Articles
increasingly examined the implications of machine learning, automation, and AI-enabled decision
support for both offensive and defensive cyber operations (Bastian 2023; Thomas 2023; Grossman and
Goldman 2024; Whyte 2023). In their piece Establishing the Conditions of Engagement with Machines,
Geer and Gaffney (2023) further argued that the growing autonomy of AI systems would require new
governance frameworks, human-machine teaming models, and mechanisms for ensuring account-
ability, resilience, and democratic oversight in increasingly machine-driven decision environments.
This focus expanded further in 2024 as discussions of AI converged with concerns about quantum
computing (Holden and Gerardi 2024; Singh and Carlson 2024), data-intensive operations, and force
modernization. The journal reflected growing awareness that future cyber competition would be
shaped not only by state actors and operational concepts but also by technological advances capable
of fundamentally altering the pace and character of decision-making.

2025-2026: Resilience, Force Generation, and Institutional Adaptation

The most recent phase of the journal reflects a growing emphasis on resilience, readiness, and the
practical challenges of sustaining cyber capabilities in an environment of persistent competition.
Authors increasingly focused on how military and civilian organizations can continue to operate
effectively despite inevitable disruption. Influenced by concerns surrounding adversary preposi-
tioning within critical infrastructure, particularly campaigns such as Volt Typhoon, the discourse
increasingly embraced a "fight through" mentality (Guttieri 2025b; M. Barrett 2025) that prioritizes
mission assurance and resilience by design.

Questions of force generation and organizational design also gained renewed prominence during
this period. Rather than debating whether cyber capabilities matter strategically, authors increasingly
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examine how they should be organized, sustained, measured, and employed over time. Special issue
Vol. 10, No. 3 examined alternative models for organizing U.S. cyber forces, reflecting growing interest
in whether existing institutional structures remain adequate for the demands of sustained cyber
competition. While the debate intensified in recent years, its roots extend to earlier volumes, for
instance with McLaughlin’s (2022) Seventh Service: Proposal for the United States Cyber Force and
Couillard’s (2024) Beyond USCYBERCOM: The Need to Establish a Dedicated U.S. Cyber Military Force.
The persistence of this discussion illustrates how questions of organizational design, authorities, and
force generation have remained unresolved even as cyber capabilities have become increasingly
institutionalized within the U.S. national security enterprise.

A final development visible in the journal’s most recent publications is a renewed emphasis on
foundational scholarship and theory building. While much of the cyber defense literature is necessarily
reactive to rapidly evolving technologies and threat environments, Volume 11 No. 1 demonstrates
an increasing interest in contributions that seek to identify enduring principles, develop conceptual
frameworks, and advance strategic understanding (Fischerkeller, Goldman, and Harknett 2026b;
Wolfley, Hedgecock, and Winkelstein 2026; Lentz 2026). These contributions suggest a growing
maturation of the field, reflecting an aspiration to build cumulative knowledge and durable theory
capable of informing cyber defense thinking beyond the immediate concerns of any particular
technology, threat actor, or conflict.

Overall, the thematic landscape demonstrates the journal’s distinctive role as a hybrid forum con-
necting academic scholarship, military practice, policy analysis, and operational experience. The
diversity of topics and publication types suggests that the CDR has contributed not only to scholarly
discourse but also to the development of a broader strategic and professional community engaged in
understanding and addressing the challenges of cyber defense in the modern era.

Comparatively Underrepresented Topics in the Journal’s First Decade

While the journal has extensively covered strategy, policy, great-power competition, operational
integration, and capability development, the publication record also reveals several areas that remain
comparatively underdeveloped. In several cases, the corpus includes related work, but coverage is
episodic, concentrated in adjacent topics, or framed by operational and policy concerns rather than
sustained lines of inquiry. Mapping the publication landscape therefore reveals both the themes
prioritized through the combined dynamics of author interest and editorial curation and the areas
where additional scholarship could broaden the journal’s treatment of the cyberspace domain.

Global South and Non-Western Perspectives. The journal’s geopolitical focus remains heavily weighted
toward the United States, NATO and allied contexts, great-power competition, and major adversary
states. Africa, Latin America, and other non-Western regional contexts appear only rarely in the
corpus. Although the tech industry is increasingly recognizing these as critical for global stability,
topics such as cyber capacity building, digital infrastructure expansion, regional cyber governance,
proxy competition, and cyber conflict in less-studied political and infrastructural environments remain
comparatively underdeveloped.
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The Economics of Cyber Defense and Acquisition. The journal addresses acquisition, innovation, and
capability transition, but defense economics appears less often as a central analytic framework.
Discussions of emerging technologies, public-private partnerships, and operational utility are more
common than sustained analyses of procurement incentives, sustainment costs, budget tradeoffs,
contracting models, technology transition pathways, and the lifecycle economics of cyber capabilities.
This is an area of significant need, given the emergence of asymmetric drone warfare and the costs of
advanced air defense capabilities.

Internal Threat, Trust, and Institutional Culture. The corpus contains meaningful coverage of organi-
zational resilience, workforce development, human factors, and Zero Trust architecture. However,
internal sources of cyber risk receive less sustained treatment than external threats from states, crim-
inal organizations, and adversary campaigns. Insider threat, operational security failures, identity
governance, clearance systems, administrative exposure, and the ways military institutions themselves
may generate attack surfaces remain comparatively thin areas of analysis.

Lower-echelon Cyber-kinetic Integration. Multi-Domain Operations and cyber-electromagnetic integra-
tion are recurring themes, especially at the strategic, theater, and joint-force levels. Less developed
are questions of integration at lower tactical echelons: tactical authorities, synchronization of cyber
effects with combined-arms maneuver, localized battle damage assessment, command relationships,
and the practical employment of cyber capabilities by brigade, battalions, companies, platoons, and at
the warfighter level. Recent cyber-enabled kinetic conflict in the War in Ukraine and in other theaters
has dramatically changed how soldiers and tactical-level units operate in a congested and contested
electromagnetic spectrum.

The Material and Environmental Substrate of Cyberspace. The journal substantially covered critical
infrastructure, operational technology, industrial control systems, and cyber-physical risk. The material
substrate that makes cyberspace possible receives more uneven treatment. Undersea cables, data
centers, energy and water dependencies, semiconductor and hardware supply chains, environmental
exposure, and the geographic concentration of digital infrastructure appear only sporadically. The
growing reliance on this physical infrastructure makes cyberspace highly susceptible to environmental
disruptions, kinetic targeting, and supply chain choke points; areas that big tech and broader society
treat as existential risks.

Post-conflict Cyber Recovery and Jus Post Bellum. Legal and normative discussions more often address
jus ad bellum, escalation, attribution, sovereignty, and jus in bello questions than the aftermath of cyber
conflict. Though questions of post-conflict recovery in terms of network restoration, infrastructure
reconstruction, or long-term recovery after major cyber disruptions are largely absent from past
issues, we may expect to see more of those discussions in the future as a result of the emphasis on
defense critical infrastructure now extant in national command authority guidance and efforts.

Bio-cyber Convergence and Genomic Security. The corpus remains centered on traditional IT, OT, AI,
quantum, space, and infrastructure concerns. The emerging intersection of biological systems and
cyberspace receives little sustained attention. Genomic data protection, bio-manufacturing systems,
synthetic biology, neural interfaces, health-data exploitation, and cyber risks to biotechnology remain
largely outside the journal’s main publication record despite their growing strategic relevance.
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FOUNDATIONAL LESSONS FROM THE PREVIOUS DECADE

Synthesizing a decade of discourse highlights several core lessons learned that mark the transition
from early theoretical assumptions to hard-won operational realities.

The Definitive Shift from Perimeter Defense to Mission Resilience. A foundational lesson from the jour-
nal’s first decade is the failure of perimeter defense. Perfect defense is a myth, shifting the strategic
imperative from intrusion prevention to mission resilience and "graceful extensibility." Recognizing
that networks will inevitably be breached, the literature underscores the necessity of Zero Trust
Architectures (ZTA) and civil-military exercises to ensure critical functions survive disruptions.

The Rejection of Passive Deterrence for Persistent Engagement. The corpus shows the failure of passive,
Cold War-era deterrence in the digital domain. Because adversaries operate continuously below the
threshold of armed conflict, the threat of retaliation does not alter their strategic calculus. In response,
the community has embraced "Defend Forward" and the doctrine of "Persistent Engagement." Actively
introducing friction and imposing costs within adversary networks is now recognized as an operational
necessity, superseding the hesitation caused by international legal ambiguity.

Doctrinal Independence for Cyberspace Operations. Operationally, treating cyberspace merely as a
cross-domain support function for signals intelligence or electronic warfare severely stifled its matu-
ration. The literature establishes the necessity of doctrinal independence. Cyberspace is now formally
recognized as a distinct, non-geographical domain requiring its own unique maneuver concepts,
operational art, and specialized force generation to achieve tactical and strategic objectives.

The "Whole-of-Nation" Mandate. Beyond the military sphere, the journal highlights that cyber defense
is a "whole-of-nation" fight. Because the primary battlefield is owned by commercial tech giants
and civilian infrastructure operators, traditional models of military protection are obsolete. Effective
defense demands the deep integration of private-sector threat intelligence, treating the private sector
as the supported command during domestic crises, and enforcing robust civil-cyber coordination.

The Expansion from Hardware to Human Cognition. As the battlefield expanded, it also evolved from
hardware to human cognition. Adversaries target human perception and democratic cohesion through
cognitive manipulation and targeted disinformation. The discourse emphasizes that securing data
routing is no longer sufficient; defending the nation now requires whole-of-society cognitive security
frameworks capable of countering algorithmic manipulation at scale.

The Supremacy of Human Capital. Finally, across all technological advancements, human talent and
organizational culture remain the ultimate center of gravity. The incredibly short shelf-life of digital
tools means cognitive adaptability and technical mastery vastly outweigh procurement. Retaining this
advantage requires fundamentally overhauling industrial-age military personnel systems to prioritize,
retain, and empower elite technical operators over traditional administrative career tracks.
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THE ANNIVERSARY COLLECTION: THEMES AND CONTRIBUTIONS

The Senior Leader Perspectives assembled in this anniversary issue offer a complementary lens to the
retrospective analysis: the accumulated experience, judgments, concerns, and aspirations of leaders
who have helped shape the cyber domain over the past decade. Written by military commanders,
government officials, policymakers, scholars, industry leaders, and international partners, the essays
provide a unique snapshot of contemporary thinking across the cyber defense community. Several
recurring themes emerge and echo the central lessons, debates, and unresolved tensions identified in
our analysis of the journal’s first decade.

Cyber Operational Art, Campaigning, and Military Practice. The opening cluster reflects the continued
search for concepts capable of translating cyber capabilities into strategic outcomes. Lt. Gen. (Ret.)
Edward Cardon and Dr. Charles Harry propose a grammar of cyber operational art that seeks to
provide commanders with a framework for understanding maneuver, tempo, risk, and command in
the cyber domain—an argument that will be further developed in their forthcoming book. Maj. Gen.
Ryan Janovic distills lessons learned from years of operational experience into a set of practical insights
for cyber leaders, while LCol. Gary Wolfman advances a maneuver-centric theory of cyber operations
that prioritizes initiative over attrition. Drawing on Ukraine’s experience under sustained Russian
cyber aggression, Maj. Gen. Oleksandr Potii challenges prevailing assumptions about deterrence,
arguing that cyberspace rewards continuous campaigning and that the appropriate strategic objective
is not to deter adversaries from acting, but to impose cumulative costs that gradually exhaust their
capacity to sustain operations. Finally, Dr. John Curry examines how wargaming can help practitioners
understand cyber conflict, test assumptions, and prepare for future campaigns. These essays suggest
that the challenge is no longer whether cyber matters on the battlefield, but how commanders can
effectively employ it as part of broader campaigns and strategic competition.

Understanding Cyber Conflict and Strategic Competition. A second recurring theme concerns the nature
of strategic competition in cyberspace. Throughout the journal’s history, contributors have debated
deterrence, escalation, persistence, and the relationship between cyber operations and war. These
debates continue in this issue, where several thinkers who helped shape the field’s foundational
arguments revisit their ideas in light of a decade of operational experience and scholarly debate. Dr.
Martin Libicki revisits the enduring question of whether cyberwar should be considered war and
explores why such classifications matter for escalation and strategic stability. Dr. Michael Fischerkeller,
Dr. Emily Goldman, and Professor Richard Harknett examine the evolution of Cyber Persistence Theory
into an increasingly influential guide for operational practice and national strategy. Dr. Milton Mueller
challenges the logic of digital decoupling and argues that security must be pursued within, rather than
apart from, a deeply interconnected global digital ecosystem. Colonel (Ret.) Patrick Allen synthesizes
two decades of cyber conflict into seven major trends shaping contemporary competition, while Frank
Cilluffo argues that success in cyberspace should be measured not by tactical cyber victories but by
contributions to broader national objectives. Revisiting a thesis that has shaped cyber discourse for
more than a decade, Dr. Thomas Rid argues that cyberwar did not happen and reviews how espionage,
sabotage, and subversion continue to expand in scope and sophistication.
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Artificial Intelligence and the Future Battlespace. The accelerating integration of AI represents one of the
most significant departures from the concerns that dominated the journal’s early years. Today’s leaders
increasingly confront questions of autonomy, machine-speed decision-making, and human-machine
collaboration. Lt. Gen. Paul Stanton and Col. Julianna Rodriguez examine how AI is transforming
cyber defense by expanding operational speed, scale, and scope beyond human capacity alone. Lt.
Gen. Christopher Eubank explores how commanders can effectively integrate autonomous agents
into multi-domain operations while preserving accountability and maintaining meaningful human
judgment. Brig. Gen. John Popiak extends this discussion by proposing an agentic cyber protection
team model in which operators supervise and orchestrate autonomous agents. Taking a broader
strategic perspective, Dr. Daniel E. Geer reflects on how AI may fundamentally alter the character of
cyberspace by increasing uncertainty, reducing traceability, and creating a denser "fog of war" for
defenders.

Transforming for Cyber Advantage. Across the journal’s first decade, authors repeatedly emphasized the
importance of leadership, institutional adaptation, and organizational transformation. The Honorable
Kirsten Davies, Chief Information Officer of the Department of War, argues that future national security
depends upon strengthening the broader digital ecosystem that underpins innovation, industrial
capacity, and technological competitiveness. Brandon Pugh, Principal Cyber Advisor to the Secretary
of the Army, outlines a vision for the next phase of Army cyber transformation, emphasizing the
institutional changes necessary to compete effectively in an increasingly contested digital environment.
Maj. Gen. Jake Kwon examines how military organizations can achieve advantage by integrating
capabilities across domains and accelerating decision-making in future conflicts. Col. Timothy Sikora
brings the discussion back to the human dimension, arguing that enduring success ultimately de-
pends on leaders who master fundamentals while fostering innovation and adaptability within their
organizations.

Critical Infrastructure, Homeland Defense, and Operational Resilience. Perhaps no lesson emerged more
consistently from the journal’s first decade than the realization that perfect defense is unattainable and
that resilience must become a central objective. The essays reflect this shift from intrusion prevention
toward mission assurance and continuity. Nick Andersen, Acting Director of the Cybersecurity and
Infrastructure Security Agency (CISA), argues for a consequence-driven approach to protecting the
nation’s most critical infrastructure, prioritizing systems whose failure would have the greatest
national-security implications. Sean McAraw, Director of the Cybercore Integration Center at Idaho
National Laboratory, highlights the growing strategic significance of OT and argues that attacks against
these systems should be understood as a form of irregular warfare rather than simply a cybersecurity
problem. Rob Joyce warns that Chinese intrusions into U.S. critical infrastructure represent deliberate
preparation for future conflict and calls for a more visible and coordinated national response. Rear
Adm. Tracy Hines examines the challenges of securing the Space Defense Industrial Base, emphasizing
the importance of mission assurance across an increasingly interconnected space enterprise. Cmdr.
Ryan Hilger broadens the discussion by exploring how organizational structures, communication
patterns, and sociotechnical dependencies shape resilience across complex cyber ecosystems.

Advancing a Whole-of-Nation Cyber Strategy. Another major lesson documented throughout the jour-
nal’s history is that cybersecurity can no longer be treated as a purely military responsibility. As
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cyberspace increasingly intersects with critical infrastructure, private industry, and civil society, effec-
tive defense requires coordinated action across the entire national ecosystem. Vice Adm. Ross Myers
advocates a whole-of-nation approach inspired by the Manhattan Project, calling for deeper integra-
tion among government, industry, academia, and national laboratories. Lt. Gen. (Ret.) Mary O’Brien
argues that the cyber workforce must expand beyond traditional technical disciplines to include
expertise from fields such as behavioral science, economics, and organizational psychology. Lt. Gen.
(Ret.) Susan Lawrence, Brig. Gen. (Ret.) Paul Fredenburgh III, and Col. (Ret.) Michael Black propose a
new model of military-industrial partnership built on shared responsibility, strategic risk-sharing, and
closer collaboration between public and private sectors. The Honorable Melissa Hathaway concludes
the section by examining how AI is reshaping vulnerability discovery and remediation, arguing that
responsible disclosure must become a coordinated national resilience effort.

Alliances, Coalitions, and International Cyber Cooperation. The final cluster reflects another important
evolution in cyber defense thinking. While many early discussions focused primarily on national
capabilities and sovereign action, recent scholarship has increasingly emphasized the importance of
international partnerships and collective resilience. Ambassador Jean Charles Ellermann-Kingombe
presents a vision for NATO’s cyber future and outlines the reforms necessary to strengthen collective
defense in an era of persistent competition and rapid technological change. Dr. Tatsuo Ide proposes
the creation of a Cyber Defense Innovation Hub in Japan designed to foster trust, education, research
collaboration, and human capital development across the Indo-Pacific region. Finally, Dr. Chris Dem-
chak argues that democratic societies must move beyond fragmented approaches to cyber defense
and instead build a Cyber Operational Resilience Alliance capable of defending the interconnected
systems upon which modern economies and societies increasingly depend.

LOOKING AHEAD: THE NEXT DECADE OF THE CYBER DEFENSE REVIEW

Reflecting on the journal’s first decade naturally invites a broader question: what should The Cyber
Defense Review aspire to become in its second? While preserving its core mission of advancing U.S.
cyber defense interests and supporting the cyber warfighter, our journal also has an opportunity to
broaden its perspective and deepen its scholarly foundations.

A defining element of the CDR’s identity is its ability to foster dialogue between research and practice.
The cyber domain evolves too rapidly for any single discipline, institution, or professional community
to fully understand it in isolation. The most valuable insights often emerge at the intersections:
between technical and strategic perspectives, between operational experience and academic inquiry,
and between established doctrine and emerging ideas. The journal must remain a venue where
conventional wisdom can be challenged, new frameworks can be proposed, and difficult questions
can be debated constructively.

One priority will be to further internationalize the conversation. Cyber conflict is inherently global,
and future challenges will increasingly require engagement with allies, partners, and diverse strategic
cultures. Expanding international participation does not imply abandoning the journal’s U.S. focus.
Rather, it offers an opportunity to enrich discussions of national security by incorporating comparative
perspectives, allied experiences, and lessons learned across different geopolitical contexts.
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A second objective is to continue strengthening academic rigor across all publication formats. Recent
editorial initiatives have already sought to standardize article structures, improve methodological
transparency, strengthen quality standards, and clarify expectations for authors. Strong cyber defense
scholarship requires not only compelling ideas but also clear reasoning, transparent evidence, and
methodological discipline. The journal also seeks to encourage greater methodological diversity. While
conceptual, strategic, and case-based analyses will remain central to cyber defense scholarship, future
volumes should increasingly welcome empirical studies, simulations, wargaming research, human-
centered investigations, technical analyses, and mixed-methods approaches that expand the forms of
evidence available to the community.

The coming decade will also be shaped by advances in AI and their implications for research,
analysis, and scholarly communication. Just as cyber technologies transformed military operations and
national security, AI is beginning to transform how knowledge is generated, synthesized, evaluated,
and disseminated. Rather than approaching these developments solely as a source of risk to be
mitigated, we seek to engage them as an opportunity for innovation. This does not diminish the
importance of transparency, intellectual accountability, and rigorous review. Instead, it challenges
the scholarly community to rethink established practices, experiment with new forms of inquiry,
and explore how emerging technologies can augment human expertise while preserving the critical
judgment, creativity, and ethical responsibility at the heart of meaningful scholarship.

The retrospective also highlights the importance of balancing relevance with longevity. Cybersecu-
rity is often driven by rapidly evolving technologies, incidents, and threat actors, creating a natural
tendency to focus on the latest developments. While timely analysis remains important, we aim to
prioritize contributions that illuminate enduring strategic, operational, legal, organizational, and
human challenges. In particular, cyber defense as a field requires stronger efforts toward theory
building, conceptual refinement, and the identification of generalizable principles that transcend
specific technologies, incidents, or geopolitical contexts. The articles that continue to shape the field
years after publication are rarely those that simply describe the event of the moment; they are those
that explain why events occur, reveal underlying mechanisms, challenge existing assumptions, and
contribute frameworks that remain useful as technologies and threat actors evolve. By encouraging
scholarship that moves beyond description toward explanation and theory development, the CDR can
help build a more cumulative and enduring body of cyber defense knowledge.

Finally, the journal should continue to cultivate its unique role as a repository of strategic thought
and professional reflection. In particular, the Senior Leader Perspective format—featured promi-
nently throughout this anniversary issue—provides a rare opportunity to preserve the experiences,
judgments, and visions of senior decision-makers, creating an archival record of how cyber defense
leaders understood the challenges, opportunities, and uncertainties of their time.

Ultimately, the journal’s ambition for its second decade is not simply to publish more articles, but to
publish more impactful ones: contributions that are intellectually rigorous, operationally relevant,
internationally informed, and capable of informing cyber defense thinking long after the technologies
and headlines of the moment have changed.

A decade of insight. Continuing the conversation.
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