
THE CYBER DEFENSE REVIEW
2026, VOL. 11, NO. 2, 177-180
https://doi.org/10.55682/cdr/waqn-v7by
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Forging the Digital Ecosystem for the Arsenal
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As the Department of War enters a new era of technological competition, achieving decision
advantage at the speed of modern conflict requires a fundamental transformation of its digital
enterprise. This perspective outlines the Chief Information Officer’s vision for building a resilient,
secure, and AI-enabled digital ecosystem that empowers the joint warfighter and strengthens
the nation’s Arsenal of Freedom. The strategy is anchored in four mutually reinforcing priorities:
establishing an enduring digital foundation, accelerating the delivery of agile digital capabilities,
transforming cybersecurity into a warfighting function, and investing in the people and partner-
ships that provide a lasting strategic edge. Together, these efforts seek to modernize infrastructure,
strengthen cyber resilience, secure critical operational technology and supply chains, and enable
seamless collaboration across the joint force, the Defense Industrial Base, and allied coalitions.
The perspective argues that digital transformation is no longer an administrative or technical
undertaking but a strategic imperative. By unifying technology, cybersecurity, and modernization
under a single vision, the Department can build the digital advantage necessary to deter, dominate,
and defeat our nation’s adversaries.
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The Honorable Kirsten A. Davies was sworn in as Chief Information
Officer (CIO) of the Department of War in December 2025 following her
presidential nomination and Senate confirmation. As the Secretary of War’s
principal advisor on IT, cybersecurity, and information assurance, she leads
the Department’s efforts to accelerate decision advantage for the warfighter
and maintain America’s technological superiority. In this role, she oversees
enterprise-wide IT and cybersecurity strategy, modernization, resilience,
and critical digital capabilities supporting warfighting and readiness. Ms.
Davies brings nearly two decades of executive leadership experience in
cybersecurity, enterprise technology, and organizational transformation.
Before entering federal service, she served as CISO at Unilever and held
senior technology and cybersecurity positions at The Estée Lauder Compa-
nies, Barclays Africa Group, Hewlett Packard Enterprise, and Siemens. She
is the founder of the Institute for Cyber, a nonprofit dedicated to promoting
citizen safety and security in the digital age.

As we approach America 250, we find ourselves at a unique point in history. Under the leadership of
President Donald J. Trump and Department of War Secretary Pete Hegseth, we have an unmatched
opportunity to make significant and lasting changes to almost every system for the research, develop-
ment, and procurement of the technology and tools that will enable our warfighters to dominate any
battlefield. The “Arsenal of Freedom” we are building will unleash innovation, bringing it to the fight
at speed and scale, transforming the Department of War (DoW) and our Defense Industrial Base (DIB).

To usher in the Golden Age of Prosperity and secure our future, the Office of the Chief Information
Officer (CIO) is embarking on a bold transformation, anchored in the unification of the DoW’s enterprise
technology and cybersecurity programs under a single vision and authority. This is not a mere shuffling
of organizational charts; it is a fundamental overhaul of our operating model, our architectures, our
spending, and our culture. Our strategy is built on four pillars designed to deliver a more lethal,
resilient, and effective joint force, empowered by a decisive digital advantage.

PILLAR I: THE ENDURING DIGITAL FOUNDATION

Historically, the Department’s piecemeal approach to IT acquisition has created a brittle, siloed network
that impedes technical agility, creates security blind spots, and hampers interoperability across the
Department and with our allies and partners. Because a twenty-first-century, AI-enabled force cannot
excel on twentieth-century architecture, our immediate priority is engineering an enduring, resilient
digital foundation that extends seamlessly from the continental core to the tactical edge. This requires
aggressively sunsetting outdated infrastructure, modernizing our transport network to data centers,
and expanding commercial partnerships—such as JWCC Next—to bring hyperscaled capability directly
to our operational forces.

To ensure our forces can fight effectively in Denied, Degraded, Intermittent, or Limited (DDIL)
environments, we are engineering a framework that treats our entire transport layer—from undersea
cables to terrestrial 5G and advanced Low Earth Orbit (LEO) constellations—as a single, cohesive
weapons system. Underpinned by a proactive strategy to dominate the electromagnetic spectrum and
secure our Positioning, Navigation, and Timing (PNT) capabilities, this seamless ecosystem will power
every system, from shipyard industrial controls to fifth-generation fighter sensors. Ultimately, we are
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building a digital foundation not for the force we have, but for the data-centric, AI-enabled force we
are becoming.

PILLAR II: AGILE DIGITAL CAPABILITIES

A modern foundation is irrelevant if we cannot deliver capabilities to the warfighter at the speed of
innovation. Because software defines the battlefield, and data is the ammunition, we are transforming
our acquisition and operational paradigms by shifting to an agile delivery model that aggressively
mirrors the best practices of the commercial tech industry. By scaling Mission-Ready Software Delivery
and mandating open data architectures, we will bake security into the code from day one and ensure
interoperability by design. Crucially, this agility must extend to our allies through the Mission Partner
Environment (MPE)—a persistent, secure ecosystem built for seamless cross-domain coalition data
sharing. To fully realize Combined Joint All-Domain Command and Control (CJADC2), we must be
capable of routing mission-critical data from a sensor to a unified coalition force at millisecond speed,
ensuring peace through technical strength.

PILLAR III: A NEW PARADIGM FOR CYBERSECURITY

The misconception that compliance equals security is a strategic vulnerability we are now eliminating.

We are transforming the DoW’s cybersecurity program from a compliance-based administrative
exercise into a unified and holistic warfighting function. Adopting an "assume compromise" mentality,
we are embedding Zero Trust principles across our entire digital ecosystem, establishing secure
identity at the core of all we do and how we operate. We are prioritizing our Operational Technology
(OT). To effectively harden our OT we must go well beyond information security and data security to a
holistic cyber risk management approach across the entire Department. With the advent of frontier
AI models, exception-based security must be aggressively sunsetted. We must tackle the hard work of
last-mile security.

Our security posture must extend far beyond military networks to include the entire Defense
Industrial Base (DIB). In alignment with Secretary Hegseth’s Arsenal of Freedom initiatives, we will
treat our partners’ cyber defense as integral to our own. We are actively illuminating supply chain
risks and requiring higher standards of cyber hygiene from our industry partners. Compliance is no
longer the goal; it is now the natural byproduct of a relentless focus on operational resilience. Our
goal is to deter, dominate, and defeat our nation’s adversaries.

PILLAR IV: OUR DECISIVE EDGE - PEOPLE AND PARTNERSHIPS

While advanced cloud architectures and brilliant code are critical, our true decisive edge is our people.
There is no algorithm, AI agent, or technology that can replace a critically thinking, well-trained, and
decisively led warfighter, operator, or intelligence analyst. We are doubling down on our approach to
talent management and workforce development to win the fierce competition for the world’s best
cyber and AI talent. Using new, flexible authorities granted by Congress, such as the expanded Cyber
Excepted Service provisions, we are enhancing our ability to recruit elite cyber professionals with
competitive compensation, expedited hiring timelines, and tailored career paths. We are creating
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permeability between the public and private sectors, allowing top talent to complete tours of duty in
the DoW before returning to industry, enriching both sectors in the process through shared expertise.

Because hiring external talent alone will not close the readiness gap, we are aggressively upskilling
our existing force through immersive cyber ranges and partnerships with leading academic institu-
tions, such as the Army Cyber Institute at West Point. This people-centric focus intrinsically extends
to our partnerships with the Defense Industrial Base (DIB) and our international partners/allies, as
a resilient, secure, and innovative industrial base is the bedrock of our national security. Through
extensive collaboration and American leadership, we will also bring an intensified focus to the digital
transformation and modernization journeys of our allies and partners, ensuring the entire coalition is
ready for the digital battlefields of tomorrow.

CONCLUSION: EMPOWERING THE JOINT WARFIGHTER

The race for data superiority is won or lost every single day, in every line of code written and every
network defended. By building a resilient foundation, delivering agile software, and adopting a
risk-driven cybersecurity paradigm, we are transforming our technology ecosystem from a back-
office function into the most decisive strategic advantage of our Arsenal of Freedom. The entire
transformation serves a single, overriding objective: empowering the joint warfighter. The only
benchmark for our success is the warfighter’s ability to see the battlespace more clearly, decide
faster, and act more decisively than any adversary. As we look ahead, we acknowledge that history
is unforgiving to those who fail to adapt. We are standing at the threshold of a new era of warfare,
one where bits and bytes are as consequential as bullets and bombs. We will not shrink from this
challenge; we will lead it.
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