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Ten years ago, in the first Senior Leader Perspective published by The Cyber Defense Review
(CDR), Lt. Gen. (Ret.) Edward Cardon envisioned a future in which cyber forces would shape the
battlefield before the first shot was fired and operate as an integral component of combined arms
warfare. Much of that vision has come to pass, though at times in ways that differed from early
expectations. As The Cyber Defense Review marks its tenth anniversary, a new generation of
cyber leaders offers its own perspective on what lies ahead. Drawing on the essays contributed
by military commanders, government officials, policymakers, scholars, and industry leaders,
we explore how influential voices across the cyber community imagine the next decade. Their
articles reveal eight recurring imaginaries of the future of cyber power, spanning AI-accelerated
conflict, cyber as a core warfighting domain, persistent strategic competition, critical infras-
tructure resilience, institutional integration, allied and whole-of-nation ecosystems, workforce
transformation, and strategic uncertainty. These imaginaries provide more than anticipated
technological developments or security challenges. They illuminate the assumptions, priorities,
concerns, and strategic logics that currently shape elite cyber discourse and offer insight into the
future-oriented assumptions that may influence doctrine, governance, capability development,
and strategic decision-making in the years ahead.

Keywords: cyber warfare, future imaginaries, senior leader perspectives, strategic foresight, military cyber
operations, cyber leadership, cybersecurity futures

* Corresponding author: carine.lallemand@westpoint.edu

Disclaimer: The views expressed in this work are those of the author(s) and do not reflect the official policy or position of
their employer(s), the U.S. Military Academy, the Department of War, the U.S. Government, or any subdivisions thereof.
2026. This is a work of the U.S. Government and is not subject to copyright protection in the United States. Foreign copyrights
may apply.

VOL. 11, NO. 2 (2026) | 311

https://doi.org/10.55682/cdr/r4n0-ketw
https://orcid.org/0000-0003-2048-7947


The Futures They See: Cyber Leaders’ Visions of the Next Decade

A DECADE LATER: REVISITING THE FUTURE OF CYBER-ENABLED WARFARE

The year is 2025. Just before dawn, several independent 5-man teams from an Army
Combined Arms Battalion prepare to launch an attack on a terrorist-insurgent stronghold
outside a mega coastal city in a sub-Saharan nation. Before the commander sends in his
attack forces, his cyberspace maneuver force has already established a secure commu-
nications network using Free Space Optics and Li-Fi and are conducting defensive cyber
maneuver to protect and defend key cyber terrain. While monitoring local social media,
cyber operators have intercepted insurgent communications, and located their operations
center. They begin sending messages on social media to confuse the insurgent network and
interfere with their command and control. Next, the cyber operators launch an offensive
cyber maneuver, cutting power to the insurgent headquarters. In another offensive maneu-
ver, the cyber force employs electromagnetic pulses to destroy the adversary’s electronic
systems followed by a Radio Frequency capability to disable all insurgent vehicles. As
dawn breaks, the insurgents awaken to the sound and fury of the Battalion’s direct and
indirect fires. . .

In the first Senior Leader perspective published by The Cyber Defense Review (CDR), Lt. Gen. (Ret.)
Edward Cardon (2016) sketched a vision of future conflict in which cyberspace maneuver is seamlessly
integrated into combined arms operations. His vignette depicted a synchronized battle: cyber forces
shaping the environment, disrupting adversary systems, and enabling decisive kinetic action at the
tactical level. At the time, this vision reflected both optimism and uncertainty; an attempt to project the
trajectory of a rapidly evolving domain. Ten years later, the question is no longer whether cyberspace
matters in warfare. It is how it matters, and whether it has evolved in the ways we once imagined.

The most important insight of the 2016 vision has unquestionably materialized: cyberspace is now
inseparable from military operations. Across recent conflicts and operations, cyber capabilities are
routinely employed to shape the battlefield, disrupt command-and-control systems, enable intelligence
collection and targeting, and conduct influence operations at scale. Cyber is no longer an adjunct
capability but increasingly embedded within planning, execution, and strategic competition. The
notion of multi-domain operations (MDO), still emerging in 2016, has become a foundational organizing
principle for modern warfare. Equally prescient was the recognition that cyber operations would
occur before the first shot is fired. Today, adversaries contest one another continuously in cyberspace,
conducting reconnaissance, pre-positioning, and disruption well in advance of overt conflict. In this
sense, the “cybered conflict” envisioned a decade ago is no longer hypothetical; it is persistent.

Cyber-enabled warfare, nevertheless, has somehow diverged from early expectations. The 2016
scenario imagined cyber as a tactical, responsive, and precisely controllable capability, analogous to
fires or maneuver. In practice, cyber operations have proven to be less immediate (effects often require
long-term access and preparation), less predictable (outcomes are difficult to control and may have
unintended consequences), and more centralized (offensive capabilities remain tightly governed at
higher echelons). Rather than enabling real-time battlefield actions at the squad or platoon level, cyber
operations are typically orchestrated at the operational or strategic level, shaping conditions over time
rather than delivering instantaneous effects. Expectations of clean, decisive cyber effects (e.g., disabling
infrastructure, neutralizing systems, or rendering adversaries inert) have not materialized at scale.
Instead, cyber operations tend to produce temporary, partial, and partially ’reversible’ disruptions,
often embedded within broader campaigns rather than serving as decisive blows.
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THE NEXT DECADE THROUGH THE EYES OF CYBER LEADERS

Ten years after Lt. Gen. Cardon offered his vision of future cyber-enabled warfare, the contributors to
this anniversary issue provide an opportunity to ask a similar question: what futures do today’s cyber
leaders see emerging over the next decade?

The Senior Leader Perspectives in this issue offer a unique snapshot of contemporary thinking across
the cyber community. Written by military officers, government officials, policymakers, distinguished
scholars, and industry leaders, these essays do more than assess current challenges or recommend
policy changes. They articulate a set of future-oriented assumptions about how cyber power, conflict,
security, and governance may evolve over the coming decade. These visions are not predictions. Rather,
they resemble what scholars in Science and Technology Studies and Critical Security Studies describe
as sociotechnical imaginaries or security imaginaries (Jasanoff and Kim 2015; Johnson 2024; Lawson
2011): collectively held visions of future social and security orders that are enabled by, and organized
around, particular technological capabilities and infrastructures. Such imaginaries matter because
they help shape how institutions define priorities, allocate resources, develop capabilities, govern
emerging technologies, and respond to perceived threats. Whether optimistic or cautionary, explicit
or implicit, they provide valuable insight into how influential actors understand the relationship
between technological change, security, and the future organization of society.

Although the authors approach the future from different backgrounds and institutional perspec-
tives, their contributions reveal both striking areas of convergence and important points of tension.
Examining these visions side by side helps illuminate not only where cyberpower may be heading,
but also how today’s leaders believe it should evolve and what uncertainties may shape the path
ahead.1 By examining this unique corpus of 31 senior leader perspectives authored by influential
figures from the military, government, academia, industry, and allied communities, we provide insight
into how future cyber challenges are currently conceptualized by those helping to shape doctrine,
strategy, governance, and capability development.

This analysis follows the principles of qualitative document analysis and interpretive thematic
analysis, examining the selected essays as expressions of future-oriented thinking within the cyber
defense community. For each thematic cluster, we reconstruct the envisioned future and analyze the
role assigned to cyber within it. Particular attention is given to the assumptions, drivers, and enabling
conditions presented as shaping these trajectories, as well as the broader military, political, economic,
technological, and societal transformations with which they are associated. We also examine the
actions, reforms, and adaptations authors identify as necessary to realize, navigate, or withstand
these futures, including changes in doctrine, institutions, governance, technology, partnerships, and
workforce development. Finally, we identify the critical uncertainties, tensions, and dependencies
that emerge, revealing both the promises and the risks embedded in these visions of the cyber future.

The themes presented below should be understood as analytical lenses rather than mutually
exclusive categories (Table 1). Several essays contribute to multiple imaginaries, highlighting the
interconnected character of the futures envisioned by the authors.

1. Importantly, the future imaginaries analyzed here were not elicited through a dedicated foresight exercise. Although the
10th anniversary issue invited authors to reflect on future challenges, opportunities, and strategies for the coming decade,
authors were not specifically instructed to articulate visions of the future. The imaginaries identified in this study, therefore,
represent naturally occurring expressions of future-oriented thinking embedded within expert reflections on cyber defense.
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Theme Core imaginary & key question
AI-Accelerated Conflict AI and autonomous systems accelerate cyber operations, decision-making,

and strategic competition. How can humans and institutions remain effective
at machine speed?

Cyber as a warfighting domain Cyber becomes a mature warfighting domain integrated into military opera-
tions and campaigning. How should cyber be employed as a core element of
future warfare?

Persistent strategic competition Cyber conflict becomes a continuous form of competition below the thresh-
old of war. How can states gain and sustain advantage in persistent cyber
competition?

Cyber-physical systems as key terrain Critical infrastructure and cyber-physical systems become decisive terrain in
future conflict. How can societies secure the systems on which military and
civilian functions depend?

Integration as the key challenge Cyber advantage depends on integrating organizations, capabilities, authori-
ties, and expertise. Can institutions overcome fragmentation to operate effec-
tively in cyberspace?

Whole-of-nation & allied ecosystems Cybersecurity becomes a collective endeavor requiring cooperation across
governments, industries, and allies. How can resilient cyber ecosystems sup-
port collective defense?

Human capital and leadership Future cyber power depends on adapting workforce, leadership, and ex-
pertise to technological change. What skills, people, and organizations are
needed for future cyber success?

Uncertainty and escalation ambiguity Cyber conflict becomes harder to predict, attribute, and control amid growing
complexity and ambiguity. How can leaders manage cyber conflict under
persistent uncertainty?

Table 1. Key future imaginaries identified across the 31 Senior Leader Perspectives.

1. Machine-speed, AI-Accelerated Conflict

Unsurprisingly, perhaps the most prominent future imaginary emerging from the collection is the
vision of a machine-speed battlespace shaped by Artificial Intelligence (AI), autonomous systems, and
increasingly compressed decision cycles. Across the essays, cyber conflict is imagined as accelerating
in speed, scale, complexity, and operational reach to a degree that challenges existing military, gov-
ernmental, and organizational structures. The shared future context is one in which vulnerability
discovery, exploit development, operational planning, influence operations, network defense, anomaly
detection, targeting, and response cycles move faster than legacy institutions, procurement systems,
and human-centered workflows can comfortably sustain.

Several authors portray AI as a force multiplier that fundamentally alters the tempo of competition.
Allen argues that AI accelerates existing trends in cyberspace by increasing “automation, operational
scale, analytical reach, and coordination across domains.” AI lowers barriers to entry, enables less-
skilled actors to conduct sophisticated cyber operations, and allows cyber capabilities to be integrated
more deeply into military, political, economic, and social competition. Pugh envisions machine-speed
conflict primarily as an organizational and military transformation challenge, requiring the Army to
integrate AI, cyber, EW, and force modernization to maintain operational advantage.

For Stanton and Rodriguez, the defining feature of future cyber conflict is the collapse of traditional
operational timelines. Advances in frontier AI and autonomous cyber capabilities are “compressing
timelines across vulnerability discovery, software analysis, exploit development, operational planning,
and influence operations,” leaving defenders with shrinking windows to respond. They describe a
strategic environment in which “traditional buffer zones for reactions are evaporating,” creating a
requirement for “automated, near-instantaneous action to outmaneuver adversaries.” Popiak extends
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this logic to force design, arguing that Cyber Protection Teams represent an industrial-age structure
ill-suited to an “algorithmic battlespace.” His proposed Agentic CPT reimagines cyber operators as
supervisors and orchestrators of autonomous agents. Eubank focuses on the command and control
implications of machine-speed conflict. His concepts of “cognitive convergence” and “decision hand-off”
describe a future in which commanders continuously determine which decisions remain under human
control and which are delegated to autonomous systems. The challenge is to preserve meaningful
command authority while exploiting machine speed. Concepts such as trust calibration, positive
control measures, dynamic autonomy adjustment, and human-agent co-learning are key components
of future command. Hathaway illustrates the same acceleration dynamic at the software layer, arguing
that AI-driven vulnerability discovery increasingly outpaces remediation and transforms cybersecurity
into a race against time. The most concrete scenario appears in Ellermann-Kingombe’s NATO 2036
vignette, where AI-enabled cyber defenses provide real-time visibility, autonomous response, and
continuous protection across alliance networks. Cyber evolves into “the backbone, the integrator and
the conduit” for all other warfighting domains, although this future remains contingent upon reforms
in governance, procurement, resilience, and cooperation.

This future differs from the present through the collapse of human-paced buffers. Traditional
timelines are too slow: responsible disclosure windows narrow, detection and response must become
near-instantaneous, manual analysis becomes a bottleneck, and organizational coordination during
crisis becomes inadequate. The imagined future requires automated or agentic systems, but these
systems also create new dependencies. Human beings must remain accountable, but they cannot
remain the sole processors of operational data. Institutions must therefore learn to govern machine-
speed action without surrendering command judgment.

The enabling conditions are frontier AI models, agentic systems, big data platforms, enterprise
visibility, secure and resilient digital architecture, operationalized public-private partnerships, rapid
acquisition, cyber workforce transformation, command guardrails, and alliance-level cooperation.
The transformation requirements are equally clear: cyber organizations must move from reactive
defense to campaigning; from manual analysis to orchestration; from isolated technical systems to
integrated operational ecosystems; from slow procurement to rapid adaptation; and from fragmented
disclosure and response processes to coordinated resilience.

The critical uncertainties concern whether institutions can adapt quickly enough. The essays identify
unresolved dependencies around human oversight, command accountability, legal authorities, trust
calibration, industry integration, coalition coordination, remediation speed, and the ability to defend
in an increasingly indeterminate environment. The imaginary, therefore, combines a promise of
cyber advantage at machine speed with a warning: actors that cannot redesign their institutions,
architectures, and command practices around AI-accelerated tempo may find themselves outpaced by
adversaries, overwhelmed by complexity, or unable to preserve meaningful human control.

Geer provides the most cautionary perspective, arguing that machine learning may transform
cyberspace from a largely deterministic environment into an increasingly indeterminate one. The
result is a denser “fog of war” in which causes become harder to identify, outcomes more difficult to
predict, and defensive action increasingly uncertain. Because this argument speaks directly to broader
questions of uncertainty, ambiguity, and control, it is examined further in Theme 8.
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2. Cyber as a Core Warfighting Domain

Across the essays, cyber is imagined as moving to the center of warfighting, campaign design, and
strategic competition. The authors reject the idea of an isolated “cyber fight,” or an adjunct capability
applied late in planning. Cyber becomes a domain through which military power is organized,
integrated, commanded, and assessed. They envision it as a constitutive part of modern war: a domain
of maneuver, operational art, mission assurance, decision advantage, and multi-domain integration.

Although their perspectives differ, the contributors converge on a common transformation. Davies
argues that cyber and cybersecurity must become integral components of the digital ecosystem that
enables the joint warfighter. Pugh treats cyber as a strategic capability “in its own right” and a core
element of Army transformation. Cilluffo situates cyber within broader military power and statecraft.
For Cardon and Harry, cyber becomes a mature warfighting discipline only when commanders can
arrange cyber actions through operational art. Janovic and Wolfman similarly frame cyber as a form
of maneuver, but one shaped by persistence, software, trust relationships, and continual adaptation
rather than physical movement.

The cross-domain dimension is key. In Kwon’s words, future conflict occurs at the “high-stakes
intersections” of traditional domains, cyberspace, space, and the electromagnetic spectrum. The future
warfighting domain is cyberspace as an integrative layer across the entire military and national
security enterprise. Several authors diagnose the present as one in which cyber remains too periph-
eral, too technical, too reactive, or too poorly integrated into campaign design. Cardon and Harry
argue that cyber is “everywhere in modern conflict” but remains “operationally peripheral” because
tactical effects do not yet reliably accumulate into operational advantage. Cilluffo similarly warns
that treating cyber as a “separate lane” produces fragmented efforts, delayed decision-making, and
missed opportunities for strategic effect. Kwon identifies the problem as institutional seams between
specialized communities. Janovic warns against borrowed analogies and indiscriminate convergence,
arguing that cyberspace must be mastered on its own terms.

The drivers of this imaginary are both technological and institutional. The future is shaped by
the growing importance of digital infrastructure to command and control, logistics, intelligence, OT,
coalition operations, and strategic competition. It is also driven by adversary behavior: persistent
intrusion, pre-positioning, and continuous below-threshold activity. The authors’ common assumption
is that cyber’s future warfighting value depends on doctrine, governance, operational language,
acquisition, authorities, workforce development, and integration across communities. The key enabling
condition is the ability to translate cyber capability into campaign advantage.

The transformation requirements are substantial. Cyber must be included from the outset of military
planning. Cybersecurity must be treated as a warfighting function rather than a compliance activity.
Organizations must develop shared operational language, cultivate cyber maneuverists, redesign
campaign logic, refine authorities, create integrated governance forums, modernize infrastructure,
accelerate acquisition, and strengthen partnerships across industry, government, allies, and the joint
force. The desired future is one in which cyber actions are arranged in time, space, and purpose to
generate cumulative operational and strategic effects.
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The uncertainties and dependencies concern whether institutions can make cyber genuinely
campaignable. Can military organizations translate technical access into operational advantage? Can
they overcome bureaucratic seams, fragmented authorities, and outdated assessment frameworks?
Can cyber activities be integrated into campaign logic rather than evaluated as isolated technical
successes? As expressed by Cardon & Harry, the central risk is that cyber remains tactically impressive
but strategically under-realized. The central promise is that, if properly integrated, cyber can become
a core warfighting domain capable of shaping decision-making, creating tempo, imposing friction,
sustaining resilience, and generating advantage across future campaigns.

3. Persistent Strategic Competition Below the Threshold of War

Across these essays, persistent strategic competition below the threshold of war emerges as one of
the clearest future imaginaries. The authors converge on a shared claim: cyber conflict is not best
understood as a sequence of isolated attacks or as a future “cyberwar” waiting to erupt. It is already a
continuous condition of international competition. States use cyber capabilities to probe, infiltrate,
pre-position, steal, expose, disrupt, shape, coerce, and prepare the environment while remaining
below the threshold of armed conflict.

This imaginary is especially explicit in Fischerkeller, Goldman, and Harknett’s account of Cyber
Persistence Theory, which argues that cyberspace structurally rewards continuous engagement.
Potii reaches a similar conclusion from Ukraine’s experience, portraying Russian cyber operations
as “continuous statecraft” that cannot be deterred through traditional means and instead require
sustained efforts to exhaust adversary resources and capacity. Cilluffo likewise argues that America’s
adversaries "no longer distinguish cleanly between competition, coercion, and conflict in cyberspace."
The challenge is strategic posture: reactive approaches cede initiative, while future success requires
sustained engagement and integration of cyber capabilities into broader national campaigns.

Rid complicates this picture by arguing that the future is not one of open cyberwar but of intensifying
covert activity beneath it. Espionage, sabotage, subversion, and attribution become increasingly
important, while AI and LLMs may amplify stealth, deception, and exposure operations. The future is
thus not a clean transition from peace to cyberwar, but a murkier environment in which boundaries
between categories become harder to maintain. Libicki adds the problem of escalation ambiguity, a
crucial uncertainty in the imaginary: persistent competition may remain below the threshold only
as long as states share enough expectations about what cyber operations mean, what responses are
legitimate, and when escalation by type has occurred.

Joyce offers the most concrete crisis-oriented vision. He depicts adversary access to critical infras-
tructure as preparation of the battlefield. Below-threshold access thus shapes what becomes possible
during conflict. His central concern is that cyber’s invisibility and deniability prevent the kind of visible
political response that would be expected if equivalent physical preparations were discovered. Mueller
presents a different perspective on persistent competition, arguing that cyber competition must be
managed within global technological interdependence rather than through decoupling. Cyberspace is
“an inherently shared domain,” and attempts to turn it into a “territorial fortress” risk weakening the
innovation ecosystem that sustains U.S. strength. His alternative is persistent engagement, domestic
hardening, and pragmatic competition between technological peers. Below-threshold competition is
not eliminated by separation; it must be managed within interdependence.
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These essays portray a future in which the boundary between peace and war is not erased but
continuously exploited. Cyber capabilities allow states to operate in the gray space between routine
competition and armed conflict. The future context is one of permanent strategic friction: adversaries
remain active before crises, during crises, and alongside conventional warfare. The cross-domain
dimension is central to this imaginary. Cyber operations intersect with sanctions, diplomacy, military
logistics, critical infrastructure, intelligence, EW, influence operations, supply chains, commercial
technology, and alliance politics. The main transformation from the present is the abandonment of
incident-based thinking. Across the corpus, the authors reject models centered on discrete attacks
and after-the-fact response. Instead, they emphasize campaign logic, persistence, initiative, systemic
hardening, and operational collaboration. Future institutions must act continuously rather than
episodically, integrate cyber with other instruments of power, assess campaign-level outcomes rather
than individual incidents, and manage escalation risks without surrendering initiative.

The critical uncertainties revolve around the governance of continuous competition. Can democratic
states sustain political will for continuous competition without drifting into uncontrolled escalation?
Can they impose visible costs on largely invisible operations? Can they assess whether persistent
engagement, defend forward, or exhaustion strategies actually reduce adversary capacity? Can they
operate effectively within global interdependence without self-defeating decoupling? Can they de-
velop shared thresholds that prevent divergent interpretations of cyber operations from triggering
kinetic war? These tensions highlight a vision of cyber conflict as permanent strategic competition:
manageable only if states learn to campaign, coordinate, and adapt below the threshold of war without
losing sight of the escalation risks that threshold is meant to contain.

4. Critical infrastructure, OT, and cyber-physical vulnerability as strategic terrain

Across these essays, critical infrastructure, operational technology, space systems, software ecosystems,
and cyberphysical platforms are imagined as strategic terrain. Cyber operations increasingly target the
physical, organizational, and societal systems that sustain military power, economic continuity, public
safety, and democratic resilience. The key shift is from cybersecurity as protection of information to
cybersecurity as protection of consequence-bearing systems.

Cyber serves several functions within this imaginary. Andersen focuses on “what cannot fail”:
protecting critical services whose disruption would threaten national security and public safety. Joyce
examines how adversaries can pre-position access within infrastructure, turning civilian dependencies
into latent coercive leverage during crisis. McAraw argues that OT systems are “key terrain” where
compromise can produce physical destruction, loss of life, and cascading failures. Hines extends this
logic to the commercialized space ecosystem, where cyber resilience becomes inseparable from mission
assurance. Hathaway highlights the software vulnerabilities that underpin critical infrastructure and
warns that AI-enabled discovery may outpace remediation. Hilger emphasizes the organizational and
lifecycle seams that create systemic fragility, while Demchak broadens the battlefield to encompass
the entire socio-technical-economic foundations of democratic societies.

The cross-domain character of this imaginary is especially pronounced. Critical infrastructure
links homeland defense, military readiness, public safety, economic continuity, logistics, commercial
industry, and geopolitical competition. The drivers of this imaginary are interdependence, digitization,
commercialization, technical debt, AI acceleration, and adversary adaptation.

318 | THE CYBER DEFENSE REVIEW



C. Lallemand

The transformation requirements are substantial. Andersen advocates consequence-driven prioriti-
zation focused on operational outcomes. Joyce demands visible, whole-of-government responses that
impose costs across domains. McAraw argues for treating OT attacks as a form of irregular warfare
and elevating engineers and national laboratories within defense efforts. Hines emphasizes shared re-
sponsibility and collective risk management across the Space Defense Industrial Base (DIB). Hathaway
calls for automated remediation and accelerated vulnerability management. Hilger advocates lifecycle
resilience and ecosystem-level threat modeling, while Demchak proposes alliance-scale approaches
capable of defending interconnected democratic systems.

The central uncertainty is whether institutions can adapt at the level of the systems they must
defend. Can organizations move beyond fragmented, compliance-driven, and IT-centric approaches
to cybersecurity? Can defenders identify and address organizational, supply-chain, and ecosystem
vulnerabilities rather than focusing on technical controls? Can remediation processes keep pace with
AI-enabled exploitation? And can governments, industry, and allies coordinate effectively enough to
secure increasingly interconnected cyber-physical systems? The future imagined here is both concrete
and unsettling: the systems that power, move, inform, supply, command, and sustain modern societies
are strategic terrain, requiring cyber defense to be reconceived as operational resilience across the
full cyber-physical ecosystem.

5. Integration as the Decisive Institutional Challenge

Across these essays, integration appears as one of the decisive conditions of future cyber advantage.
The authors describe a future in which existing capabilities will fail to produce strategic effect unless
institutions can connect them across domains, sectors, authorities, infrastructures, and professional
communities. The future cyber problem is therefore organizational.

Cyber capabilities serve as connective tissue in this imaginary. For Davies, cyber and digital mod-
ernization must be unified under a single enterprise vision that links infrastructure, AI, cybersecurity,
software, OT, supply chains, the joint force, the DIB, and allied coalitions. For Kwon, cyber is one
element of a wider multi-domain enterprise that must integrate cyberspace, space, EW, mission com-
mand systems, information warfare, and vulnerability mitigation. For Pugh, cyber cuts across strategy,
acquisition, force development, AI, EW, defense critical infrastructure, and interagency coordination.
For Stanton and Rodriguez, cyber defense depends on turning awareness into action across military,
commercial, and critical infrastructure ecosystems.

The cross-domain dimension is especially strong. Cyber cannot be isolated from the systems it en-
ables. Future military operations depend on commercial infrastructure; critical infrastructure depends
on private operators; AI depends on trusted data; cyber resilience depends on workforce judgment;
and national defense depends on institutions that can share information, risk, and responsibility
quickly enough to match the pace of conflict. What differentiates this future from the present is the
rejection of fragmentation. Davies identifies brittle, siloed networks and piecemeal acquisition. Kwon
names blind spots, seams, and misaligned governance structures. Pugh emphasizes boundaries that
cyber cuts across. Stanton and Rodriguez warn that legacy structures are too slow for tomorrow’s
fight. Demchak portrays democratic cyber defense as fragmented and reactive. Myers describes a
national response that has fallen short because it remains divided across sectors and jurisdictions.

VOL. 11, NO. 2 (2026) | 319



The Futures They See: Cyber Leaders’ Visions of the Next Decade

The transformation requirements are substantial. The essays call for unified digital governance,
deliberate integration forums, institutionalized integrator roles, acquisition reform, operationalized
public-private partnerships, shared standards, trusted data, whole-of-nation collaboration, allied ar-
chitectures, interdisciplinary workforce models, and new cultures of shared responsibility. Integration
must also be durable: several authors emphasize that models must outlast leadership transitions, move
at operational speed, and become embedded in institutional practice rather than remain temporary
coordination mechanisms.

The critical uncertainties center on whether integration can occur at the scale and speed envisioned
by contributors. Can institutions bridge bureaucratic silos, fragmented authorities, and classification
barriers? Can acquisition systems, workforce models, and governance mechanisms evolve quickly to
support increasingly interconnected cyber operations? And can governments, industry, militaries,
and allies sustain the trust and coordination required for collective action? The future imagined by
these authors depends on affirmative answers to these questions; otherwise, cyber capabilities may
remain technologically advanced but organizationally disconnected and strategically under-realized.

6. Whole-of-nation and Allied Cyber Ecosystems

Across these essays, the future of cyber defense is imagined as an ecosystem problem. No single
institution, service, agency, company, or nation can secure cyberspace alone. The authors repeatedly
describe a future in which cyber resilience depends on integrating military organizations, government
agencies, private industry, academia, national laboratories, critical infrastructure operators, allied
coalitions, and civil society into durable systems of shared responsibility. The central imaginary is
therefore not simply cyber defense at the national scale, but cyber defense as a networked social,
institutional, technological, and geopolitical enterprise.

Cyber capabilities serve multiple functions in this future. For Davies, they provide the digital
foundation that allows the joint force, the DIB, and allied coalitions to operate at the speed of modern
conflict. Hines emphasizes mission assurance across the Space DIB, where commercial integration,
trusted relationships, and supply chains shape resilience. Ellermann-Kingombe envisions cyber as
the enabler of NATO-wide situational awareness and machine-speed collective defense. For Ide,
they are embedded in educational, research, and trust-building institutions designed to strengthen
resilience. For Lawrence, Fredenburgh, and Black, portray cyber capabilities as instruments of national
power when government, industry, academia, and allies align around trusted data, resilient networks,
acquisition reform, and shared risk. For Demchak, cyber capabilities must defend entire socio-technical-
economic systems. Joyce situates cyber within a whole-of-government deterrence strategy against
adversary pre-positioning in critical infrastructure, while Myers frames it as the basis for national
mobilization across government, industry, universities, laboratories, and citizens.

The cross-domain nature of this imaginary is central. These essays connect cyber to military
readiness, space operations, critical infrastructure, telecommunications, commercial cloud, ports,
logistics, energy, water, AI, quantum computing, workforce development, acquisition reform, education,
diplomacy, deterrence, and democratic resilience. In this sense, the future cyber ecosystem includes
the institutions that produce capabilities, the partnerships that sustain them, the people who operate
them, the infrastructures they protect, and the alliances that give them strategic scale.
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What differentiates this future from the present is the rejection of fragmented defense. Hines warns
that uneven cybersecurity maturity among commercial space partners can create cascading mission
risks. Ellermann-Kingombe imagines a NATO future in which civil, military, industry, and academic
defenders work “hand in glove,” precisely because today’s arrangements are too slow and divided.
Ide argues that cooperation cannot be improvised in crisis and must be built through trusted research
and educational institutions. Lawrence, Fredenburgh, and Black argue that adversaries no longer
respect institutional boundaries, while responsibility for defense remains fragmented. Myers argues
that past national cybersecurity strategies have fallen short because responses remain divided across
sectors and jurisdictions.

The drivers of this imaginary are interdependence, adversary persistence, technological acceler-
ation, commercialization, and the expansion of cyber risk into civilian and allied systems. These
conditions make cyber defense impossible to localize within a single organization. The transformation
requirements are extensive. The essays call for unified digital architectures, coalition interoperability,
whole-of-government deterrence, public-private operational collaboration, trusted data environments,
shared cyber hygiene baselines, acquisition reform, cyber threat information sharing. They also em-
phasize the importance of innovation ecosystems spanning national laboratories, research institutions,
education networks, and allied resilience architectures, supported by sustained workforce develop-
ment. Several authors emphasize that trust must be built before crisis: through joint training, shared
standards, standing partnerships, institutionalized collaboration, and common operating pictures.

The critical uncertainties center on the viability of cyber ecosystems themselves. Can governments,
industry, academia, military organizations, and allied partners build the trust and coordination neces-
sary to act collectively? Can information, expertise, and responsibility be shared across organizational
and national boundaries without creating new vulnerabilities? Can alliances maintain coherence in
the face of divergent interests and uneven capabilities? And can democratic societies develop resilient
ecosystem-level responses faster than adversaries can exploit the seams between institutions? The
future envisioned by these contributors depends on whether such ecosystems can move beyond
aspiration and become durable operational realities.

7. Human Expertise, Leadership, and Workforce Transformation

Across the essays, the future of cyber power is ultimately imagined as a human challenge. Although
AI, autonomous systems, big data analytics, and increasingly sophisticated cyber capabilities feature
prominently throughout the collection, the authors repeatedly argue that future success will depend
on how organizations recruit, educate, organize, empower, and retain people. The common thread is
the conviction that cyber advantage cannot be reduced to technology. The decisive factor remains
human judgment, leadership, expertise, organizational culture, and human-machine collaboration.

Cyber serves different roles within these imaginaries, but in every case technology amplifies rather
than replaces human expertise. Popiak envisions an "algorithmic battlespace" in which cyber operators
evolve from analysts into orchestrators of autonomous agents. Human importance does not diminish;
instead, human contribution shifts toward supervision, prioritization, and decision-making. Eubank
similarly focuses on the relationship between human and machine decision-making. His concept of
“decision hand-off” captures a future in which commanders must determine when authority remains
with humans and when autonomous systems should act independently. Rather than endorsing full
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autonomy, he argues for human-centered frameworks built around trust, accountability, and command
authority. The future leader is neither a traditional commander nor a passive observer of automation,
but a manager of cognitive ecosystems composed of people and intelligent machines.

Janovic imagines a transformation centered on professional identity, stating that cyberspace "will
not be mastered through borrowed concepts from other domains." The future workforce, hence,
requires a new professional archetype: the cyber maneuverist. This figure integrates intelligence,
logistics, operational design, cyberspace control operations, risk management, and operational tempo
into a coherent form of expertise. Curry argues that "human expertise remains the decisive factor in
cyber conflict" and focuses on expertise development through wargaming. Cyber power depends on
understanding incentives, escalation dynamics, and operational trade-offs. He further argues that
much of a nation’s cyber expertise resides outside government, making public-private talent integration
increasingly important. Sikora offers an explicit human-centered vision, insisting that “the quality
of a team will always be more decisive than the quality of its tools.” His future cyber organization
succeeds through cultures that reward curiosity, adaptability, collaboration, and intellectual honesty.

Fischerkeller, Goldman, and Harknett shift the focus from individuals to institutions. In a domain of
continuous competition, organizations must cultivate personnel capable of strategic campaigning,
crisis management, and long-term adaptation. O’Brien broadens the discussion further, arguing that
cyber has outgrown its association with narrowly defined technical expertise. Her future workforce is
radically interdisciplinary, drawing on expertise in human behavior, political dynamics, organizational
incentives, economic systems, and social vulnerabilities.

This imaginary describes a future in which cyber expertise becomes simultaneously more special-
ized and more interdisciplinary. Technical competence remains essential, but no longer sufficient.
Future professionals must understand AI, strategic competition, operational design, organizational be-
havior, critical infrastructure, human cognition, leadership, and national security simultaneously. The
workforce expands beyond traditional cyber operators. The future differs from the present because
human value shifts from execution toward judgment. As information processing, monitoring, and
routine analytical tasks become automated, human expertise centers on framing problems, exercising
judgment, managing risk, interpreting ambiguity, and leading organizations through uncertainty.

The transformation requirements are extensive. Educational systems must evolve. Professional
identities must mature. Organizations must recruit from broader talent pools. Leaders must learn
to command autonomous systems while retaining accountability. Military institutions must develop
new doctrinal language and conceptual frameworks. Public and private expertise must become
more integrated. Workforce development must accelerate to keep pace with technological change.
Human-machine teaming must become a core competency rather than a niche specialization.

The critical uncertainties concern whether institutions can adapt quickly enough. Can organizations
retrain personnel for supervisory and orchestration roles? Can leaders retain meaningful command
authority in machine-speed environments? Can institutions overcome entrenched workforce models
and recruit genuinely interdisciplinary talent? Can education systems evolve quickly enough to
support emerging operational demands? Can human judgment remain effective as AI systems become
increasingly capable and opaque? Across the essays, the answer remains uncertain. What is clear is
that the future cyber workforce will look fundamentally different from today’s.
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8. Uncertainty, Indeterminism, and Escalation Ambiguity

Several essays imagine the future of cyber conflict as increasingly difficult to interpret, govern, classify,
and control. Uncertainty is not portrayed as a temporary knowledge gap that better intelligence or tools
will simply resolve, but as a structural condition of cyber conflict itself. It emerges from machine-speed
operations, autonomous systems, covert action, persistent campaigning, interdependent infrastruc-
tures, and contested political thresholds. The shared imaginary is one in which cyber conflict becomes
harder to read at precisely the moment when states and militaries must act faster.

Cyber capabilities occupy an ambivalent role in this future. Stanton and Rodriguez argue that
they enable mission assurance, global command and control, logistics, intelligence, and operational
tempo, but they also bind military operations to commercial cloud, telecommunications, and critical
infrastructure systems that remain partly outside military visibility. Eubank similarly highlights how
AI-enabled cyber tools allow commanders to detect threats and act at machine speed, but also risk
overwhelming human cognition and narrowing command awareness through algorithmic filtering.
For Rid, cyber capabilities enable espionage, sabotage, subversion, and covert military support, but
their value depends partly on ambiguity and deniability. Geer argues that machine learning turns
cyber defense into a problem of indeterminism, where outcomes may no longer be traceable to causes.
Finally, in Libicki’s, cyber capabilities become politically unstable because states may disagree on
whether they remain below the threshold of war.

Across the essays, uncertainty extends beyond technical systems to encompass military opera-
tions, intelligence, critical infrastructure, commercial ecosystems, strategic competition, and political
decision-making. As cyber becomes more deeply intertwined with these domains, the sources of
ambiguity multiply and become harder to predict, interpret, and govern.

The future differs from the present in the collapse of interpretive buffers. There is less time to
decide, less visibility into shared systems, less confidence in causal traceability, less clarity about legal
and operational thresholds, and less certainty that traditional categories still apply. Machine-speed
operations compress decision cycles. AI-generated or AI-mediated actions obscure reasoning. Covert
operations blur the lines between espionage, sabotage, subversion, and war. Persistent engagement
challenges inherited deterrence paradigms. Interconnected systems create shared risks that no single
institution can fully see. Political actors may interpret the same cyber event differently, creating
escalation risk even when neither side believes it has crossed a threshold.

The drivers of this imaginary are technological acceleration, complexity, autonomy, interdependence,
adversary adaptation, and conceptual lag. Frontier AI compresses timelines and produces machine-
generated attacks. Autonomous systems increase tempo but complicate accountability. Machine
learning introduces non-reproducibility and opacity. Commercial infrastructure becomes inseparable
from military operations. Cyber campaigns operate continuously below armed conflict. Legacy theories
of deterrence, war, and escalation fail to describe the operational environment with sufficient precision.

The transformation requirements vary across the essays but converge around governance under
uncertainty. Stanton and Rodriguez call for agile cyber architecture, shared visibility, full-scope resourc-
ing, and operationalized industry partnerships. Eubank calls for decision hand-off, positive control
measures, guardrails, trust calibration, and command accountability. Rid calls for a more precise
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understanding of espionage, sabotage, subversion, attribution, and counterintelligence as they evolve.
Geer challenges infosec professionals to develop mitigations for indeterminism and silent failure.

The critical uncertainties are unresolved by design. Can defenders preserve visibility and mission
assurance in ecosystems they do not fully control? Can commanders retain meaningful human
judgment when autonomous systems operate at machine speed? Can analysts preserve clear categories
as covert cyber activity fuses espionage, sabotage, and subversion? Can cyber persistence be assessed
and refined quickly enough to support strategic stability? Can information security remain effective
when machine learning undermines deterministic traceability? Can states develop shared expectations
about escalation thresholds before divergent interpretations produce kinetic conflict? The corpus does
not resolve these questions. It portrays them as defining features of the cyber future.

CONCLUSION

This analysis of 31 essays authored by cyber leaders contributes to the literature on sociotechnical
imaginaries by examining how influential members of the cyber defense community envision the
future of cyber-enabled warfare. The resulting imaginaries illuminate not only anticipated futures but
also the strategic priorities, organizational logics, and normative commitments that shape present-day
cyber policy and practice. "Imaginaries not only reflect on and offer sociotechnical trajectories but, at
the same time, coproduce the installment of these futures." (Bareis and Katzenbach 2022)

Cyber Futures as Socio-Technical and Institutional Futures

Across all identified imaginaries, contributors consistently situate cyber within broader socio-technical
systems that span military, economic, political, industrial, and societal spheres. Cyber capabilities
are discussed alongside AI, EW, space operations, logistics, critical infrastructure, supply chains,
cloud computing, data ecosystems, alliance structures, public-private partnerships, and workforce
development. The future of cyber is therefore often described through developments in adjacent
domains. In this sense, the imaginaries identified in the essays are visions of future socio-technical
systems in which cyber serves as a foundational and integrating layer. The dominant future imaginary
emerging from the collection is neither one of technological determinism nor one of purely military
competition. Although the essays discuss AI, autonomous systems, software vulnerabilities, and
advanced cyber capabilities extensively, the future of cyber is not imagined primarily as a contest over
technology, but as a contest over the ability to organize, coordinate, and govern increasingly complex
socio-technical ecosystems. This overarching imaginary provides a unifying thread connecting the
diverse perspectives represented throughout the collection.

Future Imaginaries or Present Realities?

A notable characteristic of the essays in this anniversary issue is that most authors do not imagine a
radically discontinuous future. Rather than forecasting entirely new forms of conflict or transformative
technological breakthroughs, cyber leaders describe futures that emerge from the continuation of
trends already visible today that will intensify and become more consequential over time. AI becomes
more pervasive, cyber capabilities become more deeply embedded in military operations, critical
infrastructure becomes increasingly contested, and strategic competition becomes more persistent.
The future is therefore portrayed as the maturation and institutionalization of existing trajectories.
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Persistent strategic competition, critical infrastructure targeting, public-private interdependence,
alliance cooperation, and institutional integration are frequently portrayed not as future possibilities
but as present realities whose implications have yet to be fully absorbed. In this sense, many of the
essays are less concerned with predicting the future than with convincing readers that the future has,
in important respects, already arrived. As stated by Biegon, Ølgaard, and Watts (2026), "debates about
the future are mainly about the present."

The most speculative contributions are therefore not those discussing AI itself, but those questioning
whether future cyber systems will remain understandable, governable, and controllable. Essays by
Geer, Eubank, and Libicki, for example, raise the possibility that increasing autonomy, machine-speed
operations, and contested escalation thresholds may undermine traditional assumptions about human
oversight, causal attribution, and strategic predictability. These contributions stand apart because they
challenge some of the conceptual foundations upon which current cyber strategy rests.

The analysis suggests that contemporary cyber leaders are less futurists than institutional realists.
Their future imaginaries are dominated by adaptation rather than transformation, resilience rather
than disruption, and governance rather than technological determinism. The central challenge is not
imagining an entirely different cyber future, but preparing institutions, societies, and alliances for a
future that many contributors believe is already beginning to unfold.
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