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For much of the cyber era, policymakers and practitioners have debated whether the United States
is winning or losing in cyberspace. This essay argues that this framing is increasingly outdated.
Cyber capabilities are no longer a discrete instrument operating at the margins of conflict, but
a foundational component of modern military power, strategic competition, and statecraft. The
more relevant challenge is not whether the United States can achieve victory in cyberspace alone,
but whether it can effectively integrate cyber capabilities into broader efforts to deter adversaries,
shape strategic outcomes, strengthen resilience, and support military campaigns. The essay
examines the limitations of a predominantly reactive and defense-oriented approach in an era
of continuous competition, highlighting how adversaries employ cyber capabilities persistently
to shape the strategic environment below the threshold of armed conflict. The author argues
for a more proactive and integrated posture that combines offensive and defensive capabilities,
leverages partnerships across government and industry, and incorporates cyber considerations
into military planning from the outset. The ultimate measure of success is not winning individual
cyber engagements, but leveraging cyber capabilities to help win the broader strategic competition
and, when necessary, the wars of the future.
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THE WRONG QUESTION

For two decades, the United States has been asking the wrong question about cyberspace—and paying
for it. Policymakers and practitioners alike have debated whether the U.S. is "winning" or "losing" in
cyberspace, as though cyber conflict exists as a discrete contest in isolation. That framing is increasingly
outdated. Cyber is no longer a supporting capability operating at the margins of conflict. It has become
a persistent instrument of statecraft and a foundational component of modern military power. The U.S.
should stop treating cyberspace as a separate contest to be won in isolation and instead recognize it for
what it now is: an operational domain whose effects shape deterrence, coercion, military campaigning,
economic competition, and national resilience simultaneously.

Cyber is not a separate war. It is now an integral part of how wars are fought, how strategic
competition unfolds, and how national power is exercised. The more relevant question is not who
wins in cyberspace alone, but whether the U.S. is effectively integrating cyber capabilities into the
broader contests that will determine strategic advantage in the twenty-first century. What matters is
not cyber victory in the abstract, but whether cyber capabilities contribute to broader strategic success.
That distinction goes to the heart of how the U.S. organizes, prioritizes, and ultimately employs cyber
capabilities. A narrow focus on cyber as its own domain risks divorcing it from the very outcomes it is
meant to support. The more useful question is how cyber operations shape real-world results like
deterrence, coercion, conflict, resilience, and ultimately victory.

A recent task force at the McCrary Institute for Cyber and Critical Infrastructure Security, where I
serve as director, examined this issue closely. The conclusion was straightforward: the U.S. must adopt
a more proactive posture in offensive cyber operations. The existing approach, which has leaned
heavily toward defense, has not meaningfully deterred adversaries. Despite significant investment in
network security, resilience, and information sharing, malicious cyber activity by nation-states and
criminal groups continues largely unabated. Intrusions persist, critical infrastructure is compromised,
and influence operations continue to target our democratic institutions.

This is not to suggest that defensive efforts have been misguided. Far from it. The U.S. has built a
cyber defense ecosystem spanning federal agencies, private sector partners, and international allies.
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But the next evolution of the public-private partnership cannot simply be improved information
sharing. The scale and speed of the threat environment increasingly require operational collaboration
measured in outcomes: systems patched before exploitation, adversary infrastructure disrupted before
attacks occur, and critical services sustained during periods of crisis. The challenge now is translating
nouns into verbs—and partnerships into operational capability.

Defense alone, however capable, has not imposed sufficient costs on adversaries to change their
behavior. The result is a persistent cycle in which attackers adapt, defenders respond, and the overall
equilibrium remains tilted in the adversary’s favor. In many respects, the U.S. has allowed its adver-
saries to define the operational tempo and shape the strategic environment in cyberspace. China,
Russia, Iran, and North Korea probe, infiltrate, steal, pre-position, and adapt. The U.S. then responds by
hardening the systems that were just compromised, patching vulnerabilities that were just exploited,
and defending against the tactics last observed.

Too often, we are marching into the future while staring through the rearview mirror. This reactive
cycle has ceded initiative to our adversaries. The challenge now is not simply improving defense, but
fundamentally flipping the equation: shaping adversary behavior rather than merely responding to it
after the fact.

A REACTIVE POSTURE IN AN ERA OF CONTINUOUS COMPETITION

America’s adversaries no longer distinguish cleanly between competition, coercion, and conflict in
cyberspace. They operate continuously below the threshold of armed conflict, using cyber capabilities
to shape the strategic environment long before a crisis begins. The U.S. must organize for an era of
continuous cyber competition, not episodic cyber incidents.

Recognizing this reality does not require abandoning defense. It does, however, require acknowl-
edging its limits. Deterrence in cyberspace, as in other domains, depends on the credible ability to
impose costs and deny benefits. That calculus is incomplete if the U.S. is perceived as unwilling or
unable to act offensively in a consistent and meaningful way.

There are signs that this posture is beginning to shift. Recent operations such as Operation Midnight
Hammer and Operation Absolute Resolve offer a glimpse of what a more forward-leaning approach
might look like. These efforts demonstrate that cyber operations can be integrated with other in-
struments of national power, including kinetic military force, intelligence activities, and diplomatic
pressure. They are not stand-alone cyber actions but components of broader campaigns designed
to achieve specific strategic effects. More importantly, they offer a glimpse of how future campaigns
should increasingly be conducted: integrated across domains, synchronized with broader national
objectives, and designed to generate strategic effects beyond cyberspace alone.

The U.S. must now navigate this environment using frameworks that were not designed for the
scale, persistence, or tempo of today’s threats, while relying on an organizational structure that reflects
both institutional strengths and enduring policy and operational friction. The result is a posture that
too often emphasizes episodic responses rather than sustained advantage.
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WHAT ADVERSARIES ARE ACTUALLY DOING

Over the last decade, U.S. adversaries, including Russia, China, Iran, and North Korea, have steadily
expanded the scope, sophistication, and ambition of their offensive cyber operations. Among them,
China has demonstrated the clearest long-term strategic intent. Beijing’s campaigns targeting U.S.
government networks, defense industrial base entities, and privately owned critical infrastructure
underscore a preference for persistent access rather than short-term disruption. These operations
are designed to pre-position capabilities that could be leveraged during a future geopolitical crisis to
coerce, deter, or delay U.S. decision-making.

Recent campaigns such as Volt Typhoon and Salt Typhoon represent a significant evolution in this
approach. Rather than focusing solely on data theft, these operations target operational technology and
infrastructure networks, blurring the line between espionage and preparation of the battlefield. This
activity should be understood not as isolated incidents, but as part of a broader strategy of continuous
engagement aimed at shaping the strategic environment well in advance of conflict. In practical terms,
this means adversaries may already hold the keys to infrastructure U.S. forces depend on—waiting
for the right moment to turn them.

The U.S. must similarly evolve from episodic cyber responses toward sustained and integrated
operations aligned across military, intelligence, diplomatic, economic, and private-sector lines of effort.
Russia, for its part, has demonstrated how cyber operations can be integrated directly into military
campaigns. In Ukraine, destructive malware, information operations, and cyber-enabled disruption
of critical services accompanied conventional military assaults. These actions reinforce the reality
that adversaries increasingly view cyberspace as a domain that is always "on," one in which access,
influence, and coercive leverage are cultivated over time rather than activated only at the moment of
crisis.

TOWARD AN INTEGRATED OFFENSIVE POSTURE

Against this backdrop, U.S. cyber operational policy has undergone an important shift. For many years,
offensive cyber activity was tightly centralized, often requiring extensive interagency deliberation and
senior-level approval. This changed with the issuance of National Security Presidential Memorandum
13 in 2018, which allowed the President to delegate greater operational decision-making authority
to designated organizations, most notably U.S. Cyber Command. At the same time, the Department
of Defense formally adopted the concept of "defend forward," recognizing that the U.S. must operate
persistently in foreign networks to disrupt adversary campaigns before they reach U.S. targets.

Preserving and appropriately leveraging Title 10 authorities will remain crucial to sustaining
operational agility and integrating cyber capabilities more fully into broader military operations and
planning. Treating cyberspace as somehow exceptional or detached from the realities of modern
conflict risks creating artificial constraints that adversaries neither recognize nor respect.

This shift has yielded meaningful operational benefits. However, it has also reignited unresolved
questions regarding oversight, intelligence equities, and the strategic risks associated with persistent
engagement. These are not theoretical concerns. They go to the heart of how the U.S. balances opera-
tional agility with democratic accountability and strategic stability. Moreover, these evolutions in how
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offensive cyber is conducted have created implications for our defensive posture and for how the
federal government works with stakeholders like the private sector to prepare for and defend against
threats.

Developments in the Middle East, particularly in relation to Iran, further underscore this trend.
Cyber capabilities are increasingly used in conjunction with traditional military operations, enabling
disruption, deception, and intelligence collection in ways that complement more conventional means.
Beyond the theoretical, it is already happening, and it reflects a growing recognition that cyber
operations are most effective when they are embedded within a larger operational framework.

Senior military leaders have been clear about this evolution. General Paul M. Nakasone, in his dual
role as Director of the National Security Agency and Commander of U.S. Cyber Command, articulated
concepts such as "persistent engagement" and "defend forward." These ideas marked a departure
from a reactive posture and toward one that seeks to engage adversaries continuously, shaping their
behavior before threats fully materialize. They also reflected an understanding that waiting to respond
after an intrusion has occurred is too late.

The concept of "hunt forward" operations further illustrates this shift and was highlighted by former
NSA Director Gen. Timothy D. Haugh. In testimony before the Senate Armed Services Committee, Gen.
Haugh noted that "for the first time in the history of the Command, there were active hunt forward
operations occurring simultaneously in all Geographic Command AORs." This is a positive step forward
in U.S. cyber policy. By deploying cyber teams to partner nations, the U.S. has sought to identify and
disrupt malicious activity at its source rather than waiting for it to reach domestic networks. These
efforts blur the line between defense and offense, but they also highlight the importance of initiative
in cyberspace. In a domain where speed and agility are paramount, the side that acts first often enjoys
a decisive advantage.

That momentum was built in part by leaders like Lt. Gen. Joe Hartman, whose tenure at Cyber
Command advanced the integrated, forward posture that Gen. Joshua Rudd now commands and
continues to build upon. Gen. Rudd, now serving as Commander of U.S. Cyber Command and Director
of the National Security Agency, has emphasized the need to more fully integrate cyber considerations
into military planning. This is a critical step. For too long, cyber has been treated as a supporting
function, consulted late in the planning process, or applied as an adjunct capability. That approach
is no longer sufficient. Cyber must be incorporated from the outset, shaping how operations are
conceived, planned, and executed.

More fundamentally, cyber capabilities must increasingly be viewed through the lens of opera-
tional art and campaign design rather than as isolated technical effects. The future joint force will
depend on its ability to integrate cyber operations alongside conventional military power, intelligence,
logistics, space, information operations, and emerging technologies in ways that generate cumula-
tive warfighting advantage over time. Success in future conflict will not hinge solely on possessing
superior cyber tools, but on how effectively those capabilities are synchronized across domains to
shape decision-making, create operational tempo, impose friction on adversaries, and sustain strategic
advantage throughout a military campaign.

As General Dan Caine has emphasized in broader discussions of modern warfare, future conflict will
increasingly reward forces capable of integrating capabilities across domains at speed and delivering
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decision advantage faster than adversaries can adapt. Cyberspace sits squarely at the center of that
challenge. This is where the conversation needs to move beyond "cyber on cyber" thinking. The U.S.
is not engaged in a series of isolated cyber duels with its adversaries. It is engaged in a broader
competition that spans economic, diplomatic, military, technological, and informational domains.
Cyber capabilities are tools within that competition, not ends in themselves. Their value lies in how
they contribute to broader objectives, whether by degrading an adversary’s capabilities, influencing
decision-making, enabling other forms of action, or strengthening deterrence and resilience.

The conventional approach, which often treats cyber as a separate lane, risks missing that larger
picture. It can lead to fragmented efforts, delayed decision-making, and missed opportunities to achieve
strategic effects. More importantly, it can create a false sense of progress, where success is measured
in technical terms rather than operational outcomes.

TRANSLATING CAPABILITY INTO STRATEGY

To meet these challenges, the U.S. must strengthen the doctrinal, legal, and organizational founda-
tions of its cyber strategy. This includes clarifying interagency roles and responsibilities, improving
mechanisms for operational collaboration and information sharing with trusted private-sector part-
ners, and ensuring that resilience and security are treated as core elements of deterrence rather
than afterthoughts. It also requires refining deterrence frameworks to account for adversaries who
deliberately blend espionage, coercion, influence operations, and pre-positioning activity below the
threshold of armed conflict. Future success will depend not merely on information sharing, but on
operational collaboration among government, critical infrastructure operators, technology providers,
and the defense industrial base.

But just as offense alone is insufficient, so too would be a purely defensive posture. Simply put: We
cannot firewall our way out of this problem. U.S. cyber policy must move beyond reactive, episodic
responses and toward a durable posture capable of operating effectively in an era of continuous
foreign intrusion. We should not rely on authorities and assumptions built for a different era. Strate-
gic competition in cyberspace demands sustained engagement, clearer governance, and a realistic
appreciation of how offensive and defensive actions interact to shape adversary behavior.

The reality is that the status quo is not keeping pace with the threat environment. Adversaries are not
waiting for the U.S. to resolve internal debates about doctrine or authorities. They are investing heavily
in their own capabilities, experimenting with new techniques, and integrating cyber operations
into their broader strategies. In some cases, they are doing so with fewer constraints and a greater
willingness to accept risk.

The U.S., by contrast, often moves more deliberately. That caution is understandable given the legal,
ethical, and strategic considerations involved. But it also creates a gap between the speed of the threat
and the speed of the response. In a domain where milliseconds matter, that gap can be extremely
consequential.

Artificial intelligence will further intensify these dynamics. Frontier AI systems are poised to
compress operational timelines, accelerate vulnerability discovery, enable more adaptive offensive
campaigns, and place increasing pressure on human decision-making processes. In practical terms,
the side capable of integrating AI into operational planning, cyber defense, intelligence analysis, and
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campaign execution will gain meaningful strategic advantage. The implications are not theoretical.
They are already beginning to reshape the offense-defense balance in cyberspace. The U.S. cannot
allow adversaries to operate at machine speed while U.S. forces wait for interagency clearance. That
is not caution. That is unilateral disarmament.

Bridging this gap will require more than incremental adjustments. It will require a deliberate effort
to integrate offensive cyber capabilities into doctrine, planning, and operations. That means moving
beyond ad hoc use of cyber tools and toward a more systematic approach in which offensive cyber is
a standard component of the joint force.

There are practical steps that can support this transition. First, lessons from recent operations
need to be captured and institutionalized. Too often, insights gained in one context are not translated
into broader practice. Developing repeatable approaches through doctrine, training, and planning
frameworks will be essential to ensuring that cyber capabilities can be employed effectively and
consistently.

Second, coordination across domains must improve. Cyber operations do not occur in isolation, and
their impact is often magnified when synchronized with other forms of action. Increasingly, cyber
effects will also need to be synchronized with electromagnetic spectrum operations and RF-enabled
capabilities. Future campaigns will depend not only on superiority in cyberspace, but on the ability to
integrate cyber, electronic warfare, sensing, communications, and spectrum dominance into a unified
operational framework capable of generating cumulative warfighting advantage across contested
environments. Achieving that level of integration requires not only technical interoperability but also
organizational alignment and shared understanding among commanders and planners.

Third, decision-making processes must be streamlined. The complexity of cyber operations, com-
bined with the need for speed, places a premium on clear authorities and efficient coordination. Delays
in approval or uncertainty about roles can undermine the effectiveness of even the most sophisticated
capabilities. None of these gaps requires new authorities. They require institutional will to close them.

At the same time, any shift toward a more proactive offensive posture must be accompanied by a
renewed commitment to defense. The two are mutually reinforcing. Offensive operations can impose
costs on adversaries and disrupt their activities, but they do not eliminate the need to protect critical
systems. Indeed, a more assertive posture may increase the likelihood of retaliation, making robust
defenses all the more important. This is particularly true for the Defense Industrial Base and other
elements of critical infrastructure. These systems underpin the nation’s ability to project power and
sustain operations. They are also prime targets for adversaries seeking to exploit vulnerabilities or
degrade capabilities. Ensuring their security is not a secondary consideration. It is central to the
effectiveness of any broader strategy.

Resilience can no longer be treated as a purely defensive or compliance-oriented exercise. In an era
where adversaries seek to pre-position within transportation systems, energy infrastructure, telecom-
munications networks, and defense supply chains, resilience becomes a core element of national
power and warfighting readiness. The ability of the U.S. to absorb disruption, sustain operations, and
recover rapidly under contested conditions may ultimately prove as strategically significant as the
ability to conduct offensive operations themselves.
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The same applies to the private sector more broadly. Much of the infrastructure that supports
military and economic activity is owned and operated by private entities. Strengthening partnerships
between government and industry will be essential to ensuring that defensive measures keep pace
with evolving threats.

The conversation, then, should not be framed as a choice between offense and defense. It is both. A
credible strategy requires the ability to defend effectively and to act proactively when necessary. It also
requires a clear understanding of how those capabilities fit within a broader approach to competition
and conflict.

Ultimately, the question is not whether cyber should be treated as its own domain. It cannot be.
The boundaries between domains are permanently blurred, and the effects of cyber operations are
felt across the spectrum of national power. The more relevant question is how to ensure that cyber
capabilities are used in a way that advances broader objectives.

Recent operational examples provide a starting point. They demonstrate that integration is possible
and that cyber can play a meaningful role in shaping outcomes. The challenge now is to build on
those examples, to develop the doctrine and structures needed to sustain them, and to ensure that the
U.S. can adapt quickly enough to keep pace with its adversaries.

Cyber is no longer simply about defending networks. It is about generating and sustaining strategic
advantage in an era where the line between competition and conflict has permanently dissolved. The
talent exists. The alliances exist. The operational experience exists. What remains is the harder work:
integrating those capabilities, governing them with clarity, and employing them with the strategic
coherence this moment demands. The U.S. does not lack capability. It must not lack will.
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