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In an era of heightened geopolitical competition, state-sponsored cyber actors are actively pre-
positioning themselves within United States critical infrastructure networks to secure strategic
leverage during potential conflicts. This shift from espionage to potential disruption demands
a fundamental evolution in national homeland defense. The Federal Government and the Cy-
bersecurity and Infrastructure Security Agency (CISA) must adopt a strict, consequence-driven
approach to risk management. Resources must be rigorously prioritized toward infrastructure
whose disruption or failure would imperil national security, public safety, military readiness,
and economic continuity. This approach requires identifying critical dependencies, focusing risk-
reduction investments, and measuring success through operational outcomes rather than activity
metrics. Drawing on recent national policy guidance and CISA initiatives, including CI Fortify, the
author outlines key principles for prioritization, continuity planning, interagency coordination,
and outcome-based risk management. Ultimately, it calls for a disciplined national effort to ensure
that the infrastructure Americans depend upon can continue functioning when adversaries seek
to disrupt it, thereby strengthening homeland defense and preserving public trust.
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Most Americans do not wake up thinking about operational technology, network segmentation,
telecommunications dependencies, or the availability of a particular transformer, pump, controller,
port terminal, or data center. They should not have to. They expect the lights to turn on, clean water to
flow, hospitals to provide care, banks to clear transactions, first responders to communicate, and the
goods their families need to reach their communities.

That expectation is not naivete. It is a special trust. Americans have placed trust in the companies that
operate essential systems and in the government institutions responsible for protecting the homeland.
Honoring that trust requires more than simply acknowledging that cyber threats are serious. It
requires us to make choices, to focus resources, and to prove that the systems most important to
American life can continue delivering when an adversary attempts to disrupt them.

This marks the next phase of our national critical infrastructure mission. We must focus our efforts
so that we achieve real, measurable reduction of risk where it matters most: national security, public
health and safety, defense, critical infrastructure, and continuity of the economy.

The threat is no longer theoretical. The United States has warned publicly that state-sponsored
cyber actors have sought to pre-position themselves in U.S. critical infrastructure networks for poten-
tial disruptive or destructive attacks during a major crisis or conflict. Their objective is not simply
espionage—it is leverage. It is the ability to hold at risk the systems that support American communities,
military mobility, national decision-making, and public confidence. America cannot allow adversaries
to turn cyber access into strategic leverage over the American people.

President Trump’s Cyber Strategy for America sets the direction clearly. It calls for identifying,
prioritizing, and hardening critical infrastructure and its supply chains, including defense critical
infrastructure, energy, financial and telecommunications systems, data centers, water utilities, hospi-
tals, information technology, and operational technology supply chains. It calls for making networks
more defensible and resilient, denying initial access where possible, and ensuring rapid recovery
when incidents occur. It also rejects cybersecurity activity that becomes a costly checklist rather than
a means of preparedness, action, and response (The White House 2026).
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That is exactly the operational discipline this moment requires. Cybersecurity and Infrastructure
Security Agency (CISA) must lead not by measuring how much activity we generate, but by measuring
whether risk is actually reduced and whether essential services can endure.

THE HOMELAND IS PART OF THE CONTEST

The modern homeland is not separate from geopolitical competition. Our ability to deter conflict
abroad and protect the nation at home depends on commercial and public infrastructure that crosses
every sector of the economy.

A military installation depends on electric power that may be owned and operated by a private
utility. Its missions may depend on commercial telecommunications, municipal water, fuel distribu-
tion, rail, ports, cloud services, and a web of suppliers that never appear on a military organizational
chart. Hospitals depend on power, water, digital systems, pharmaceuticals, logistics, and communi-
cations. State and local emergency operations depend on the same network of lifeline services. The
economy depends on financial clearing, transportation, energy, telecommunications, data centers,
and manufacturing systems that increasingly rely on operational technology and connected digital
services.

The 2026 National Defense Strategy prioritizes defending the U.S. homeland and deterring our
adversaries, and specifically directs the Department of War to bolster cyber defenses for U.S. military
and certain civilian targets (Department of War 2026). The 2025 National Security Strategy likewise
recognizes that close U.S. Government relationships with the American private sector are necessary to
maintain awareness of persistent threats to U.S. networks, including critical infrastructure, and to
enable timely discovery, attribution, and response (The White House 2025).

These are not separate policy ideas. They are one national-security reality. Civilian infrastructure
that supports military readiness, life safety, emergency response, and economic continuity is part
of our ability to deter aggression. It is part of national power. And when an adversary prepares to
disrupt it, protecting that infrastructure is homeland defense.

For that reason, we must be candid: not every system presents the same consequences if it fails,
and not every system can receive the same degree of federal support. Universal awareness is useful.
Universal prioritization is not prioritization at all.

MOVING FROM COVERAGE TO CONSEQUENCE

The federal government has spent years expanding cybersecurity programs, building partnerships,
distributing guidance, increasing visibility, and improving the exchange of threat information. Much
of that work is valuable. Information from government can help an operator close a vulnerability
before it is exploited. Visibility from industry can allow the government to see an adversary campaign
that no single organization would recognize on its own.

But information sharing is not the finish line. An advisory that does not lead to action is not risk
reduction. A partnership that does not improve preparedness is not enough. A completed assessment
that does not lead to a more resilient essential service is a report, not an outcome.

VOL. 11, NO. 2 (2026) | 205



Protect What Cannot Fail: Operational Resilience for America’s Most Consequential Critical Infrastructure

In March 2025, President Trump directed the Federal Government to shift critical infrastructure
policy from an overly broad approach to a risk-informed approach, and to move beyond information
sharing to action. He also ordered the development of a National Risk Register to identify, articulate,
and quantify malign and natural risks to national infrastructure and related systems, with that work
informing intelligence, private and state investment, and federal budget priorities (Executive Order
14239 2025). This direction is both common sense and overdue.

CISA’s responsibility is to help translate it into operational decisions. The first decision is what
matters most. Our priority cannot be a label alone, a sector alone, or a program alone. It must be
the consequence of disruption. We need to identify the assets, systems, service providers, regional
dependencies, and supply-chain concentrations whose failure would impair national security, public
health and safety, defense critical infrastructure, or the continuity of the economy. That includes
the electric systems, communications pathways, water services, transportation nodes, fuel networks,
financial systems, health services, data centers, and industrial operations that have direct national
consequence. It also includes the less visible dependencies beneath them: remote access platforms,
identity services, widely used edge devices, managed providers, software and equipment vendors,
and upstream communications services that can create common exposure across multiple sectors.

CISA has a central role in this work. In testimony before Congress, I noted that expertise and data
must support the identification and prioritization of critical infrastructure and assessment of physical
and cyber risk, including White House priorities such as the National Risk Register and homeland
defense efforts by the Department of War. The reason is straightforward: precious federal resources
must be laser-focused where they can have the greatest risk-reduction value for the American people
(Andersen 2026). That standard should govern how we deploy our most intensive services, where
we direct national-level planning, which risks we elevate to senior decision-makers, where federal
investment can create measurable resilience, and what we ask of owners and operators whose systems
are uniquely important to the nation.

This is not an argument to leave anyone behind. CISA should continue to provide broadly accessible
resources, guidance, alerts, technical tools, and regional support to critical infrastructure across the
country. States and local communities are not ancillary to national resilience. They are where critical
services are delivered and where consequences are felt first. But the government must reserve its
deepest operational attention for the infrastructure that, if lost or manipulated during a crisis, could
imperil lives, frustrate a national response, degrade military readiness, or produce cascading economic
harm. That is the difference between being busy and being strategic.

PLAN FOR THE CONDITIONS AN ADVERSARY WOULD CREATE

Critical infrastructure resilience must begin with an uncomfortable assumption: in a serious crisis, the
normal operating environment may not be available. Operators may face degraded telecommunica-
tions. A vendor connection may be untrusted. Remote maintenance pathways may become avenues
for adversary action. Enterprise information technology may be unavailable while operational systems
must continue running. Threat actors may already have some foothold in an operational environment.

The question will not be whether conditions are ideal, but whether the essential service can
continue safely. This is the logic behind Critical Infrastructure (CI) Fortify, CISA’s (2026a) initiative to
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strengthen resilience across critical infrastructure during a geopolitical conflict. Its objective is direct:
organizations that Americans rely upon must be able to continue delivering crucial services, isolate
vital systems from harm when necessary, operate in that isolated state, and rapidly recover systems
that may have been compromised.

For many infrastructure operators, this demands a change in planning. Traditional cybersecurity
programs often concentrate on prevention, detection, response, and restoration in a generally con-
nected environment. Those remain necessary. But operators supporting national consequence must
also be able to operate through the disruption the adversary intends to create.

For an operational technology environment, this is not a theoretical distinction. A water utility
may need to operate safely when ordinary remote monitoring or vendor support is impaired. An
electric utility may need to protect control functions while continuing service to priority customers.
A communications provider may need to preserve essential service while isolating compromised
management pathways. A transportation or port operator may need to sustain essential movement
under degraded digital conditions. A hospital cannot assume critical infrastructure dependencies will
be swiftly restored. This goes beyond an individual organization planning in isolation. Cross-sector
emergency planning extends time to failure while better informing minimum service thresholds.

For priority operators, we need answers before a crisis begins. What is the minimum service that
must be maintained? Which customers, facilities, or regions have the highest consequence? Which
operational systems are essential to that service? Which external connections can be severed safely,
and under what conditions? How long can operations be sustained in isolation or degraded mode?
What trusted configurations, spares, recovery images, engineering expertise, and communications
paths will be required to restore full operation? Who has the authority to make those decisions under
pressure?

Good plans are not measured by whether they look comprehensive in a binder. They are measured
by whether trained people can execute them in the conditions that matter. For nationally significant in-
frastructure, isolation, continuity, and recovery plans must be exercised under realistic circumstances.
That means degraded communications, a compromised vendor, concurrent cyber and physical effects,
uncertain intelligence, and pressure from the public and national leadership for answers.

The test is simple, even if the work is hard: can essential service continue?

ORGANIZE FOR OUTCOMES

CISA was established to lead the national effort to understand, manage, and reduce risk to the cyber
and physical infrastructure Americans rely upon. As the federal operational lead for cybersecurity, we
protect and defend federal networks. As the national coordinator for critical infrastructure security
and resilience, we bring together the partners needed to address risks that no single company, sector,
state, or agency can solve alone. And as the nation’s risk advisor for critical infrastructure, our value is
proven when leaders are able to make better decisions about consequence and investment (Andersen
2026). This responsibility must be carried out in a way that is disciplined about roles but impatient
with avoidable friction.
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Owners and operators know their systems and carry the primary responsibility for delivering ser-
vices. Sector Risk Management Agencies have essential sector expertise and relationships. States, local
governments, Tribal nations, and territories understand their communities and deliver emergency
and public-safety capabilities closest to the consequences. The Federal Bureau of Investigation (FBI)
brings investigative and law-enforcement authorities. The intelligence community provides foreign
threat insight. The Department of War protects military missions and, where directed, develops options
to deter or degrade threats to the homeland. CISA must make this machinery work together around
actual operational problems.

That means we should not begin by focusing on who owns a meeting. We should begin with
which service must continue, which threat could interrupt it, and which partners can reduce the
risk in time. The work should be organized around prioritized national problems: an energy and
telecommunications dependency supporting defense mobility; a region where water, port, power, and
communications disruptions could compound one another; a widely deployed technology that provides
adversary access across sectors; a hospital network or emergency communications dependency
essential to public safety; a supplier or managed service pathway creating concentrated risk.

For each problem, we should establish the consequence, identify the decision-makers, bring threat
information to those positioned to act, determine concrete mitigations, exercise continuity and recovery,
and measure whether we are reducing risk. Partnerships must result in decisions and improvements,
not simply recurring engagements.

CISA must also lead by example on federal civilian networks. A nation that asks private operators
to address exposed and unsupported technologies, increase visibility, and respond quickly to active
threats must apply that same discipline across the Federal Civilian Executive Branch. Recent CISA
action directing agencies to mitigate risk from end-of-support edge devices reflects that obligation
(CISA 2026b). Federal cybersecurity is not separate from national resilience. It is part of the credibility
and operational competence the mission demands.

MEASURE WHAT THE AMERICAN PEOPLE NEED

Cybersecurity organizations are often measured by activity: advisories issued, assessments conducted,
meetings held, vulnerability notifications delivered, products downloaded, participants trained. These
measures can inform management, but they cannot by themselves answer the question the American
people care about. Are we safer where it matters most?

For CISA and our partners, meaningful measures should follow the consequence. Have the nationally
significant services and dependencies been identified? Have priority operators removed known
exploitable paths and reduced untrusted remote access? Are systems necessary for minimum service
delivery understood and protected? Can an operator isolate vital functions without losing the service it
exists to provide? Have continuity and trusted recovery plans been tested under degraded conditions?
Are vulnerabilities in common technologies being remediated before they become a systemic problem?
Are federal, state, local, and private partners able to make time-sensitive decisions together? Are
investments moving toward the risks that could cause the greatest harm?

This is not the easier path. Measuring outcomes will expose where the work is incomplete. It will
sometimes require telling a partner that an activity is not reducing the risk that matters most. It will
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require federal agencies to stop spreading scarce expertise too thinly. It will require owners and
operators of consequential systems to invest before a crisis proves the need.

But that is what stewardship requires. The American people do not need cybersecurity theater. They
need water, power, communications, medical care, financial access, transportation, and public safety
when an adversary seeks to deny them those services. They need a government prepared to recognize
the risks with the greatest consequences and act before those risks become national emergencies.

A COMMITMENT WORTHY OF THEIR TRUST

Cybersecurity is sometimes discussed as a technical contest between attackers and defenders. It is
that, but it is not only that. For critical infrastructure, cyber defense is a commitment to the people
who depend on the service and rarely see the machinery behind it. The lineman restoring power,
the operator maintaining safe water, the nurse caring for a patient, the dispatcher reaching a first
responder, the servicemember relying on civilian infrastructure to accomplish a mission, the family
expecting to fill a prescription or purchase groceries: they experience our success or failure not as a
cybersecurity metric, but as whether the country functions when it is tested.

President Trump’s Cyber Strategy for America (The White House 2026) calls on us to secure crit-
ical infrastructure, make networks more defensible and resilient, recover quickly from incidents,
strengthen the relationship between government and industry, and create real risk for adversaries
who threaten Americans. CISA has a direct responsibility to deliver on that vision.

We will do so by defending the federal enterprise with operational urgency. We will do so by helping
the nation identify what cannot fail. We will do so by focusing our most intensive efforts on national
security, public health and safety, defense critical infrastructure, and continuity of the economy. We
will do so by preparing priority operators to isolate vital systems, maintain crucial services through
disruption, and recover with speed and confidence. And we will do so by demanding evidence of
actual risk reduction, not simply evidence of activity.

Our adversaries should understand that exploiting American infrastructure will not provide the
strategic leverage they seek. Our partners should understand that CISA will be clear about priorities,
serious about operational outcomes, and committed to earning trust through results. And the American
people should know that the systems they rely upon every day are not an afterthought in our national
security. They are among its most important foundations.

That is the mission before us. It is practical. It is urgent. And it is worthy of the trust the American
people have placed in us.
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