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INTRODUCTION

Cyber operations ! today are more available, dependable, pervasive, aggressive, continuous, inte-
grated, and influential than at any point in the history of conflict. Twenty years ago, many of these
developments were only partially visible. Viewed in hindsight, however, they reveal a clear pattern in
the evolution of cyberspace as a strategic domain.

These trends did not emerge independently. They evolved together within a broader transformation
of the global technological and information environment. The commodification of cyber capabilities,
the spread of digital infrastructure into nearly every aspect of life, the demonstrated ability of cyber
operations to produce physical and financial consequences, the rise of artificial intelligence (AI),
and the dominance of social media as an information ecosystem collectively changed the strategic
role of cyberspace. These developments provide a useful framework for understanding how cyber
competition and conflict have evolved, why cyber operations now occupy a central role in national
power, and where cyber strategy may be heading next.

The most important lesson is not simply that cyber capabilities have improved. It is that cyber
operations have become woven into the fabric of modern military, political, economic, and social
competition. Cyberspace is no longer a supporting technical layer operating quietly in the background
of society. It has become operational terrain. Over the last two decades, cyber operations evolved from
niche technical activities into instruments of strategic power. What began as a relatively specialized
domain now shapes deterrence, military operations, coercion, espionage, political influence, and
economic competition. Seven interrelated trends help explain this transformation.

THE SEVEN CYBER TRENDS
Availability
Advanced cyber capabilities are now accessible to a far wider range of actors than in the past. So-

phisticated tools once requiring elite technical expertise are increasingly commodified, automated,

1.“Cyberspace operations (CO) are the employment of cyberspace capabilities where the primary purpose is to achieve
objectives in or through cyberspace. A cyberspace capability is a device or computer program, including any combination of
software, firmware, or hardware, designed to create an effect in or through cyberspace.” (JP 3-12 2022)
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and packaged into user-friendly systems. Hacking tools, exploit kits, malware frameworks, and ran-
somware services can now be obtained at low cost or downloaded freely online. The barrier to entry
for effective cyber operations has dropped dramatically.

Al is accelerating this shift. Al-enabled tools increasingly allow less-skilled actors to perform tasks
that once required experienced operators, while agentic systems can automate reconnaissance, vul-
nerability analysis, malware adaptation, and portions of the attack chain itself. As Abdelmenem (2025)
notes, “What used to require a team of elite hackers can now be done by ‘a single actor with the
assistance of agentic systems’... The cost of cyber offense just dropped by orders of magnitude.”

Recent reporting suggests that this transformation is already reshaping the threat landscape.
“Seventy-five percent of security professionals witnessed an increase in attacks over the past 12
months, with 85% attributing this rise to bad actors using generative Al.” (Security Magazine 2023) Al
systems are increasingly functioning as force multipliers for cyber operators by compressing the man-
power, speed, and coordination previously required for complex operations. For example, reporting
on the Chinese use of Anthropic’s “Claude” described how Al support substantially automated the
hacking chain, enabling a single operator to perform tasks that previously required an entire team.
(Freedberg Jr. 2025) During one operation, “the AI made thousands of requests, often multiple per
second—an attack speed that would have been, for human hackers, simply impossible to match.”
(Klein 2025)

Cyber defense can likewise benefit from recent advances in Al Al-enabled systems can process and
analyze system logs at a scale and speed difficult for human analysts to match, allowing defenders
to focus on higher-level decisions and response coordination (Shakeel 2021). In operational settings,
Ukrainian cyber defenses reportedly leveraged Al-enhanced threat intelligence and rapidly deployed
protective software to strengthen the resilience of cloud and network infrastructure during the war
with Russia (Bendett 2023).

Dependability

Cyber operations are now more dependable due to a greater ability to predict and ensure that cyber
technologies will achieve the desired effects.

Early U.S. military cyber operations often suffered from uncertainty regarding reliability, persistence
of effects, or unintended collateral consequences. Military and political leaders frequently hesitated to
rely upon cyber options because the outcomes were difficult to predict. That situation has changed
significantly. Operation Olympic Games and the Stuxnet malware demonstrated that cyber operations
could create precise physical effects against strategic infrastructure (Lindsay 2013). More recent
operations involving integrated cyber campaigns against Iranian systems demonstrated a much
higher level of confidence in cyber-enabled operational effects. The contrast between the uncertainty
surrounding proposed cyber operations against Libya’s air defenses in 2011 (Smeets 2022) and the
confidence displayed in recent integrated cyber-enabled operations against Venezuela (Baker 2026)
or Iran (SOC Radar 2025; Srivastava 2026) illustrates how much cyber capabilities have matured over
the last fifteen years.

While part of the reluctance to execute cyber operations may stem from the low risk tolerance of
decision-makers, this author argues that another important factor was the limited dependability of
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cyber capabilities at the time. Cyber operations in 2011 were far less predictable and operationally
mature than they are today. These cases suggest that cyber technologies and operational techniques
have become increasingly dependable, enabling actors to achieve desired effects with greater precision,
coordination, and confidence while reducing unintended consequences.

Pervasiveness

Cyber capabilities now reach into almost every area of modern life. Military systems, logistics, finance,
transportation, communications, industrial control systems, smartphones, cloud infrastructure, social
media platforms, and consumer technologies all create expanding opportunities for cyber exploitation.
Cyberspace is no longer separate from society. It is embedded within society.

As digital systems expanded across civilian and military life, the number of vulnerabilities expanded
with them. The SolarWinds compromise demonstrated how attacks deep within software supply
chains could affect governments, militaries, and major corporations simultaneously. The Mirai DDoS
botnet demonstrated how ordinary Internet-connected consumer devices could be transformed into
strategic attack infrastructure (CISA 2016).

This growing pervasiveness is visible across a wide range of military, political, economic, and social
activities. More areas will undoubtedly arise in the future. Cyber capabilities now directly shape mili-
tary operations, as illustrated by Israeli cyber operations against Iranian air defenses and the Stuxnet
operation targeting Iran’s nuclear program. At the same time, modern military logistics increasingly
depend upon interconnected commercial infrastructure and Internet-enabled supply chains, creating
vulnerabilities that did not previously exist for adversaries to exploit (Vicens 2025). Beyond the military
domain, cyber operations increasingly affect civilian infrastructure and private industry at a strategic
scale. The destructive NotPetya attack, initially targeting organizations operating in Ukraine, ultimately
caused more than $10 billion in damages worldwide by propagating across globally interconnected
corporate networks (Baranovskyi, n.d.). Similarly, the Shamoon malware attack against Saudi Aramco
demonstrated how cyber operations could severely disrupt the operations of major industrial actors by
destroying thousands of systems simultaneously (Bronk and Tikk-Ringas 2013). As civilian and military
infrastructures become more tightly interconnected, distinctions between military and non-military
cyber effects become increasingly blurred.

The pervasiveness of cyberspace has also dramatically expanded opportunities for espionage,
criminal activity, coercion, and political influence. States such as China, Russia, Iran, or North Korea
have used cyber operations for intelligence collection, political advantage, and strategic competition.
Chinese BGP hijacking campaigns demonstrated how core Internet infrastructure could be manipu-
lated to siphon large volumes of global Internet traffic for espionage (Shavitt and Demchak 2020). At
the same time, cybercrime expanded significantly through ransomware, identity theft, online fraud,
phone scams, and other financially motivated operations targeting individuals and institutions. Some
operations combined strategic and financial objectives, such as Iranian campaigns that used DDoS
attacks against U.S. financial institutions as cover for illicit financial transactions (Musil 2013).

Cyber capabilities also increasingly support broader campaigns of coercion and political influence.
Operations can now generate physical destruction, economic disruption, reputational damage, and
public embarrassment on a global scale. Incidents such as the Sony Pictures hack (Stedman 2014)
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illustrated how cyber operations could be used not only to steal information, but also to shape political
messaging, intimidate organizations, and amplify strategic influence.

These areas are just a few examples of the increased influence of cyber in today’s environment.
As reliance on digital infrastructure continues to expand across all aspects of society, cyberspace is
likely to remain an increasingly pervasive and target-rich environment for states, criminals, terrorists,
hacktivists, and other actors.

Aggressiveness

As cyber capabilities became more available and dependable, cyber actors became more willing to
use them proactively and preemptively.

The U.S. Department of Defense’s “Defend Forward” strategy reflects this broader shift toward a
more aggressive cyber posture. The strategy emphasizes operating “as close as possible to the origin
of adversary activity” in order to expose adversaries’ weaknesses, understand their intentions and
capabilities, and disrupt malicious activity before it can affect U.S. systems (US Cyber Command, n.d.).
General Paul Nakasone similarly described Defend Forward as involving operations on networks
outside the U.S. in order to confront threats before they reach domestic infrastructure (Pomerleau
2023). The alleged U.S. Cyber Command operation against the Russian Internet Research Agency (IRA)
during the 2018 U.S. elections illustrates this more proactive posture (Nakashima 2019).

Hunt Forward Operations similarly embody this trend toward aggressiveness. In these operations,
U.S. cyber teams deploy onto allied and partner networks to identify adversary presence, analyze
malicious activity, and disrupt threats before they can spread to American or allied systems (Pomerleau
2025). Such operations effectively extend cyber defense beyond national borders and blur traditional
distinctions between defense, intelligence collection, and operational engagement.

This growing aggressiveness is not limited to the U.S. Many states increasingly conduct persistent cy-
ber campaigns involving espionage, prepositioning, influence operations, infrastructure probing, and
offensive cyber activities during periods formally below the threshold of armed conflict. Importantly,
aggressiveness in cyberspace is reinforced by the characteristics of the domain itself. Attribution
challenges, ambiguous thresholds for escalation, the relatively low cost of operations, and the ability
to operate continuously during peacetime all reduce barriers to action. Successful offensive and
preemptive operations further normalize aggressive behavior by demonstrating their strategic utility
and manageable political consequences.

Continuity
Cyber operations are no longer episodic events conducted only during crises or wartime. Many states
and non-state actors now treat cyberspace as an environment of continuous engagement.

Persistent Engagement reflects this reality (Fischerkeller and Harknett 2019). Cyberspace is in-
creasingly understood as a permanently contested domain requiring constant action, adaptation,
reconnaissance, disruption, and signaling. In the U.S., US CYBERCOM achieves persistent engagement
by “challenging adversary activities daily and wherever they operate,” (Pomerleau 2023).

Russian ransomware infrastructure, Chinese cyber espionage campaigns, Iranian cyber influence
efforts, and extremist online operations all demonstrate that adversaries already operate continuously.
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Since the adoption of Persistent Engagement in the U.S. in 2018, several publicly reported operations
suggest that the strategy has achieved at least some operational success, although many activities likely
remain classified. In 2020, U.S. Cyber Command allegedly conducted operations against the computer
infrastructure of Trickbot, a notorious Russian cybercriminal group associated with ransomware
activity (Krebs 2020; Nakashima 2020). Public statements further suggest that numerous additional
operations had been planned and executed without public disclosure (Graff 2020).

Together with Hunt Forward Operations conducted on allied networks, these examples suggest that
Persistent Engagement has enabled a more continuous and operationally active cyber posture.

Integration

Cyber operations are increasingly integrated with kinetic operations, electronic warfare, intelligence
collection, space capabilities, and information operations. Modern operations increasingly combine
cyber and non-cyber actions to achieve synchronized strategic effects. The U.S. operational concept
of Multi-Domain Operations (MDO) supports integrating capabilities across all domains to strike
adversaries from many directions simultaneously, including via cyber (US TRADOC 2018).

There are numerous examples of the growing integration of cyber and kinetic operations. Cyber
capabilities are increasingly used to support the targeting, timing, coordination, and effectiveness of
physical military actions. For example, reports surrounding the 2026 assassination of Iranian Supreme
Leader Ali Khamenei suggested that Israel used hacked traffic camera and Al to monitor movements,
identify behavioral patterns, and support precision targeting decisions (Kweller 2026). Similarly, the
2026 U.S. Operation Absolute Resolve against Maduro in Venezuaela reportedly incorporated cyber
support alongside conventional military operations (Baker 2026).

Cyber capabilities are also becoming more integrated with Electronic Warfare (EW). Recent U.S.
developments have shown the growing convergence between cyber and electromagnetic operations
through the delivery of cyber payloads using radio frequency (RF) signals (Pomerleau 2022).

Cyber operations are similarly becoming integrated with influence activities and broader Opera-
tions in the Information Environment (OIE) 2. Social media platforms, hacked information systems,
and digitally amplified messaging now allow cyber-enabled influence campaigns to shape public
perception and strategic narratives with unprecedented speed and scale. Military organizations in-
creasingly recognize that information effects can "amplify the effects of a kinetic strike, deny an
adversary first-mover status in the information dimension, or be used to seed psychological effects in
an adversarial target audience.” (Cruickshank, Windmueller, and Benigni 2023).

Overall, these developments reflect a broader trend toward the operational convergence of cyber,
kinetic, electronic, and informational capabilities. Cyber operations are no longer functioning as
isolated technical activities, but as integrated elements within multidomain strategies designed to
create combined and mutually reinforcing strategic effects.

2. According to Joint Publication JP 3-04 Information in Joint Operations (2022), the term “Information Operations” is obsolete and
has been replaced by the term “Operations in the Information Environment” (OIE). OIE is defined as: “Military actions involving
the integrated employment of multiple information forces to affect drivers of behavior... OIE are military actions involving
the integrated employment of multiple information forces to affect drivers of behavior by informing audiences; influencing
foreign relevant actors; attacking and exploiting relevant actor information, information networks, and information systems;
and protecting friendly information, information networks, and information systems.”
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Influence

Cyber operations are becoming more influential and increasingly shape strategic behavior because
they can create meaningful physical, financial, political, and reputational consequences. The tech-
nologies associated with the preceding trends collectively increased cyber actors’ ability to wield
strategic power far beyond what was possible in earlier decades. As cyber operations became more
capable and consequential, states increasingly developed policies, strategies, and operational concepts
designed to leverage that power. Much of the cyber deterrence literature focuses on deterring cyber
attacks themselves (Lewis 2023; Burton 2018; Velde 2023). This article instead emphasizes how cyber
capabilities can contribute to deterrence by creating the credible possibility of physical destruction,
economic disruption, and reputational harm. The most important strategic change is not simply that
cyber attacks can occur. It is that decision-makers now believe cyber operations can produce serious
consequences.

Several major operations demonstrated this growing strategic influence. Examples include the
Shamoon attack against Saudi Aramco network assets (Bronk and Tikk-Ringas 2013), the Stuxnet
operation targeting Iranian uranium enrichment centrifuges (Lindsay 2013), Russian cyber attacks
against the Ukrainian power grid in 2015 (CISA 2021), and Iran’s DDoS attacks against U.S. financial
institutions (Marks 2016). Together, these operations reinforced the understanding that cyber attacks
can impose severe and strategically meaningful consequences. As a result, policymakers increasingly
began incorporating cyber effects into broader calculations of deterrence, escalation, and conflict.
For example, reports suggest that the U.S. assessed in 2026 that Iran’s offensive cyber capabilities
would not be sufficient to deter American kinetic operations because they were unlikely to inflict
serious long-term damage on the U.S. economy, particularly given the possibility of preemptive
countermeasures such as disrupting Iranian cyber infrastructure and online services (Gaskins 2026).
Such assessments illustrate how cyber capabilities are increasingly evaluated alongside conventional
military capabilities in strategic decision-making. Cyber operations now contribute directly to coercion,
deterrence, disruption, signaling, and strategic influence.

In each case, the technological trend emerged before the corresponding policy, strategy, doctrine, or
operational concept. However, once implemented, those policies and strategies further accelerated the
evolution and strategic importance of the associated cyber trends. All seven cyber trends have both
technology and policy influences, though some are predominantly one or the other 3. Availability,
Dependability, and Pervasiveness are primarily technology-oriented. Aggressiveness and Continuity
are primarily policy-oriented, while Integration and Influence are fairly balanced.

THE GLOBAL ENVIRONMENT BEHIND THE TRENDS

These cyber trends did not occur in a vacuum. They evolved within broader transformations of the
global environment.

Commodification of Cyber Technology. The commodification of cyber technology provided tools that
allowed less-skilled cyber operators (such as script kiddies) to operate at a higher skill level at low

3. Note that the term “policy” here also includes strategy, doctrine, and operational concepts.
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cost. These toolkits were previously developed manually, such as Metasploit toolkit, providing simpler
user interfaces for what were previously difficult tasks. Hacking websites often sell tools and kits that
provide significant capabilities for a relatively small price (Connolly et al. 2023). This led to increased
availability and dependability in cyber operations.

Expansion of Digital Dependence. At the same time, digital infrastructure expanded into almost every
area of human activity. Modern societies increasingly depend upon interconnected software systems,
cloud infrastructure, mobile technologies, industrial networks, and Internet-connected devices. Conve-
nience, speed, and connectivity often expanded more rapidly than security. The increased dependence
on these devices has also increased the number of available vulnerabilities. Verizon’s 2024 Mobile
Security Index found that 80% of organizations consider mobile devices critical to operations. As a
result, cybercriminals are following the users. In 2023, Kaspersky reported nearly 33.8 million attacks
on mobile devices (Khalil 2025).

Strategic Consequence and Coercive Potential of Cyber Operations. Another global trend is the demon-
strated ability of cyber operations to create tangible physical, financial, and reputational consequences
at a strategic scale. Cyber actions are no longer limited to the theft or exposure of data. They can disrupt
critical infrastructure, impose significant economic costs, damage public trust, and generate political
pressure far beyond the technical domain itself. As these effects became increasingly visible, cyber
capabilities evolved into instruments of strategic influence and coercion that states and non-state
actors alike can leverage through both technology and policy. The Iranian DDoS campaign against
U.S. financial institutions between 2011 and 2013 illustrated how cyber operations could impose real
economic disruption and signal strategic intent (Marks 2016).

Information Environment Transformation. The information environment also changed fundamentally.
Social media has become the primary source of news, information, and misinformation worldwide,
supplanting legacy media and its traditional safeguards (Chaffey 2025). This created new opportunities
for influence, manipulation, disinformation, and psychological operations. Deepfakes, synthetic media,
Al-generated narratives, and bot amplification are increasing the speed and scale at which influence
operations can be conducted (Goldstein et al. 2023). Related to OIE, this global trend is creating
a significant demand for CO techniques to deliver messages and counter-messages (Cruickshank,
Windmueller, and Benigni 2023).

Al Acceleration Across Domains. Al is accelerating every aspect of this transformation by enabling
both experienced and less-skilled operators to perform cyber activities (defensive, offensive, or OIE
influence operations) at greater scale, speed, and sophistication. Al systems increasingly support
vulnerability discovery, malware adaptation, data analysis, target identification, influence operations,
defensive monitoring, and operational coordination across domains. In practice, Al allows both
attackers and defenders to process volumes of information and operational complexity beyond
human capacity. Al also strengthens the integration of cyber capabilities with non-cyber operations.
Recent campaigns such as Rising Lion (SOC Radar 2025), Absolute Resolve (Baker 2026), Roaring Lion
(Srivastava 2026), and Epic Fury (Sela-Eitam 2026) demonstrated how Al-enabled analysis, targeting,
and coordination can support synchronized military effects across multiple domains. At the same
time, Al provides important opportunities for cyber defense. Al-enhanced threat intelligence, anomaly
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detection, automated monitoring, and rapid deployment of defensive measures increasingly improve
resilience against sophisticated attacks. Ukrainian cyber defenses, for example, benefited from Al-
enhanced threat intelligence and the rapid distribution of protective software to cloud services and
other networks during the conflict with Russia (Bendett 2023). Al is therefore becoming a foundational
force multiplier that is reshaping the scale, tempo, and character of cyber competition itself.

The convergence of these developments has transformed cyberspace from a primarily technical
environment into a strategic environment.

RELATIONSHIPS BETWEEN TRENDS

The seven cyber trends did not evolve independently. Each trend reinforces and accelerates the others,
producing a broader transformation in the strategic role of cyberspace.

Figure 1 illustrates these relationships and shows how the cyber trends emerged within larger
global technological and societal developments. The commodification of cyber technology, expanding
digital dependence, the strategic consequences of cyber operations, transformation of the information
environment, and the acceleration of Al across all domains collectively shape the conditions under
which the seven cyber trends emerged and continue to evolve.

Expansion of digital

Commodification of cyber : Strategic consequence of i Transformation of the AI Acceleration across

i dependence and attack ::

technology cyber operations information environment :: domains
L ; surface I I
AVAILABLE DEPENDABLE
2 More accessible tools and More reliable effects, less
= capabilities collateral, higher success INFLUENTIAL
il
o~ Creates physical,
- ‘ ¢ ‘ L * monetary, and
T reputational
'j'.ﬂ PERVASIVE AGGRESSIVE CONTINUOUS INTEGRATED pimpact
s Cyber reaches into every || Proactive, preemptive use Persistent operations, Blends with kinetic, EW,
aspect of life and critical to disrupt, deter, coerce competition never stops space, intel, and influence
systems

—

STRATEGIC IMPACT

The combined effect of these trends increases the scale, speed, and significance of cyber operations and their influence

Figure 1. Interrelationships between Global Drivers and the Seven Cyber Trends

Availability and dependability act as foundational enabling cyber trends. As cyber tools became
cheaper, easier to use, automated, and increasingly supported by Al a larger number of actors gained
access to meaningful cyber capabilities. At the same time, improvements in operational precision,
reliability, and predictability increased confidence in the use of cyber operations. These two trends
lowered barriers to entry and reduced operational uncertainty, creating conditions for the expansion
of the remaining trends.
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Increasing pervasiveness amplified both opportunity and strategic relevance. As societies became
more dependent on interconnected digital systems, the broader attack surface enabled cyber opera-
tions to affect military systems, civilian infrastructure, economic systems, political institutions, and
social environments simultaneously. Greater availability, dependability, and pervasiveness collectively
encouraged more aggressive and continuous cyber behavior. States increasingly shifted from reactive
defense models toward proactive and persistent engagement strategies. The relatively low cost of
operations, ambiguity surrounding escalation thresholds, and ability to operate continuously during
peacetime further reinforced this dynamic. The trends naturally contributed to increasing integration.
As cyber operations matured, they became more tightly connected with kinetic operations, EW, intelli-
gence, and influence operations. Improved dependability and broader digital access enabled cyber
effects to be synchronized with other operational domains in support of multidomain campaigns.

Finally, the combined effect of all preceding trends contributed to growing influence. Cyber opera-
tions became more strategically consequential because they were now widely accessible, operationally
dependable, deeply embedded within society, continuously employed, and integrated with broader
military and political activities. As a result, cyber operations increasingly generate meaningful physical,
financial, reputational, and geopolitical effects.

THE FUTURE OF GLOBAL AND CYBER TRENDS

None of the conditions driving these trends appears to be weakening. Cyber capabilities will continue
to become more accessible as Al accelerates commodification and automation. The number of capable
cyber actors will continue to increase. Dependability will improve as Al systems become more capable
of identifying vulnerabilities, adapting exploits, processing intelligence, and coordinating operations.
Pervasiveness will expand as societies become increasingly dependent upon interconnected digital
systems, autonomous platforms, cloud infrastructure, smart devices, and Al-enabled services. Ag-
gressive and continuous operations are likely to intensify because cyberspace increasingly rewards
persistent engagement and proactive competition. Integration across domains will deepen further.
Cyber, Al electronic warfare, kinetic operations, intelligence collection, and influence operations are
increasingly converging into unified operational ecosystems. Most importantly, cyber operations are
likely to become even more influential as states and non-state actors continue discovering new ways
to generate strategic effects through interconnected systems.

The future of cyber conflict will not simply involve hacking computers. It will involve shaping
perception, disrupting economies, influencing populations, enabling military operations, manipulating
infrastructure, and competing continuously below the threshold of conventional war.

The Effect of AI on Cyber Trends

Recent advances in Al suggest it will become a major driver of the seven cyber trends. While Al
will not affect every trend equally, its ability to process massive datasets, automate decision-making,
coordinate actions, and scale operations at machine speed is likely to intensify many of the dynamics
already reshaping cyberspace.
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e Available. AT will further commodify cyber capabilities across the full threat kill chain. Agentic
AT systems capable of autonomously initiating online actions may dramatically increase the
operational reach of individual actors and small groups (Freedberg Jr. 2025).

e Dependable. Al can improve the dependability of cyber operations by rapidly processing and
correlating large volumes of technical and behavioral data. Its ability to identify patterns, vulner-
abilities, and operational opportunities across diverse data sources may increase the precision
and effectiveness of cyber activities (Sheppard et al. 2018).

e Pervasive. As digital systems continue to expand into all aspects of society, Al will be able to
synthesize information and identify vulnerabilities across an increasingly interconnected envi-
ronment.

e Aggressive. Al may indirectly encourage more aggressive cyber postures by accelerating vulnera-
bility discovery, predictive analysis, and exploit development. Faster identification of weaknesses
and opportunities may lower barriers to proactive and preemptive cyber operations (Sangfor
Technologies 2024).

e Continuous. Al supports continuous cyber operations by enabling rapid iteration, automation,
and accelerated operational cycles. Al-assisted development and deployment processes may
help sustain persistent engagement strategies and continuous adversary disruption (Pyburn and
Weggeman 2025; US Cyber Command 2024).

e Integrated. Al’s ability to synthesize data from many sources will likely strengthen the integra-
tion of cyber with kinetic, EW, intelligence, and influence operations. Al-assisted targeting and
operational coordination increasingly support multidomain approaches (Kweller 2026).

o Influential. Al may amplify the physical, financial, political, and reputational effects of cyber
operations. By accelerating vulnerability discovery, exploit coordination, and influence activities,
Al is likely to expand the strategic impact of cyber-enabled coercion, deterrence, and disruption.

CONCLUSION

Cyber operations have evolved from niche technical activities into persistent instruments of strategic
competition. Over the past two decades, cyber capabilities became more available, dependable,
pervasive, aggressive, continuous, integrated, and influential, fundamentally reshaping the character
of conflict and statecraft. These trends did not emerge independently, but developed together within
broader transformations in digital dependence, Al acceleration, the information environment, and
the commodification of cyber capabilities.

Understanding these trends provides more than a historical perspective. It offers a framework for
anticipating how cyberspace will continue to evolve and for identifying where future opportunities,
vulnerabilities, and strategic risks are likely to emerge. As cyber capabilities become increasingly
integrated with AL kinetic operations, EW, and influence activities, cyberspace will continue to function
not merely as a technical domain, but as a central arena of continuous geopolitical competition.

For policymakers, military leaders, researchers, and educators, the challenge is therefore not simply
to react to individual cyber incidents, but to understand the larger trajectory of cyber evolution itself.
The seven trends presented here offer one approach to interpreting that trajectory and guiding future
strategy, operational concepts, capability development, and defense planning.
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