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Cyber defense literature has focused primarily on threats measured within operational timeframes,
such as data breaches, system outages, and denial-of-service attacks. This commentary identifies
a distinct failure mode that operates on a longer horizon. Occupational and environmental health
surveillance exists to document potential exposures during military operations and preserve
information for health risk assessments that may not occur for years or decades afterwards. As
the U.S. military transitions toward data-centric, mesh-based operational architectures optimized
for speed and decision advantage, surveillance data increasingly depends on information systems
designed for near-term utility rather than long-horizon accountability. This mismatch introduces
vulnerabilities not through data compromise, but through erosion of data provenance, contextual
fidelity, and analytic explainability. These are epistemic failure modes distinct from the traditional
confidentiality, integrity, and availability triad. Drawing on the author’s experience as a deployed
medical detachment commander and subsequent engagement with veteran exposure account-
ability, this commentary examines occupational and environmental health surveillance as a case
study in long-horizon cyber risk. It argues that preserving defensible uncertainty, the documented
and bounded acknowledgment of what is known and what cannot be resolved, is an emerging
obligation for cyber architects and data engineers. The commentary does not propose system
redesigns or technical prescriptions. It reframes occupational and environmental health surveil-
lance as a nontraditional but revealing cyber-reliant mission set and argues that the credibility of
future institutions will depend in part on cyber design decisions made today.
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INTRODUCTION

In July 2025, the U.S. Army Combat Capabilities Development Command (DEVCOM) Command,
Control, Communications, Computers, Cyber, Intelligence, Surveillance and Reconnaissance
(C5ISR) Center publicly described Project Odin, a set of applications designed to analyze
battlefield data for decision dominance within the Next Generation Command and Control
(NGC2) ecosystem. Odin ingests live data feeds, including sensor coverage, weather conditions,
and other environmental inputs, and synthesizes them to help commanders and staff outpace
adversary decision-making (Lafontaine 2025). The program reflects the Army’s broader shift
toward a data-centric command-and-control architecture in which information flows are
flattened, fused, and optimized for speed.

This description prompted a question grounded in a different professional experience. As a
medical detachment commander deployed in 2018-2019 with responsibility for gathering data
to support long-term health risk assessments, I recognized that the environmental conditions
ingested by Project Odin for tactical purposes are the same conditions that occupational and
environmental health surveillance (OEHS) must document for an entirely different timeline.
Tactical data supports the fight. OEHS data supports the decades that follow, informing health
risk assessment, veteran disability adjudication, and institutional accountability for what
service members may have been exposed to during military operations.

The cyber defense literature has focused predominantly on failure modes measured within
operational timeframes: breaches of confidentiality, corruption of integrity, and denial of avail-
ability (the well-known CIA triad). These remain essential. However, they do not capture a class
of risk that arises when data-centric architectures optimized for speed systematically erode
the conditions necessary for long-horizon interpretability. When provenance is fragmented,
analytic reasoning is not preserved, or contextual metadata is stripped to conserve bandwidth,
the resulting record may be technically intact, yet impossible to defend as evidence. This is
not a failure of data protection; it is a failure of data stewardship, an epistemic failure mode
in which the ability to explain what was observed, what was assumed, and where the gaps
lie is lost.

This commentary argues that OEHS represents a nontraditional but archetypal cyber-
reliant mission set that makes this risk visible. Its characteristics place demands on cyber
architectures that current design priorities do not adequately address.

The argument is informed by two intersecting observations. The first is practical. During
the Global War on Terror (GWOT), OEHS matured under conditions that allowed implicit
assumptions about recoverability: persistent base camps, repeated site access, intact com-
munications, and time to supplement data gaps. Near-peer conflict erodes each of these
assumptions simultaneously. The second observation is conceptual. Data governance schol-
ars have shown that data live beyond the conditions of its collection, acquiring new social,
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legal, and political meanings in contexts that its creators never anticipated (Ebeling 2016;
Edwards 2004). Knowledge and institutional legitimacy are co-produced; when the conditions
of knowledge production change, the social order built on that knowledge can be destabilized
(Jasanoff 2004). OEHS is a case in which both dynamics converge. Operational constraints
are changing, while the downstream expectations placed on exposure records by veterans,
clinicians, legislators, and the general public are expanding.

OCCUPATIONAL AND ENVIRONMENTAL HEALTH SURVEILLANCE:
CONSTANCY OF PURPOSE, CHANGING CONDITIONS

Occupational and environmental health surveillance (OEHS) exists to document environmen-
tal conditions during military operations, identify plausible exposure pathways to disease-
causing agents, and preserve information sufficient to support health risk assessment that
may occur years or decades later. This mission is grounded in a layered doctrinal frame-
work. Department of Defense Instruction (DoDI) 6490.03 establishes policy for deployment
health activities, including the requirement to document and link occupational and envi-
ronmental exposures with deployed personnel and to record their daily locations (DoD
2019). Defense Health Agency Procedural Instruction (DHA-PI) 6490.03 implements this policy
through a structured workflow that includes the preliminary hazard assessment (PLHA),
the occupational and environmental health site assessment (OEHSA), environmental media
(air, water, soil) based surveillance and sampling, and, when authorized, the development of
Periodic Occupational and Environmental Monitoring Summaries (POEMS) that characterize
population-based health risks at specific locations during defined timeframes (Defense Health
Agency 2019). Army Regulation 11-35 requires that all unclassified OEHS data be archived in
the Defense Occupational and Environmental Health Readiness System (DOEHRS), establish-
ing it as the authoritative repository for exposure-related records (Department of the Army
2016). Joint Publication 4-02 addresses the planning and execution of health service support
across joint operations, including medical surveillance responsibilities (Joint Chiefs of Staff
2023).

This commentary focuses on the OEHS workflow that supports long-term health risk as-
sessment rather than immediate command decision-making. In this role, OEHS creates a
defensible record of what service members may have been exposed to during operations, rec-
ognizing that health effects may not manifest until long after exposures occurred. Importantly,
this mission requires documenting not only hazards recognized at the time of deployment
but also conditions that may later prove relevant as scientific understanding of exposure-
disease relationships evolves. The system is therefore designed to tolerate uncertainty. When
defensible conclusions cannot be drawn, OEHS doctrine calls for explicit documentation of
limitations rather than premature closure.
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Exposure accountability ultimately depends on three analytically distinct questions. First,
whether environmental conditions and potential hazards were adequately documented dur-
ing operations. Second, whether a scientifically supported causal relationship exists between
a particular exposure and a health outcome. Third, whether sufficient evidence exists linking
an individual service member to the relevant environmental conditions. OEHS primarily
addresses the first question, documenting environmental conditions specific to a place and
time where populations of service members operated. The third question is not currently
resolved by the surveillance system itself; it is the responsibility of the individual service
member to link and evidence their presence with a place- and time-specific OEHS record. The
second question, the causal relationship between exposure and disease, often evolves years
or decades later as scientific understanding develops. The long-term value of OEHS records
therefore depends on whether the data and metadata preserved at the time of collection
remain interpretable when new causal relationships are discovered.

That purpose has not changed. The conditions under which it must be fulfilled, however,
are evolving.

During the Global War on Terror, OEHS matured under a set of largely implicit but widely
shared assumptions. Operations were conducted in permissive or semi-permissive environ-
ments. Base camps and operating locations were relatively stable, often occupied for months or
years. Access to sites was predictable enough to permit repeat visits and methodical sampling.
Communications were sufficient to move data to centralized repositories such as DOEHRS.
Time existed, both to collect data and to fill gaps after the fact through reach-back analysis
with Service public health centers. Under these conditions, the OEHS model functioned largely
as intended. Forward personnel documented what they could, and downstream analysts rec-
onciled inconsistencies, incorporated additional information, and contextualized uncertainty
with the benefit of time and broader access. Data gaps were accepted as inevitable, but they
were bounded by the reasonable expectation that additional information could be gathered
or inferred later.

Near-peer conflict erodes these assumptions simultaneously. Multi-domain operations
(MDO) compress timelines, restrict access, and contest the electromagnetic spectrum in ways
that undermine each stage of the inherited OEHS workflow. Locations may be reachable only
briefly before conditions change, leaving potential exposures undocumented. Dispersion and
mobility replace persistent sites, creating exposure pathways that emerge and dissipate faster
than traditional assessment cycles can accommodate. Communications that once quietly
enabled the movement of complete datasets to centralized repositories become unreliable,
fragmenting data flows at the point of collection. Perhaps most consequentially, the time
buffer that allowed for correction, supplementation, and contextual reconstruction collapses.
Data gaps that were once expected to be temporary may become permanent. Context that
was once recoverable may be lost.
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At the same time, OEHS is increasingly situated within a data-rich operational information
environment. Space-based observation, airborne and ground-based sensors, meteorological
modeling, battle damage assessments, and incident reports all generate indicators potentially
relevant to exposure pathways. This environment was designed to enable speed, resilience,
and decision advantage, not long-horizon health accountability. As OEHS becomes increasingly
dependent on this ecosystem for exposure characterization under constrained conditions,
the tension between these competing purposes will determine whether future records can be
interpreted, defended, and trusted.

FROM GLOBAL WAR ON TERROR TO MULTI-DOMAIN OPERATIONS: THE
DATA TRUST PROBLEM

The trust architecture that supported OEHS during the GWOT rested on a small number
of mutually reinforcing elements. A physical sample collected by a preventive medicine
specialist or environmental science and engineering officer (ESEO) was accompanied by a
handwritten data sheet documenting the conditions of collection: grid coordinates, sample
duration, equipment calibration data, weather, and site observations. That data sheet was the
metadata. Together, the sample and its data sheet formed a unit of evidence whose provenance
could be traced through a chain of custody, whose limitations could be explained, and whose
quality could be evaluated against established Data Quality Objectives (DQOs). The sample
was curated by a human analyst who understood the context, and the resulting record was
archived in DOEHRS for later health risk assessment. This workflow was labor-intensive and
imperfect, but it was legible. When a sample was later questioned, the chain of reasoning
that produced it could be reconstructed.

Even under permissive conditions, this trust architecture failed routinely. During my deploy-
ment, I sent preventive medicine specialists on missions to distant forward operating bases
that took a week or more to complete. They would return with samples, but with sometimes
incomplete data sheets, missing coordinates, omitting sampling durations necessary for time
averaging, or lacking site observations that the laboratory required. When metadata was
insufficient, the sample failed to meet the DQOs required for a defensible risk assessment
and was rejected. Under GWOT conditions, this was frustrating but recoverable friction. The
site was stable, a return trip was usually possible, and the gap could be closed.

That recoverability is what near-peer conflict eliminates. In multi-domain operations, the
site may no longer exist by the time a knowledge gap is identified. The forward operating
base is replaced by a position occupied for hours. The electromagnetic environment that
permitted routine data transmission is now contested. The specialist who collected the sample
may have moved with a dispersed formation to a location outside communications range.
The metadata failure that was once correctable becomes permanent, and the exposure record
carries that gap forward for decades.
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What changes in MDO are not only the difficulty of collection but also the nature of the
data itself. As operational architectures such as NGC2 mature, OEHS will increasingly draw
from data streams that were never designed for health surveillance. Project Odin, for example,
ingests environmental conditions alongside combat power assessments and adversary predic-
tions to support tactical decision-making (Lafontaine 2025). Battle damage assessments may
contain information about industrial facility strikes or burning vehicles that released haz-
ardous materials. Meteorological models generated for fires coordination may indicate plume
dispersion relevant to exposure pathways. Intelligence, surveillance, and reconnaissance
(ISR) feeds may capture imagery of environmental conditions at sites that OEHS personnel
cannot physically reach. These are not hypothetical capabilities. They are emerging features
of an operational data ecosystem that the Army is actively experimenting with through events
such as Project Convergence and Transformation in Contact rotations (Lafontaine 2025).

The opportunity this creates for OEHS is significant. Drawing selectively from a broader
information environment can extend observational reach, reduce risk to personnel, and
preserve evidence of conditions that might otherwise go entirely undocumented. Unmanned
systems, distributed sensors, and remote platforms can enable limited environmental charac-
terization in locations that are unsafe or inaccessible. The opportunity lies less in increased
precision than in increased contextual coverage: a more complete record of conditions sur-
rounding potential exposures, even when traditional assessment methods are constrained.

When multiple independent sources converge on a consistent characterization of conditions
at a given location and time, the resulting assessment gains defensibility that no single
source can provide. A single airborne sensor reading might be dismissed as an outlier or
instrument artifact. The same reading, corroborated by meteorological modeling, a battle
damage assessment documenting a nearby industrial strike, and satellite imagery showing
a visible plume, constitutes a bounded and defensible professional judgment. Redundancy
in this context is not inefficiency. It is the mechanism by which uncertainty is preserved in
interpretable form rather than collapsed into ambiguity. The challenge is to enable these
overlapping data flows to converge without stripping the contextual metadata that makes
each stream independently evaluable.

However, this opportunity deepens OEHS dependence on the integrity of an information
environment it does not control. Each new data stream introduces its own provenance
questions. A satellite-derived air quality index, a drone-mounted chemical sensor reading, and
a battle damage assessment report each carry different assumptions, calibration standards,
collection conditions, and levels of uncertainty. In the GWOT trust architecture, the data
sheet accompanying a physical sample served as the bridge between raw measurement and
defensible interpretation. In an MDO trust architecture built on multiple converging data
streams, that bridging function must be performed by metadata: standardized, persistent,
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and sufficiently detailed to allow future analysts to evaluate each data source on its own
terms and in relation to others.

This is where the concept of data quality objectives becomes critical in a new way. DQOs
have long been the systematic planning tool used in environmental sampling to ensure that
collected data is sufficient for its intended decision (Defense Health Agency 2019). In the MDO
context, equivalent standards must be established for each new data source that feeds the
exposure record, and the medical community bears primary responsibility for defining what
those standards must capture. Without these standards, the resulting exposure mosaic may
appear comprehensive while concealing gaps that cannot be identified, let alone explained,
when the record is reviewed decades later. Edwards (2004) demonstrated in the context of
global climate observation networks that the reliability of knowledge built on large-scale data
systems depends on the commensurability of data across space and time, and that maintaining
this commensurability is fundamentally the work of standards. The same principle applies
here. The medical community must define the metadata standards necessary for defensible
health risk assessment, but those standards can only be effective if cyber architectures are
designed to preserve them across systems, custody boundaries, and decades.

CYBER FAILURE MODES: BEYOND THE CIA TRIAD

The vulnerabilities that emerge from this transition do not fit the traditional CIA triad. The
most consequential threats to OEHS are not breaches of confidentiality, outages of availability,
or corruption of integrity in the conventional sense. They involve the progressive erosion of
the conditions under which data can be explained and defended long after it was collected.
These are epistemic failure modes, failures in the preservation of knowledge rather than in
the protection of information.

Three such failure modes are particularly relevant to OEHS in contested environments.

Fragmentation of provenance under degraded or denied communications. In contested elec-
tromagnetic environments, data packets may be delayed, partially lost, or distributed across
multiple systems without a single authoritative version of the record. Network architectures
designed for operational speed may prioritize the most recent data and discard older trans-
missions as redundant. For OEHS, there is no such thing as redundant data. A measurement
delayed for three weeks is as vital to a longitudinal health record as a real-time alert. Fragmen-
tation becomes a problem for long-horizon accountability when the measurement survives,
but the metadata linking it to a specific unit, sensor calibration state, or collection condition is
lost. The record persists, but its story is broken.

Analytic opacity introduced by automation. As OEHS increasingly relies on automated triage,
correlation, and fusion to manage the volume and velocity of incoming data, the logic by
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which information is selected, weighted, or excluded becomes embedded in the exposure
record itself. If the analytic rationale is not preserved alongside the output, future analysts
may be unable to distinguish between a professional judgment and an algorithmic artifact.
An automated model that smooths over a localized toxic industrial chemical spike because it
falls outside a population-level trend line produces a record that appears clean. Decades later,
no one can determine whether the spike was evaluated and dismissed on defensible grounds
or was never even seen. The risk is not incorrect data. It is data whose derivation cannot be
audited.

Loss of contextual fidelity. To manage bandwidth in constrained environments, data-efficient
architectures may strip metadata deemed non-essential for immediate operational purposes.
Multiple sensor outputs may be combined into a single representative value. Headers doc-
umenting collection conditions may be discarded after initial processing. For operational
functions, this compression is rational. For OEHS, it is corrosive. Details such as whether
a sensor was shielded by a structure, whether the wind shifted during a sampling period,
or whether the data reflects a direct measurement or an interpolated estimate, determine
whether the record can withstand scrutiny or collapse under it.

Taken together, these failure modes share a common characteristic. They rarely present
as system outages or operational disruptions at the time they occur. Instead, they remain
invisible in the near term. Their consequences surface years or decades later, when the raw
data must stand on its own before audiences far removed from the original operational
context.

Under normal conditions, the raw data archived in DOEHRS is not routinely examined.
Health risk assessors review it stateside, months or years later, to produce POEMS that charac-
terize population-based risk for a specific location and timeframe. Veterans can pull relevant
POEMS and discuss implications with their healthcare providers, who never see the raw data.
The raw data resurfaces only under conditions of maximum institutional consequence: a
congressional subpoena, civil litigation on behalf of affected service members, VA adjudication
of expanded benefits, or a National Academies retrospective study. In those settings, overcon-
fidence in incomplete records is more damaging than explicit acknowledgment of limitations.
When an exposure assessment is presented with high confidence and later contradicted by
new evidence or reinterpretation, the credibility of the entire institutional record is called into
question. By contrast, uncertainty that was explicitly documented and bounded at the time
of collection remains defensible even as standards and expectations evolve. The distinction
between uncertainty that is preserved and uncertainty that has been inadvertently collapsed
is, in practical terms, the distinction between a defensible record and an institutional liability.
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EXPOSURE NARRATIVE EXPLOITATION

These failure modes are not theoretical. The history of military toxic exposure accountability
offers repeated demonstrations of what happens when the institutional record cannot ade-
quately explain what service members were exposed to, under what conditions, and with
what degree of certainty. Ebeling (2016) has described the social afterlife of data, in which
records acquire meaning in legal, political, and institutional contexts far removed from the
conditions of their collection. In the cases that follow, the absence of adequate data created
afterlives of a different kind: institutional consequences driven not by what the records
showed but by what they could not.

At Camp Lejeune, drinking water contaminated with volatile organic compounds, including
trichloroethylene and perchloroethylene, affected personnel and their families for decades
before the extent of exposure was publicly acknowledged (National Research Council 2009).
The contamination itself presented serious challenges for technical, ethical, and public affairs
reasons. The evidentiary record compounded those challenges. Monitoring and data systems
capable of characterizing individual exposures with the precision later required for disability
adjudication and legal accountability either did not exist or were not technically feasible at
the time. The scientific process of retrospective site characterization proceeded methodically
but slowly, and the resulting uncertainty fueled decades of litigation, legislative action, and
erosion of public confidence.

Agent Orange and Gulf War Illness illustrate different configurations of the same underlying
problem. In the case of Agent Orange, the environmental agent was identified, but individu-
alized exposure records did not exist, leading to the creation of a presumptive framework
under which service in a defined theater during a defined period was treated as sufficient
evidence of exposure, regardless of individual documentation (Institute of Medicine 2008).
In the case of Gulf War Illness, veterans presented a recognizable clinical syndrome, but no
clear environmental causal agent could be established. In both cases, the absence of OEHS
infrastructure at the time of exposure meant that questions arising decades later could not be
answered with the specificity that individualized assessment would have required.

In aggregate, these cases were major political drivers toward the development of OEHS
infrastructure, which began to take more definite shape during the GWOT. Burn pit exposure
represents a pivotal case. Unlike the earlier examples, OEHS infrastructure existed during
GWOT. Personnel were in theater documenting conditions. However, the infrastructure was
fragile, resource-limited, and publicly struggled to characterize burn pit risk in real time
despite the best efforts of OEHS personnel. OEHS findings and political pressure ultimately
produced policy changes that eliminated or constrained the open burning of waste as a
management practice. Yet the long-term health risk associated with burn pit exposure remains
incompletely understood, as reflected in the establishment of the Open Burn Pit and Airborne
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Hazard Registry, a longitudinal health study still underway. The gap between what OEHS
could document and what veterans, legislators, and the public needed to know remained
wide enough that the political response was reactionary, public, and generously inclusive.
The Sergeant First Class Heath Robinson Honoring Our Promise to Address Comprehensive
Toxics (PACT) Act of 2022 established presumptive coverage for conditions associated with
burn pit and other toxic exposures, representing the largest expansion of VA health care and
disability compensation benefits in three decades. For fiscal year 2026 alone, the associated
Cost of War Toxic Exposures Fund requested $52.7 billion in mandatory funding (Department
of Veterans Affairs 2025). Approximately 45% of the more than six million veterans screened
by the VA have reported concerns about toxic exposures (Fix et al. 2026). The distinction
between the earlier cases and burn pits is instructive. The problem shifted from the absence
of infrastructure to the insufficiency of infrastructure and from undocumented uncertainty
to uncertainty that was documented but supporting sparse data.

Each of these cases follows a recognizable trajectory. Exposure occurs under conditions
where documentation is incomplete or nonexistent. Years or decades pass. Health effects
emerge. Veterans, advocates, and legislators ask what happened, and the institutional record
cannot answer with sufficient specificity. They do not wait for the cause-effect question to
be scientifically settled. The response is political, legal, and financial: presumptive frame-
works, special legislation, dedicated funding streams, and, in some cases, litigation. The
Institute of Medicine recognized this pattern in its 2008 review of the presumptive disabil-
ity decision-making process, recommending the critical evaluation of troop-tracking and
environmental-monitoring data, the development of data interfaces between DoW and VA
exposure systems, and the full implementation of DOEHRS (Institute of Medicine 2008). Some
of those recommendations remain aspirational nearly two decades later.

The concept of exposure narrative exploitation captures what happens in this gap. It
does not describe an adversary exploiting classified data. It describes the exploitation of
institutional inability to explain what its own records mean. When an exposure assessment
cannot account for its limitations, when the metadata necessary to reconstruct the conditions
of collection has been lost, when analytic decisions embedded in the record cannot be audited,
the resulting narrative vacuum is filled by actors whose interests may not align with accurate
health risk characterization. Advocacy organizations, legal teams, political campaigns, and
media outlets all operate within this space, and their narratives are shaped by the quality
of what the institutional record can and cannot demonstrate. The cyber community’s role
is upstream of this trust-eroding dynamic. The community’s design decisions determine
whether future exposure records can explain themselves or not.
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IMPLICATIONS FOR THE CYBER COMMUNITY

The Cyber Problem: Preserving Interpretability Over Time

What does this mean for the cyber community? The central implication is that protecting
data is no longer sufficient. Cyber architectures must also preserve the interpretability of data
over time. The integrity of a dataset alone does not guarantee that it can later be understood,
trusted, or used as evidence. For mission areas such as OEHS, the relevant cyber problem is
therefore not only data protection but knowledge preservation: ensuring that the contextual
information required to interpret data survives transmission, storage, fusion, and decades of
institutional transition.

This perspective has a doctrinal foothold. The Department of Defense Data Strategy identifies
data as a strategic asset and establishes principles for data visibility, accessibility, understand-
ability, and trustworthiness (DoD 2020). The DoD Zero Trust Strategy operationalizes these
principles through several pillars relevant to this problem. The Data pillar calls for data tagging
and classification that enable context-aware governance and access control. The Device pillar
addresses non-person entity identity for sensors and automated systems operating within the
network (DoD 2022). OEHS data fits squarely within these frameworks. It requires persistent
tagging to preserve provenance across systems and over time. It originates from sensors and
platforms whose identity, calibration state, and collection conditions must be authenticated. It
must be governed not only for access control but for long-horizon evidentiary completeness.
The Zero Trust pillars were not designed with OEHS in mind, but the alignment is clear. What
remains under-recognized is that some data carries accountability horizons that extend far
beyond the operational lifecycle of the systems that generate it.

This problem extends across institutional boundaries. On the receiving end of this data, the
Department of Veterans Affairs is investing $762 million in cybersecurity for fiscal year 2026,
including $187 million dedicated to implementing Zero Trust Architecture (Department of
Veterans Affairs 2025). At the same time, the VA own digital transformation includes mod-
ernization of health records infrastructure, introducing AI-enabled claims processing, and
strengthening data linkages with DoW. Whether OEHS data can survive the journey from tac-
tical collection to long-term benefits adjudication will depend on whether metadata integrity
is preserved across these institutional boundaries. Zero Trust architectures implemented
separately by DoW and VA will not be sufficient if their data governance frameworks cannot
maintain coherent provenance chains across systems and decades.

Architectural Tensions in Operational Data Systems

From a cyber perspective, this creates a distinct class of architectural tension. Operational
networks are optimized for speed, resilience, and data efficiency. Long-horizon accountability
requires persistence, context, and traceability. These priorities are not always aligned. Three
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design tensions illustrate the challenge. This commentary has deliberately avoided proposing
specific technical solutions. The intent is to identify a risk class, not to prescribe a system
architecture.

Bandwidth Efficiency vs Metadata Preservation. The first is the tension between bandwidth
efficiency and metadata preservation. Data-efficient architectures that strip contextual in-
formation for transmission gain operational speed at a cost to long-horizon accountability.
Operational systems often compress or discard contextual metadata in order to accelerate
transmission and reduce storage burdens. For tactical awareness, this tradeoff may be ac-
ceptable. For OEHS, however, the metadata that appears operationally expendable may be
the very information required decades later to evaluate the reliability of a measurement,
interpret environmental conditions, or reconstruct the reasoning behind an exposure assess-
ment. Information such as sensor configuration, calibration state, environmental conditions
at the time of collection, and the chain of custody linking a measurement to a specific unit or
location can determine whether an exposure record remains defensible or collapses under
scrutiny. Cyber architectures that prioritize data efficiency must therefore explicitly identify
which categories of contextual metadata are mission-critical for long-term interpretability and
ensure that these elements are preserved across transmission, storage, and system integration.

Automation vs Analytic Provenance. The second tension lies between automation and auditabil-
ity. Analytic tools that accelerate threat assessment and operational decision-making must also
preserve a record of their own reasoning if their outputs will later serve as evidence. Artificial
intelligence and automated data fusion systems are increasingly necessary to manage the
scale and velocity of operational data. Yet these systems often embed analytic decisions within
opaque models. If the logic used to filter, prioritize, or aggregate data is not preserved alongside
the resulting outputs, future analysts may be unable to distinguish between human judgment
and algorithmic artifact. Cyber architectures that enable automated decision support must
therefore also preserve analytic provenance.

Classification vs Long-Term Accountability. The third tension concerns operational classification
and downstream access. Exposure-relevant data generated within classified or operationally
sensitive environments must eventually be accessible to health risk assessors, benefits adju-
dicators, legislators conducting program oversight, and potentially courts, which requires
that classification and declassification pathways be anticipated rather than improvised af-
ter the fact. Operational security frameworks are designed to restrict information access
in the near term, often with little consideration for the long-term institutional uses of the
data they protect. Yet exposure records may need to be examined decades later by audi-
ences far removed from the operational environment in which the data was collected. If
classification barriers prevent future analysts from reconstructing exposure conditions or
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evaluating the evidence supporting an assessment, the institutional record becomes incom-
plete even if the underlying data technically still exists. The Institute of Medicine highlighted
this tension in 2008, recommending that the DoW establish mechanisms to identify, mon-
itor, and treat individuals involved in classified activities whose exposure histories might
otherwise remain permanently inaccessible (Institute of Medicine 2008). Cyber architectures
and information governance frameworks must therefore incorporate mechanisms that al-
low exposure-relevant data to transition from classified operational systems into accessible
long-term records without compromising operational security at the time of collection.

Toward Long-Horizon Cyber Stewardship

None of these tensions admits simple resolution. They represent genuine tradeoffs between
competing legitimate requirements. The contribution of this commentary is to argue that
long-horizon accountability must be recognized as one of those requirements, weighted in
the design process alongside speed, resilience, and operational security.

There are, however, reasons for cautious optimism. Advances in artificial intelligence, auto-
mated data integration, and persistent sensing are bringing the military closer to a capability
that has long been aspirational: linking exposure data to individual health records rather than
relying solely on population-level assessments tied to locations and timeframes. Achieving
this will require an interoperable data architecture connecting platforms as diverse as the
Military Health System’s electronic health record (MHS Genesis), the Integrated Personnel
and Pay System (IPPS-A), DOEHRS or its successor, and the NGC2 data layer.

Such an architecture would fundamentally alter the current evidentiary structure, in which
individual service members bear the responsibility of linking their own presence to place-
and time-specific OEHS records. Shifting that burden from the individual to the system would
not resolve the scientific question of cause and effect, but it would substantially strengthen
the institutional record against the perception-driven political dynamics that have historically
followed when that record could not account for individual exposures. Such an architecture
would also raise new questions, including how to maintain defensible documentation when
an individual’s record is incomplete, and how to preserve the conditions for accountability
when service members contest what the system has captured.

Those challenges reinforce rather than diminish the argument of this commentary: the
metadata integrity and analytic transparency that make uncertainty defensible at the pop-
ulation level become more consequential, not less, when the system claims to operate at
the individual level. The complexity of that integration will be substantial, and it will open
new cyberattack surfaces that reach into operational systems from unexpected directions.
Cyber defense across these platforms, therefore, cannot be stove-piped. It must be integrated
across all of them if the data sharing and analysis necessary for individualized OEHS is to be
both functional and secure. The same convergence that creates the opportunity for better
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exposure documentation also creates the imperative for comprehensive cyber stewardship
across every system the data touches.

CONCLUSION

The argument of this commentary can be stated simply. OEHS data is collected during opera-
tions but adjudicated decades later. The information systems on which OEHS will increasingly
depend are optimized for operational speed and decision advantage, not for long-horizon
interpretability. The resulting risk is not primarily data loss or compromise. It is the erosion
of the conditions under which future analysts, adjudicators, legislators, and courts can deter-
mine what was observed, what was assumed, and where the gaps reside. This is an epistemic
failure mode, and it belongs on the cyber community’s risk register.

I began this paper because a description of Project Odin (Lafontaine 2025) prompted a
recognition that the environmental data flowing through NGC2 for tactical purposes will
carry a second life that no one in the room was designing for. My deployment experience
had shown me what happens when metadata fails under permissive conditions, when a data
sheet comes back incomplete and a sample that took a week to collect is rejected because it
cannot meet its data quality objectives. That failure, frustrating but recoverable in a GWOT
environment, becomes permanent in a contested one. And when it becomes permanent, it
creates exactly the kind of documentation gap that Camp Lejeune, Agent Orange, and the
PACT Act have shown will eventually be exploited at institutional cost.

The opportunity is real. Distributed sensing, automated collection, and data-centric ar-
chitectures can extend observational reach and preserve evidence of conditions that might
otherwise go entirely undocumented. The risk is equally real. Without deliberate attention to
metadata integrity, provenance tracking, and analytic transparency, the same architectures
will produce records that appear comprehensive but cannot withstand the scrutiny they will
eventually face.

In war, people focus on the mission. Questions about health come later, often much later.
They surface as service members prepare to redeploy, when symptoms appear years after com-
bat, or when veterans begin to ask whether their military service carried consequences that
were never fully understood at the time. As a medical detachment commander in Afghanistan,
I routinely encountered service members, civilian contractors, and coalition personnel from
across the Joint force who sought documentation of their environmental exposures as they
prepared to leave theater. It did not matter what Service they belonged to, what nation they
came from, or what company employed them. They all wanted to know what they had been
exposed to, and they trusted that the United States Government was able to provide them with
timely answers. What I could offer was limited. Individual exposure records were sparse,
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and formal health risk assessments lagged years behind operational reality, constrained by
incomplete data. The questions were personal, but the answers were institutional.

As Jasanoff (2004) has argued, knowledge and institutional order are co-produced. The
credibility of those future answers, and the trust of the people who will ask for them, will
depend in part on cyber design decisions being made today by professionals who may not yet
recognize that the systems they are building carry obligations measured not in operational
cycles but in decades.

A NOTE FOR FURTHER READING AND OEHS PARTICIPATION

Readers interested in exploring the database of publicly available, time and place-specific
long-term health risk assessments can explore the POEMS database. As of March 2026, the
database contains 265 POEMS covering sites in 17 countries in U.S. Central Command and
U.S. Africa Command. Most of the POEMS are from the GWOT era with the earliest POEMS
starting in 1999 and the latest ending in 2025.

https://ph.health.mil/topics/envirohealth/hrasm/Pages/POEMS.aspx

Service members and Veterans interested in advancing the science regarding exposure
to airborne hazards and burn pits, whether they believe they were exposed or not, are
encouraged to participate in the VA’s Airborne Hazards and Open Burn Pit Registry.

https://www.publichealth.va.gov/exposures/burnpits/registry.asp
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