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INTRODUCTION

Cyber persistence theory (CPT) is a theory of political security in and through cyberspace that
has gained influence in key sections of the U.S. national security policy apparatus (Nakasone
2019; U.S. Congress 2017; Fischerkeller, Goldman, and Harknett 2022). Championed as a
paradigm shift away from deterrence-dominated frameworks for understanding cyberspace
that have hitherto guided U.S. national security cyber policy, CPT promises to more effectively
align cyber policymaking with the socio-technical reality of cyberspace.

In large part, its adherents hope to achieve this by implementing a package of strategic
reversals of emphasis in cyber policy at the highest levels: from ‘response’ to ‘persistence,’
from ‘coercion’ to ‘exploitation,’ from ‘escalation fears’ to ‘competitive interaction,’ and from
‘offensive vs. defensive organizing’ to ‘campaigning,’ among others (Fischerkeller, Goldman,
and Harknett 2022). In general, CPT seeks to shift national cyber policies to a paradigm
informed by the nature of cyberspace as a new, third strategic environment with unique
characteristics, distinct from the conventional and nuclear environments and their respective
paradigms. Above all else, CPT advocates hope to empower U.S. cyber forces to actively
and persistently engage the adversary in a continuous competition below the conventional
threshold of conflict.

This bold vision has engendered some thoughtful opposition. Criticisms mainly center
on the risk of escalation posed by a policy of permanent forward operations in adversary
cyber systems (Valeriano and Jensen 2019). Why wouldn’t they respond in kind, leading to a
spiral of devastation? More concerning still, if CPT can only prescribe further ‘persistence’ in
response to the failure of ‘engagement,’ might we not ourselves end up in a policy dead-end
wherein the only advice is to “defend forward harder?” (Healey 2019).

Given the broad scope of CPT’s envisioned paradigm shift and the risks it involves, its
adherents have been remarkably successful in shaping U.S. national security cyber policy. In
2018, for example, the U.S. Congress codified a significant expansion of U.S. Cyber Command’s
(USCYBERCOM) operational authorities in the National Defense Authorization Act of 2019
based on CPT ideals (U.S. Congress 2019). Whereas previously, USCYBERCOM could only
conduct reactive operations against belligerent parties in conflict zones, the act allowed for
the use of cyberspace operations, “outside of areas of active hostilities for the purpose of
preparation of the environment, influence, force protection, and deterrence of hostilities” (
at §1632). Further, USCYBERCOM was given the authority to conduct operations in “active
defense” against any nation conducting an “active, systematic, and ongoing campaign of
attacks against the Government or people of the United States in cyberspace, including
attempting to influence American elections and democratic political processes.” In short,
USCYBERCOM could henceforth operate globally and below the threshold of conventional
conflict. The importance of this shift for U.S. military use of cyberspace is hard to overstate.
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Dr. Michael Warner, the leading historian of USCYBERCOM makes a clear distinction between
a meandering and unsure pre-2018 USCYBERCOM and the definitive and assured post-2018
version that continues to operate today (Warner 2022, 2025).

Amid the U.S.-centered shift toward CPT-informed cyber policy, comparatively little atten-
tion has been paid to the status of military cyber policy among U.S. security allies. The U.S. has
boldly changed the nature of its military cyber program along CPT lines, but what about its
allies? Given allies’ distinct historical experiences, legal frameworks, and political structures,
understanding how, and whether, the CPT principles translate beyond the U.S. context is a
critical but underexplored question.

This question has taken on heightened strategic importance in the current security envi-
ronment. The decades-long, state-directed economic expansion and military buildup of the
People’s Republic of China (PRC) under the Chinese Communist Party (CCP) has produced not
merely a “near-peer” competitor, but a rival great power that, in several domains, is outpacing
the U.S. in great power competition (Harman et al. 2024). Through the deliberate development
of anti-access/area denial (A2/AD) capabilities, the CCP has, according to one government
commission, eroded the U.S. military’s long-standing advantage in the Western Pacific (Biddle
and Oelrich 2016). Successive U.S. National Defense Strategies have therefore converged on
the conclusion that allies—particularly in the Indo-Pacific—have shifted from peripheral Cold
War partners to indispensable enablers of any credible U.S. response to regional hostilities
(DoD 2018, 2022). The most recent National Defense Strategy encapsulates this logic under the
rubric of “integrated deterrence,” defined as “working seamlessly across warfighting domains,
theaters, the spectrum of conflict, all instruments of U.S. national power, and our network
of Allies and partnerships" (DoD 2022). It would therefore be reasonable to expect that an
era-defining shift in military cyber policy would be accompanied by careful coordination
and high-stakes integration among allies.

Yet scholarly attention to allied military cyber policy through the lens of CPT remains limited.
While a growing body of research examines national cyber policies in allied countries, far
less work addresses the problem of allied cyber policy integration, and no existing studies
systematically assess such integration from a CPT perspective (Winger 2022). This gap spans
both offensive and defensive dimensions of cyber operations, despite their joint importance
for the competitive, campaign-oriented paradigm CPT seeks to advance.

This study primarily addresses the offensive, military dimension of this gap by analyzing
the military cyber policies of the United States’ most critical Indo-Pacific allies, Australia and
Japan, through a CPT-informed analytical framework. It examines the extent to which the
U.S., Australia, and Japan have synchronized—or failed to synchronize—their military cyber
laws and policies with CPT principles. To do so, the article distills the core tenets of CPT into a
policy evaluation framework and applies it comparatively to recent military cyber legislation
and policy documents in all three countries. It concludes by advancing a high-level policy
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proposal aimed at strengthening CPT-consistent cyber defense modernization across allied
systems, while acknowledging that a sustained examination of defensive cyber integration
lies beyond the scope of the present analysis.

Our analysis demonstrates that the cyber laws and policies of the U.S., Australia, and Japan
remain only loosely and unevenly coordinated with CPT ideals. Although Australia’s and
Japan’s military cyber policies differ substantially in form and institutional context, both
remain anchored primarily in conventional and nuclear deterrence logics, limiting recognition
of cyberspace as a functionally distinct strategic environment as described by CPT. Japan’s
recent embrace of “active cyber defense” seeks to develop capabilities capable of deterring
strategic cyberattacks, yet this policy neither fully reflects CPT’s underlying assumptions
about cyberspace nor authorizes sustained operational execution in the near term, with
implementation not expected to begin before 2027 (Dobell and O’Neill 2025). Australia, by
contrast, does have a clear legal basis for CPT-style operations, but also appears to conceive
of its cyber forces largely as adjuncts to its overall national defense strategy of deterring
conventional attacks and not as competing in a separate strategic arena. Across all three cases,
however, neither momentum nor force scale approaches the levels envisioned by CPT.

Realizing the CPT paradigm shift among the U.S., Australia, and Japan will therefore require
substantially greater policy coordination and sustained internal persuasion within their
respective ministries of defense, particularly to demonstrate the strategic utility and practical
effectiveness of CPT-informed cyber campaigning. In light of these findings, this article
proposes that the U.S. advance the concept of integrated persistence, tailored specifically
to the cyber domain, as a policy-level alternative to integrated deterrence in the conventional
and nuclear domains. Such a framework could provide a clearer strategic lodestar for aligning
allied military cyber policies with the competitive logic CPT prescribes.

CYBER PERSISTENCE THEORY IN A NUTSHELL

CPT is a structural theory of political security in and through cyberspace authored by Fis-
cherkeller, Goldman, and Harknett (2022). Drawing on their extensive experience with policy-
making and cyberspace in military and national security contexts, the authors’ ultimate
aim with CPT is to align policy with the socio-technical reality of cyberspace, which they
conceptualize as a ‘third’ strategic environment distinct from the conventional and nuclear
environments, yet possessing equal potential to alter the international balance of power. It is,
in other words, an attempt to ‘redefine security itself,’ prompted by the emergence of a novel
socio-technical construct, cyberspace (Fischerkeller, Goldman, and Harknett 2022).

The first logical link in the theoretical chain of CPT is the identification by the authors
of the core structural features of cyberspace: recursive simplicity and interconnectedness.
Operationalized through code languages that build on simpler versions of themselves across

82 | THE CYBER DEFENSE REVIEW



K. Lentz

their entire structure (recursively, in other words), information and communication technolo-
gies (ICTs) were explicitly developed to expedite, not prevent, human communication and
interlinkage. The first version of the Internet, ARPANET, for instance, was designed to enable
the Advanced Research Projects Agency (ARPA) contractors to access scarce, geographically
dispersed computers, as well as to ensure U.S. command-and-control capability in the event
of nuclear destruction.

Of course, whether competing or not, humans have always been interconnected in com-
munication. What differentiates the communicative interconnection enabled by cyberspace
from prior forms of communication, according to the authors, is the qualitative threshold
set by the four variables of accessibility, availability, speed, and affordability. Modern ICTs
undo the prior geographic scarcity of information so that one no longer needs to travel to
access certain stocks of information, as the information can be summoned anywhere with a
connection. Modern ICTs also fundamentally change the nature of information availability by
creating the possibility of infinite simultaneous access to information resources limited only
by server capacity—rather than being limited in access by the finite physical copies of a given
item. The speed at which this information traffic occurs also threatens to collapse the human
loop of observation, orientation, decision, and action as it occurs at the speed of its conductive
material, which in many cases is that of light. Lastly, the promethean computational power of
modern ICTs is also remarkably affordable, setting a low entry barrier for all comers.

The confluence of these four variables, modern ICTs, and the universe of multi-tiered
networks of computers they enable, combine to create an environment (cyberspace) charac-
terized by ‘continuous flux and sustained linkage (Fischerkeller, Goldman, and Harknett 2022).
Cyberspace changes from moment to moment, altered by additions of code and physical
infrastructure, resulting in a fluid, shifting mesh of spiraling interconnections.

From these core structural features of recursive simplicity and interconnectedness, the au-
thors of CPT deduce the ‘core condition’ of the strategic environment of cyberspace: constant
contact. As opposed to the physical and nuclear environments, where contact is seasonal,
potential, or episodic, in cyberspace, contact with adversaries and competitors is perpetual
and guaranteed. The interlinkage of computer networks and the target-rich environment
produced by their recursive simplicity produces a situation in which something like a con-
ventional ‘operational pause’ or winter billet is impossible. One may choose to disconnect
from cyberspace, of course, but such a move forfeits the possible rewards of cyberspace to
adversaries that remain.

A distinct logic follows from this core condition, which the authors term ‘exploitation.’
Accomplished primarily through ‘cyber fait accompli,’ states can now effect unilateral gains at
the expense of adversaries without their knowing about it through the thoroughly vulnerable
medium of cyberspace. This is in contrast to the logic of coercion prevalent in the paradigm
of conventional and nuclear conflict, in which known physical threats form a pattern of
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tacit bargaining, which leads ultimately to the logic of deterrence that dominated Cold War
national security thinking.

In cyberspace, this thinking is ineffective due to its structural characteristics, which lead to
the ultimate link in the chain: the unique ‘strategic behavior’ of states in cyberspace called
‘initiative persistence.’ As all states are now interconnected by recursively simple devices that
are all thoroughly vulnerable, and as all states can now leverage these devices and connections
to steal, manipulate, and otherwise exploit adversarial networks without their knowing it, a
structural imperative emerges to proactively set the conditions of cyberspace in one’s favor
as the most expedient means to produce security. This is ‘initiative persistence.’ States (and
non-state agents) must now act on the vulnerabilities of adversaries in a continuous manner,
and also anticipate those adversaries’ exploits, in order to achieve security.

At the tactical and operational level, this imperative to seize the initiative will take on de-
fensive and offensive forms, but for the authors, the real novelty of exploitation in cyberspace
is the possibility to shift the balance of power at the strategic level in a form of competition
that is an alternative to war. Cyber exploitation, also called ‘competitive interaction,’ occurs
below the threshold of war, in a form of ‘agreed battle’ which precludes armed response and
takes the form of prolonged campaigns. This is in contrast to the logics of conventional and
nuclear competition, the former of which depends on the presence of war, and the latter on
the absence of war to achieve relative gains in power.

This is the framework of CPT. It posits that cyberspace has emerged as a novel socio-technical
construct with distinctive characteristics (interconnectedness and recursive simplicity), giving
rise to a core strategic condition (constant contact), a unique logic of behavior (exploitation),
and a unique structural imperative (initiative persistence) that states and non-state agents
must obey or fall prey to those that do. How CPT can be translated into national cyber policy—a
necessary step for assessing its compatibility with existing cyber laws and policy frameworks
in Australia and Japan—is the focus of the next section.

METHODOLOGY

The research for this article was conducted through qualitative analysis of CPT and the relevant
laws and policies of the target countries. This primary and secondary literature analysis was
supplemented by virtual and in-person interviews and professional correspondence with
relevant stakeholders, conducted by the author, which served to contextualize legal authorities
and policy intent rather than as standalone empirical evidence. The interviews involved a
dozen policy experts, academics, government employees, and current and former military
operators across the three countries covered in this study. The analysis was further informed
by data visualization and exploratory analysis of cyber incident data for the target countries
drawn from the Dyadic Cyber Incident and Dispute (DCID) dataset, a publicly available dataset
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that tracks nation-state cyber conflict between rival state pairs (“dyads”) from 2001 to 2020
across a wide range of variables (Maness et al. 2022).

The framework for assessing CPT policy adherence was developed by synthesizing the core
theoretical tenets of CPT with practitioner-informed insights, and translating these into a set
of evaluative criteria applicable to national legal and policy texts. This framework was then
applied comparatively to recent cyber laws and policies in Australia and Japan to assess the
extent of their alignment with CPT principles.

Australia and Japan were selected as case studies because they represent the two most
strategically significant U.S. allies in the Indo-Pacific for great power competition with the
Chinese Communist Party (CCP).

U.S.-Australian military cooperation predates the founding of the People’s Republic of China
and has been battle-tested across more than a century of conflict (U.S. Department of State
2024). Australia is also a capable and trusted intelligence-sharing partner with a publicly
acknowledged offensive cyber capability (Williams 2020; Pfluke 2019). Beyond its military
role, Australia also exerts disproportionate regional influence through diplomatic, cultural,
and economic engagement in Asia (Patton, Sato, and Lemahieu 2024). These factors are
reflected in sustained U.S. strategic investments, including AUKUS and the 2024 increase in
the rotational presence of U.S. Marines stationed at Royal Australian Air Force Base Darwin
(Corben, Townshend, and Patton 2021; Harpley 2024).

Japan is a critical U.S. ally due to its longstanding bilateral security alliance, the perma-
nent stationing of tens of thousands of U.S. troops, its growing alignment with U.S. strategic
objectives, and the substantial resources it could potentially bring to bear in the context
of geopolitical competition. While Japan’s military and intelligence institutions have been
shaped by a constrained and contested post-war history, successive Liberal Democratic Party
(LDP) administrations have undertaken significant organizational and legal reforms, pro-
ducing a national security apparatus that is increasingly capable of shaping geopolitical out-
comes (Samuels 2019; McNelly 1986; Oros 2017; Green 2022). In the cyber domain, however,
this transformation remains incomplete, as subsequent sections demonstrate. Nevertheless,
Japan’s diplomatic and economic reach, combined with its growing friction with the CCP,
render it an indispensable partner in Indo-Pacific security dynamics.

South Korea, while sharing several characteristics with Japan as a U.S. ally, was not included
in this analysis because its national security posture remains overwhelmingly shaped by the
immediate and persistent threat posed by North Korea. As a result, cyberspace competition
is likely to receive intermittent attention relative to more acute conventional and strategic
deterrence requirements on the Korean Peninsula. A systematic assessment of South Korea’s
alignment with CPT principles, therefore, falls outside the scope of this study and warrants
dedicated future research.
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Taken together, Australia and Japan constitute critical test cases for assessing the U.S.’
capacity to synchronize military cyber policy with key allies and generate force-multiplication
effects in cyberspace. A failure to harmonize cyber policy and operational approaches with
both its most trusted and most strategically consequential Indo-Pacific allies would likely
undermine U.S. efforts in great power competition with the CCP. At the same time, the marked
institutional, legal, and strategic differences between Australia and Japan provide valuable
comparative insight into the challenges of aligning CPT-informed cyber policy across distinct
allied defense systems.

TRANSLATING CYBER PERSISTENCE THEORY INTO CYBER POLICY

Policy Implications of Cyber Persistence Theory

Given the characteristics, conditions, logic, and imperatives of cyberspace identified above,
the policy implications of Cyber Persistence Theory (CPT) follow with relative clarity. First,
policies grounded in the pursuit of deterrence in cyberspace are fundamentally misaligned
with the strategic realities CPT describes. As the theory’s authors argue, “Global networked
computing overwhelms deterrence. . . ”, and any attempt to graft the logic of the conventional or
nuclear domains onto cyberspace is doomed to failure (Fischerkeller, Goldman, and Harknett
2022, 120). Contact in cyberspace is constant, and more importantly, the primary form of
state utilization of cyberspace, the cyber fait accompli, is undertaken without concern for
the decision calculus of the adversary. It therefore makes little sense to attempt to coerce
adversaries to cease cyberspace operations through the various instruments of national
power.

From a CPT perspective, “good” cyber policy therefore prioritizes operational initiative over
coercive signaling. Rather than attempting to deter adversaries from acting in cyberspace, CPT
emphasizes enabling cyber forces to exploit adversarial network vulnerabilities persistently,
deliberately, and at a tempo they control, with minimal procedural delay.

A frequently cited example of such policy alignment is the 2017 U.S. National Defense
Authorization Act (NDAA) reforms to Cyber Command’s Title 10 authorities. Specifically,
Section 394 empowers the Secretary of Defense to conduct cyberspace operations, including
covert action operations, outside of declared hostilities. And, more to the point, to do so
without triggering more restrictive reporting requirements associated with Title 50 covert
action (Chesney 2018). From a CPT standpoint, these reforms represent a paradigmatic case of
policy enabling initiative, allowing operators to act at operational speed rather than awaiting
protracted interagency approval.

CPT’s emphasis on initiative is further reflected in former NSA Director and USCYBERCOM
Commander General (Ret.) Paul Nakasone’s Command Vision for U.S. Cyber Command and
his independent article in the Joint Force Quarterly 2019 (Nakasone 2019). In these texts,
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Nakasone adopts vocabulary and goals strikingly similar to those found in CPT. For instance, in
A Cyber Force for Persistent Operations, Nakasone avows that, “USCYBERCOM has learned that
successful engagement against adversaries in cyberspace requires that we continuously seek
tactical, operational, and strategic initiative,” and that, “strategic effects in cyberspace come
from the use—not the mere possession—of cyber capabilities to gain the initiative over those
who mean us harm” (12). These formulations reinforce CPT’s core claim that effectiveness in
cyberspace derives from sustained action rather than latent capability.

Beyond operator-level authorities, CPT also advances the concept of ‘whole-of-nation plus’
(WON+) as a structural enabler initiative persistence in cyberspace. In this formulation, the
coordination of government agencies, private-public partnerships, and citizen engagement
(the "Whole of nation") on cyber matters is extended outward to include allies and partners.
This ensures that initiative gained through national cyber policies is not diluted by misaligned
allied frameworks. A positive illustration might involve the rapid sharing of advanced cyber
detection capabilities with an allied state facing malicious cyber activity from a mutual
adversary, enabled by interlocking information security standards and operational platforms
developed by an international integration task force. While the CPT authors here venture into
areas such as economic warfare policy, the WON+ principle remains analytically relevant
when assessing allied countries’ military cyber policies and laws. CPT-enabled countries will
exhibit institutionalized integration across governmental, private, citizen, and allied actors.

From Operational Elements to Policy Criteria

In 2021, Goldman (a CPT co-author serving at the time as a strategist at USCYBERCOM)
was tasked, alongside others, with translating CPT from theory into concrete operational
guidance that operations directors could standardize across the command (Goldman 2021).
This effort distilled CPT into a set of “core elements of persistent engagement” intended to
guide campaign-level cyber operations:

• Initiative – Controlling operational tempo, defined as the relative speed and rhythm of
activity over time with respect to an adversary.
• Momentum – The employment of sustained effect, at a rate that exceeds the adversary’s
ability to react effectively across time and cyberspace.
• Anticipatory – The ability to plan, implement, and initiate action in anticipation of an
adversary’s next move.
• Agility – The capacity to adapt successfully to changing circumstances (e.g., to identify,
change course, and exploit relevant opportunities, react faster than the adversary, and
adjust priorities and shift resources).
• Scale – The ability to increase and decrease operational capacity to sustain continuous
engagement, or surge operational tempo as required, across time and cyberspace.
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Although these elements are operationally framed, they can be translated and consolidated
into an evaluative framework suitable for assessing national cyber laws and policies against
CPT ideals. From this perspective, several policy-relevant questions emerge.

• Are cyber operators in control of their own operational tempo, or must they routinely
seek political authorization for discrete actions (Initiative)?
• Are cyber operations conceived as deliberately planned, sequential actions moving
from strength to strength towards a clear goal against the will of an adversary (aka. a
campaign) or are they reactive, sporadic, and ‘special’ events (Momentum)?
• Are cyber forces sufficiently trained and equipped to scale operations up or down and
pivot across targets as engagements evolve (Scale)?
• How does the government conceptualize cyberspace in its laws and policies: as a com-
ponent of conventional domains of warfare or a distinct strategic environment with its
own imperatives (Unique Environment)?
• Do national frameworks treat cyberspace as a whole-of-government and allied enter-
prise, or confine responsibility to a narrow military “silo of excellence” (WON+).

In translating Goldman’s core operational elements into policy and legal criteria, two
conceptual consolidations emerged. The element of ‘anticipatory’ proved analytically in-
distinguishable from ‘initiative,’ as the ability to operate in anticipation of an adversary
presupposes the legal authorities and policy latitude that enable operators to control opera-
tional tempo in the first place. Absent such pro-initiative frameworks, anticipatory action is
structurally infeasible. 1 Similarly, at the policy level, ‘agility’ rests on the same institutional
and doctrinal foundations that make sustained campaigning possible, and therefore overlaps
substantially with “momentum,” as defined by Goldman. For the sake of parsimony and
analytical clarity, this study therefore subsumes ‘anticipatory’ within ‘initiative,’ and ‘agility’
within ‘momentum.’

For evaluative purposes, CPT policy alignment is represented using a three-level typographic
scale, reflecting relative degrees of correspondence between national cyber laws and policies
and CPT-informed criteria. “+++” denotes broad alignment with CPT principles; “++” denotes
partial, uneven, or emerging alignment; and “–” denotes limited or absent alignment. These
indicators are heuristic rather than quantitative, and are intended to signal directionality
and relative positioning, not to offer definitive judgments or measurements of operational
effectiveness.

1. Although anticipatory action presupposes initiative, the converse does not necessarily hold: a state may possess legal and
policy authority to control operational tempo without consistently acting in anticipation of an adversary. The relationship is
therefore asymmetrical. However, at the level of legal and institutional design, the authorities and policy latitude required
to enable anticipatory action are substantively indistinguishable from those that enable initiative more broadly. For the
purposes of policy evaluation, anticipatory capacity is therefore treated as a subset of initiative, rather than as an analytically
independent criterion.
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Table 1. Comparative Assessment of Allied Military Cyber Policies Against CPT-Informed Criteria

Operator control Campaigning Force capacity Cyberspace as a Whole-of-Nation &
of OPTEMPO orientation and scalability distinct strategic Allied Integration
(Initiative) (Momentum) (Scale) environment WON(+)

USA +++ ++ ++ +++ +++
Japan ++ – ++ – +++
Australia +++ ++ ++ – +++

Note. +++ indicates broad alignment with CPT criteria; ++ indicates partial, uneven, or emerging alignment; – indicates limited
or absent alignment. Assessments are heuristic and indicate directionality rather than definitive measurement.

A CPT-BASED COMPARATIVE ANALYSIS OF ALLIED MILITARY CYBER POLICY

United States - Leading the CPT Paradigm Shift?

It is helpful to subject the U.S. to the CPT ideals it has generated in light of the challenge posed
by the CCP. Doing so will establish a fruitful basis for analysis of the steps that need to be
taken by all the allies involved in synchronizing their military cyber efforts.

Initiative and Operational Authority. On the policy and legal front, the U.S. is comparatively
well-positioned to execute cyberspace operations in line with CPT ideals. The 2017 National
Defense Authorization Act (NDAA) (U.S. Congress 2017) reforms to U.S. Cyber Command’s Title
10 authorities significantly expanded operational latitude. Section 394 empowers the Secretary
of Defense to conduct cyberspace operations, including activities outside declared hostilities,
without triggering the more restrictive reporting requirements associated with Title 50 covert
action statutes (Chesney 2018). From a CPT perspective, these reforms reduce procedural
friction and enhance operator control over operational tempo, core features of initiative. This
orientation is reinforced in former NSA Director and USCYBERCOM Commander General (Ret.)
Paul Nakasone’s Command Vision and his 2019 article in Joint Force Quarterly (Nakasone
2019). Nakasone explicitly emphasizes the need to “continuously seek tactical, operational,
and strategic initiative,” and argues that strategic effects in cyberspace derive from the
use—not merely the possession—of cyber capabilities. Doctrinally and legally, therefore, the
U.S. demonstrates strong alignment with CPT’s initiative criterion (+++).

Momentum and Campaigning Logic. Whether this permissive legal environment has translated
into sustained campaigning logic is less clear. The public record of U.S. cyber operations
against the CCP remains sparse, due to the clandestine nature of offensive cyber operations
under current law. Disclosure of successful cyber operations risks compromising tools and
operational methods and may generate diplomatic fallout. As a result, most publicly available
information concerns defensive actions.
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Recent reporting highlights Federal Bureau of Investigation (FBI) operations targeting
botnets leveraged by CCP-linked actors to pre-position destructive network attack capabilities
on U.S. military and critical infrastructure in the Indo-Pacific and in the U.S. (Select Committee
on the CCP 2024). The inclusion of the USCYBERCOM commander among a panel of Directors
who briefed Congress on this action is suggestive, though the operational implications were
not elaborated upon in the briefing (Select Committee on the CCP 2024). As the Congressional
testimony suggests, successful defensive actions are more likely than offensive operations
to enter the public domain. After all, both China and the U.S. may have strategic incentives
to publicize and expose one another’s cyber activities before an international audience,
as both have done (Kan 2025). Nevertheless, the detailed content of this vein of reporting
must be appraised with a skeptical eye. Congressional briefings and official statements may
simultaneously reflect factual developments and deliberate signaling efforts directed at
domestic or international audiences. Even so, they provide rare, if imperfect, insight into one
dimension of the ongoing contest in cyberspace.

Viewed in this light, the relatively limited number of publicly reported U.S. defensive
successes paints a bleak picture of the current state of affairs. The pre-positioning activity of
Volt Typhoon, reportedly neutralized through an FBI-led botnet takedown in late 2023, was
followed less than a year later by the wide-ranging Salt Typhoon campaign, described by
the Chairman of the Intelligence Committee as “the worst telecom hack in [U.S.] history” (Ck
2024). Although U.S. officials have declared this campaign addressed, with one FBI official
stating that the Chinese enabling companies behind the hack had “failed” (Starks 2025b),
such assertions sit uneasily alongside reporting that approximately 600 companies across 80
countries were affected. This is all the more striking in that these figures were established by
the FBI itself (Viswanatha and Krouse 2025).

Apart from serving as indicators of scale and lines of effort, such reports remain inherently
difficult to verify in detail and may contain internal tensions. More fundamentally, however,
is the question of how the current campaign of taking down botnets and exposing adversary
bad behavior eventually culminates in a desired end state. To date, the U.S. Government has
not publicly articulated such an end state. This absence is striking, particularly given that
successive campaigns appear to have done little to deter or diminish the activity they target
(Waldman 2024; Starks 2025a).

Scale and Force Generation. The United States’ ability to generate and sustain cyber forces at
scale presents a mixed picture. Under the current model, the service branches generate cyber
personnel and assign them to USCYBERCOM, which serves as a unified combatant command
for cyberspace. USCYBERCOM then employs these personnel within one of the three team
types that comprise the Cyber Mission Force (USCYBERCOM, n.d.; Warner 2025).
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In recent years, there have been increasing calls to replace or supplement this model
with a separate Cyber branch of the military, alongside the Air Force, Marine Corps, Space
Force, Army, Navy, and Coast Guard (Smith, Demchak, and Poznansky 2025). Proponents of a
dedicated cyber service cite persistent shortcomings in the existing service branches’ ability
to generate the quantity and quality of forces required for USCYBERCOM to fully execute its
mission (Barno and Bensahel 2021; Otto 2025; Couillard 2024).

Several structural issues underpin these critiques. There is currently no standardized tour
length for personnel assigned to USCYBERCOM. The services enforce USCYBERCOM training
standards in different ways, with some sending "raw" cyber personnel to USCYBERCOM to be
trained on the job upon arrival. Each service also maintains distinct cyber career pathways,
resulting in divergent professional development models (Pomerleau 2023). Consequently,
USCYBERCOM receives personnel with uneven qualifications and experience, who rotate
back to their service branches at varying intervals, complicating continuity and institutional
knowledge retention.

In addition, the absence of common active-duty service obligations across the services
has contributed to the loss of military-trained cyber talent to higher-paying private sector
positions (Graham 2022). Critics argue that this is the result of service branches focusing
on entrenched service-specific career paths at the expense of the sustained development of
cyber professionals optimized for USCYBERCOM’s long-term requirements (Lonergan and
Montgomery 2025; Fernandes, Lonergan, and Master 2025).

Whole-of-Nation Plus (WON+) Integration. With respect to the ‘WON+’ criterion, the U.S. demon-
strates comparatively strong structural integration. USCYBERCOM, along with other relevant
cyber agencies, operates within a broad whole-of-government and industry effort to counter
the CCP in cyberspace. In addition to the aforementioned FBI action, which involved an
industry partner, CISA and the NSA have released multiple collaboratively produced reports
outlining the tactics, techniques, and procedures of CCP-linked malicious cyber actors, as well
as steps for victims to take to remediate unwanted access (Black Lotus Labs 2024; CISA 2024).
These reports are frequently coordinated with international partners and include a growing
list of co-signatories. The most recent Salt Typhoon advisory, for example, was signed by 19
international partner organizations, including Japan and Australia.

The U.S. has also taken institutional steps consistent with a WON+ approach through
the 2015 establishment of CISA, and the passage of the Cybersecurity Information Sharing
Act in the same year, which, at the time of writing, appears poised for re-authorization
(DHS Republicans 2025). As its title suggests, the Act was intended to centralize federal
cyber threat information gathering and sharing, positioning CISA—at least conceptually—as
a focal point for national cyber coordination (making it, on paper, something of an ideal
WON+ organization). In practice, however, this role has proven difficult to consolidate. Legal
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reporting requirements remain distributed across multiple federal agencies, not to mention
the dramatically underdeveloped state-level national cybersecurity standards implementation
(Brooks and Lesmes 2022). Nevertheless, efforts to strengthen CISA’s coordinating function
have continued. The 2022 Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA), for
example, directed CISA to “coordinate, deconflict, and harmonize Federal incident reporting
requirements, including those issued through regulations (DHS 2022).”

Also relevant in this criterion is the 2021 creation of the Office of National Cyber Director,
established to serve as the principal advisor to the President on cybersecurity policy and
strategy (ONCD 2025). Although still relatively new, the office is tasked with coordinating
federal cybersecurity policy and overseeing the implementation of the National Cybersecurity
Strategy -first issued in 2023- across government and the private sector (ONCD 2023).

Preliminary Assessment. Overall, the U.S. exhibits strong alignment with CPT in terms of
initiative and whole-of-nation integration, more limited alignment in scale, and only partial
realization of sustained campaign momentum. While the legal and doctrinal foundations
for CPT are well established, their full operational manifestation remains incomplete. It has
a difficult but not impossible road ahead to fully implement CPT ideals in its own national
security system.

Table 2. United States Assessment Against CPT-Informed Criteria

CPT Criterion Score Synthesis of Key Elements

Initiative +++ Expanded Title 10 authorities and persistent engagement doctrine en-

able high operator discretion and tempo control.

Momentum ++ Episodic defensive actions visible; limited public evidence of sustained,

cumulative campaign logic.

Scale ++ Service-based force generation produces uneven standards, retention

gaps, and structural scaling constraints.

Environment +++ Cyberspace treated as a separate warfighting domain under unified

command and dedicated doctrine.

WON+ +++ Institutionalized interagency coordination and expanding allied cyber

collaboration framework.

Note. +++ indicates broad alignment with CPT criteria; ++ partial, uneven, or emerging alignment. Assessments

are heuristic and signal relative positioning rather than definitive operational measurement.

The extent to which allied partners have mirrored—or diverged from—this trajectory
presents a distinct and consequential question, to which the analysis now turns.
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Japan - a Cyber Deterrence Policy Without Legal Basis

Initiative and Operational Authority. Japanese cyber law and policy have developed rapidly
since 2010, when cyberspace was first mentioned in the Ministry of Defense’s Defense of
Japan white paper (Japanese Ministry of Defense 2010). Since then, Japan has established a
military Cyber Defense Group (2013), adopted its first cybersecurity strategy (2013), passed
the Basic Act on Cybersecurity (2014), recognized cyberspace as a military domain (2018),
informally reinterpreted the constitution to potentially treat significant cyberattacks as armed
attacks under Japanese law (2019), elevated the Cyber Defense Group to a Cyber Defense
Command (2022), and passed the 2025 ‘Active Cyber Defense Law,’ among a host of other
related legal and political changes (Soesanto 2020).

The most salient policy development for CPT analysis is the formal authorization of ‘active
cyber defense.’ First outlined in the 2022 National Defense Strategy and National Security
Strategy, it is defined as the capability to, “eliminate in advance the possibility of serious
cyberattacks that may cause national security concerns to the Government and critical in-
frastructures and for preventing the spread of damage in case of such attacks, even if they
do not amount to an armed attack” (Japanese Government 2020). Later in the document, it
is noted that, “For serious cyberattacks that pose security concerns against the Government,
critical infrastructures, and others, the Government will be given the necessary authorities
that allow it to penetrate and neutralize attackers’ servers and others in advance to the extent
possible” (23). As for said authorities, the aforementioned 2025 Active Cyber Defense Law
defines ‘active cyber defense’ as

. . .Detecting external cyberattacks through the collection of information related to
their signs and other information, even before damage occurs, identifying the perpe-
trators, and taking measures to eliminate them, thereby preventing the occurrence
of cyberattacks that could harm the security of the state and its citizens, as well as
preventing the occurrence and spread of damage caused by such attacks (衆議院
2025) / (Japan House of Representatives 2025)

While not explicitly framed as offensive cyber operations, active cyber defense appears
to greenlight the Japanese Self Defense Force (JSDF) to conduct cyberspace operations that
are offensive in nature against adversarial networks in the context of serious cyberattacks. A
critical enabler of this activity is further provided in the recent law by the authorization to
intercept foreign internet traffic: in other words, the capability to collect the necessary signals
intelligence any successful cyber defense would need (Komiyama 2025). How exactly the
division of labor among the National Police Agency, new government bodies, and the JSDF
cyber forces, all implied in the new law, will shake out remains a matter of speculation. All
the more so as Japan has only recently undertaken to stand up its own cyber forces, amid
much broader changes in the command structure of the JSDF, detailed below.
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Momentum and Campaigning Logic. Historically, Japan pursued what scholars have described
as an ‘exclusively defense-oriented cyber policy’ (Bartlett 2020; Kurosaki 2021). In harmony
with Japan’s general defensive security strategy, imposed legally by Article 9 of its constitution,
Japan’s initial development of cyber capabilities was envisioned to only play a role if the 2016
‘Three New Conditions for Use of Force’ were met. These are high-impact, low-probability
events in which (1) Japan itself or a ‘foreign country in close relationship with Japan’ is
subjected to armed attack, (2) there are no other means of response available, and (3) the use
of force is limited to the necessary amount (Japanese Ministry of Foreign Affairs 2023).

Highly restrained, this role for cyber operators was informally expanded by Prime Minister
Abe in 2019, who stated in a House of Representatives plenary session that cyberattacks
themselves could count as armed attacks under the constitution, thus allowing cyber responses
outside of conditions of armed conflict (Miyahara 2019). In light of the 2025 Active Cyber
Defense law, this ‘response capability’ view of cyber defense appears to have been superseded.

Nevertheless, the new Active Cyber Defense legal and operational regime remains nascent
and follows decades of reactive and highly constrained cyber defense policy. In fact, prior
to the 2025 law, active cyber operations were widely assessed as legally impermissible. In
a series of dissections of Japanese law, Dr. Katagiri concluded that the previous ‘positive
list’ format of Japanese defense authorization, combined with strict domestic restrictions on
computer network activities in the Penal Code and lack of clarity in the Japanese Self Defense
Force Law, had resulted in a situation in which active cyber defensive operations even in the
context of a response to armed attack were likely illegal under then Japanese law (Katagiri
2021, 2022a, 2022b). Cyberattacks at the time were not constitutionally defined as a use of
force, which means they could not be considered an act of war, Abe’s informal comments
notwithstanding. This ultimately denied Japan the possibility of mobilizing cyberspace op-
erations in self-defense. Moreover, Japan’s Penal Code precluded a variety of activities that
would involve interacting with private sector computer networks, a necessary component
of active cyberspace operations, as made evident by the traffic monitoring provision in the
recent 2025 Active Cyber Defense law. Before this, the Self Defense Law did not authorize
military cyber operators to defend networks outside of the Ministry of Defense. Katagiri’s
conclusion on this topic was succinct: “Simply put, there continues [in 2022] to be no legal
authorization for the conduct of active cyberspace operations” (Katagiri 2022a, 49)

From a CPT perspective, Japan’s nascent cyber policy regime appears to meet, at a funda-
mental level, the requirements of initiative persistence in cyberspace. Cyber operators appear
to possess the authority to both collect foreign cyber signals and, if necessary, reach into
adversary cyberspace to produce effects and thereby generate beneficial security conditions
for Japan. On the other hand, this regime is not set to take effect until 2027. Achieving it will
undoubtedly entail an intense inter-governmental campaign of re-organization, creation of
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bureaucratic processes, ironing out of delineated authorities, and much more, amid all the
normal turbulence of Japanese electoral politics (Dobell and O’Neill 2025).

Scale and Force Generation. Regarding scale, Japan’s 2022 strategic documents outline am-
bitious plans to expand cyber capabilities with a deliberate effort to build a highly capable
cyber force within a decade. This entails a heavy lift. Personnel in the Cyber Defense Com-
mand are to quadruple to 4,000 by 2027, with an additional 16,000 personnel receiving cyber
defense training. A new cyber school is to be established at the Ground Self Defense Force
Communication School, and the Self Defense Force is expected to conduct realistic training
exercises with U.S. counterparts under conditions simulating active cyberattacks (Lentz 2023).

Running alongside these swift expansions in personnel and training are substantial com-
mand and control reforms. Among the most consequential is the establishment of a Joint
Force Headquarters intended to physically co-locate the branches of the Self Defense Force
command and control for the first time. These initiatives reflect bold and strategically aligned
objectives. However, as of 2026, their realization remains uncertain. The extent to which these
force expansion and command reforms will be successfully integrated into Japan’s evolving
legal and operational framework also remains an open question.

Whole-of-Nation Plus (WON+) Integration. Japan has actively pursued whole-of-government
coordination in cybersecurity, and even whole-of-nation effects championed by CPT. The
2014 Basic Act on Cybersecurity established the Cyber Strategic Headquarters, which guided
subsequent Cybersecurity Strategies in 2015, 2018, and 2021 (NISC Japan 2025). This ‘control
tower’ was augmented by a 2018 revision to the Basic Act to create a Cybersecurity Council
under the National Center for Incident Readiness and Strategy for Cybersecurity (NISC), which
oversaw a comprehensive effort to prepare Japanese society for the cyber risks involved in
hosting the 2020 Olympics, G20 meetings, and other events. The Council is tasked with coordi-
nating cyber practices with partners in national and local government, critical infrastructure
operators, information security companies, and educational and research institutions.

Japan has also invested heavily in cyber diplomacy. It has pursued what might be called
‘setting the conditions’ for political and information warfare to counter Chinese regional
aspirations in cyberspace through diplomatic initiative. At a policy level, this is guided by the
Basic Act on Cybersecurity and the subsequent cybersecurity strategies, the most recent of
which reiterates Japan’s intention to make cyberspace “free, fair, and secure,” also formulated
as “data free flow with trust” (Japanese Government 2021). In pursuit of this strategy, the
Japanese government has committed considerable diplomatic resources to the United Nations
(UN) Security Council Open Debate on Cybersecurity and in the Open-ended Working Group,
among others, while also devoting significant attention to this effort in the ASEAN Regional
Forum and bilateral consultations with European nations (Manantan 2021, 432–459). These

VOL. 11, NO. 1 (2026) | 95



Toward Integrated Persistence: A Comparative Study of U.S., Australian, and Japanese Military Cyber Policy

efforts reflect a robust whole-of-nation and international orientation consistent with CPT’s
WON+ principle.

Preliminary Assessment. From a CPT perspective, Japan’s cyber policy trajectory is moving in a
consequential but still incomplete direction and remains largely aspirational. The 2025 Active
Cyber Defense Law represents a meaningful departure from decades of a strictly reactive,
legally constrained cyber posture and establishes the foundational authorities necessary for
initiative persistence. However, these authorities remain nascent, are not scheduled to take
effect until 2027, and will require substantial bureaucratic coordination before they can be
operationalized in practice.

At the strategic level, Japan’s broader security framework continues to situate cyberspace
within a conventional deterrence paradigm. The National Security and Defense strategies
emphasize strengthening conventional and nuclear deterrence in response to revisionist
powers, while cyberspace is largely described as a supporting or “cross-domain” capability
rather than as a distinct strategic environment with its own operational logic. The 2025
Defense of Japan white paper digest, for example, lists cyber-related initiatives and budget
items under the vague category of ‘cross-domain capabilities’ (防衛省 2025 / Japanese Ministry
of Defense (2025)

Table 3. Japan Assessment Against CPT-Informed Criteria

CPT Criterion Score Synthesis of Key Elements

Initiative ++ 2025 Active Cyber Defense Law authorizes pre-emptive action, but

regime remains nascent and untested.

Momentum – Strategic framing centered on conventional deterrence; limited evidence

of sustained cyber campaigning logic.

Scale ++ Ambitious force expansion plans underway, yet largely prospective and

institutionally unsettled.

Environment – Cyberspace treated primarily as cross-domain capability within con-

ventional deterrence paradigm.

WON+ +++ Strong whole-of-government coordination and proactive cyber diplo-

macy across regional and global fora.

Note. +++ indicates broad alignment with CPT criteria; ++ partial or emerging alignment; – limited alignment.

Assessments are heuristic and signal relative positioning rather than definitive operational measurement.
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Australia - a Legal Basis for Persistence Subsumed by a Deterrence Policy

Initiative and Operational Authority. In contrast to the complex and historically constrained
framework governing Japanese cyberspace operations, Australia’s cyber laws and policies
are comparatively straightforward and empowering.

Organizationally, Australia’s offensive cyber operators are housed within the Australian
Signals Directorate (ASD), an intelligence community organization that supports the Australian
Defense Force (ADF) and resides within the Ministry of Defense. In 2018, ASD was brought
administratively under the newly formed Defense SIGINT (signals intelligence) and Cyber
Command to better align civilian ASD operations with those of the ADF. Although the civilian
Director-General of ASD reports directly to the Minister for Defence, the office remains a peer
agency head and is not subordinate to the Secretary of Defense. This structure reflects both
operational integration and institutional autonomy.

Statutorily, ASD’s authority to conduct cyberspace operations derives from Section 7 of the
2001 Intelligence Services Act, whose language is notably broad yet concise. Paragraphs (c)
and (d) authorize ASD “to prevent and disrupt, by electronic or similar means, cybercrime
undertaken by people or organizations outside Australia,” and “to provide assistance to the
Defence Force in support of military operations and to cooperate with the Defence Force on
intelligence matters” (Australian Government 2001).

When read alongside the authorities granted to the ADF under the Defense Act of 1903, and
the broad access to domestic network devices granted to partner organizations through the
2004 Surveillance Devices Act, ASD appears to possess substantial legal scope and authority
to conduct cyberspace operations at the scale, speed, and intensity determined by its political
leadership (Walker-Munro, Mount, and Ioannou 2023). Public disclosures by Australian
officials suggest that these authorities are operationalized. In 2016, then Prime Minister
Malcolm Turnbull took the historically unprecedented step of publicly acknowledging that
Australia possessed and was actively employing offensive cyber capabilities against the
Islamic State and offshore cybercriminals (Hanson and Uren 2018). This marked the first
public disclosure by a state of active offensive cyber operations and coincided with the
formation of the ADF Information Warfare Division.

From a CPT perspective, this legal and institutional framework clearly enables initiative.
ASD possesses statutory authority to disrupt, degrade, and deny adversarial activity without
the kind of constitutional constraints that previously limited Japanese operators. There is
little evidence of structural barriers preventing tempo control or operational latitude.

Momentum and Campaigning Logic. Nevertheless, whether this permissive framework trans-
lates into a sustained initiative-driven strategic mindset is less clear. As there is no insight
into the operational thinking of ASD leadership and operators, the only publicly available
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window into ASD thinking lies in strategic publications. Here, there is little evidence to sug-
gest that CPT has influenced ADF thinking on cyberspace operations. The 2023 National
Defence Strategic Review, like its Japanese counterpart, frames cyberspace operations within
a broader deterrence paradigm without a separate consideration for being a unique strategic
environment. One of its recommendations calls for a, “comprehensive framework should
be developed for managing operations in the cyber domain that is consistent with the other
domains” (Australian Government 2023b, 64). Within Australia’s overarching “deterrence by
denial” strategy, such consistency implies treating cyberspace as another domain in which
deterrence logic applies, which is attested by point 4.4. of the report: “Deterrence strategy and
practice is evolving. In military terms, it now spans five domains: maritime, land, air, space,
and cyber” (49, 37). This suggests that, although legally empowered, cyberspace operations
are conceptually subsumed within conventional and nuclear deterrence thinking rather than
framed as a distinct arena of persistent competition.

There are, however, signals within ASD publications that resonate with CPT values. ASD’s
‘REDSPICE’ capability development initiative outlines intentions to “triple current cyber
offensive capability, support the integration of ADF Information Warfare and cyber workforce,
and double persistent cyber-hunt activities” (Australian Signals Directorate 2022, 5, 13). While
broad, the strategic objectives—deliver strategic advantage, support military operations,
and counter cyber-enabled threats—could indicate a tacit vision of agility, initiative, and
persistence. Similarly, in an effort to bring more transparency to the role of ASD, former
ASD Director Burgess described offensive cyber as “a broad range of activities designed to
disrupt, degrade or deny our adversaries,” (Burgess 2019). He further emphasized that most
operations are subtle and continuous rather than spectacular. While ASD does engage in high-
end destructive attacks, the bulk of its work is “subtle and sophisticated,” aimed at sabotaging
adversarial communications and computer networks. As does the REDSPICE blueprint, these
statements suggest a force that may, in practice, pursue initiative and persistence.

Even so, deterrence language and the conventional and nuclear environments still seem
to be the overriding theme of ASD operations. In the “Scaled Cyber Effects” section of the
REDSPICE blueprint, for instance, the final bullet point simply states, “contributes to integrated
deterrence” (Australian Signals Directorate 2022, 13). Burgess’s framing ‘disrupt, degrade,
or deny’ also echoes conventional doctrinal vocabulary, and the ADF side of strategizing
leaves no room for a third strategic environment. In sum, Australia’s legal framework strongly
enables CPT-style initiative, but its strategic narrative continues to anchor cyberspace within
deterrence-based thinking.

Scale and Force Generation. With respect to scale, public information about Australian cyber
force structure remains limited. In August 2024, the ADF announced the establishment of
a Cyber Command within the Joint Capabilities Group (Australian Department of Defence
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2024). This command is expected to oversee the newly created Cyber Warfare Division, itself
carved out of a 2023 restructuring of the Information Warfare Division.

Precise personnel numbers and force expansion targets are not publicly available. Nonethe-
less, the tight control of information and deliberate reorganization of specific units, such as
the 138th Signal Squadron and 462nd Squadron, suggests institutional consolidation and
formalization of cyber capabilities (Australian Department of Defence 2024).

From a CPT perspective, the limited transparency makes definitive assessment difficult.
However, the combination of a legally empowered ASD, formal military cyber command
structures, and capability expansion initiatives such as REDSPICE indicates that Australia
possesses at least the structural basis for sustained and scalable cyber operations.

Whole-of-Nation Plus (WON+) Integration. As with Japan, Australia demonstrates significant
activity consistent with CPT’s WON+ principle. Australia is active in setting regional political
and informational warfare conditions, and domestically establishing interlinkages between
government, the private sector, and citizenry. Abroad, the government has actively pursued
its cybersecurity strategy of creating “a more secure online world for Australians” (Australian
Government 2020). Beyond cooperation with Japan in ASEAN forums, Australia has assisted
Pacific Island states-including Tonga, Vanuatu, the Solomon Islands, and Samoa—in devel-
oping computer emergency response teams (CERTs). It has also supported the Pacific Cyber
Security Operational Network and the Asia Pacific Computer Emergency Response Team.

Like Japan, Australia participates in broader initiatives such as the Blue Dot Network, the
Clean Network, and the Indo-Pacific Economic Framework for Prosperity, reflecting efforts to
shape regional cyber norms and infrastructure governance.

Domestically, there is clear leadership and vision to integrate the government, the private
sector, and citizens. The 2020 Cybersecurity Strategy (Australian Government 2020), which
has since been updated and expanded, explicitly outlines the overlapping roles of government,
business, and community, (Australian Government 2023b, 2023a). The Australian Cyberse-
curity Centre (ACSC), housed within ASD, operates multiple Joint Cyber Security Centres in
partnership with thousands of private sector and academic stakeholders (ACSC 2023). Its
placement within ASD increases the likelihood that sensitive threat information is shared
efficiently across government and industry.

Taken together, these efforts indicate robust whole-of-government and allied integration
consistent with CPT’s WON+ criterion.

Preliminary Assessment. Overall, Australia’s statutory framework clearly permits the kind
of operational activity envisioned by CPT. Legal authorities granted to ASD, combined with
integration with the ADF and intelligence community, provide operators with substantial
discretion and tempo control. However, at the strategic level, cyberspace remains largely
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conceptualized within a deterrence-by-denial framework rather than as a distinct arena of
persistent competition. Momentum, in CPT terms, is not explicitly articulated in Australian
strategic documents, which continue to frame cyber effects as contributing to integrated
deterrence. Nevertheless, the REDSPICE initiative and public statements from ASD leadership
suggest operational practices that may align with persistence and initiative, even if not
doctrinally framed in those terms. On the WON+ dimension, Australia demonstrates strong
alignment, both domestically and regionally. Its integration of government, private sector,
and allied networks is comparatively mature. In sum, Australia presents a case of strong legal
enablement for persistence combined with a strategic narrative that subsumes cyberspace
under conventional deterrence doctrine.

Table 4. Australia Assessment Against CPT-Informed Criteria

CPT Criterion Score Synthesis of Key Elements

Initiative +++ Broad statutory authority under Intelligence Services Act enables proac-

tive and tempo-controlled cyber operations.

Momentum ++ Operational rhetoric suggests persistence, but strategic framing sub-

sumes cyber under deterrence doctrine.

Scale ++ Formal cyber command structures and REDSPICE expansion indicate

structural capacity, though limited public transparency.

Environment – Cyberspace conceptualized primarily as part of integrated deterrence

across domains.

WON+ +++ Strong domestic integration via ACSC and active regional cybersecurity

diplomacy.

Note. +++ indicates broad alignment with CPT criteria; ++ partial or emerging alignment; – limited alignment.

Assessments are heuristic and signal relative positioning rather than definitive operational measurement.

DISCUSSION

Assessing U.S., Australian, and Japanese Cyber Strategy Against CPT

The foregoing analysis clarifies several points. At the country level, Japan’s current national
cyber defense posture bears the least resemblance to the ideals of CPT. Its legal environment
poses severe challenges for cyber forces hoping to seize the initiative, which has second and
third-order negative effects for campaigning. As with the U.S. and Australia, it is struggling to
provide a military cyber force at the requisite scale to compete with the CCP in cyberspace.
Australia, on the other hand, lacks the scale, campaigning mindset, and a clearly articulated,
distinct understanding of the role of cyberspace in political competition. The U.S., as the
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country articulating this vision, is leading in policy development but lacking in the opera-
tionalization and provisioning of capable cyber forces. In short, all three countries are failing
to meet the ideals of CPT in particular ways.

It is on the momentum and scale points that the allies are all falling short. This shared
deficiency suggests a need for CPT proponents in all three countries to better signal to their
governments the vision and strategic premises of CPT-informed cyberspace operations, and
to justify the scale and resources required to realize it. On the surface, this involves recon-
sidering the language and terms of reference used to persuade decision-makers in their
respective national security systems. Currently, in the U.S. case, despite a clear articulation
in academic literature, CPT only has the operational tag-line of ‘persistent engagement’—a
wholly USCYBERCOM phrase—to advertise itself. Lacking a distinct identity in policy lan-
guage, it is currently dispersed somewhere under the Department of War umbrella concept
of ‘integrated deterrence’ (Vergun 2022). From a CPT perspective, this is problematic for a
fundamental reason: it neglects the reality that cyberspace is a distinct strategic environment.
This perpetuates the notion that military cyber force is just another break-glass response tool
reserved for military crisis or conflict, whereas CPT advocates for the opposite—positing that
success requires constant activity (campaigning) below the threshold of conflict to achieve
strategic goals and objectives. As the U.S. leads in CPT policy, its failure to articulate a distinct
identity makes it difficult for policymakers and practitioners to work toward an integrated
CPT paradigm shift in the Indo-Pacific.

Toward Integrated Persistence

The concept of ‘integrated persistence’ is hereby proposed as a unifying strategic-level fram-
ing to concentrate and guide military cyber coordination efforts in line with CPT ideals.
Integrated persistence elevates the tenets of ‘persistent engagement’ to the level of national
and international cyber policy currently dominated by conventional notions of ‘integrated
deterrence’.

As a reminder, Goldman defines persistent engagement as:

Employing a continuous operational tempo that seizes and maintains the initiative in
order to compete and set favorable security conditions in and through cyberspace and
the information environment necessary to secure, defend, and advance U.S. strategic
goals (Goldman 2021).

Integrated deterrence, on the other hand, is described as,

Using every tool at the Department’s disposal, in close collaboration with our counter-
parts across the U.S. Government and with Allies and partners, to ensure that potential
foes understand the folly of aggression (DoD 2022, p.IV).
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Synthesizing these concepts, we define integrated persistence as

The employment of a continuous operational tempo—across the U.S. Government
and with allies and partners—that seizes and maintains the initiative to set favorable
security conditions in and through cyberspace and the information environment, in
order to secure, defend, and advance the rules-based international order.

Global Implications For Cyber Strategy and Policy

Operationalizing integrated persistence requires more than a rhetorical shift; it demands
structural changes to how the U.S. and its allies generate force and formulate policy. When
viewed through the analytical dimensions of CPT—scale, momentum, initiative, cyberspace
as a separate and unique domain, and whole-of-nation plus integration—several implications
for force development and alliance architecture emerge.

Generating Scale through Interoperability. To achieve the scale required by the unique envi-
ronment of cyberspace, the alliance must move beyond ad hoc cooperation toward structural
interoperability. A potential manifestation of this would be the establishment of centrally
administered cyber operations training centers for allied and partner forces. By utilizing uni-
form doctrine and curricula, such institutions would provide the critical shared vocabulary
and operational experience needed for forces to work shoulder-to-shoulder. Furthermore,
these platforms could serve as hubs for WON+ integration, allowing private-sector partners to
demonstrate capabilities and share information on a voluntary basis, thereby strengthening
the link between state and non-state actors.

Sustaining Momentum through Multilateral Policy. Current bilateral engagements—such as the
U.S.-Japan Cyber Defense Policy Working Group—risk warping combined policy to fit unique
bilateral constraints, thereby stalling the broader alliance. To generate momentum, policy
formulation must be multi-lateralized. Excluding key regional stakeholders creates friction;
therefore, forums should be expanded to include Australia, South Korea, the Philippines,
and New Zealand to generate the interlocking policy language necessary for rapid collective
action. While the NATO Cooperative Cyber Defence Centre of Excellence (CCDCoE) provides
a model for Europe, the Quad offers the most pragmatic template for multinational policy
formulation in the Indo-Pacific.

Institutionalizing the Whole-of-Nation Plus Approach. For these policy working groups to be
effective, they must transcend government-only silos. The WON+ dimension implies that indus-
try voices—specifically telecommunications providers, ISPs, and cybersecurity firms—must
be structurally incorporated into these forums. This is essential to mature, agreed lines of com-
munication for threat information sharing and to clarify the legal and operational thresholds
where private authorities end, and government intelligence support begins.
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Seizing the Initiative through Combined Planning. Finally, maintaining initiative requires the
synchronization of operational planning. Integrated persistence implies the inclusion of
Indo-Pacific allies in annual cyber campaign planning efforts. Whether embedded with U.S.
operational elements or convened in a new operational forum supported by appropriate
intelligence dissemination, this integration is vital. Only through such deep coordination can
the alliance create the viable, interlocking campaign plans capable of seizing the initiative
and generating shared momentum.

Elements of these efforts already exist in uneven forms across U.S. and allied systems, as
demonstrated by this narrowly scoped analysis of U.S., Australian, and Japanese cyber strate-
gies and policies. Efficiency may dictate that these initiatives be folded into existing agency
portfolios rather than creating new institutions ex nihilo. However, from the perspective
of CPT, the specific administrative vehicle is less important than the strategic orientation.
The ultimate goal is to ensure that scale, momentum, initiative, and WON+ serve as the
central organizing principles for combined campaign operations against adversaries in the
unique domain of cyberspace. The analysis implies that realizing integrated persistence would
require extensive collaboration (and recalibration) across allied policy shops and military
headquarters, not only regionally, but also globally. Doing so will only be feasible if a distinct
policy identity can be developed and communicated, such that a shared understanding of the
tenets and benefits of CPT can be used to justify allocating resources and attention to military
cyber forces beyond the current, insufficient status quo.

CONCLUSION

This study arrived at the proposed CPT-based concept of integrated persistence by analyzing
the military cyber policies of the U.S. and its most critical Indo-Pacific allies, Australia and
Japan, through the lens of Cyber Persistence Theory. The analysis showed little synchroniza-
tion of military cyber strategies and policies along the lines of CPT, with most occurring in
the U.S., and also highlighted significant gaps between the theory and each nation’s current
stance.

We found that the cyber laws and policies of Japan and Australia, while fundamentally
different, are both dedicated to conventional and nuclear understandings of deterrence, to the
detriment of an understanding of cyberspace that is functionally distinct as described by CPT.
On a country level, Japan’s current national cyber defense posture has taken the most recent
steps towards CPT. Its legal environment will continue to pose serious challenges for cyber
forces hoping to seize the initiative in the short term, which then implies negative effects for
campaigning in the medium term. As with the U.S. and Australia, it is struggling to provide a
military cyber force at the requisite scale to compete with the CCP in cyberspace. Australia,
on the other hand, lacks the scale, campaigning mindset, and a clearly articulated, distinct
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understanding of the role of cyberspace in political competition. The U.S., as the country
articulating this vision, is leading in policy development but lacking in the operationalization
and provisioning of capable cyber forces. Across the allies, momentum and scale are lacking.

The study concludes by offering the concept of integrated persistence as a national- and
international-level policy framing to organize efforts and evolve thinking towards implement-
ing CPT ideals within each country’s respective national security policy systems.
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