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The publication of Volume 11, Issue 1 marks an important moment in the continued evolution
of The Cyber Defense Review (CDR). Over the past year, the journal has undergone a series
of deliberate transformations aimed at ensuring its long-term sustainability, strengthening
the quality of its publications, and expanding its role as a trusted forum at the intersection of
military practice, policy, and scholarship.

As cyber operations become increasingly central to national security, the expectations
placed upon professional and academic outlets have evolved. Readers—whether military
leaders, policymakers, or scholars—are not only seeking timely insights, but also clarity,
rigor, and durability. In response, the CDR has refined its editorial processes to better meet
these expectations. A key dimension of this transition has been the modernization of our
publication infrastructure. We have revised our metadata standards and archival practices
to align with contemporary academic publishing norms, ensuring that each article is more
discoverable, citable, and enduring over time. These changes are not merely technical. They
are foundational to increasing the visibility and long-term impact of the work we publish,
enabling authors’ contributions to be integrated more effectively into both scholarly discourse
and professional practice.

At the same time, we have sought to strengthen the journal’s intellectual positioning. While
the CDR has always occupied a unique space bridging operational insight and academic anal-
ysis, we are now placing a more explicit emphasis on analytical rigor and conceptual clarity.
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This includes encouraging authors to clearly articulate their research questions, theoretical
contributions, and methodological approaches, while also maintaining accessibility for a
multidisciplinary audience.

Equally important is our commitment to broadening the journal’s international outlook.
Cyber conflict is inherently transnational, and understanding its dynamics requires engage-
ment with diverse perspectives, doctrines, and institutional contexts. This issue begins to
reflect that ambition, bringing together analyses that span allied policy frameworks, regional
information environments, and globally relevant operational challenges. Further efforts are
still needed to expand the range of international contributions. By welcoming a diverse set of
voices, we aim to foster a more inclusive and comparative understanding of cyber defense
and competition.

These evolutions are closely tied to what we see as the core purpose of publishing in the CDR.
The journal offers a platform to reach a uniquely diverse audience—military practitioners,
senior leaders, policymakers, and academic researchers. This diversity is a strength, but it also
carries a responsibility. We therefore increasingly ask authors to make explicit the implications
of their work: how their findings inform decision-making, how their arguments shape policy,
and how their frameworks can be applied in practice. In a field where abstraction can quickly
distance itself from operational reality, this emphasis on implications is essential.

In contrast to faster, more reactive outlets, the CDR is committed to publishing work that
offers lasting value. While timeliness remains important, our editorial priority is to curate
contributions that provide durable insights: conceptual frameworks, empirical analyses,
and operational lessons that remain relevant beyond the immediate context in which they
are written. In a domain characterized by rapid technological change, it is precisely these
enduring perspectives that are most needed.

OVERVIEW OF THIS ISSUE

The contributions in Volume 11, Issue 1 reflect the growing centrality of cyber operations in
contemporary conflict. Recent developments, from persistent state competition in cyberspace
to the integration of cyber capabilities into broader military campaigns, underscore that
cyber warfare is no longer a supporting function, but an integral component of how modern
conflicts are understood and conducted. This issue has been organized around two thematic
clusters, each capturing a different dimension of this evolving landscape.

The first cluster, Cyber Strategy from Foundations to Operational Practice, brings together
contributions that collectively advance the understanding of cyber power from its conceptual
underpinnings to its execution in operational contexts.

Fischerkeller, Goldman, and Harknett examine the role of alignment between cyber capa-
bilities and military operational schemes. Their analysis emphasizes that the impact of cyber
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effects depends on how they are integrated into broader campaign design. Misalignment,
as illustrated through the case of Russian operations in Ukraine, can significantly limit the
effectiveness of cyber capabilities. Wolfley, Hedgecock, and Winkelstein provide a structured
framework for conceptualizing cyber strategy. By clarifying different strategic logics and
their trade-offs, the article offers a vocabulary for comparing approaches and assessing their
implications for policy and practice. The last two papers in this cluster build on Cyber Per-
sistence Theory (CPT), using it as a foundation to operationalize strategic concepts in policy
and practice. Based on his operational experience, Styran’s Offense Death Cycle reframes
defense as a proactive effort to shape and control the operational environment, emphasizing
anticipation, induced friction, and sustained engagement with adversaries. Lentz concludes
this cluster by proposing a comparative analysis of U.S., Australian, and Japanese cyber
policies using CPT as an analytical lens. The article highlights both areas of alignment and
divergence among allies, and proposes the concept of “integrated persistence” as a means to
strengthen coordination in the Indo-Pacific. Overall, these contributions reflect a progression
from alignment and conceptualization to operationalization, illustrating how cyber strategy
must be both theoretically grounded and practically executable.

The second cluster, Anticipation, Resilience, and Sustained Advantage, focuses on the con-
ditions required to defend and sustain cyber-dependent operations over time. Across these
contributions, a common thread emerges: the need to move beyond reactive approaches
toward anticipatory, systemic, and long-term perspectives.

Shipp opens the cluster by addressing the concept of digital force protection, proposing an
early-warning framework that links geopolitical indicators and signals from the information
environment to actionable adjustments in military posture. The emphasis on explainability
and decision-making under operational tempo reflects the practical needs of commanders.
Lohmann and Davis examine the use of artificial intelligence in cyber early warning systems
for energy infrastructure. Their findings highlight the potential of large language models to
enhance anomaly detection and contextual understanding, while also underscoring the risks
associated with automation and the necessity of human oversight. Zgonc extends the temporal
horizon further by examining long-term cyber risk in occupational and environmental
health surveillance. The article emphasizes how the erosion of OEHS data provenance and
contextual integrity can undermine institutional credibility. Santacaterina and co-authors
analyze communication hijacking in the Asia-Pacific information environment. They show
that applying this multi-level framework provides a structured approach to understanding
how state-sponsored actors manipulate narratives and exploit online discourse, reinforcing
the importance of the information environment as a domain of ongoing competition. Finally,
Harrell and Chojnacki shift the focus to the economic dimension of resilience, analyzing the
problem of cost asymmetry in drone defense. Their layered defense RAMPART framework

VOL. 11, NO. 1 (2026) | 3



Advancing Strategic Thought and Practice in Cyberspace

addresses the challenge of sustaining effective protection in an environment where offensive
capabilities are increasingly accessible and inexpensive.

Together, these contributions highlight that cyber defense is not only about preventing
immediate disruption but also about anticipating threats, sustaining operational viability, and
preserving trust over time.

LOOKING AHEAD

As this issue demonstrates, the study and practice of cyber defense are entering a phase of
maturation. The field is moving beyond initial explorations toward more structured theo-
ries, more integrated operational concepts, and more nuanced understandings of risk and
resilience. The Cyber Defense Review aims to contribute to this maturation by continuing to
provide a platform for rigorous, relevant, and forward-looking work. The changes we have
implemented over the past year are intended to support this mission by ensuring that the
journal remains both a trusted resource for practitioners and a meaningful contributor to
scholarly discourse. Additional improvements are already underway, and further changes
will continue to be introduced to strengthen the journal’s processes, reach, and impact.

We extend our gratitude to the authors, reviewers, editorial board members, and the
leadership of the U.S. Army Cyber Institute, whose efforts make this work possible. Their
contributions are essential to maintaining the quality and integrity of the journal. We would
also like to extend a personal note of thanks to LTC Joshua Dawson for his technical work on
the journal, which has been instrumental in supporting these efforts.

As cyber operations continue to shape the character of conflict, the need for thoughtful,
well-grounded analysis will only grow. It is our hope that the articles in this issue not only
inform current debates but also provide foundations for those yet to come.
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