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Drones have emerged as a dominant weapon system and force enabler on the modern battlefield.
From reconnaissance to resupply to precision strike, drones have fundamentally reshaped how
wars are fought. One of the most pressing challenges they pose is a persistent cost asymmetry:
defending against low-cost unmanned aerial systems (UAS) is often far more expensive than
deploying them. Despite advances in counter-drone technologies, kinetic munitions remain the
most reliable means of neutralization. However; the cost of these defenses frequently exceeds
the value of the drones they destroy. This paper examines the economic dynamics of contempo-
rary drone warfare and proposes the Resilient Adaptive Multi-layered Protective Air Response
Technology (RAMPART) framework, a decision-support model designed to optimize cost-effective
counter-UAS strategies. Building on principles of layered air defense and informed by analysis of
recent conflicts, the framework introduces the adjusted defense cost fraction (aDCF), a formal
metric that integrates defender costs, adversary costs, and the value of protected assets to guide
engagement decisions. The model enables a least-cost-first approach, dynamically prioritizing
electronic warfare, directed energy, interceptor drones, and kinetic systems based on operational
conditions. By formalizing the economic logic of counter-drone engagements, RAMPART provides
a scalable analytical tool for improving resource allocation, enhancing operational sustainability,
and informing both tactical decision-making and future force design in increasingly contested
environments.
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1 INTRODUCTION

The proliferation of inexpensive, highly capable unmanned aerial systems (UAS) has reshaped
the modern battlefield, transforming a niche capability into a decisive instrument of war.
While initially deployed primarily as intelligence, surveillance, and reconnaissance (ISR) assets,
drones are now frontline combat systems used for precision strikes, suppression of enemy air
defenses, and counter-battery fire (Singer 2009; Caspi 2024). UAS have fundamentally altered
the strategic, operational, and tactical nature of warfare.

Conflicts around the world have highlighted a critical, unsustainable asymmetry: the high
cost incurred by technologically advanced militaries to defend against large volumes of low-
cost drone attacks (Roblin 2026). This imbalance, in which defenders are forced to expend
munitions that cost orders of magnitude more than the threats they neutralize, challenges
traditional air defense and ground force postures and strains logistical supply chains. As
adversaries increasingly leverage expendable (and often commercially-developed) drone
technology, developing a cost-effective, scalable defensive architecture is not merely a tactical
advantage but a strategic necessity.

This paper’s primary contribution is the Resilient Adaptive Multi-layered Protective Air
Response Technology (RAMPART) framework, a conceptual model designed to formalize
the economic decision-making process within a layered counter-UAS (C-UAS) architecture.
While the concept of layered defense is a well-established military principle, existing doctrine
lacks a quantifiable and adaptable mathematical structure for optimizing cost-exchange
ratios under dynamic operational constraints. RAMPART addresses this gap by introducing
the adjusted defense cost fraction (aDCF), a formal decision metric that translates strategic
economic priorities into tactical engagement choices.

This paper proceeds as follows. Section 2 provides a brief background on the historical evo-
lution of drone warfare, reviews the existing literature and doctrinal foundations for layered
defense, surveys the contemporary C-UAS threat landscape, and examines related work in
formal military modeling. Section 3 outlines the methodology used to develop the RAMPART
framework. Section 4 presents the RAMPART framework, including its core principles and
the formal aDCF decision model. Section 5 discusses the three categories of decision model
parameters—defender, threat, and constraints—and provides details of system cost and capa-
bilities and discusses the effects of terrain, environmental conditions, and legal authorizations
. Section 6 introduces considerations for operationalizing the RAMPART framework, Section 7
offers an illustrative scenario, followed by the conclusion.

2 BACKGROUND AND RELATED WORK

The strategic importance of counter-UAS to cyber is rooted in recognizing drones, C-UAS
defenses, and multi-modal sensor networks as complex cyber-physical systems operating in a
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contested environment and congested electromagnetic spectrum (EMS). As early as 2011, real-
world incidents proved that UAS communication links, operating systems, navigation systems,
and even their physical control were viable targets for cyberattacks (Hartmann and Giles
2016). The concept of "great systems conflict" redefines the battlefield as an electromagnetic-
cyber contest, where the operational reliance of UAS on networked software, computational
hardware, and the EMS makes them intrinsically cyber concerns (Demchak 2025).

2.1 Drones in Modern Warfare

Although high-end UAS attract attention, recent conflicts have shown that inexpensive, ex-
pendable drones often cause the most significant disruption. For as little as $500, an adversary
can deploy a kamikaze drone capable of destroying a tank or disabling critical infrastructure
(Wackwitz 2024). However, neutralizing such drones may require missiles or rapid, short-
range air defense (SHORAD) systems that cost hundreds of thousands or even millions of
dollars, creating a significant cost imbalance. The cost of missile interceptors available to
Ukrainian forces in the Russia-Ukraine conflict ranged from $38,000 to $1.1M per missile
(MDAA 2022).

The “12-Day War” of June 2025 between Iran and Israel highlights this asymmetry. Iran
launched more than 1,000 kamikaze drones and cruise missiles toward Israel during the
conflict. Israel was forced to rely on a layered interceptor system, including THAAD, Aegis,
Arrow, and David’s Sling, to stop the barrage (Lair 2025; Cicurel, n.d.; Chughtai 2025; Fabian
2025). Despite high interception rates, the defenders expended more than 200 high-cost
interceptors (Cicurel, n.d.). Of these high-cost interceptors, it is unclear how many intercepted
drones; however, the use of drones in a missile barrage demonstrates that they increase de-
fense expenditures. This disproportionate expenditure highlights the central problem: drones
are relatively inexpensive to build but expensive to counter, and without more sustainable
counter-drone solutions, the cost asymmetry will continue to favor attackers. RF Jamming,
GPS Jamming, and Spoofing have proven to be low-cost countermeasures; however, this
problem space is nuanced and has not been solidified within a defense framework.

2.2 Characteristics of the Drone Threat

While scholarly attention initially focused on the strategic advantages of large, sophisticated
drones, and broadly concluded that they did not revolutionize warfare, recent conflicts have
underscored the collective tactical and operational impact of inexpensive, "low-tech" systems
(Kunertova 2023a; Chavez and Swed 2023). The battlespace has changed. The contemporary
UAS threat is not defined by a single platform but by a diverse and rapidly evolving ecosystem
spanning a wide spectrum of costs, complexities, and capabilities. On battlefields in Ukraine,
forces employ cheap commercial off-the-shelf (COTS) quadcopters that are modified to drop
grenades as purpose-built loitering munitions (Watling and Reynolds 2025). Larger fixed-wing
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“mothership” drones serve as airborne relays, extending command and control (C2), while
more advanced long-range UAS’s, including Mugin-5, UJ-22, Morok, and UK-25 Skyline, are
capable of precision strikes at costs ranging from hundreds of dollars to over $1 million.

This reality is driven by several key characteristics that, when combined, create a severe cost
imbalance for technologically advanced militaries. The most fundamental of these is the low
barrier to entry. Many of the most effective battlefield systems are adapted from commercially
available platforms. For example, the Mugin-5, a Chinese carbon-fiber hobbyist airframe has
been converted into a long-range bomber, and standard first-person view (FPV) racing drones
have been leveraged as "kamikaze" systems capable of destroying heavily armed vehicles.
The established commercial supply chain ensures that participants have access to a large
supply of new drones, components, and repair parts. In this context, proliferation is driven
by the market rather than the state, making it difficult to contain.

Compounding this is the inherent modularity of these platforms. A drone such as the DJI
Mavic can conduct ISR on one sortie and drop a grenade on the next. An FPV frame designed
for racing can easily become a precision-guided munition with the addition of a warhead
and a camera. This complicates detection and threat modeling. This ambiguity means that
the physical platform alone does not reveal intent, forcing defenders to classify threats in real
time based on sometimes ambiguous sensor data.

Finally, the scalability of production further strains defenses. Adversaries have demon-
strated the ability to manufacture drones at an industrial scale, with Russia reportedly capable
of producing approximately 170 Shahed-series drones per week and Ukraine scaling its FPV
manufacturing to tens of thousands per month (Jensen and Atalan 2025; Harper 2025). This
enables saturation attacks that are designed to overwhelm traditional, magazine-limited air
defense systems. Together, these characteristics have created a severe and unsustainable
cost-exchange ratio, where defenders may be forced to expend munitions costing hundreds of
thousands of dollars to defeat threats costing only a few hundred, highlighting the economic
peril of a kinetic-only defense (Wackwitz 2024; MDAA 2022; Cicurel, n.d.).

2.3 The Counter-Drone Challenge & Existing Frameworks

Beyond their rapid proliferation and low cost, small UAS present significant operational
and tactical challenges for defenders (Kunertova 2023b). In contested environments, rapidly
classifying and attributing drones as benign, rogue, or hostile is often difficult, complicating
lawful and proportionate responses in crowded airspace. Furthermore, each sensor modality
introduces different sources of uncertainty and operational limitations. As a result, no sin-
gle detection or mitigation technology consistently dominates across operational contexts,
reinforcing the need for layered, system-of-systems approaches to counter-drone defense
(Carnahan and Zeh, n.d.).
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Executing the C-UAS operations involves a diverse array of technologies for both sensing
and interdiction. Platforms may be ground-based (fixed or mobile), hand-held, or UAS-based.
The initial functions of detection, tracking, and identification are enabled by sensors. Sensor
modalities include traditional radar, which employs sophisticated algorithms to distinguish a
drone’s signature from clutter; radio-frequency (RF) scanners that listen for control or video
links; and passive electro-optical (EO), infrared (IR), and acoustic sensors that identify targets
by sight, heat signature, or sound profile, respectively (Michel 2019).

Once a threat is identified, non-kinetic "soft-kill" and kinetic "hard-kill" effectors are deployed
for interdiction. Soft-kill options disrupt the drone’s operation by jamming its command or
navigation links, spoofing its control system to seize command, or dazzling its optical sensors
with a high-intensity light or laser. Hard-kill measures physically destroy the drone, employing
methods such as high-energy lasers (HEL), high-power microwaves to disable electronics,
kinetic projectiles, entanglement nets, or interceptor drones designed for collision. often
combining effectors to increase the probability of a successful engagement (Michel 2019).

In many operational settings, the most reliable method of defeating a hostile drone remains
kinetic interception—physically destroying the platform with munitions or interceptors.
However, kinetic C-UAS solutions have many disadvantages: in addition to costing significantly
more than the attacking drone, they can expose the defender’s position, adversaries can
counter with scale, and many of the most effective advanced kinetic munitions are scarce
and therefore depend on robust supply chains for replenishment (Pear 2025).

A 2024 RUSI analysis of lessons from the war in Ukraine underscores that human-operated
C-UAS defenses are personnel-intensive and inefficient, only achieving a fraction of the
effectiveness of automated turrets (Watling and Reynolds 2025). The report identified two key
adaptations: automating kinetic defenses, such as reprogramming remote weapon stations,
and recognizing that C-UAS survivability necessitates the widespread use of even simple
defensive measures, such as counter-drone nets and common materials such as corrugated
steel or timber.

2.4 Foundational Concepts in Layered Defense

The RAMPART framework is built on established military doctrine for countering air and
missile threats. The core principle, codified in U.S. Joint Publication (JP) 3-01 Countering Air and
Missile Threats, is a layered and integrated defense-in-depth designed to engage threats at the
earliest opportunity and maximum effective range, ideally before an enemy UAS can employ
its own sensors or weapons against defended assets. This doctrine recognizes the diverse
nature of the UAS threat, which can range from large, aircraft-like platforms to small, difficult-
to-detect systems used for attack, surveillance, deception, or to bait and exhaust defensive
systems. Compounding this challenge is the proliferation of commercial and military UAS
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technology, which has blurred the lines between friendly and hostile assets and complicated
identification procedures (Chairman Joint Chiefs of Staff 2007).

While doctrine provides the architectural foundation for a layered defense, the strategic
challenge of imposing costs on an adversary while managing one’s own costs has long
been a theme in military analysis. Decades ago, strategic thinkers foresaw an emerging
technological paradigm where capabilities like persistent surveillance, precision strike, and
low-observables would allow air power to threaten a wide range of high-value targets, thereby
imposing significant costs on an adversary at a greatly reduced risk to friendly forces (Kent
and Ochmanek 1998). The modern drone threat represents the latest manifestation of this
classic problem, forcing a contemporary re-evaluation of the cost-risk calculus.

This issue has become a central focus for the Western alliance. At the 2023 biennial 3AF
International Conference on IAMD, a key gathering of the NATO air and missile defense
community, the unsustainable economics of the drone threat were a primary theme. The
consensus, as articulated by senior leaders, is that "As low-tech threats are proliferating,
low-cost answers need to be found," driving the alliance to prioritize multi-layered solutions
that are both effective and economically viable (Delorme, Devouassoux, and Dini 2024). While
this high-level guidance is clear, current doctrine does not prescribe a formal economic logic
for choosing among available effectors in a layered defense—a gap this research seeks to fill.

Furthermore, the effective operation of a layered defense is critically dependent on two
functions deeply rooted in joint doctrine: sensor data fusion and EMS management. Creating
a single, coherent, and trusted track of an incoming threat—a common operational picture
(COP)—requires fusing data from disparate sensors such as radar, EO/IR, and RF detectors
(Chairman Joint Chiefs of Staff 2010c, 2011). Simultaneously, the dense employment of jam-
mers, radars, and communications links necessitates rigorous EMS de-confliction to prevent
friendly systems from interfering with one another, a core tenet of Joint EMS Operations
(Chairman Joint Chiefs of Staff 2020). A successful cost-imposition strategy is therefore not
just about having the right interceptors, but also about the command and control (C2) and
EMS management architecture that enables their effective use.

2.5 Formal Models for Military Decision-Making

The use of mathematics to model combat traces back to Lanchester’s classic attrition laws,
which provided a foundational method for quantifying the relative strength of forces, over
time, in military engagements (Lanchester 1916). Modern military operations research has
expanded upon this, using simulation-based resource allocation and optimization techniques
to solve complex logistical and strategic problems. Prominent examples of this approach
include simulation environments like the Extended Air Defense Simulation (EADSIM) and the
Advanced Framework for Simulation, Integration, and Modeling (AFSIM). These frameworks,

1. https://dsiac.dtic.mil/models/afsim/
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and many others like them, are used to conduct detailed modeling of multi-domain combat,
wargame complex scenarios, and analyze the performance and survivability of weapon
systems from the engineering to the mission level (U.S. Army Space and Missile Defense
Command 2025).

These tools are invaluable for assessing system performance and must be adapted to address
the unique characteristics of the modern drone threat. Strategic analyses frequently discuss
the cost-benefit calculus of asymmetric drone warfare qualitatively, yet there remains a gap
for a formal, tactical-level decision model that explicitly incorporates economic rationality.
The RAMPART framework and its aDCF metric are designed to fill this gap.

3 METHODOLOGY

This research employed a multi-phase analytical approach to develop the RAMPART frame-
work, proceeding from an operational analysis of the threat to the construction of a formal
decision model and an exploration of its practical implementation. The methodology can be
broken down into the following logical phases:

The initial phase focused on defining the problem space. This involved a comprehensive
review of the modern UAS threat, using open-source data, technical reports, and conflict
analysis to collect detailed specifications, costs, and employment tactics for a wide range of
adversary systems. This threat assessment was then framed within the context of applicable
U.S. Joint Doctrine, with a primary focus on the principles of layered air defense to ensure
that the framework aligns with established military concepts. Finally, this phase identified the
authoritative data sources, intelligence streams, and operational military control measures
required to support a real-world C-UAS decision-making process.

The operational problem was translated into a formal mathematical structure. This began
by deconstructing the C-UAS challenge into a single engagement and identifying the relevant
factors that determine the outcome of a specific weapon-target assignment. These factors were
then abstracted into a generic mathematical model that defines a set of variables, probabilities,
and cost parameters. This resulted in the construction of the adjusted defense cost fraction
(aDCF), a standardized metric for evaluating and comparing disparate defensive options on
an equal economic footing.

The final phase explored the practical considerations for operationalizing the RAMPART
framework. This involved connecting the abstract parameters of the formal model developed
in Phase 2 back to the real-world data sources and doctrinal constraints identified in Phase 1.
This synthesis demonstrates how the model’s variables—such as adversary costs, defender
effectiveness, and environmental degradation factors—would be populated and dynamically
updated in a live operational environment. The result is a holistic framework that bridges the
gap between high-level doctrine and tactical, data-driven decision-making.
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4 THE RAMPART FRAMEWORK
4.1 Principles and Architecture

RAMPART rests on a single, consequential principle: defenders should engage threats with the
lowest-cost countermeasure capable of achieving mission success (countering and defeating
a drone threat), escalating only when cheaper alternatives are infeasible or have failed. This
"least-cost-first" logic directly confronts the cost asymmetry that currently favors the attacker.
The primary premise is that a dynamic decision model can consume fused sensor data,
updated environmental conditions, and operational overlays to continuously rank available
C-UAS defensive measures by their predicted effectiveness and cost-efficiency for defending
prioritized assets against a specific threat, whose probability of delivering adverse effects to
friendly forces can be modeled and estimated.
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Figure 1. RAMPART Layered Defense Framework. The framework organizes defensive capabilities into
concentric layers by range and cost.

The framework organizes defensive capabilities into layers defined by effector type, range,
and cost. For conceptual clarity, Figure 1 visualizes these layers as concentric circles. This
representation is a deliberate simplification, presented here to clearly illustrate the core logic
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| AVAILABLE — Can engage but not preferred RESERVE — Available but costly; use only if preferred options fail

Figure 2. RAMPART engagement matrix. The figure illustrates a least-cost-first defensive architecture in
which electronic warfare and directed energy systems engage threats at long range, interceptor drones
address leakers at short range, and kinetic systems are reserved as a last resort.

of least-cost-first escalation. From the farthest range inward, the sequence generally proceeds
from EW systems, then to directed energy (DE), to interceptor drones, and finally to kinetic
systems as a last resort.

The RAMPART Engagement Matrix in Figure 2 illustrates how a defender can use the
framework to prioritize defensive measures based on the range of enemy threats using a
least-cost-first architecture.

The framework does not explicitly model the full, time-dynamic nature of a multi-agent
engagement. The core problem is a highly-dimensional weapon system-to-target assignment
optimization problem, which is computationally intractable when accounting for numerous,
geographically dispersed sensors, effectors, defended assets, threats, and environmental
conditions in real time. Although advances in high-performance computing and Al-driven
optimization will make such models increasingly feasible, the focus here is on establishing
a simplified but comprehensive core decision logic. The logic is designed to be a scalable
building block for aggregation into integrated multi-agent models suitable for advanced
decision engines and wargaming simulations.
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Figure 3. Conceptual RAMPART Model - The model describes sensors and classifiers detecting threat inputs.
The AI Decision Engine, based on the current ROE, Constraints, and Priorities, chooses the available counter-
measure for the specific threat. This illustration is a conceptual representation of how the least-cost principle
would be implemented in an algorithmic manner.

4.2 Formalizing the Defense Decision Problem

Next, we translate the framework’s layered, least-cost-first logic into a formal decision model
that can drive an automated or Al-enabled decision engine, which is central to the conceptual
model in Figure 3. The core of this challenge is mapping a specific threat to the optimal
countermeasure, accounting for the drone’s characteristics, the value of defended assets, the
dynamic operational environment, and engagement conditions.

Notation. To maintain clarity and consistency throughout the formalization, we adopt a
standardized set of notations and subscripts. These conventions, summarized in Table 1, dis-
tinguish between adversary (Red) and friendly (Blue) elements, and define the core concepts
used to construct the decision model.

Parameters. To formalize the decision problem, we define a set of parameters that characterize
the state of the engagement (shown in Table 2). In a dynamic simulation, many of these
parameters are functions of position and time, and are subject to uncertainty. The goal is
to reduce the framework’s logic to a manageable set of parameters that can be modeled,
evaluated, and improved.
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Table 1. Notation and Subscripts

Reference Notation Definition
B,j.k Friendly (Blue) Element Used in parameters and subscripts to identify friendly asset parameters
and to index instances of counter-drone systems and defended assets.
R,i Adversary (Red) Element Used in parameters and subscripts to identify adversary asset
parameters and index instances of adversary threat drones.
Table 2. Engagement Model Parameters
Parameter Name Definition
Defender
CB,]- Marginal Cost to Blue Forces  Blue’s economic cost to employ effector j to defend against the threat,
including supply-chain and operational use.
Py (B;) Baseline Defensive The probability, in ideal conditions, that effector j successfully counters
Effectiveness Probability drone threat.
Vpx Value of Blue Asset Economic, strategic, and mission value of the defended asset k.
Ipx Importance (Priority) of Weighted importance of defended asset k to strategy or mission, a
Defended Asset prioritization factor describing criticality, urgency, and/or vulnerability.
Threat
Cri Marginal Cost to Red Forces ~ The adversary’s economic cost, including supply-chain and operational
use, of deploying threat drone i to generate offensive effect.
Po(Ry) Baseline Threat The probability that, if not countered, the threat drone i targets and
Success Probability achieves an adverse effect (kill, destroy, damage, disrupt, etc.).
Constraints
Ti; Terrain and Environment A normalized function of geography quantifying the degradation of an
effector’s performance due to terrain and environmental factors in the
engagement path between the threat drone i and the effector k (e.g.,
line-of-sight, terrain obstruction, weather, clutter, propagation, etc.).
Lij Legality and Authorization A binary variable that indicates the legality and authorization of
employing effector j against threat drone i based on the Rules of
Engagement (ROE), specific engagement factors such as risk of
collateral damage, and operational control measures.
B Commander’s Weighted A non-negative scalar representing the commander’s risk tolerance.
Risk Posture
8 Delta A small positive constant to prevent division by zero in calculations.

Effective Probability of Success, Defensive Countermeasure (Pger). The probability of defensive
effectiveness of effector j engaging threat i given engagement conditions and authorizations.

Pger = Po(Bj) - Tj; - Ly D
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Expected Loss Avoided (ELA). For a single engagement of threat i targeting asset k defended
by effector j, the successful defensive action avoids a potential loss. The expected value of this
action is the product of the effective probability of success of the defensive countermeasure
and the importance-weighted (prioritized) value of the defended asset:

ELAy = Pger - Ix - Vpx 2)

Adjusted Defense Cost Fraction (aDCF). The RAMPART decision engine selects an effector
j to engage threat i by minimizing the aDCF. This ratio compares the defender’s cost to a
risk-adjusted benchmark that includes both the attacker’s cost and the value of the loss being
averted.

Cgj

aDCFy =
max ((CRJ +B-ELAY), 5)

3)

A candidate action is favorable when aDCF < 1. The optimal action is the one that minimizes
this ratio among all feasible and authorized effectors.

Campaign-Level Aggregation. This formulation allows for meaningful aggregation over a
campaign involving N threats and M defensive engagements and K defended assets. The
cumulative aDCF becomes a measure of the overall economic efficiency of the defensive
campaign:

M
Zj:l CB,j

N K (4)
max ( 3N, Cri+ BXK, ELA, 5)

aDCFcampaign =

The strategic objective is to execute the campaign such that aDCFcampaign < 1, such that the
total defensive expenditure remains proportionally less than the total cost imposed on the
attacker plus the total value of assets successfully protected.

5 RAMPART DECISION MODEL PARAMETERS

The following sections provide detailed real-world system data and operational context to
more fully characterize the inputs and factors that influence the RAMPART framework. We
will examine three central aspects of the framework: the defender’s counter-UAS capabilities,
real-world adversary threat systems, and the challenges of detection and tracking.
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5.1 Defender Parameters

This section surveys the counter-drone capabilities that RAMPART orchestrates, organized by
the framework’s escalation logic. These systems provide the data for the defender’s marginal
cost (Cg;) and nominal effectiveness probability (Po(Bj)).

Electronic Warfare

EW is the most cost-effective C-UAS capability and forms the outermost defensive layer (Kallen-
born and Plichta 2024). Example EW systems are described in Table 3. These systems deny or
manipulate C2 links, disrupt telemetry, and interfere with global satellite system navigation
at a negligible cost per engagement beyond the initial investment. Best practice involves
deploying networked, multi-band jammers and distributed sensors to form a contiguous
defensive-area network. Global Positioning System (GPS) jamming and spoofing have proven
effective; for example, Ukrainian units have used jamming to degrade Shahed-136 loitering
munitions, causing premature detonations (Jensen and Atalan 2025). The effectiveness of
EW is contingent on intelligence about adversary systems, often requires higher-level autho-
rization, and degrades as adversaries adopt jam-resistant technologies. When EW fails, the
framework escalates.

Table 3. Representative Capabilities of Electronic Warfare Systems

System Type Range Cost/Eng. Key Limitations Origin Sources
Bukovel-AD RF Jam / ~8km (jam) Negl. Ineffective against Israel, Cantin (n.d.)
GPS Spoof (power) fiber-optic or autonomous  Ukraine
drones
Dedrone Handheld ~1-2 km Negl. Line-of-sight; single-target;  Ukraine Dedrone (n.d.)
DroneDefender RF Jammer (power) short range
Verses-2 Portable  Multi-band ~ ~2-5 km Negl. Requires spectrum Ukraine Khomenko
Jammer (power) deconfliction; reduced (2025h)
effect on hardened
communications
Atlas EW Networked 30 km Negl. Requires large-scale Ukraine Encarnacion
Network Jammer / (detect); (power) coordination; bypassed by (2025)
(Kvertus) Sensor 8 km (jam) fiber-optic C2
array

Note: Ranges and costs are estimates based on publicly available sources. Actual operational parameters are classified and may
vary depending on configuration, employment, and operational environment.

Directed Energy

If EW engagement fails or is not operationally feasible, the RAMPART framework escalates to
directed energy systems (examples shown in Table 4). There are two primary types of directed
energy systems: High-energy lasers (HELs) and high-power microwaves (HPMs). While these
technologies are still under development or in an early operational state, understanding their
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capabilities is essential, as they are expected to mature and become increasingly relevant to
layered C-UAS defenses in the near term (Hollenbeck et al. 2025). Both laser and microwave
systems show promise for reducing the cost of drone warfare, but each type of system has
unique limitations.

High-Energy Lasers. HELs engage targets by precisely delivering thermal energy to disable
critical components such as a drone’s sensors, control surfaces, or power systems (Raytheon,
n.d.). These systems offer significant advantages, including a negligible cost-per-shot, an effec-
tively unlimited magazine constrained only by power availability, and precision engagement
with minimal collateral damage (Rafael, n.d.).

However, their operational utility is constrained by several significant factors. Power and
cooling demands currently limit many systems to fixed or naval platforms; the HELIOS system,
for example, is deployable only on ships (Oncea 2025). HELs are also highly susceptible to
environmental degradation from atmospheric obscurants like fog, rain, and smoke (Rafael,
n.d.). Furthermore, their effectiveness is limited by a dwell-time requirement of 2 to 5 seconds,
meaning the system must continuously track a target to disable it, which makes engaging
fast-moving, maneuverable drones particularly difficult (Espreso 2025). Citing these persistent
integration and reliability challenges, Government Accountability Office assessments have
highlighted the relative immaturity of current platforms (Roque 2024; Keller 2025).

Israel’s recent deployment of the 100 kW Iron Beam system demonstrated a 4.34 km range
against UAS’s, and marked the first confirmed combat use of such systems (Rafael, n.d.;
Frantzman 2025; Boothby 2025). In the spring of 2025, Ukraine introduced a HEL system
capable of intercepting cruise and ballistic missiles, rotary-wing aircraft, and drones at
altitudes up to 5 km, although it has not yet been observed in combat (Gonzales 2025). The
U.S. Army’s DE M-SHORAD program integrated a 50 kW laser onto Stryker vehicles and
successfully engaged drones during 2025 tests at Fort Sill (Gonzales 2025). Raytheon has
produced modular 10 kW palletized lasers for mobile or fixed deployment (Raytheon, n.d.).
South Korea’s laser-based anti-aircraft weapon, Block-I, neutralizes drones within 2-3 km
at approximately $1.45 per shot (Boothby 2025), and EOS Defense Systems’ Apollo HEL has
demonstrated the ability to kill 20 drones per minute at a range of 3 km (EOS, n.d.).

High-Power Microwaves. Unlike the precision focus of lasers, HPM systems offer broader area
coverage, enabling them to disrupt multiple drones simultaneously. By directing a burst of
energy to overload sensitive electronics, HPMs are particularly well-suited for defense against
mass drone attacks or swarms, where single-target systems become oversaturated (Breaking
Defense 2025). The large-scale sequential launches seen in the war in Ukraine underscore
the operational need for such a capability.
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The primary limitation of current HPM systems is their effective range, which is typically
one kilometer or less. This positions HPM not as a substitute for longer-range systems, but as
a crucial closer-range complement to HELS, designed to defeat threats that have penetrated
the outer defensive layers (Frantzman 2025). The growing investment in this technology is
reflected in systems like China’s Hurricane 3000, an HPM weapon unveiled in late 2024 with
a claimed range of 3 kilometers, though it has not yet been observed in combat (Zhen 2026).

Table 4. Representative Capabilities of Directed Energy Systems

System Type Range Cost/Eng.  Key Limitations Origin Sources
Iron Beam 100 kW 4.3 km $2-3 Weather degradation; dwell Israel Rafael (n.d.),
(Rafael) HEL time; high power demand Frantzman (2025),
Boothby (2025)
Block-I HEL 2-3km $1-2 Limited range; early-stage South Boothby (2025)
fielding Korea
DE M-SHORAD 50 kW 2-5km <$10 Power and cooling limits on us. Gonzales (2025),
(Stryker) HEL mobile platform; GAO Army Keller (2025)
reliability concerns
Apollo HEL 50-150 kW 3 km $2-5 Power demand; weather Australia EOS (n.d.)
(EOS) HEL sensitivity; dwell time
requirements
H4 Palletized 10 kw 1-3 km <$10 Lower power limits us. Raytheon (n.d.)
(Raytheon) HEL effectiveness against hardened  Air Force
targets
HELIOS 60 kW 2-5km <$10 Ship-based only; power us. Oncea (2025)
(Raytheon) HEL requirements preclude land Navy
deployment
Hurricane 3000 HPM 3 km Negl. Unproven in combat; effective  China Zhen (2026)
(claimed) range likely <1 km

Note: Cost-per-engagement estimates reflect electricity or fuel costs only. They do not include acquisition, maintenance, or
power-generation infrastructure. Ranges reflect publicly reported figures; actual operational envelopes may differ.

Interceptor Drones

Interceptor drones are situated between directed-energy and traditional kinetic systems,
occupying the inner, short-range, low-collateral band of the defensive architecture. Tasked
with neutralizing threats that penetrate outer defenses, these systems employ methods rang-
ing from "hit-to-kill" collisions to non-lethal net capture in debris-sensitive environments
(Gonzales 2025). The primary advantage of this layer is its favorable cost exchange; while
an engagement may approach parity—expending an $800 interceptor to neutralize a $500
attack drone—this remains far more sustainable than missile engagements (Perun 2025).
Recent battlefield successes in Ukraine and U.S. Army trials indicate a rapid maturation of
these systems and their associated doctrine (Bondar, Bendett, and Allen 2025; Gonzales 2025).
Athough interceptors traditionally require human operators, fused Radar, EO, and RF sensor
data is increasingly used to cue autonomous or semi-autonomous interception, with telemetry
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returned to the classifier to dynamically update engagement rules (U.S. Department of Defense
2021; Gettinger 2025).

The strengths of interceptor drones lie in their affordability against low-cost threats, their
scalability through networked patrols, and the significantly reduced collateral damage risk
compared to guns or missiles (Gettinger 2025; Burke 2025). However, their effectiveness is
constrained by a vulnerability to adversary electronic warfare, jamming, and adverse weather,
with mission success dependent on reliable sensor cueing and airspace decontfliction (Jajcay
2025; Malyasov 2025; Gettinger 2025). Within the RAMPART decision logic, interceptor drones
are therefore triggered when a target is within the final 1-2 kilometers, when collateral risk is
high, when outer defensive layers are saturated, or when the target velocity is too fast for
directed energy (U.S. Department of Defense 2021; Gettinger 2025).

Kinetic Systems

Kinetic engagement remains the most reliable and decisive method for physically neutralizing
adversary UAS (StartUs Insights, n.d.; Pear 2025). RAMPART treats kinetic systems as a last-
resort option, reserved for threats that have defeated or bypassed all other defenses or
for high-confidence engagements against particularly dangerous threats and payloads. The
framework does not prohibit kinetic engagement; it ensures that defenders do not default
to costly solutions when cheaper alternatives could succeed. We categorize kinetic effects
into three tiers—short-range, mid-range, and long-range. Generally, as range increases, so do
engagement costs and logistical replenishment requirements. Long-range systems (NASAMS,
Patriot, THAAD, Aegis, Arrow, David’s Sling) are traditionally theater-level air and missile
defense assets being repurposed for C-UAS roles; their inclusion in Table 5 illustrates one of
the primary drivers of the cost asymmetry problem that RAMPART is designed to address.

In the Russia-Ukraine conflict, Patriot missiles with a nominal range of 80 km against
aircraft-sized targets have proven effective to approximately 20 km when intercepting UAS.
However, each missile costs around $1 million to defend against a drone that may cost less than
$30,000 (Korshak 2022). The Iran-Israel “Twelve-Day War” further illustrates this problem:
Although exact figures are difficult to ascertain, estimates indicate that Iran launched over 500
ballistic missiles and approximately 1,100 drones during the conflict. Out of the 322 missiles
Israel and the U.S. attempted to defeat, they intercepted 273 missiles, for a success rate of
85%.2 Being forced to leverage the same defensive measures to counter ballistic missiles and
drones, one report indicated that Israeli Defense Forces neutralized 473 drones and coalition
partners led by the U.S. destroyed 160 (Cicurel, n.d., 4). The same report also noted that Israeli
helicopters and ground-based EW capabilities were highly effective at neutralizing numerous
drones. This disproportionate expenditure highlights why RAMPART reserves these systems
as last-resort options.

2. https://jinsa.org/iran-projectile-tracker/
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Table 5. Kinetic Systems — Representative Capabilities

System Range Cost/Eng.  Key Limitations Origin Sources

Small Arms & <0.3km $1-50 Operator skill dependent; ineffective vs.  Universal  StartUs Insights

Crew-Served fast FPV; reveals position n.d.)

C-RAM 1.5-2 km $2-5k Collateral risk; limited magazine; USA MDAA (2022)

(Phalanx-based) logistics burden

Skynex SHORAD 4 km $5k Acquisition cost; terrain masking; Germany,  Khomenko

(Rheinmetall) requires radar cueing Ukraine (2025a)

Proximity-Fused 1-4 km $0.5-5k Requires accurate fuzing data; Various Gettinger (2025)

Frag. / Airburst collateral risk

NASAMS 25 km $0.25-1m  Cost asymmetry vs. UAS; limited Norway, MDAA (2022)
stockpiles; resupply timeline USA,

Ukraine

Patriot (PAC-2/3) 20 km $1m Extreme cost asymmetry; range USA Korshak (2022),
degraded vs. small RCS; theater asset MDAA (2022)

THAAD 150-200km  $10m + Strategic asset; severe cost asymmetry  USA Cicurel (n.d.)
vs. UAS; limited availability

Aegis (SM-series) 100 km + $2-4m Ship-based; designed for ballistic/cruise ~ USA Cicurel (n.d.)
missiles, not UAS (Navy)

Arrow (2/3) 40-150 km $2-3m Theater BMD system; not designed for  Israel Cicurel (n.d.)
small UAS

David’s Sling 40-300 km $1m Designed for rockets/cruise missiles; Israel Cicurel (n.d.), Lair

(Stunner) cost-prohibitive vs. drones (2025)

Note. Ranges and costs are approximate and drawn from publicly available estimates; actual procurement costs are classified.

5.2 Threat Parameters

Populating the RAMPART model’s adversary variables requires a detailed, intelligence-based
analysis of the drone threat. This threat is not a monolithic entity but a dynamic spectrum of
systems defined by low-cost proliferation, modularity, and scalability, which together create
the most significant economic challenges from a defender’s perspective. The analysis and
threat data presented in this section provide the basis for deriving the model’s two primary
adversary parameters: the attacker’s marginal cost and their baseline success probability.

Marginal Cost to Red Forces. The marginal cost to the adversary, Cgj, is the most direct param-
eter to derive. Across the threat spectrum, this cost ranges over three orders of magnitude,
which directly affects the aDCF metric. When the cost is very low, the denominator of the ratio
shrinks, and even modest defensive expenditures can result in an economically unfavorable
cost exchange. However, even a very low aDCF does not necessarily preclude engagement,
as the value of the defended asset may justify the action. This underscores the need for the
RAMPART decision engine to account for this economic reality rather than optimizing for kill
probability alone.
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Baseline Threat Success Probability. Unlike marginal cost, the baseline attacker success prob-
ability, Pg(R;), cannot be read directly from procurement data. It is a context-dependent
variable influenced by the threat’s inherent capabilities, its employment method, and the
defender’s posture. The modularity of modern UAS, for example, increases the initial uncer-
tainty in Po(R;), as a single radar return could represent either a benign reconnaissance flight
or an inbound kinetic strike.

The adversary threat variables never remain static. Across recent conflicts, adversaries
have demonstrated a consistent pattern of adapting drone systems to counter defensive
measures. The most significant adaptation is the transition from RF-controlled FPV drones
to fiber-optic tethered variants. As electronic warfare systems became effective at severing
RF command links, both Russia and Ukraine shifted production toward drones guided by
physical fiber-optic cables that are immune to jamming and emit no detectable RF signature
(Braszko 2025; Bondar, Bendett, and Allen 2025). Operational range has also increased as
early models were limited to approximately 10 km. Current variants reach up to 40 km.

Navigation hardening is also another factor that has increased an attacker’s probability of
success. Early Shahed-136 variants relied on basic GPS receivers and were vulnerable to GPS
spamming and spoofing. In response, subsequent variants have incorporated progressively
more resilient navigation systems. A Shahed-136 MS variant recovered in Ukraine in June 2025
revealed a four-antenna Controlled Radiation Pattern Antenna (CRPA) satellite navigation
system designed to resist jamming and spoofing, an Nvidia Jetson Al processor enabling
autonomous visual target recognition via thermal imaging, and an upgraded eight-channel
Iranian Nasir navigation unit with dual-band GPS reception (Taylor 2025; Litnarovych 2025;
Syngaivska 2025).

Beyond hardware-level hardening, adversaries have adapted employment methods to raise
aggregate success probability. Russia increased Shahed launch rates from approximately 200
per week in mid-2024 to over 1,000 per week by March 2025. These launches increasingly
incorporate decoy drones, wave-based timing, and circuitous routing through urban corridors
to complicate interception (Ryan 2025). The shift to autonomous, GPS-hardened navigation
(e.g., in advanced Shahed variants) is a direct attempt to operate in a way that is invisible
to RF-based sensors and resilient to EW, thereby increasing the baseline success probability,
Py (R;j), against those specific defensive systems. The use of terrain-hugging flight profiles for
FPV drones is an explicit tactic to exploit terrain visibility gaps, flying below the line-of-sight
of ground-based radars and thus degrading the defender’s ability to detect and engage.
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Table 6. Small UAS and Tactical Drone Threats

System Role Range Payload TTPs/Key Characteristics Est. Cost  Operator

DJI Mavic ISR, 10-15km 0.5-2kg COTS quadcopter; RF-controlled; $1-2k Russia,

(variants) Grenade drop GPS-dependent; artillery correction Ukraine
and grenade delivery

Autel EVO ISR, 10-15km  0.5-2kg COTS quadcopter; similar to DJI Mavic; ~ $1-3k Russia,

(variants) Grenade drop increasingly used as DJI alternative Ukraine

FPV Kamikaze Precision 5-10 km 1-3 kg Modified racing drone; RF video link; ~ $0.3-0.5k  Russia,

(RF) strike (OWA) 100-150 km/h; operator skill Ukraine
dependent; mass employment

FPV Kamikaze Precision 5-10 km 1-3 kg Fiber-optic C2; near-immune to RF $0.5-1k Russia,

(fiber-optic) strike (OWA) (spool) jamming; reduced speed due to spool Ukraine

drag; one-way only

Note: “COTS” = commercial off-the-shelf. “OWA” = one-way attack. “TTP” = tactics, techniques, and procedures. FPV costs from
Wackwitz (2024). Fiber-optic adaptation from Braszko (2025) and Bondar, Bendett, and Allen (2025).

Table 7. Medium-Range Strike and ISR Drone Threats

System Role Range Payload TTPs/Key Characteristics Est. Cost  Operator
Mugin-5 Pro ISR; 500 km 25kg Chinese COTS fixed-wing; carbon $5-10k Russia,
loitering fiber; adapted for bomber and OWA Ukraine
munition roles; GPS/INS; requires runway
Morok OWA strike 800 km 30 kg Ukrainian-developed; ICE pusher $50k Ukraine
prop; INS/GPS; no optical guidance;
designed for low-cost mass production
UJ-22 OWA strike; 800 km 20 kg Single-engine fixed-wing; tractor prop;  $50-100k  Ukraine
Airborne bomber internal warhead or air-dropped

munitions; used in strikes on Moscow

Note: Mugin-5 from manufacturer specifications. UJ-22 and Morok from Ukrainian open-source reporting and The Economist

(2024).
Table 8. Long-Range Strike and Loitering Munition Threats
System Role Range Payload TTPs/Key Characteristics Est. Cost  Operator
Shahed-136/ Loitering 1,000- 30- Delta-wing; RATO launch; INS/GPS $20-50k Iran, Russia
Geran-2 munition 2,500km 90 kg (increasingly Starlink/4G); ~185 km/h;
(OWA) HE frag payload; launched in swarms
to saturate AD; Russia producing
~170/day
UJ-25 Skyline ~ OWA strike; 400- 10 kg Jet-powered (turbojet); 600-800 km/h;  $50-100k  Ukraine
decoy / SEAD 800 km mimics cruise missile on radar; also

used as decoy to bait AD systems

Note: Shahed-136 specifications from Jensen and Atalan (2025) and Hollenbeck et al. (2025). UJ-25 Skyline from Ukrainian
open-source reporting. “RATO” = rocket-assisted takeoff. “SEAD” = suppression of enemy air defenses. Ranges reflect maximum
one-way operational range. Actual diversity of fielded systems is considerably broader and evolving rapidly.
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5.3 Constraint Parameters
Terrain and Environment

Geospatial Intelligence (GEOINT) forms the foundation for a common, authoritative under-
standing of the terrain and environmental factors that impact the operational environment.
For RAMPART, this would include digital terrain elevation data to model line-of-sight (LOS)
for sensors and weapons, feature data to identify ground clutter and urban canyons, and
imagery to provide the baseline map for all other layers. The accuracy of the Tj; parameter
for a ground-based laser, as well as any other LOS-dependent effector or sensor, depends on
its exact location and the surrounding terrain features that dictate its LOS.

Atmospheric moisture, temperature, and aerosols (dust, smoke) directly affect the perfor-
mance of EO/IR sensors and High-Energy Lasers, thereby influencing their Tj; degradation
factor. For RF propagation, atmospheric conditions can induce effects such as ducting, which
can dramatically alter the effective range of friendly jammers and adversary command links,
thereby influencing both the defender’s adjusted effectiveness (Pger) and the attacker’s success
probability (Py(R;)) (Chairman Joint Chiefs of Staff 2018).

Detection and Tracking Challenges. The prerequisite to neutralizing a threat is accurate detec-
tion and classification. Within the RAMPART framework, sensory input is the foundational
layer that dictates the operational constraints of the entire system. In our mathematical model,
the effective defense success probability, Pger, is fundamentally related to the terrain and
environment factor, Tj;. The actual value of this factor is not static; it is a dynamic variable
that depends entirely on the physical capabilities and limitations of the defender’s sensor
network in a given environment.

If a drone cannot be accurately tracked or classified due to environmental interference or
technological limitations, the terrain degradation factor T;; approaches zero. This effectively
neutralizes downstream countermeasures regardless of their baseline success rate, Po(Bj).
Therefore, understanding the limitations of available sensor modalities is critical for the
RAMPART decision engine.

Radar Constraints. Radar systems provide wide-area search capabilities and are essential for
early warning detection at range. However, standard air defense radars struggle with the
small radar cross-sections of commercial quadcopters and the low-altitude, terrain-hugging
flight profiles of FPV drones. Ground clutter in urban, mountainous, or heavily forested
environments severely degrades radar fidelity. This clutter reduces the effective Ty, increasing
the likelihood of false negatives or forcing the system to expend processing power to filter
out false positives, such as birds or debris.
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Electro-Optical and Infrared Limitations. Electro-Optical and Infrared (EO/IR) sensors are critical
for visual identification and targeting, bridging the gap between raw detection and actionable
classification. While these systems can positively identify a drone’s payload, configuration,
or specific make, their effectiveness is strictly bound by line-of-sight and environmental
conditions. Fog, heavy rain, smoke, and poor lighting directly penalize the T;; value for EO/IR-
dependent systems. Because countermeasures such as High-Energy Lasers (HEL) rely heavily
on EO/IR for dwell-time targeting, weather degradation detected by the sensor layer will
immediately signal the RAMPART decision engine to de-prioritize directed energy and escalate
to alternative layers.

Acoustic and Radio Frequency (RF) Detection. Acoustic sensors passively detect the distinct motor
and propeller signatures of UAS. Although highly cost-effective and useful for localized defense,
they have a severely limited effective range, and their performance degrades precipitously in
noisy combat environments.

In contrast, RF scanners detect C2 links and telemetry between the drone and its operator.
Although highly effective against COTS drones that continuously emit signals, RF detection
is a highly vulnerable constraint variable. As adversaries increasingly adopt autonomous
navigation, pre-programmed waypoints, or spool-fed fiber-optic control lines (as observed in
recent Ukrainian theater adaptations), the drone’s RF emissions drop to near zero. In these
scenarios, if a defender relies solely on RF detection, the framework registers the threat as
non-existent, allowing the attacker to bypass the outer EW layers entirely.

Legality and Authorization

The legal and command authorities that govern engagements are not suggestions; they are
codified in control measures that the RAMPART decision engine must treat as hard constraints
(especially as autonomy increases and engagement timeframes shrink). These measures,
which drive the L;; Legality and Authorization parameter, are derived from multiple Joint
Doctrine sources.

The RAMPART engine must ingest and enforce a complex set of geographically-bounded and
logic-driven graphical control measures. These include fire support coordination measures,
such as no-fire areas (NFAs) (Chairman Joint Chiefs of Staff 2010a), and airspace control
measures, such as restricted operating zones (ROZs) (Chairman Joint Chiefs of Staff 2010b). For
instance, an ROZ might be established for a friendly combat air patrol or a C-UAS interceptor
drone swarm, and the RAMPART decision model output should prevent engaging threats
within that airspace with kinetic fires that could endanger friendly assets.

The legal and command authority for the employment of force is governed by the ROE,
which provide the ultimate framework for all permissible defensive actions. Applying these
rules to drone threats introduces significant complexity. Engaging an adversary UAS, even if
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it is a sensor-only platform, with a non-kinetic HEL still constitutes a use of force that must be
justified by a hostile act or demonstrated hostile intent. While destroying a reconnaissance
drone may seem proportional and necessary to protect friendly forces from targeting, specific
ROE may disallow it in certain situations to avoid escalation or when the threat is not deemed
imminent.

Therefore, the RAMPART model’s legality parameter, L; ;, must represent a direct digital
codification of this nuanced C-UAS engagement logic. The framework must distinguish be-
tween threat classes and behaviors to apply the appropriate ROE before recommending an
action. These rules are not static; as a battle escalates, ROE may become more permissive,
whereas in de-escalation, the criteria would tighten to restrict actions and ensure greater
human-in-the-loop oversight for all uses of force.

6 OPERATIONALIZING THE RAMPART FRAMEWORK

For the RAMPART framework to transition from a theoretical model to a functional decision-
support tool, it must be integrated into the existing operational ecosystem. The "least-cost-first"
logic is straightforward, but its effectiveness is entirely dependent on the quality, timeliness,
and security of the data feeds that populate the decision model. This requires interfacing
with the authoritative data sources and control structures that govern Joint Force operations.
The deployment of C-UAS defensive measures is critically dependent on these data pipelines,
which must be both interoperable and cyber-secure. Operationalizing RAMPART rests on two
fundamental data layers underpinned by an effective and secure data architecture.

6.1 Sensor Data Fusion and Decision Engine Integration

Because no single sensor modality provides comprehensive coverage, the RAMPART frame-
work relies on sensor fusion to maintain a high effective defense success probability. Sensor
fusion aggregates inputs from Radar, EO/IR, Acoustic, and RF systems to build a composite,
real-time tracking profile that mitigates the individual weaknesses of each system. Drones
moving at 60 meters per second cross a 5-kilometer engagement zone in less than 90 seconds.
Within this rapidly closing window, the multi-modal sensor network must feed the Al decision
engine enough data to accurately classify the threat’s characteristics: Is it RF-dependent or
autonomous? Is it a slow-moving reconnaissance platform or a maneuvering kamikaze? By
continuously updating the engagement parameters based on real-time sensor fusion, the
RAMPART decision engine can rapidly calculate the aDCF and route the incoming threat to
the most economically and operationally viable countermeasure layer.
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6.2 Environmental Data

RAMPART’s ability to calculate key parameters depends on characterizing the four-dimensional
battlespace. This is directly supported by the U.S. military GEOINT enterprise, which is func-
tionally managed by the National Geospatial-Intelligence Agency (NGA). The Joint Forces
include service-organic specialists, such as Army Geospatial Intelligence Imagery Analysts
(35G)® and Air Force Geospatial Intelligence Analysts (IN1X1)% who are responsible for creat-
ing and analyzing geospatial products that support operations across all echelons, from tactical
to strategic levels (National Geospatial-Intelligence Agency 2018). Meteorological weather
and atmospheric data are also critical. The Fleet Numerical Meteorology and Oceanography
Center (FNMOC) provides the foundational meteorological and oceanographic (METOC) data
for the entire Joint Force (Chairman Joint Chiefs of Staff 2018).

6.3 Cyberspace

The operationalization of RAMPART must acknowledge that engagement is not merely physical
but spills over into a contested cyberspace domain. Many C-UAS capabilities, particularly in
the EW layer, are applied cyber effects designed to disrupt or neutralize adversary systems.
Consequently, the ongoing contest in cyberspace directly influences the core variables of the
RAMPART decision model.

The threat is constantly adapting. An adversary’s investment in cyber-hardening—such as
encrypted, frequency-agile command links or autonomous link-independent navigation—
is a direct attempt to increase their baseline success probability (Py(R;)) by reducing the
effectiveness of the defender’s RF-based cyber capabilities. Conversely, a defender’s ability to
successfully employ EW to jam or spoof a drone’s navigation directly increases their defensive
effectiveness probability (Pgef), making it the preferred "least-cost" cyber-enabled C-UAS
engagement option.

Cyber-related considerations may also influence the commander’s weighted risk posture (B).
The trustworthiness of the data informing the decision engine is paramount; if the integrity
of the sensor data or C2 links is in doubt (perhaps by showing signs of active disruption or
degradation), a commander’s risk aversion will increase, leading to a higher g and potentially
favoring more costly, but less data-dependent, kinetic solutions earlier in the decision cylce. A
robust Zero Trust implementation is therefore not just an architectural choice, but a prerequi-
site for enabling a commander to have confidence in the system and set a risk posture based
on the mission, rather than on fear of cyber compromise.

3. https://www.goarmy.com/careers-and-jobs/signal-intelligence/locations-stats-frequencies/35g-geospatial-intelligence-
imagery-analyst
4. https://www.airforce.com/careers/intelligence/geospatial-intelligence
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6.4 Manufacturing and Logistical Sustainment

Even a cost-effective engagement framework must confront sustainment challenges. EW
systems require continuous maintenance and frequent software updates as adversaries
adapt drone waveforms and autonomy. Directed energy systems impose substantial power,
cooling, and component-replacement demands. Interceptor drones, by contrast, are inherently
consumable: each engagement consumes airframes, propulsion systems, and batteries that
must be replenished at scale. As a result, the long-term viability of RAMPART depends not only
on engagement economics but also on the resilience and responsiveness of the supporting
manufacturing and logistics enterprise.

Traditional military supply chains extend from centralized domestic production facilities
through strategic transportation networks to forward units. While this model supports peace-
time readiness and high-quality production, it is vulnerable to interdiction, delays, and limited
responsiveness in contested environments. Recent Department of Defense and logistics assess-
ments highlight these vulnerabilities, particularly in scenarios with high attrition and rapid
operational tempo (U.S. Defense Logistics Agency 2022). Additive manufacturing (AM) offers
a complementary approach by enabling forward-deployed production of selected systems
and components closer to the point of use.

Yet, significant challenges remain. Additively manufactured parts may be less consistent
and lower in quality than factory-produced equivalents, particularly under austere condi-
tions. The range of forward-available materials is constrained, and skilled technicians are
required to operate and maintain AM systems. Studies of decentralized manufacturing in
military logistics highlight these trade-offs, noting risks related to material limitations, process
control, and workforce demands (Véronneau, Torrington, and Hlavka 2017). These constraints
support a hybrid sustainment model: centralized production of high-specification systems
and components, complemented by decentralized manufacturing of consumables, repairs,
and field-expedient modifications. RAMPART’s cost and effectiveness models should explicitly
account for these production realities when evaluating the true sustainment cost of different
defensive options.

RAMPART does not guarantee the elimination of the drone threat. No defensive framework
can guarantee success against a sufficiently determined and well-resourced adversary. Instead,
it offers a disciplined approach to managing that threat without bankrupting the defender or
exhausting critical munitions on low-value targets. By combining layered defenses, prioritized
engagement logic, and sustainable production, defenders can contest a drone-dominated
battlefield while preserving economic and operational advantage.
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6.5 An Illustrative Scenario

Consider a defended position equipped with the full RAMPART stack: networked RF jammers,
a vehicle-mounted high-energy laser, a flight of interceptor drones on standby, and a short-
range missile battery. Sensors detect an incoming threat at 8 kilometers, a small fixed-wing
drone approaching at moderate speed, emitting on commercial RF frequencies.

The framework’s first response is RF jamming. The networked jammers target the drone’s
control frequencies, attempting to sever the link to its operator. If successful, the drone loses
guidance and either crashes, loiters until fuel exhaustion, or triggers a return-to-home protocol
that returns it to the defended position. Cost of engagement: negligible. If jamming fails, the
drone may have switched to autonomous navigation, in which case the framework escalates.

The high-energy laser acquires the target as it closes to 5 kilometers. Weather conditions are
clear, and the drone is maintaining a relatively steady approach. The laser engages, focusing
on the drone’s optical sensors and control surfaces. After roughly three seconds of dwell time,
the drone’s navigation system is disabled, causing a loss of control and a subsequent crash.
The marginal cost of this engagement is limited to electrical power consumption, on the order
of single-digit dollars. If target maneuverability or environmental conditions had reduced the
laser’s effectiveness, the framework would have required further escalation.

Upon detection of threats within range, interceptor drones are launched to pursue them.
These drones can match the speed and maneuverability of most attack drones and engage
them through direct collision or by deploying nets. Cost per engagement: hundreds to low
thousands of dollars—expensive relative to electronic warfare but sustainable relative to
missiles. Only if all these layers fail does the framework authorize kinetic engagement, and
even then, it selects the lowest-cost kinetic option likely to succeed.

This sequenced approach means most drone threats are neutralized at minimal cost. Kinetic
systems preserve their limited magazines for hardened, high-speed, or high-value threats
that genuinely require them. Over the course of a sustained campaign, this discipline yields
substantial savings and reduces the logistical burden of resupplying expensive munitions to
forward positions.

7 CONCLUSION

Looking ahead, advances in automation and machine learning are likely to intensify these
challenges. Al-enabled drones are already assisting military planners in identifying and
prioritizing targets with reduced decision timelines. As autonomous or semi-autonomous
systems mature, drone platforms may increasingly be able to evaluate targets and execute
strikes with limited human intervention, raising significant questions regarding oversight,
escalation dynamics, and the future character of drone warfare (Kirichenko 2025).
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Drones are becoming increasingly inexpensive, scalable, modular, and lethal. Without
scalable, affordable, layered defenses, adversaries will continue to exploit this asymmetry,
overwhelming even the most advanced militaries. The threat is real on the modern battlefield.
Few countermeasures are effective against large drone swarms as a direct threat. To address
this dire threat in the near term, researchers need to focus more on electronic warfare
capabilities to counter threats such as drone swarms and sophisticated drone attacks.

Additionally, our future drone defense frameworks must incorporate a multi-system, lay-
ered defense strategy that combines non-kinetic and kinetic weaponry. By systematically
leveraging our non-kinetic weapons, as exemplified by the Resilient Adaptive Multi-layered
Protective Air Response Technology (RAMPART) framework, we can reduce the enemy’s cost
advantage arising from repetitive drone strikes and drone swarms. The framework addresses
the challenges of consistently sustaining our vital defense assets by using low-cost, non-kinetic
weaponry when effective. This framework, while maximizing the use of both decentralized
and centralized manufacturing strategies, enables defensive units to sustain operations longer
with less resupply, allowing sustainment operations to adequately replenish warfighters in
prolonged conflicts with a near-peer adversary.

The conflicts in both the Middle East and Eastern Europe have reshaped how future
wars will be fought. Leveraging all of our defensive capabilities through intelligent machine
learning and Al systems is necessary to sustain our warfighters. This paper outlines an
approach to leverage our current assets with those soon to be deployed, ensuring that the U.S.
maintains a competitive advantage in future wars.

ABOUT THE AUTHORS

Maj. Nicholas Harrell is a research scientist at the United States Military Academy’s Army Cyber Institute,
where he is part of the Cyber Operations team. His research focuses on interdisciplinary cyber topics, including
cognitive security, insider threat detection, operational security, vehicle privacy, and human-centered cyber
challenges. He serves as a Data Systems Engineer in the U.S. Army and previously served as an Armor Officer
in a combined arms battalion. He holds a Ph.D. in Information Security, where his dissertation examined the
mechanisms of virality in public discourse.

Lt. Col. Bruce Chojnacki is a research scientist at the Army Cyber Institute, focused on information
operations, information systems, information warfare, digital force protection, and cyber defense. His current
research portfolio encompasses vehicle privacy and security, active privacy defense, and computer vision
applications designed to enhance military intelligence capabilities. As a U.S. Army officer, Bruce has served in
key cyber and information roles, with extensive experience in cyberspace operations and network modeling.
His operational deployments include assignments in Kuwait, Iraq, and Poland, where he led information
operations and influence efforts. He holds a Bachelor of Arts in Business Administration from Washington
State University, a Master of Science in Management Information Systems from the University of Phoenix, and
a Master of Science in Modeling, Virtual Environments, and Simulations from the Naval Postgraduate School.

218 | THE CYBER DEFENSE REVIEW



N. Harrell and B. Chojnacki

REFERENCES

Bondar, Kateryna, Samuel Bendett, and Gregory Allen. 2025. “The Russia—Ukraine Drone War: Innovation on
the Frontlines and Beyond [Webinar],” May 28, 2025. https://www.csis.org/events/russia-ukraine-drone-
war-innovation-frontlines-and-beyond.

Boothby, William H. 2025. “The Drone Threat, the Laser Response, and the Law — Part II,” January 13, 2025.
https://lieber.westpoint.edu/drone-threat-laser-response-law-part-ii.

Braszko, Alex. 2025. “Fiber Optic Drones: Posing a Significant C-UAS Challenge.” U.S. Army, August 12, 2025.
https://www.army.mil/article/287737/fiber_optic_drones_posing_a_significant c_uas_challenge.

Breaking Defense. 2025. “High-power microwave *force field’ knocks drone swarms from sky,” February 18,
2025. https://breakingdefense.com/2025/02/high-power-microwave-force-field-knocks-drone-swarms-
from-sky/.

Burke, Crispin. 2025. “Small Drones, Big Limits: A Smarter Drone Strategy.” Small Wars Journal (September 22,
2025). https://smallwarsjournal.com/2025/09/22/small-drones-big-limits-a-smarter-drone-strategy.
Cantin, John M. n.d. “Ukrainian Unmanned Aerial System Tactics.” U.S. Army Training and Doctrine Command

(TRADOC). https://oe.tradoc.army.mil/product/ukrainian-unmanned-aerial-system-tactics.

Carnahan, Kyle, and Darrel Zeh. n.d. “Daunting Challenge of Drone Defense.” Defense Systems Information
Analysis Center Journal 7 (3). https://dsiac.dtic.mil/articles/daunting-challenge-of-drone-defense.

Caspi, Ido. 2024. “Drones in Defense: Reshaping Modern Warfare and Its Economics,” November 4, 2024.
https://assets-cms.globalxetfs.com/Drones-in-Defense-FINAL.pdf.

Chairman Joint Chiefs of Staff. 2007. Joint Publication 3-01, Countering Air and Missile Threats. U.S. Department
of Defense. https://edocs.nps.edu/dodpubs/topic/jointpubs/JP3/JP3-01_070205.pdf.

Chairman Joint Chiefs of Staff. 2010a. Joint Publication 3-09, Joint Fire Support. U.S. Department of Defense.
https://api.army.mil/e2/c/downloads/361884.pdf.

Chairman Joint Chiefs of Staff. 2010b. Joint Publication 3-52, Joint Airspace Control U.S. Department of Defense.
https://www kadena.af.mil/Portals/40/documents/AFD-130514-110.pdf.

Chairman Joint Chiefs of Staff. 2010c. Joint Publication 6-0, Joint Communications Systems. U.S. Department of
Defense. https://edocs.nps.edu/dodpubs/topic/jointpubs/JP6/JP6-0_100610.pdf.

Chairman Joint Chiefs of Staff. 2011. Joint Publication 3-0, Joint Operations. U.S. Department of Defense. https:
//edocs.nps.edu/dodpubs/topic/jointpubs/JP3/JP3_0_110811.pdf.

Chairman Joint Chiefs of Staff. 2018. Joint Publication 3-59, Meteorological and Oceanographic Operations. U.S.
Department of Defense. https://www.bits.de/NRANEU/others/jp-doctrine/jp3_59%282018%29.pdf.
Chairman Joint Chiefs of Staff. 2020. Joint Publication 3-85, Joint Electromagnetic Spectrum Operations. U.S.
Department of Defense. https://crows.org/download/cjcs-joint-publication-3-85-joint-electromagnetic-

spectrum-operations-jemso.

Chavez, Karina, and Ori Swed. 2023. “Emulating underdogs: Tactical drones in the Russia-Ukraine war.”
Contemporary Security Policy 44 (4): 592-605. https://doi.org/10.1080/13523260.2023.2257964.

Chughtai, Alia. 2025. “Visualising 12 Days of the Israel-Iran Conflict,” June 26, 2025. https://www.aljazeera.
com/news/2025/6/26/visualising-12-days-of-the-israel-iran-conflict.

Cicurel, Ari. n.d. Shielded by Fire: Middle East Air Defense During the June 2025 Israel-Iran War. JINSA’s Gemunder
Center for Defense and Strategy. https://jinsa.org/wp-content/uploads/2025/08/Shielded-by-Fire.pdf.

Dedrone. n.d. “Dedrone’s Effective CUAS Solution on the Ukraine Battlefield.” https://www.dedrone.com/
customers/dedrones-effective-cuas-solution-on-the-ukraine-battlefield.

Delorme, Emmanuel, Yannick Devouassoux, and Luc Dini. 2024. “A Collective Overview of IAMD through the
Fifteenth 3AF International Conference on Integrated Air and Missile Defense.” Military Review, https:
/['www.armyupress.army.mil/Journals/Military-Review/English-Edition-Archives/March-2024/IAMD]/.

Demchak, Chris C. 2025. “Breaking the "Cyber" Cage: Reinventing Cyber Command for Great Systems Conflict.”
The Cyber Defense Review 10 (3): 163-178. https://doi.org/10.55682/cdr/cybr-cag3.

Encarnacion, Ethan M. 2025. “Ukraine Unveils New System That Links ‘Thousands’ of EW Units Against
Drones,” July 10, 2025. https://nextgendefense.com/ukraine-system-ew-drones.

EOS. n.d. “Apollo High Energy Laser Weapon.” https://eos-aus.com/defence/high-energy-laser-weapon/apollo.

Espreso. 2025. “Silent lasers vs. noisy drones: Not today, maybe tomorrow,” July 31, 2025. https://global.espreso.
tv/technology-news-silent-lasers-vs-noisy-drones-not-today-maybe-tomorrow.

Fabian, Emanuel. 2025. “The Israel-Iran War by the Numbers, After 12 Days of Fighting,” June 24, 2025.
https://www.timesofisrael.com/the-israel-iran-war-by-the-numbers-after-12-days-of-fighting.

VOL. 11, NO. 1 (2026) | 219


https://www.csis.org/events/russia-ukraine-drone-war-innovation-frontlines-and-beyond
https://www.csis.org/events/russia-ukraine-drone-war-innovation-frontlines-and-beyond
https://lieber.westpoint.edu/drone-threat-laser-response-law-part-ii
https://www.army.mil/article/287737/fiber_optic_drones_posing_a_significant_c_uas_challenge
https://breakingdefense.com/2025/02/high-power-microwave-force-field-knocks-drone-swarms-from-sky/
https://breakingdefense.com/2025/02/high-power-microwave-force-field-knocks-drone-swarms-from-sky/
https://smallwarsjournal.com/2025/09/22/small-drones-big-limits-a-smarter-drone-strategy
https://oe.tradoc.army.mil/product/ukrainian-unmanned-aerial-system-tactics
https://dsiac.dtic.mil/articles/daunting-challenge-of-drone-defense
https://assets-cms.globalxetfs.com/Drones-in-Defense-FINAL.pdf
https://edocs.nps.edu/dodpubs/topic/jointpubs/JP3/JP3-01_070205.pdf
https://api.army.mil/e2/c/downloads/361884.pdf
https://www.kadena.af.mil/Portals/40/documents/AFD-130514-110.pdf
https://edocs.nps.edu/dodpubs/topic/jointpubs/JP6/JP6-0_100610.pdf
https://edocs.nps.edu/dodpubs/topic/jointpubs/JP3/JP3_0_110811.pdf
https://edocs.nps.edu/dodpubs/topic/jointpubs/JP3/JP3_0_110811.pdf
https://www.bits.de/NRANEU/others/jp-doctrine/jp3_59%282018%29.pdf
https://crows.org/download/cjcs-joint-publication-3-85-joint-electromagnetic-spectrum-operations-jemso
https://crows.org/download/cjcs-joint-publication-3-85-joint-electromagnetic-spectrum-operations-jemso
https://doi.org/10.1080/13523260.2023.2257964
https://www.aljazeera.com/news/2025/6/26/visualising-12-days-of-the-israel-iran-conflict
https://www.aljazeera.com/news/2025/6/26/visualising-12-days-of-the-israel-iran-conflict
https://jinsa.org/wp-content/uploads/2025/08/Shielded-by-Fire.pdf
https://www.dedrone.com/customers/dedrones-effective-cuas-solution-on-the-ukraine-battlefield
https://www.dedrone.com/customers/dedrones-effective-cuas-solution-on-the-ukraine-battlefield
https://www.armyupress.army.mil/Journals/Military-Review/English-Edition-Archives/March-2024/IAMD/
https://www.armyupress.army.mil/Journals/Military-Review/English-Edition-Archives/March-2024/IAMD/
https://doi.org/10.55682/cdr/cybr-cag3
https://nextgendefense.com/ukraine-system-ew-drones
https://eos-aus.com/defence/high-energy-laser-weapon/apollo
https://global.espreso.tv/technology-news-silent-lasers-vs-noisy-drones-not-today-maybe-tomorrow
https://global.espreso.tv/technology-news-silent-lasers-vs-noisy-drones-not-today-maybe-tomorrow
https://www.timesofisrael.com/the-israel-iran-war-by-the-numbers-after-12-days-of-fighting

David's Sling, Goliath’s Bill: The Economics of Drone Defense - A Layered Defense Framework

Frantzman, Seth J. 2025. “Israel Has Used “High-Power Lasers” to Down “Scores” of Threats to Homeland,”
May 29, 2025. https://breakingdefense.com/2025/05/israel-has-used-high-power-lasers-to-down-scores-
of-threats-to-homeland.

Gettinger, Daniel M. 2025. Department of Defense Counter Unmanned Aircraft Systems: Background and Issues
for Congress. R48477. Congressional Research Service, March 31, 2025. https://www.congress.gov/crs-
product/R48477.

Gonzales, Venetia. 2025. “U.S. Army Tests Laser Weapons, Aiming at a Future of Energy-Based Air Defense,”
June 27, 2025. https://www.army.mil/article/286677/us_army_tests_laser_weapons_aiming at_a_future_
of_energy_based_air_defense.

Harper, Sean. 2025. “Factory-to-Frontline Pipeline: How Ukraine’s 2025 Drone Surge is Reshaping the Battle-
field.” War Quants, March 16, 2025. https://www.warquants.com/p/factory-to-frontline-pipeline.

Hartmann, Kim, and Keir Giles. 2016. “UAV Exploitation: A New Domain for Cyber Power.” In 2016 8th
International Conference on Cyber Conflict. NATO Cooperative Cyber Defence Centre of Excellence (CCDCoE).
https://ccdcoe.org/uploads/2018/10/Art-14- Assessing-the-Impact- of - Aviation- Security-on- Cyber-
Power.pdf.

Hollenbeck, Neil, Muhammed Hamza Altaf, Faith Avila, Javier Ramirez, Anurag Sharma, and Benjamin
Jensen. 2025. “Calculating the Cost-Effectiveness of Russia’s Drone Strikes.” CSIS, February 19, 2025.
https://www.csis.org/analysis/calculating-cost-effectiveness-russias-drone-strikes.

Jajcay, Jakub. 2025. ““I Fought in Ukraine and Here’s Why FPV Drones Kind of Suck”.” War on the Rocks (June 26,
2025). https://warontherocks.com/2025/06/i-fought-in-ukraine-and-heres-why-fpv-drones-kind-of-suck.

Jensen, Benjamin, and Yasir Atalan. 2025. “Drone Saturation and Russia’s Shahed Campaign,” May 13, 2025.
https://www.csis.org/analysis/drone-saturation-russias-shahed-campaign.

Kallenborn, Zachary, and Marcel Plichta. 2024. “Breaking the Shield: Countering Drone Defenses.” Joint Force
Quarterly, no. 113 (2nd Quarter 2024), https://digitalcommons.ndu.edu/joint-force-quarterly/vol113/iss1/7.

Keller, Jared. 2025. “The Army’s Laser Stryker Is in Trouble,” June 20, 2025. https://www.laserwars.net/p/army-
directed-energy-maneuver-short-range-air-defense-de-m-shorad-problems-gao.

Kent, Glenn A, and David A. Ochmanek. 1998. Defining the Role of Airpower in Joint Missions. Technical
report RAND/MR-927-AF. Contract F49642-96-C-0001. Department of the Air Force. https://www.rand.
org/content/dam/rand/pubs/monograph_reports/MR927/RAND_MR927.pdf.

Khomenko, Ivan. 2025a. “Germany’s Drone Killer in Action: Ukraine Deploys Skynex to Destroy UAVS.” United24
Media (July 12, 2025). https://united24media.com/latest-news/germanys-drone-Kkiller-in-action-ukraine-
deploys-skynex-to-destroy-7-russian-shaheds-overnight-9842.

Khomenko, Ivan. 2025b. “Ukraine Unleashes “Veres-2” Jammer to Stop Russian Drones from Dropping Bombs,”
August 25, 2025. https://www.united24media.com/latest-news/ukraine-unleashes-veres-2-jammer-to-
stop-russian-drones-from-dropping-bombs-11047.

Kirichenko, David. 2025. “Artificial Intelligence’s Growing Role in Modern Warfare,” August 21, 2025. https:
//lwarroom.armywarcollege.edu/articles/ais-growing-role.

Korshak, Stefan. 2022. “EXPLAINED: Patriot Missile System and How it Might Help the AFU.” Kyiv Post
(December 21, 2022). https://www.Kkyivpost.com/post/5978.

Kunertova, Dominika. 2023a. “Drones have boots: Learning from Russia’s war in Ukraine.” Contemporary
Security Policy 44 (4): 576-591. https://doi.org/10.1080/13523260.2023.2262792.

Kunertova, Dominika. 2023b. “The war in Ukraine shows the game-changing effect of drones depends on the
game.” Bulletin of the Atomic Scientists 79 (2): 95-102. https://doi.org/10.1080/00963402.2023.2178180.

Lair, Sam. 2025. “Exhaustion and Inflection: Estimating Interceptor Expenditures in the Israel-Iran Conflict,”
June 24, 2025. https://www.armscontrolwonk.com/archive/1220527/exhaustion- and- inflection-
estimating-interceptor-expenditures-in-the-israel-iran-conflict.

Lanchester, Frederick. 1916. Aircraft in Warfare: The Dawn of the Fourth Arm. Constable and Company Limited.

Litnarovych, Vlad. 2025. “Russia Deploys Upgraded Shahed Drones With Nvidia Al and Western Tech, Ukrainian
Intelligence Confirms,” June 24, 2025. https://united24media.com/latest-news/russia-deploys-upgraded-
shahed-drones-with-nvidia-ai-and-western-tech-ukraina-intelligence-confirms-9363.

Malyasov, Dylan. 2025. “Expert: Jamming dominates, but drones adapt.” Defense Blog (August 27, 2025).
https://defence-blog.com/expert-jamming-dominates-but-drones-adapt.

MDAA (Missile Defense Advocacy Alliance). 2022. “Defeating the Cost Curve in Ukraine,” October 25, 2022.
https://missiledefenseadvocacy.org/alert/defeating-the-cost-curve-in-ukraine.

220 | THE CYBER DEFENSE REVIEW


https://breakingdefense.com/2025/05/israel-has-used-high-power-lasers-to-down-scores-of-threats-to-homeland
https://breakingdefense.com/2025/05/israel-has-used-high-power-lasers-to-down-scores-of-threats-to-homeland
https://www.congress.gov/crs-product/R48477
https://www.congress.gov/crs-product/R48477
https://www.army.mil/article/286677/us_army_tests_laser_weapons_aiming_at_a_future_of_energy_based_air_defense
https://www.army.mil/article/286677/us_army_tests_laser_weapons_aiming_at_a_future_of_energy_based_air_defense
https://www.warquants.com/p/factory-to-frontline-pipeline
https://ccdcoe.org/uploads/2018/10/Art-14-Assessing-the-Impact-of-Aviation-Security-on-Cyber-Power.pdf
https://ccdcoe.org/uploads/2018/10/Art-14-Assessing-the-Impact-of-Aviation-Security-on-Cyber-Power.pdf
https://www.csis.org/analysis/calculating-cost-effectiveness-russias-drone-strikes
https://warontherocks.com/2025/06/i-fought-in-ukraine-and-heres-why-fpv-drones-kind-of-suck
https://www.csis.org/analysis/drone-saturation-russias-shahed-campaign
https://digitalcommons.ndu.edu/joint-force-quarterly/vol113/iss1/7
https://www.laserwars.net/p/army-directed-energy-maneuver-short-range-air-defense-de-m-shorad-problems-gao
https://www.laserwars.net/p/army-directed-energy-maneuver-short-range-air-defense-de-m-shorad-problems-gao
https://www.rand.org/content/dam/rand/pubs/monograph_reports/MR927/RAND_MR927.pdf
https://www.rand.org/content/dam/rand/pubs/monograph_reports/MR927/RAND_MR927.pdf
https://united24media.com/latest-news/germanys-drone-killer-in-action-ukraine-deploys-skynex-to-destroy-7-russian-shaheds-overnight-9842
https://united24media.com/latest-news/germanys-drone-killer-in-action-ukraine-deploys-skynex-to-destroy-7-russian-shaheds-overnight-9842
https://www.united24media.com/latest-news/ukraine-unleashes-veres-2-jammer-to-stop-russian-drones-from-dropping-bombs-11047
https://www.united24media.com/latest-news/ukraine-unleashes-veres-2-jammer-to-stop-russian-drones-from-dropping-bombs-11047
https://warroom.armywarcollege.edu/articles/ais-growing-role
https://warroom.armywarcollege.edu/articles/ais-growing-role
https://www.kyivpost.com/post/5978
https://doi.org/10.1080/13523260.2023.2262792
https://doi.org/10.1080/00963402.2023.2178180
https://www.armscontrolwonk.com/archive/1220527/exhaustion-and-inflection-estimating-interceptor-expenditures-in-the-israel-iran-conflict
https://www.armscontrolwonk.com/archive/1220527/exhaustion-and-inflection-estimating-interceptor-expenditures-in-the-israel-iran-conflict
https://united24media.com/latest-news/russia-deploys-upgraded-shahed-drones-with-nvidia-ai-and-western-tech-ukraina-intelligence-confirms-9363
https://united24media.com/latest-news/russia-deploys-upgraded-shahed-drones-with-nvidia-ai-and-western-tech-ukraina-intelligence-confirms-9363
https://defence-blog.com/expert-jamming-dominates-but-drones-adapt
https://missiledefenseadvocacy.org/alert/defeating-the-cost-curve-in-ukraine

N. Harrell and B. Chojnacki

Michel, Arthur Holland. 2019. Counter-Drone Systems, 2nd Edition. Center for the Study of the Drone at Bard
College, December. https://dronecenter.bard.edu/files/2019/12/CSD-CUAS-2nd-Edition-Web.pdf.

National Geospatial-Intelligence Agency. 2018. Geospatial Intelligence (GEOINT) Basic Doctrine, Publication 1.0,
April. https://www.nga.mil/assets/files/170901-038_GEOINT_Basic_Doctrine_Pub_1.pdf.

Oncea, Joel. 2025. “The Laser Arsenal: The Military’s New Speed-of-Light Defense Systems,” June 24, 2025.
https://www.photonicsonline.com/doc/the-laser-arsenal-the-military-s-new-speed-of-light-defense-
systems-0001.

Pear, Channing. 2025. “Kinetic vs Non-Kinetic Drone Mitigation: Key Differences.” Anvil Labs, March 22, 2025.
https://anvil.so/post/kinetic-vs-non-kinetic-drone-mitigation-key-differences.

Perun. 2025. The Best Counter to Drones May Be... Drones. YouTube, July 13, 2025. https://www.youtube.com/
watch?v=x4bHc4X5Ilw.

Rafael. n.d. “Iron Beam — High Energy Laser Weapon System.” https://www.rafael.co.il/system/iron-beam/.

Raytheon. n.d. “High-Energy Lasers.” https://www.rtx.com/raytheon/what-we-do/integrated-air-and-missile-
defense/lasers.

Roblin, Sebastien. 2026. “2025 Proved the Case for Drone Defense.” Inside Unmanned Systems, January 12,
2026. https://insideunmannedsystems.com/2025-proved-the-case-for-drone-defense.

Roque, Ashley. 2024. “After CENTCOM Experiments, Army Seeks More Rugged Counter-Drone Lasers to Put
on Vehicles,” August 13, 2024. https://breakingdefense.com/2024/08/after-centom-experiments-army-
seeks-more-rugged-counter-drone-lasers-to-put-on-vehicles.

Ryan, Mick. 2025. “Seven Contemporary Insights on the State of the Ukraine War.” Center for Strategic and
International Studies, November 17, 2025. https://www.csis.org/analysis/seven-contemporary-insights-
state-ukraine-war.

Singer, P. W. 2009. Wired for War: The Robotics Revolution and Conflict in the 21st Century. Penguin Press.

StartUs Insights. n.d. “How to Mitigate Combat Drones, UCAVs & Loitering Munitions Effectively.” https:
/lwww startus-insights.com/innovators-guide/mitigate-combat-drones.

Syngaivska, Sofiia. 2025. “The Shahed-136MS UAV: Modified Iranian Drone in Ukraine Blends Al and Military
Grade Comms,” June 27, 2025. https://en.defence-ua.com/weapon_and_tech/the_shahed_136ms_uav_
modified_iranian_drone_in_ukraine_blends_ai_and_military_grade_comms-14968.html.

Taylor, Joe. 2025. “First Combat Use of Al-Guided Iranian Shahed Drone Alarms Ukraine: Thermal Targeting
and Anti-Jamming Tech Confirmed.” Defense Magazine (June 26, 2025). https://www.defensemagazine.
com/article/first-combat-use-of-ai-guided-iranian-shahed-drone-alarms-ukraine-thermal-targeting-
and-anti-jamming-tech-confirmed.

The Economist. 2024. “Killer drones pioneered in Ukraine are the weapons of the future.” The Economist
(February 8, 2024). https://www.economist.com/leaders/2024/02/08/killer-drones-pioneered-in-ukraine-
are-the-weapons-of-the-future.

U.S. Army Space and Missile Defense Command. 2025. Extended Air Defense Simulation (EADSIM) Fact Sheet.
https://www.smdc.army.mil/Portals/38/Documents/Publications/Fact_Sheets/EADSIM.pdf.

U.S. Defense Logistics Agency. 2022. DLA Additive Manufacturing Implementation Plan For DoDI 5000.93 Use of
Additive Manufacturing in DoD.

U.S. Department of Defense. 2021. “Counter-Small Unmanned Aircraft Systems Strategy,” January 7, 2021.
https://media.defense.gov/2021/Jan/07/2002561080/-1/-1/0/DEPARTMENT-OF-DEFENSE-COUNTER-
SMALL-UNMANNED-AIRCRAFT-SYSTEMS-STRATEGY.pdf.

Véronneau, Simon, Geoffrey Torrington, and Jakub P. Hldvka. 2017. 3D Printing: Downstream Production
Transforming the Supply Chain. RAND Corporation. https://www.rand.org/pubs/perspectives/PE229.html.

Wackwitz, Kay. 2024. “Military FPV Drones,” November 20, 2024. https://droneii.com/military-fpv-drones.

Watling, Jack, and Nick Reynolds. 2025. Tactical Developments During the Third Year of the Russo-Ukrainian
War. Royal United Services Institute for Defence and Security Studies (RUSI), February. https:/static.rusi.
org/tactical-developments-third-year-russo-ukrainian-war-february-2205.pdf.

Zhen, Liu. 2026. “China’s Powerful New Microwave Weapon System Can Destroy Drone Swarms Within 3
km.” South China Morning Post (January 7, 2026). https://www.scmp.com/news/china/military/article/
3338877/chinas-powerful-new-microwave-weapon-system-can-destroy-drone-swarms-within-3km.

Received 30 October 2025; Revised 9 March 2026; Accepted 24 March 2026

VOL. 11, NO. 1 (2026) | 221


https://dronecenter.bard.edu/files/2019/12/CSD-CUAS-2nd-Edition-Web.pdf
https://www.nga.mil/assets/files/170901-038_GEOINT_Basic_Doctrine_Pub_1.pdf
https://www.photonicsonline.com/doc/the-laser-arsenal-the-military-s-new-speed-of-light-defense-systems-0001
https://www.photonicsonline.com/doc/the-laser-arsenal-the-military-s-new-speed-of-light-defense-systems-0001
https://anvil.so/post/kinetic-vs-non-kinetic-drone-mitigation-key-differences
https://www.youtube.com/watch?v=x4bHc4X5Ilw
https://www.youtube.com/watch?v=x4bHc4X5Ilw
https://www.rafael.co.il/system/iron-beam/
https://www.rtx.com/raytheon/what-we-do/integrated-air-and-missile-defense/lasers
https://www.rtx.com/raytheon/what-we-do/integrated-air-and-missile-defense/lasers
https://insideunmannedsystems.com/2025-proved-the-case-for-drone-defense
https://breakingdefense.com/2024/08/after-centom-experiments-army-seeks-more-rugged-counter-drone-lasers-to-put-on-vehicles
https://breakingdefense.com/2024/08/after-centom-experiments-army-seeks-more-rugged-counter-drone-lasers-to-put-on-vehicles
https://www.csis.org/analysis/seven-contemporary-insights-state-ukraine-war
https://www.csis.org/analysis/seven-contemporary-insights-state-ukraine-war
https://www.startus-insights.com/innovators-guide/mitigate-combat-drones
https://www.startus-insights.com/innovators-guide/mitigate-combat-drones
https://en.defence-ua.com/weapon_and_tech/the_shahed_136ms_uav_modified_iranian_drone_in_ukraine_blends_ai_and_military_grade_comms-14968.html
https://en.defence-ua.com/weapon_and_tech/the_shahed_136ms_uav_modified_iranian_drone_in_ukraine_blends_ai_and_military_grade_comms-14968.html
https://www.defensemagazine.com/article/first-combat-use-of-ai-guided-iranian-shahed-drone-alarms-ukraine-thermal-targeting-and-anti-jamming-tech-confirmed
https://www.defensemagazine.com/article/first-combat-use-of-ai-guided-iranian-shahed-drone-alarms-ukraine-thermal-targeting-and-anti-jamming-tech-confirmed
https://www.defensemagazine.com/article/first-combat-use-of-ai-guided-iranian-shahed-drone-alarms-ukraine-thermal-targeting-and-anti-jamming-tech-confirmed
https://www.economist.com/leaders/2024/02/08/killer-drones-pioneered-in-ukraine-are-the-weapons-of-the-future
https://www.economist.com/leaders/2024/02/08/killer-drones-pioneered-in-ukraine-are-the-weapons-of-the-future
https://www.smdc.army.mil/Portals/38/Documents/Publications/Fact_Sheets/EADSIM.pdf
https://media.defense.gov/2021/Jan/07/2002561080/-1/-1/0/DEPARTMENT-OF-DEFENSE-COUNTER-SMALL-UNMANNED-AIRCRAFT-SYSTEMS-STRATEGY.pdf
https://media.defense.gov/2021/Jan/07/2002561080/-1/-1/0/DEPARTMENT-OF-DEFENSE-COUNTER-SMALL-UNMANNED-AIRCRAFT-SYSTEMS-STRATEGY.pdf
https://www.rand.org/pubs/perspectives/PE229.html
https://droneii.com/military-fpv-drones
https://static.rusi.org/tactical-developments-third-year-russo-ukrainian-war-february-2205.pdf
https://static.rusi.org/tactical-developments-third-year-russo-ukrainian-war-february-2205.pdf
https://www.scmp.com/news/china/military/article/3338877/chinas-powerful-new-microwave-weapon-system-can-destroy-drone-swarms-within-3km
https://www.scmp.com/news/china/military/article/3338877/chinas-powerful-new-microwave-weapon-system-can-destroy-drone-swarms-within-3km

	Abstract
	1 Introduction
	2 Background and Related Work
	2.1 Drones in Modern Warfare
	2.2 Characteristics of the Drone Threat
	2.3 The Counter-Drone Challenge & Existing Frameworks
	2.4 Foundational Concepts in Layered Defense
	2.5 Formal Models for Military Decision-Making

	3 Methodology
	4 The RAMPART Framework
	4.1 Principles and Architecture
	4.2 Formalizing the Defense Decision Problem
	Notation
	Parameters
	Effective Probability of Success, Defensive Countermeasure (Pdef)
	Expected Loss Avoided (ELA)
	Adjusted Defense Cost Fraction (aDCF)
	Campaign-Level Aggregation


	5 RAMPART Decision Model Parameters
	5.1 Defender Parameters
	Electronic Warfare
	Directed Energy
	High-Energy Lasers
	High-Power Microwaves

	Interceptor Drones
	Kinetic Systems
	5.2 Threat Parameters
	Marginal Cost to Red Forces
	Baseline Threat Success Probability

	5.3 Constraint Parameters
	Terrain and Environment
	Detection and Tracking Challenges
	Radar Constraints
	Electro-Optical and Infrared Limitations
	Acoustic and Radio Frequency (RF) Detection

	Legality and Authorization

	6 Operationalizing the RAMPART Framework
	6.1 Sensor Data Fusion and Decision Engine Integration
	6.2 Environmental Data
	6.3 Cyberspace
	6.4 Manufacturing and Logistical Sustainment
	6.5 An Illustrative Scenario

	7 Conclusion
	ABOUT THE AUTHORS
	References

