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Much has changed at United States Cyber Command (USCYBERCOM) since it became a unified
combatant command in 2018. Created in 2010 and elevated to full unified status eight years
later, the command underwent substantial evolution from the outset in the ways it designed,
developed, and employed its forces. Those changes came at the dictation of operational experience,
with leaders learning what worked—and did not—from mission outcomes, while learning how
to sustain success and mitigate negative results. Although USCYBERCOM is not fully built out,
the command is more capable, more ready, and more often sought as a partner by domestic
and allied operational entities. Today it does everything it could do in 2018, and many things it
could not do then. These changes occurred as a result of several factors, including leadership
continuity, tactical innovation, and operational flexibility. That flexibility, however, bespeaks larger
constraints—or competitions for resources and focus—that may one day limit the command’s
potential capacity. As the nation considers the organization of cyber forces, USCYBERCOM’s
successful functions would have to be employed—or re-created—in whatever organizational
construct performs military functions in cyberspace for the United States.

Keywords: U.S. Cyber Command, USCYBERCOM, cyber conflict, cyber operations, force evolution

Disclaimer: The views expressed in this work are those of the author(s) and do not reflect the official policy or position of
their employer(s), the U.S. Military Academy, the Department of War, the U.S. Government, or any subdivisions thereof.
2025. This is a work of the U.S. Government and is not subject to copyright protection in the United States. Foreign copyrights
may apply.

VOL. 10, NO. 3 (2025) | 31

https://doi.org/10.55682/cdr/yxsr-e85e
https://orcid.org/0009-0003-4031-9390


Evolution of U.S. Cyber Command since 2018

INTRODUCTION

U.S. Cyber Command (USCYBERCOM) came of age in May 2018, with its elevation to be the
Joint Force’s tenth unified Combatant Command. Much has changed since then, but much
has remained constant as well.

USCYBERCOM’s development unfolded according to the prompting of operational experi-
ence. Lessons learned by operators on keyboards (and the leaders standing behind them) not
only shaped the command’s development, but also the progress of cyberspace policy, strategy,
and doctrine for the Department, the nation, and its allies.

The Command thus represents an ongoing experiment in not only force employment but
also in force generation and force design. As with cyberspace itself, USCYBERCOM’s evolution
is not yet complete – even if no major conflict in cyberspace intervenes over the next few years
to drive more rapid and sweeping changes. As the nation considers the organization of cyber
forces, USCYBERCOM’s successful functions would have to be employed—or re-created—in
whatever organizational construct performs military functions in cyberspace for the United
States.

The history to follow seeks to inform any such reconsideration of how the U.S. military
organizes its cyberspace capabilities. Current debates over such topics sometimes proceed
without reference to the basic facts and chronology. This is not a “case study” to verify some
academic theory of military innovation, or an advocacy brief for some other organization
altogether; its methodology follows the art and science of history to establish what has been
occurring since 2018 and interpret, where possible, why it did so. Readers are free to cite its
findings as they like – but they should be able to agree on the factual outline it presents.

ORIGINS AND CONSTANTS

USCYBERCOM came into existence as a sub-unified command of U.S. Strategic Command
(USSTRATCOM) in 2010. Then as now, USSTRATCOM housed the Joint Force’s global strike
“functions,” and cyber capabilities had been within its remit since 2002. The newly created
command for cyber functions assembled pre-existing USSTRATCOM joint cyber elements (one
offensive, and one defensive) into a four-star component. The new command worked at Fort
Meade, Maryland, and so USSTRATCOM headquarters in Nebraska afforded it considerable
autonomy. While USCYBERCOM never received the full package of resources validated at
its inception, this cloud held a proverbial silver lining for the command. USCYBERCOM
leaders building the new component had to improvise and find creative ways to employ the
command’s modest forces and staff (Warner 2020)

The Command has always operated under several constants. These both enabled and
channeled its operational development, and hence its evolution, both before and after 2018.
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Foremost among those constants has been the “dual-hat” command arrangement with
the National Security Agency (NSA), whose director serves as USCYBERCOM’s commander.
The brand new USCYBERCOM in 2010 inherited this relationship between the nation’s mili-
tary cyberspace operational capacity and its primary signals intelligence and cybersecurity
provider—a relationship dating back to 2003 (Warner 2015). The dual-hat proved crucial to
the construction of the new command’s capability. For offensive mission support at least, the
Command remains dependent on NSA (which now receives real assistance from USCYBER-
COM as well), and the unity of effort synergized by the dual-hat arrangement has benefited
both organizations – and the nation itself.1

Two other, built-in policy and legal constants still affect the Command’s evolution. The U.S.
Constitution rightly erected walls to protect the civil liberties and privacy of U.S. persons.
Military operations, again rightly, must respect those boundaries, which in effect separate
military from law enforcement and administrative functions. This affects cyber operations
in foreign space—where it is quite possible to touch the data of U.S. persons or allies—and
even on military networks in domestic space. Adversaries in cyberspace, however, care not
for our constitutional order. Indeed, they exploit the temporary sanctuary they can gain from
American military and law enforcement measures by hopping back and forth across the
boundaries of U.S. legal jurisdiction.2 Such behavior is rarely effective for long in physical
space, but in cyberspace a bad actor might require only seconds to accomplish his mission
and move on safe from U.S. responses. Even a day or two of operational freedom can allow
an adversary to harm national interests. USCYBERCOM, like the rest of the U.S. government,
has not solved this problem.

Civil liberties and privacy protections combine with programmatic considerations to com-
plicate the defense of the military’s own networks. The Command directs the operation and
defense of the Department’s systems, but not their construction or administration. Individual
armed services purchase much of the information technology (IT) of the entire organization,
and Pentagon officials program, plan, budget, and authorize the use of that equipment. That
means that the officer most accountable for defending the military’s systems—the Commander
of USCYBERCOM—sometimes has little say in decisions that embed new risks in those same
systems.

1. The Secretary of Defense and the Director of National Intelligence sponsored a joint study of the dual hat relationship in
2022. The Senior Steering Group’s findings are not public, but have been publicly summarized by various leaders. For instance,
Lt. Gen. John D. Caine (U.S. Air Force, retired) cited them in his written answers to confirmation questions from the Senate in
March 2025: “The 2022 Joint Study on the Dual-Hat” recommended the dual-hat arrangement not only be maintained but
strengthened. I continue to agree with the findings of that study. The dual-hat arrangement provides the ability to look across
both organizations and has empowered both USCYBERCOM and NSA to fulfill their missions better than each could do alone. It
promotes agility and enables intelligence to be operationalized rapidly. It also facilitates relationships with key foreign allies
and partners.” (U.S. Department of Defense 2025)
2. The Federal Bureau of Investigation (FBI) and U.S. Secret Service handle many of the law enforcement functions in domestic
cyberspace, while the Department of Homeland Security (DHS) protects critical infrastructure.
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Finally, expertise has always been short. Top cyber talent demands high premiums—which
even the U.S. government cannot afford at the scale it requires. This shortage affects the
military, the government, industry, and the nation as a whole. Every agency and industry
needs a bigger slice of the talent pie, and the pie is growing only slowly. In one regard, however,
USCYBERCOM has proved an exception to this rule. It has seen a remarkable continuity in
leadership, with many of its leaders having had prior experience overseeing cyberspace
missions, and a growing cadre of personnel with fluency in the relevant issues, capabilities,
and teams they direct.

EVOLUTION

Having noted what has not changed in USCYBERCOM’s institutional environment, we can
survey other aspects of the Command that look very different from 2018. In listing the changes,
it is important to note why these changes occurred. The causes of change varied, of course, but
many stemmed from larger changes in what planners like to call the “threat environment.”
Leaders in Washington, the Pentagon, and the Joint Force called for increased cyber defenses
against increasingly sophisticated hostile actors across a series of international crises. At the
same time, they also grew more comfortable employing cyber operations as planners and
operators demonstrated competence and delivered results.

To begin with, USCYBERCOM is bigger. In Fiscal Year 2018, it spent $600 million and
employed roughly 6,100 military and civilian personnel in its Cyber Mission Force (CMF) and
headquarters. Seven fiscal years later, the comparable numbers were almost $3 billion and
more than 6,300 people, with the higher budget due primarily to the Command’s increased
influence over military cyber spending.

The growth in resources paralleled a boost in the Command’s administrative authorities.
In 2024, USCYBERCOM began exercising “enhanced budget control” over the funds that the
services expended to sustain the respective formations that they presented to CMF (Hartman
2025). The Command is hiring staff and building offices to implement these functions. This
suite of new powers collectively gives USCYBERCOM a closer resemblance to U.S. Special
Operations Command (USSOCOM)—the combatant command that Congress built up into
a quasi-service with unique authorities for manning, training, and equipping the nation’s
special operations forces. USSOCOM was indeed the model for adding comparable (though
less extensive) program and budget clout to USCYBERCOM’s portfolio.

The Command has also fashioned a fuller organizational structure. In a sign of the confi-
dence that the Department has placed in USCYBERCOM, it now has two sub-unified commands—
the Cyber National Mission Force (CNMF) and the Department of Defense Cyberspace Defense
Command (DCDC)—which catalyze each other’s missions. It also owns a reporting component,
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Joint Task Force (JTF) Ares.3 Command components also work with broader operational
authorities. These are not so much new as better understood and increasingly synergized;
offensive cyberspace missions have been governed by White House guidance issued in 2018,
and defensive orders issued by the Command are now standard practice (as opposed to the
novelties they once seemed to the Pentagon and the Joint Force (Norton 2020)). It is also
building the infrastructure essential to support operations in, through, and across cyberspace
(GAO 2020).

A pair of catalytic events drove the acceptance of USCYBERCOM as a preferred partner
for cyberspace operations. First came the effort to defend the 2018 mid-term elections from
foreign influence and interference. General Paul Nakasone (U.S. Army) had just arrived as
commander when he received this task, and he directed that the Command’s effort would
proceed in concert with NSA’s. This arrangement—personified in the NSA and USCYBERCOM
co-leads of the Russia Small Group (RSG) that General Nakasone established to defend the
elections—set a precedent followed ever since in cyberspace campaigns. USCYBERCOM would
act only when and where doing so did not imperil NSA’s foreign intelligence mission; and
NSA would facilitate the Command’s success. The two organizations quickly learned that
synchronized efforts produced operational synergy, especially in defending friendly networks.
RSG’s leaders also found that their combined insights were invaluable to inter-agency, allied,
and industry partners, who were pleased to take such cues and act under their own authorities
to frustrate pernicious cyber actors (Nakasone 2019b).

The defense of the 2018 mid-terms provided further benefits for the nation. It helped to calm
political acrimony over foreign influence in U.S. elections, which is one reason why members
of Congress publicly applauded RSG’s contributions (Nakashima 2019). Second, the election
defense success in 2018 validated the Command’s concept for impairing malicious cyber
actors and other online adversaries before they penetrated friendly networks or harmed their
targets (an approach General Nakasone referred to as “persistent engagement” or “defend
forward” (Nakasone 2019a)). This denial of sanctuary in cyberspace for foreign military and
intelligence actors helped convince other U.S. government agencies, as well as allies and
partners, that sustained operations and collaboration with the Command could boost their
own security and would not escalate to armed conflict.

The war in Ukraine marked another learning moment for USCYBERCOM. Russia’s mobiliza-
tion and threats in 2021 prompted concerted actions to harden military information systems
(especially in Europe), as well as concerns that a conflict could spread to the North Atlantic
Treaty Organization (NATO). The war that followed in 2022 taught the Command and its

3. CNMF is the commander’s Joint Force element; it was created in 2014. DCDC was formerly Joint Force Headquarters-DoD
Information Network (JFHQ-DoDIN) until May 2025. In its new, Congressionally mandated form, DCDC “directs cyberspace
operations to achieve unified action in the security, operation, and defense of the DoDIN to assure DoD priorities and freedom
of maneuver across the competition continuum.” JTF-Ares dates to 2016, but has been repurposed from its original, counter-
terrorism mission.
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partners sobering lessons about the pervasiveness and impact of cyberspace operations—and
the importance of collaboration with allies and industry. Command personnel worked to
contain the conflict and present options to decision makers; they would re-double such efforts
when Israel was attacked by Hamas in October 2023 (Haugh 2024). The cyber “fronts” in
both conflicts can be compared with the intensifying drone war over Ukraine. Neither cyber
missions nor unmanned vehicles have determined the outcome of these struggles. But they
nonetheless demand leadership attention and significant resources – not to mention better
intelligence, higher bandwidth, secure systems, electronic agility, and faster innovation and
acquisition cycles.

Operational success in these events depended in part on readiness. USCYBERCOM has
largely solved this problem (at least the aspects of it more easily measured), which dogged
it for several years. CMF teams measure readiness according to criteria analogous to those
employed to appraise fighter squadrons and infantry battalions. While the metrics naturally
differ, the principle is the same: a commander needs to know whether the force elements
assigned to him or her are mission capable (Stanton and Tilton 2020). CMF teams long suffered
from the general dearth of talent required to perform DoD’s expanding cyber missions, but
the services and the Command collaborated over time to expand training opportunities,
boost recruitment, and enhance retention rates. As a result, CMF attained foundational (C2)
readiness in 2024, and should be able to sustain that level even while expanding the force by
the 14 new teams slated to be operating by FY 2028 (Hartman 2025).4

WHERE IS USCYBERCOM NOW?

The prospect of a regional conflict precipitating U.S. military intervention recently became
real in the Twelve-Day War between Israel and Iran. The Chairman of the Joint Chiefs of
Staff publicly commended USCYBERCOM’s support to the Joint Force in this affair (Brown,
Blakely, and Dawber 2025). A future such contingency, especially in the Pacific, could be
more costly and drawn out. This possibility underscores the imperative to balance competing
resource demands between planning for contingencies versus engaging current threats that
are exploiting U.S. and allied systems today, all while sustaining a reserve for unexpected
events—like the Twelve Day War. There is no easy solution to this conundrum for Command
leaders. A good answer, therefore, is less a matter of striking the “right” balance, but rather
teaching the right people to ask the right questions—and ensuring they hear clear answers—
when the next crisis breaks.

USCYBERCOM might enjoy a measure of patience as it navigates the above dilemma. It
has successfully defended the military’s topline networks from penetration—no mean feat,
given the skills of adversaries (witness comparatively recent intrusions in other sensitive

4. Note that even CMF teams that are not deemed fully ready can and have detailed capable mission elements to reinforce
cyber operations led by other teams.
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networks, such as the Russian exploitation of several U.S. government systems via SolarWinds
software (Nakasone 2021; Konkel 2025)). The Command also played a role in negating the
online presence and appeal of terror groups such as al-Qaeda and ISIS—which ran a slick,
multi-national media empire only a decade ago (Nakasone 2020).

The long counter-terror fight in cyberspace illustrated a key aspect of USCYBERCOM’s oper-
ations. The Command has a comparatively light footprint in absolute terms. As a presence in
cyberspace, it is dwarfed by other U.S. government entities that perform communications
and security functions—and they in turn consume only a fraction of the data and bandwidth
used by the corporate search, IT, and social media giants (some of which sponsor activities
that more than resemble USCYBERCOM’s). The Command’s missions must therefore hit the
right targets in the right way. USCYBERCOM often has more impact by showing government,
industry, and allied partners where they can affect matters in cyberspace. The Command
became a locus for other people’s counter-terrorism actions, and has continued this oper-
ational pattern, where appropriate, in other missions. While it can act, it often enables by
prompting others, thus building collaboration and amplifying effects that partners have more
authority to deliver. Adversary malicious activity is hampered either way—which is the point
of persistent engagement.

USCYBERCOM is also working to grow the capacity of foreign allies and partners. This
effort proceeds on three levels. As noted, the Command’s persistent engagement approach has
garnered attention on several continents and is informing the ways in which various allies
build and task their own cyber forces (Pegram and Tinker 2025). Second, USCYBERCOM hosts
a growing allied presence in its operational discussions and exercises, learning from partners
as they learn from the Command, and practicing the sort of collaboration that could be crucial
in a future contingency (U.S. Cyber Command Public Affairs 2024). Finally, USCYBERCOM’s
cooperative “hunt forward” missions alongside host-nation teams on their national networks
contribute to their security while enabling the Command to capture new malware samples
and observe adversary tradecraft in the wild (Nakasone and Sulmeyer 2020). All three of
these examples of cooperation encourage and prompt a growing range of partners to work
more effectively to suppress common adversaries.

WHERE IS USCYBERCOM GOING?

USCYBERCOM is more capable than in 2018. It performs more missions faster, sustains its pace
longer, and more often makes opponents respond to its initiatives (rather than only responding
to theirs). Today it does everything it could do in 2018, and many things it couldn’t do then.
These changes occurred as a result of several factors, including leadership continuity, tactical
innovation, and operational flexibility. That innovation and flexibility should be viewed not
only as causes but as outcomes of the Command’s increased organizational maturity. They
also, however, bespeak larger constraints—or competitions for resources and focus—that may
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one day limit the Command’s potential capacity (Pomerleau 2025). The fact that the Command
has continually had to improvise suggests that cyberspace operations have long been seen as
exotic and risky—not to mention have consistently been under-resourced (by the calculations
of the Department’s own programming officials).

USCYBERCOM’s future remains hazy. If the Command is radically altered or even retired, its
functions will almost certainly have to be continued in different arrangements. Indeed, there
is no likely future in which the U.S. does not require military elements to sustain operations
in defense of Joint Force systems and U.S. interests in cyberspace.

If USCYBERCOM has a long future, it will continue to evolve with the dynamics of cyberspace
and changing threat pictures. Institutions can live longer if they adapt to their changing
environments and continue to demonstrate their value. USCYBERCOM’s effective capabilities
and successful functions will have to be employed—or re-created—in whatever organizational
construct performs military functions in cyberspace for the United States.
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