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U.S. Cyber Command was born to fix a failure. In 2008, the U.S. military failed to detect Buckshot
Yankee, a breach of its classified network. In response, Secretary of Defense Robert Gates tasked
General Keith Alexander at the National Security Agency to establish and lead USCYBERCOM
(Gates 2009). Since then, the Command has grown in size, authority, and autonomy. Its Cyber
Mission Force achieved full operational capacity in 2018 and, shortly thereafter, the president
delegated additional authorities to USCYBERCOM through the Secretary of Defense (CRS 2025).
Congress has also increased its resources, given it greater control over budget and acquisitions,
and expanded its freedom of action to conduct offensive and defensive cyberspace operations.

Despite this growth—or perhaps because of it—USCYBERCOM has become an awkward
adolescent. Now, more than at any time since its creation, serious questions have been
raised about the form, function, and future of this Command. Are its current authorities and
capabilities sufficient considering the threat environment and the persistent challenges of
recruiting and retaining technical talent? Or is its approach to cyber force generation and
employment fundamentally broken? Do the Command and the armed services that provide
its forces require only incremental reform? Or is far more radical change required?

These questions are not merely internal or esoteric debates among specialists. From Fort
Meade to the Pentagon and Capitol Hill, military leaders and civilian policymakers are seeking
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rigorous analysis and credible solutions to longstanding problems with the generation and
use of cyber forces. From the armed services to the Joint Force, these problems range from
persistent shortfalls in training and readiness to the seemingly convoluted command and
control of cyber operations.

The recent approval and implementation of "CYBERCOM 2.0"—a revised force generation
model—appear to have proceeded in fits and starts (Department of War 2025). Unexpected
turnover in the senior ranks has also increased uncertainty. Yet calls for change remain.
CYBERCOM 2.0 aims to reform how cyber talent is recruited, trained, and retained. Recent
National Defense Authorization Acts likewise mandate changes to both the Command and
the services that organize, train, and equip its cyber forces. Behind all of this sits a president
who has demonstrated a willingness to change the military in significant ways, as evidenced
by the creation of the Space Force during the first Trump administration in 2019.

This special issue of The Cyber Defense Review brings together a wide range of research and
analytical perspectives to advance the state of debate. Arguments about how to reform or
replace USCYBERCOM circulate widely among policy, academic, and practitioner communities.
For instance, the Center for Strategic and International Studies recently convened a prominent
Commission on U.S. Cyber Force Generation; it treats current shortcomings as a given and
examines how best to implement a new service (CSIS 2025). Additional proposals and critiques
appear in defense journals and think tank reports (Magee 2025; Couillard 2024; Hodgson and
Gates 2025), as well as in the mainstream media (The Washington Post 2025; Winokur Murk
2024). This debate is not limited to the United States. Different countries organize their cyber
forces in different ways (Blessing 2021), but some partners and allies grapple with similar
challenges (UK Government 2025).

The research articles and professional commentaries in this curated collection examine the
most likely paths forward, along with alternative options that merit serious consideration.
Several of these contributions draw on research presented during the 2025 Cyber & Innovation
Policy Institute Summer Workshop at the U.S. Naval War College, which addressed the question
of "CYBERCOM.Next?" Additional contributions are provided by other experts and senior
leaders. Some of these contributions are controversial. Taken together, this special issue
provides insight and evidence to help you understand—and hopefully answer—pressing
questions about what changes are and are not warranted for the future of U.S. cyber forces.

Senior Leader Perspectives

The stakes of this debate are underscored by senior leaders. Drawing on extensive experience,
Vice Admiral (Ret.) Timothy J. White examines unresolved questions in his contribution,
Answer This Before Changing U.S. Cyber Command or Adding a Cyber Service. For Lieutenant
General (Ret.) Charlie Moore, there may be problems with USCYBERCOM but, by his account,
A New Cyber Service Is Not the Answer. Neither the problems nor solutions are confined to the
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military. To leverage the private sector, Commander (Ret.) Christopher Cleary calls for looking
Beyond the Uniform: Reconnecting the Nation’s Cyber Force.

Status Quo Plus: Slow and Steady Reform?

USCYBERCOM is coming of age in an increasingly mature domain. Military cyberspace has
existed for half a century. Even the largely commercial and private Internet that emerged
during the early 1990s is now more than 30 years old. It is hard to argue that the U.S. military
has not had time to create effective institutions on the grounds that cyberspace is still emerging
or too new. Despite their differences, all the authors in this special issue agree that the current
status quo for cyber forces can be improved in meaningful ways.

Several authors highlight notable progress in recent years. Dr. Michael Warner points
to a positive trajectory in Evolution of U.S. Cyber Command since 2018. For instance, while
USCYBERCOM draws heavily on infrastructure and expertise at the National Security Agency,
the dual-hatted leadership of these organizations facilitates unity of effort between intelligence
and warfighting. New authorities and greater autonomy have also made the Command more
capable, as evidenced by its performance during crises such as Russia’s invasion of Ukraine
in 2022. Challenges remain, but organizational progress is real.

One relatively straightforward reform would be to grow the size of available forces. In their
article, "Go Big": Cyber Force Large, Maj. Brad Kramer, Jason Vogt, and Dan Grobarcik argue
that USCYBERCOM is too small for the threat environment. A larger pool of military cyber
personnel could mitigate challenges with workforce management and force employment,
regardless of whether such growth is accompanied by more radical reorganization.

In Military Function, Form, and History’s Lessons for Cyber Forces, Dr. Michael Warner
and Dr. Emily Goldman underscore the risks of radical reorganization to create a new ser-
vice or department. They argue that form should follow function, noting that combatant
commands do not perform the same function as the armed services. Drawing on historical
examples—including the U.S. Air Force and U.S. Special Operations Command—Warner and
Goldman question whether sweeping changes to force design would actually address the
core purpose of USCYBERCOM.

Wargames, auxiliaries, and exercises offer additional avenues for incremental improvement.
In Gaming Campaigning in Cyberspace, Jason Vogt demonstrates the utility of operational-level
cyber wargames for better decision-making about force structure and resource allocation.
Moreover, in his professional commentary, Support and Leverage Auxiliaries for Stronger Cyber
Defense, Lt. Col. Giancarlo Moats highlights how useful National Guard, Reserve, and other
auxiliary units could be, particularly when integrated into exercises that involve foreign and
domestic partners.
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There is also room for improvement through engagement with the industry. In their
commentary, U.S. Cyber Command Evolution and the Increasing Role of the Private Sector, Dr.
Greg Rattray and Michelle Lee emphasize how much cyber defenses at home and abroad are
dominated by commercial industry rather than the military. As a result, USCYBERCOM could
address several shortcomings by fostering deeper collaboration with the private sector.

Radical Change Required?

Other contributors find that a patchwork fix is insufficient. From the U.S. Public Health Service
to the private sector, Maj. Nick Starck and Col. Todd Arnold open the aperture on different
options in their article, Evaluating Alternative Models for Organizing U.S. Cyber Forces. As for
the military itself, Emily Otto argues that the existing services are structurally misaligned
with cyberspace in Built for Land, Not Cyber. Doctrine is also misconceived, according to Maj.
Skyler Onken and Dr. Margaret Webber in Reclaiming the Cyber Domain: Revising U.S. Doctrine
to Treat Cyberspace as Battlespace and Not a Function. Not only are cyberspace operations
conflated with electronic warfare and information operations, but they are also incorrectly
assumed to merely support kinetic force. One potential solution is to create a separate cyber
service or military department, similar to the creation of Space Force in 2019 or the Air Force
in 1947. That said, creating a new organization will accomplish little if the ethos and ideas that
underlie it are still flawed, as argued by the authors of Why Culture Matters: Organizational
Culture and Force Generation for the Cyber Domain.

Arguments in favor of a separate service or department typically assume that the cyber
forces it generates will still be employed by USCYBERCOM. However, in Breaking the ‘Cyber’
Cage: Reinventing Cyber Command for Great Systems Conflict, Dr. Chris Demchak calls for
changing the Command to include artificial intelligence, robotic systems, and quantum
technologies. Alternatively, in Bring Cyber to the Tactical Edge: The Case for Decommissioning
USCYBERCOM, Dr. Sam Tangredi explains why preserving this Command could hurt rather
than help the services and geographic combatant commands during high-end warfare.

Reform or Replace: The Strategic Dilemma

The range of potential futures for cyber force generation and use is broad—far broader than
often assumed. Granted, given organizational inertia, the best predictor of where USCYBER-
COM will be tomorrow is where it’s at today (Allison and Zelikow 1999). Yet the future of war
and emerging technologies are uncertain and indeterminate. Choices remain. The choices
made now will shape whether USCYBERCOM matures or struggles for years to come.

To help navigate this decision space, our conclusion identifies the key points of debate
and enduring challenges raised in this special issue. We also note how analysts may agree
on the diagnosis but differ on the remedy. These tensions and tradeoffs point to productive
directions for further research.
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