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EDITORIAL
What Comes Next? Alternative Futures for U.S.
Cyber Forces

Introduction to Volume 10 Issue 3

Frank L. Smith IIT*, Chris C. Demchak, Michael Poznansky

U.S. Naval War College, Newport, R, USA

U.S. Cyber Command was born to fix a failure. In 2008, the U.S. military failed to detect Buckshot
Yankee, a breach of'its classified network. In response, Secretary of Defense Robert Gates tasked
General Keith Alexander at the National Security Agency to establish and lead USCYBERCOM
(Gates 2009). Since then, the Command has grown in size, authority, and autonomy:. Its Cyber
Mission Force achieved full operational capacity in 2018 and, shortly thereafter, the president
delegated additional authorities to USCYBERCOM through the Secretary of Defense (CRS 2025).
Congress has also increased its resources, given it greater control over budget and acquisitions,
and expanded its freedom of action to conduct offensive and defensive cyberspace operations.

Despite this growth—or perhaps because of it—USCYBERCOM has become an awkward
adolescent. Now, more than at any time since its creation, serious questions have been
raised about the form, function, and future of this Command. Are its current authorities and
capabilities sufficient considering the threat environment and the persistent challenges of
recruiting and retaining technical talent? Or is its approach to cyber force generation and
employment fundamentally broken? Do the Command and the armed services that provide
its forces require only incremental reform? Or is far more radical change required?

These questions are not merely internal or esoteric debates among specialists. From Fort
Meade to the Pentagon and Capitol Hill, military leaders and civilian policymakers are seeking

* Corresponding author: frank.smith@usnwc.edu
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rigorous analysis and credible solutions to longstanding problems with the generation and
use of cyber forces. From the armed services to the Joint Force, these problems range from
persistent shortfalls in training and readiness to the seemingly convoluted command and
control of cyber operations.

The recent approval and implementation of "CYBERCOM 2.0"—a revised force generation
model—appear to have proceeded in fits and starts (Department of War 2025). Unexpected
turnover in the senior ranks has also increased uncertainty. Yet calls for change remain.
CYBERCOM 2.0 aims to reform how cyber talent is recruited, trained, and retained. Recent
National Defense Authorization Acts likewise mandate changes to both the Command and
the services that organize, train, and equip its cyber forces. Behind all of this sits a president
who has demonstrated a willingness to change the military in significant ways, as evidenced
by the creation of the Space Force during the first Trump administration in 2019.

This special issue of The Cyber Defense Review brings together a wide range of research and
analytical perspectives to advance the state of debate. Arguments about how to reform or
replace USCYBERCOM circulate widely among policy, academic, and practitioner communities.
For instance, the Center for Strategic and International Studies recently convened a prominent
Commission on U.S. Cyber Force Generation; it treats current shortcomings as a given and
examines how best to implement a new service (CSIS 2025). Additional proposals and critiques
appear in defense journals and think tank reports (Magee 2025; Couillard 2024; Hodgson and
Gates 2025), as well as in the mainstream media (The Washington Post 2025; Winokur Murk
2024). This debate is not limited to the United States. Different countries organize their cyber
forces in different ways (Blessing 2021), but some partners and allies grapple with similar
challenges (UK Government 2025).

The research articles and professional commentaries in this curated collection examine the
most likely paths forward, along with alternative options that merit serious consideration.
Several of these contributions draw on research presented during the 2025 Cyber & Innovation
Policy Institute Summer Workshop at the U.S. Naval War College, which addressed the question
of "CYBERCOM.Next?" Additional contributions are provided by other experts and senior
leaders. Some of these contributions are controversial. Taken together, this special issue
provides insight and evidence to help you understand—and hopefully answer—pressing
questions about what changes are and are not warranted for the future of U.S. cyber forces.

Senior Leader Perspectives

The stakes of this debate are underscored by senior leaders. Drawing on extensive experience,
Vice Admiral (Ret.) Timothy J. White examines unresolved questions in his contribution,
Answer This Before Changing U.S. Cyber Command or Adding a Cyber Service. For Lieutenant
General (Ret.) Charlie Moore, there may be problems with USCYBERCOM but, by his account,
A New Cyber Service Is Not the Answer. Neither the problems nor solutions are confined to the
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military. To leverage the private sector, Commander (Ret.) Christopher Cleary calls for looking
Beyond the Uniform: Reconnecting the Nation’s Cyber Force.

Status Quo Plus: Slow and Steady Reform?

USCYBERCOM is coming of age in an increasingly mature domain. Military cyberspace has
existed for half a century. Even the largely commercial and private Internet that emerged
during the early 1990s is now more than 30 years old. It is hard to argue that the U.S. military
has not had time to create effective institutions on the grounds that cyberspace is still emerging
or too new. Despite their differences, all the authors in this special issue agree that the current
status quo for cyber forces can be improved in meaningful ways.

Several authors highlight notable progress in recent years. Dr. Michael Warner points
to a positive trajectory in Evolution of U.S. Cyber Command since 2018. For instance, while
USCYBERCOM draws heavily on infrastructure and expertise at the National Security Agency;,
the dual-hatted leadership of these organizations facilitates unity of effort between intelligence
and warfighting. New authorities and greater autonomy have also made the Command more
capable, as evidenced by its performance during crises such as Russia’s invasion of Ukraine
in 2022. Challenges remain, but organizational progress is real.

One relatively straightforward reform would be to grow the size of available forces. In their
article, "Go Big": Cyber Force Large, Maj. Brad Kramer, Jason Vogt, and Dan Grobarcik argue
that USCYBERCOM is too small for the threat environment. A larger pool of military cyber
personnel could mitigate challenges with workforce management and force employment,
regardless of whether such growth is accompanied by more radical reorganization.

In Military Function, Form, and History’s Lessons for Cyber Forces, Dr. Michael Warner
and Dr. Emily Goldman underscore the risks of radical reorganization to create a new ser-
vice or department. They argue that form should follow function, noting that combatant
commands do not perform the same function as the armed services. Drawing on historical
examples—including the U.S. Air Force and U.S. Special Operations Command—Warner and
Goldman question whether sweeping changes to force design would actually address the
core purpose of USCYBERCOM.

Wargames, auxiliaries, and exercises offer additional avenues for incremental improvement.
In Gaming Campaigning in Cyberspace, Jason Vogt demonstrates the utility of operational-level
cyber wargames for better decision-making about force structure and resource allocation.
Moreover, in his professional commentary, Support and Leverage Auxiliaries for Stronger Cyber
Defense, Lt. Col. Giancarlo Moats highlights how useful National Guard, Reserve, and other
auxiliary units could be, particularly when integrated into exercises that involve foreign and
domestic partners.
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There is also room for improvement through engagement with the industry. In their
commentary, U.S. Cyber Command Evolution and the Increasing Role of the Private Sector, Dr.
Greg Rattray and Michelle Lee emphasize how much cyber defenses at home and abroad are
dominated by commercial industry rather than the military. As a result, USCYBERCOM could
address several shortcomings by fostering deeper collaboration with the private sector.

Radical Change Required?

Other contributors find that a patchwork fix is insufficient. From the U.S. Public Health Service
to the private sector; Maj. Nick Starck and Col. Todd Arnold open the aperture on different
options in their article, Evaluating Alternative Models for Organizing U.S. Cyber Forces. As for
the military itself, Emily Otto argues that the existing services are structurally misaligned
with cyberspace in Built for Land, Not Cyber. Doctrine is also misconceived, according to Maj.
Skyler Onken and Dr. Margaret Webber in Reclaiming the Cyber Domain: Revising U.S. Doctrine
to Treat Cyberspace as Battlespace and Not a Function. Not only are cyberspace operations
conflated with electronic warfare and information operations, but they are also incorrectly
assumed to merely support kinetic force. One potential solution is to create a separate cyber
service or military department, similar to the creation of Space Force in 2019 or the Air Force
in 1947. That said, creating a new organization will accomplish little if the ethos and ideas that
underlie it are still flawed, as argued by the authors of Why Culture Matters: Organizational
Culture and Force Generation for the Cyber Domain.

Arguments in favor of a separate service or department typically assume that the cyber
forces it generates will still be employed by USCYBERCOM. However, in Breaking the ‘Cyber’
Cage: Reinventing Cyber Command for Great Systems Conflict, Dr. Chris Demchak calls for
changing the Command to include artificial intelligence, robotic systems, and quantum
technologies. Alternatively, in Bring Cyber to the Tactical Edge: The Case for Decommissioning
USCYBERCOM, Dr. Sam Tangredi explains why preserving this Command could hurt rather
than help the services and geographic combatant commands during high-end warfare.

Reform or Replace: The Strategic Dilemma

The range of potential futures for cyber force generation and use is broad—far broader than
often assumed. Granted, given organizational inertia, the best predictor of where USCYBER-
COM will be tomorrow is where it’s at today (Allison and Zelikow 1999). Yet the future of war
and emerging technologies are uncertain and indeterminate. Choices remain. The choices
made now will shape whether USCYBERCOM matures or struggles for years to come.

To help navigate this decision space, our conclusion identifies the key points of debate
and enduring challenges raised in this special issue. We also note how analysts may agree
on the diagnosis but differ on the remedy. These tensions and tradeoffs point to productive
directions for further research.
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SENIOR LEADER PERSPECTIVE

Answer This Before Changing U.S. Cyber
Command or Adding a Cyber Service

Vice Adm. (Ret.) Timothy J. White

As debate intensifies over reorganizing U.S. Cyber Command (USCYBERCOM) or establishing
a separate military cyber service, this senior leader perspective argues that structural change
should not precede rigorous problem definition and analysis. Drawing on extensive experience
commanding joint cyber and intelligence organizations, the author contends that current discus-
sions risk focusing on organizational form rather than mission clarity, readiness baselines, and
resource alignment. The article examines unresolved questions about what constitutes “cyber”
within the Joint Force, how cyber capabilities are integrated across domains, and how readiness
should be measured in a force engaged in continuous competition. It highlights gaps in data
regarding manning, training pipelines, and force-generation overhead, cautioning against re-
organization without evidence-based assessment. The piece proposes a disciplined, data-driven
framework to evaluate mission requirements, readiness, and force design before pursuing ma-
jor institutional change. It concludes that meaningful improvement in U.S. cyber operational
effectiveness depends on answering fundamental questions first—rather than accepting years of
disruption from premature structural reform.

Keywords: U.S. Cyber Command, USCYBERCOM, cyber force readiness, military cyber organization, joint
force integration, cyber strategy and force design

Disclaimer: The views expressed in this work are those of the author(s) and do not reflect the official policy or position of
their employer(s), the U.S. Military Academy, the Department of War, the U.S. Government, or any subdivisions thereof.
2025. This is a work of the U.S. Government and is not subject to copyright protection in the United States. Foreign copyrights
may apply.
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Vice Adm. (Ret.) Timothy J. White is a national security practitioner with
over 30 years of experience as a strategist and cyber operations expert
leading joint military formations and combined intelligence community
organizations. Before retiring as a Vice Admiral, he commanded at all levels
within the Navy and Joint Service, most recently as the Commander, U.S. Fleet
Cyber Command/U.S. Tenth Fleet/U.S. Navy Space Command and previously
as the Commander, U.S. Cyber National Mission Force (CNMF) at USCYBER-
COM. He is the former Director of Intelligence for U.S. Indo-Pacific Command
(USINDOPACOM) and has served globally in various combat zones and con-
flict areas supporting competition dynamics. A 1989 commander-in-chief,
U.S. Pacific Fleet (CINCPACFLT) Shiphandler-of-the-Year, he misses his days
driving a battleship. He is currently a Professor of the Practice, Naval War-
fare Studies Institute, at the Naval Postgraduate School.

I've spent three-plus decades as a warfighter and cyber operations commander, leading
organizations from tactical teams to major service and joint commands. Before retiring as a
Vice Admiral, I commanded at all levels within the Navy and Joint Service—most recently as
Commander, U.S. Fleet Cyber Command/U.S. Tenth Fleet/U.S. Navy Space Command/Joint Force
Headquarters — Cyber (Navy), and previously as Commander, U.S. Cyber National Mission
Force (CNMF) at U.S. Cyber Command (USCYBERCOM). I served as Director of Intelligence for
U.S. Indo-Pacific Command (USINDOPACOM) and operated globally in various combat zones
and conflict areas, supporting competition dynamics. I say this not to wave my resume, but
because what follows comes from the deckplates up—from someone who’s had to make the
systems run on time, with what we had, while adversaries were actively working against us.

There is much argumentation about the military’s cyber readiness posture that is welcome
in principle. I would posit that effective organizations regularly question assumptions and
effectively ask questions. The current debate about reorganizing USCYBERCOM or establishing
a separate cyber service isn’t wrong-headed or narrow-minded. The concerns are legitimate.
But we’re (likely) putting the cart before the horse. I've commanded enough organizations
to know that reorganization without understanding your actual problem or having organi-
zational buy-in is a recipe for years of turmoil with nothing to show for it. Before we start
moving organizational boxes around or standing up a new military service, we need to
address some fundamental questions—questions that, frankly, should have been asked and
answered already. Namely, what are the agreed gaps across mission definition, readiness
baseline directly linked to combatant commander operational plans, and comprehensive
resource allocations informing the already-underway conversation?

WHAT DOES "CYBER" ACTUALLY MEAN?

We need agreement on what "cyber" means for U.S. military because the reality is, we don’t
have a comprehensive audit of cyber resources across the Department. In its four conventional
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operational domains — land, sea, air, and space — there is a clear linkage between resources!
and joint warfighting capacity and capability associated with the structured planning and
organized campaigning of operations in said domains. Infantry assault rifles and boots.
Ships and submarines. Planes. Satellites. All accounts for terrain. All have defined objectives,
basically summed as getting to, and off, the “x.” This is not so in cyberspace.

Cyberspace operations — are those offensive actions in and through networks? Network
defense and cybersecurity? Cyber-enabled effects integrated with kinetic operations? Infor-
mation operations? All of the above or an unspecified subset?

This isn’t academic. The definition drives everything — structure, training, authorities, re-
sources, and ultimately mission success. An organization optimized for persistent engagement
in adversary networks looks different from one solely focused on securing, protecting, and
defending the military’s infrastructure. Integrating cyber effects into joint operations requires
different command relationships than maintaining cyber as a separate stovepipe. Get the
mission definition wrong, and everything downstream suffers.

How much cyber capability is embedded in an airborne division, a carrier strike group
or submarine ballistic nuclear (SSBN), an expeditionary or global strike wing, and a global
positioning system (GPS) or sensor constellation? How dependent are our global logistics
networks on cyber-enabled systems? And the strategic question: can we directly link cyber
resource allocation to combatant commander campaign objectives and measurable outcomes?

Until we understand the full scope of cyber integration (dependency and vulnerability)
across the Joint Force, we’re making decisions in the dark (which is what the adversary wants
us to do). We are not ready for a serious conversation about organizational structure and the
force design and requirements needed to fully sustain the continuum of conflict across all
operational phases. There is no getting on or off the conventional “x” without cyberspace.

WHAT IS THE READINESS BASELINE?

USCYBERCOM executes offensive operations, defensive operations, and information opera-
tions across the board. The mission set includes defending military networks, supporting the
combatant commands, and contributing to national cyber defense. The Cyber Mission Force
(CMF) has approximately 6,200 authorized billets organized into about 140 teams across
sub-unified commands and service components.

The challenge? Commonly referenced in the public domain over the last several years
are a range of numbers that seem to normalize as follows: we’re manned at roughly 75
percent—about 4,650 personnel. Only about 30 percent of those assigned are fully trained
and certified across all required work roles. That’s roughly 1,395 people who are truly ready.

1. Generally understood to be dollars, people, training pipelines, and acquisition programs
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The gap between authorized strength and mission-capable personnel is significant when the
operational tempo remains so high and continuous.?

[s this gap a structural problem, a resourcing problem, a training problem? Is it the normal
friction of building a highly technical force in an emerging domain? How long do ‘we’ continue
to claim “emerging?” Before we can think about providing answers, we ought to ensure
context into what the nation needs and clarity about the expectation of mission outcomes
and resource commitment.

When I started my career as a surface warfare officer on USS Missouri (BB63), building
qualified watch officers, engineering plant technicians, and combat systems operators took
time and had washout rates. What was not clear to an ENS was clear to the service: this was
part of the conventional force design. In order to generate combat capacity in peacetime, the
Joint Force has long recognized and paid the overhead required in training billets, pipeline
(ranges and instructors), and time that delivers combat capability on demand. How does
USCYBERCOM'’s “fully-trained” rate compare to conventional forces? Take a Special Operations
unit. Take a submarine squadron. Take a B-2 wing. What'’s their percentage of bodies in seats
(fill) vs. qualified bodies in seats (fit) rate? What’s the average for the entire Joint Force?

Every community faces similarly unique manning and training challenges. Special opera-
tors have attrition rates that would shock people. Aviation and nuclear qualified career fields
also have recruit, train, and retain overhead. Cryptologic operations—which I moved into in
1992—had its own pipeline challenges with technical clearances and specialized training that
could take years. Is USCYBERCOM’s situation demonstrably worse than these communities,
or has the force not recognized nor paid for the overhead required to deliver USCYBERCOM
capability in the moment?

Granular data should drive assessment and decision. Break down personnel by skill
level—apprentice, journeyman, master—across all work roles and team types. Where are the
gaps concentrated? This level of detail drives targeted solutions (more quickly achievable)
instead of wholesale organizational upheaval (replete with uncertainty and latency).

WHAT SHOULD THE FORCE DESIGN STRUCTURE BE?

Although T am aware this is already being discussed, it is only after we have clarity on mission
definition, readiness baselines, and resource allocations that we can assess whether structural
change is warranted. Should it be warranted, advocates for a separate cyber service ought to
specify precisely what functions that service would fulfill that USCYBERCOM can’t accomplish
now. Do we need a separate service to achieve standardization, or can existing Title 10
authorities and joint processes get us there?

2. These numbers are estimates, dated, and worst-case. In all likelihood, present values are improved.
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A lesson we have observed and learned repeatedly is that success in cyberspace does
not come alone or in isolation. We must account for the deeply interconnected operational
and intelligence deconfliction requirement. Inter-service coordination mechanisms deserve
attention. Common standards across type commanders, resource sponsors, and systems
commands would improve integration regardless of organizational structure. Unique among
other Article IT federal departments and agencies, the military Department can actually impose
common, standard, and uniform force generation policies across the traditional services.

Is the sticking point force generation? Operational command relationships? Acquisition au-
thorities? Career management? Reorganization is expensive — time, resources, organizational
energy, operational focus — and disruptive. The joint nature of cyberspace operations com-
plicates this. Unlike traditional domains where services present forces to joint commanders,
cyber operations often require synchronized action across geographic boundaries, organiza-
tional seams, and multiple authority structures simultaneously. USCYBERCOM is fully engaged
in the present; there is no luxury of future demand.

WHAT SHOULD GUIDE THIS ANALYSIS

First, it must be data-driven. I’'ve sat through too many flag-level discussions where strong
opinions substituted for hard evidence. Show me the numbers. Show me the comparative
analysis. Show me where the specific failures are and the subsequent root-cause assessment
as if this were an aviation mishap investigation; not about blame, all about explanation.

Deliver on the following fundamental and baseline tasks:

o Affirm commitment to the current Five-pillar National Cybersecurity Strategy, and the
supporting strategy of persistent engagement, defend forward, and resilience.

e Establish expectations for sustained, continuous engagement across all operational
phases® with a recognized overwhelming majority level and weight of effort occurring
in Phase Zero. Generally, this means that while the overwhelming majority of the mili-
tary’s maneuver forces are “in garrison,” the cyber forces are continuously engaged in
maneuver operations and continuous campaigning.

e Codify and clarify a host of present and parallel topics related to the employment of
the military’s cyber forces and its traditional armed forces’ activities. For example, these
may include the mission of critical infrastructure defense in the homeland, constrained
or expanded rules of engagement, development and authorization of ‘cyber’ letters of
marque and reprisal in support of either hack back or hack ahead operations, etc.

e Ensure the Pentagon identifies all: (i) resources (billets and programs), (i) organizations
with specified cyber work roles and associated MF&T, (iii) affiliated, specified, or implied
training infrastructure and pipeline, and (iv) the assigned, apportioned, allocated, or

3. Generally understood to be the “war college” definition: Phase 0: Shape, Phase I: Deter, Phase II: Seize Initiative, Phase III:
Dominate, Phase IV: Stabilize, and Phase V: Enable Civil Authority
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aligned budget from within the annual approximate $1 trillion military budget. These
four elements — as a minimum — should map to the Guidance for Employment of the
Force (GEF), the Global Force Management Implementation Guidance (GFMIG), the Joint
Strategic Capabilities Plan (JSCP), and the Unified Command Plan (UCP). There may be
better or more current governing guidance; use that.

Second, any organizational change must demonstrably improve mission accomplishment.
Administrative efficiency is nice, but operational effectiveness is what matters and results
from a standard campaign analysis and assessment.

Third, account for implementation costs and transition risk. Standing up a new service is
a multi-year evolution that consumes enormous institutional energy. What missions aren’t
getting attention while we reorganize? What adversary opportunities are we creating by
being inwardly focused?

Fourth, solutions must be adaptable. The threat is accelerating. Technology is disrupting.
Our tactics and techniques are necessarily and dynamically evolving. Any organizational
structure we create needs to accommodate change rather than ossifying around current
conditions and service structures. While ossification shouldn’t result in organizational change
for organizational change’s sake, astute readers will recognize that my writing on this topic is
an implicit endorsement of the exercise at large.

BOTTOM LINE

I've commanded organizations in contact with adversaries who probe us continuously. I've
watched cyber operators perform brilliantly under pressure and deliver effects that matter. I've
also watched organizational turbulence degrade readiness and distract from mission. Among
the worst things we could do is initiate a major reorganization absent a clearly identified
problem, with no specified objective(s), based on incomplete analysis, just to create years of
disruption that detract from operational readiness and mission outcomes. USCYBERCOM’s
challenges are real. Resource constraints, manning shortfalls, and readiness gaps demand
attention and solutions. I'm not recommending against change—I'm arguing for disciplined
analysis to inform full speed ahead.

This is the data required to begin the analysis that delivers the evidence necessary to
improve operational capacity and capability. We have an opportunity to close gaps between
where our military forces are and where the nation needs them to be. Whether achieving the
mission requires a separate service and its own department, a separate service within an
existing department (and not necessarily the Department of the Army), or better resourcing
within current frameworks is an open question.

My recommendation remains: ask and answer the fundamental questions first.
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Cyber threats and capabilities are increasing in frequency and complexity at an unprece-
dented rate. To counter and prevail over current and future threats to our nation, the U.S.
military must continue to improve the design, development, and deployment of the most
capable cyber force in the shortest time possible. While some believe establishing a cyber ser-
vice is the answer, the threats to our nation are too great, the costs are too high, and the results
can be achieved more quickly by using the authorities U.S. Cyber Command (USCYBERCOM)
already possesses.

Influence operations, ransomware attacks, and intrusions into critical infrastructure rep-
resent recent examples of the increasing threat malicious cyber actors pose to our national
security. USCYBERCOM has responded to these threats by conducting operations continuously
and building closer partnerships across the public and private sectors. Recognizing the capac-
ity and capabilities that military cyber forces bring to continuous campaigning against our
adversaries, the Command was granted new authorities. These include the power to estab-
lish training and certification standards for all of the military’s cyber operations forces and
broader acquisition and budgeting powers allowing USCYBERCOM to manage and execute
its own budget and run acquisition programs tailored to developing cyber capabilities in a
rapidly changing environment. Despite these successes and improvements, concerns remain
about the Command’s ability to field enough ready forces to meet the nation’s requirements.
Simply put, in the past, some of the military services have not kept pace with providing
USCYBERCOM with the trained personnel required for sustained mission success.

One option to address this shortfall is the creation of a new cyber service, force, or de-
partment to organize, man, train, and equip forces for USCYBERCOM. This approach fits
comfortably within the Pentagon’s traditional processes and, over time, may improve staffing
levels by creating an organization focused solely on recruitment, career development, and
retention of cyber personnel. Cyber service cadre would also become the cyber experts inside
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the Pentagon, advocating for the military’s cyber needs. But the proposal to create a new
cyber service or cyber force—while well-intentioned—is not the most effective, efficient, or
lowest-risk approach. To be blunt, this solution lacks imagination. Falling back on traditional
Department of War structures without fully understanding the unique nature of the domain,
the distinctive aspects of cyber warfighting, the latest changes in authorities, and the orga-
nizational constructs within the military leads us to improper conclusions and misguided
solutions. Ultimately, meeting the demands of modern cyber conflict will require collaboration
with private-sector talent; however, that collaboration will only succeed if the Department
organizes its corps of cyber warriors properly.

First and foremost, we must recognize that the cyber environment is unlike any warfight-
ing domain the U.S. military has ever seen. Cyberspace has become ubiquitous, and cyber
operations are fundamental to the success of all military operations. Cyber superiority is not
a "nice to have" feature or simply a way to enhance air, land, sea, and space operations—it is
required for success in any of those domains, especially against sophisticated adversaries like
China. We must stop thinking about cyber as something distinct and separable from the other
warfighting domains and instead understand that it is inherently and inextricably linked
to success across all of them. This requires a Department-wide cyber culture—not a new,
individual service one.

Additionally, USCYBERCOM requires cyber warriors from each of the services who under-
stand the unique aspects of their respective domains and can provide offensive and defensive
capabilities to support those specific warfighting requirements. At the same time, we need
cyber warriors filling joint cyber positions who can execute the missions assigned to this
functional command by the President and the Secretary and in support of other combatant
commands. These efforts must all occur under the broad oversight of the USCYBERCOM
Commander, who is responsible for defending the Department’s information networks and
synchronizing full-spectrum cyber operations. Where would a new cyber service fit in this
model?

Proponents of a new cyber service claim it could serve an administrative function—improving
organizing, training, and equipping of the cyber forces that would be employed across the
Department. But in doing so, it would supersede the new responsibilities that USCYBERCOM
has just begun to implement. With the passage of the defense appropriation for FY2024, the
Command gained broader acquisition and budgeting authorities. These new powers allow
USCYBERCOM to fully manage and execute its budget, develop cyber-specific tools/weapons,
and quickly procure necessary technologies. Congress and the Department granted these
authorities to provide the Command greater agility and responsiveness in the rapidly evolving
cyber domain.

Moreover, we cannot just consider budgeting and acquisition issues—we must also look
at organization and personnel. Within the military, "organizing" refers to arranging units
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into formations with defined command structures and tasks. The services organize their
“retained” cyber forces to meet their needs, but the forces presented to USCYBERCOM are or-
ganized into mission teams or task forces by the combatant commander, based on operational
requirements. Furthermore, unlike the other domains and their respective personnel, these
teams and task forces do not return to their services for reconstitution or training. Because
cyberspace is a domain of persistent conflict, USCYBERCOM already manages traditional ser-
vice functions. Once forces are assigned to the Command, the commander trains, commands,
and reconstitutes them. In this operational model, a cyber service would have no retained
forces—hence, no meaningful organizing duties.

While it is true that manning levels at USCYBERCOM have historically failed to meet mission
requirements, no one has accepted that status quo. Thanks to focused leadership from the
Command and its service partners, manning levels have reached new highs: Army 84%, Navy
85%, Marine Corps 91%, and Air Force 85% as of July 2025. These improvements did not
happen by accident. Working with the services, USCYBERCOM has driven significant changes
in recruitment, career development, and retention. This includes increased enlistment and
re-enlistment bonuses, the establishment of warrant officer positions, and reforms in career
progression and assignments. The result has been significant improvements in staffing levels
over the last several years.

However, even with all that success, challenges have continued in training. Fortunately, as of
July 24, 2025, USCYBERCOM has finally been granted full training authority over an expanded
definition of the military’s cyber operations forces (COF). This expanded authority, granted by
the Secretary, includes but is not limited to all USCYBERCOM assigned forces, service-retained
cyber forces, Department business and assessment elements, cyber operations intelligence
units, joint cyber centers, and other combatant command assigned cyber operations forces.
With this expanded authority, the Commander of USCYBERCOM can finally execute joint
cyber training responsibilities as originally intended and granted by the President. This
means that the Command will dictate the baseline training and certification standards for
all military cyber operational forces, bringing about the foundational standardization and
interoperability necessary in this ubiquitous domain.

Historically, the biggest bottleneck in training was at the “2000 level”—the intermediate
level training received after initial service instruction. Fortunately, that problem has largely
been solved. Today, the primary training challenge lies in completing joint qualification
requirements (JQRs), which include hands-on evaluations and job-specific training tasks.
Previously, JQRs had to be completed during real-world missions, leading to delays and
backlogs. However, the maturation of the Persistent Cyber Training Environment (PCTE) now
allows much of this training to occur continuously, dramatically accelerating achievement of
training readiness requirements.
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When looked at holistically, the improvements in manning, training, and acquisition ca-
pabilities give USCYBERCOM unprecedented ability to organize, train, and equip the force.
These gains are measurable and supported by data. But the question remains, “Could a new
cyber service do this better?” Maybe—but we must ask: at what cost, and compared to what
alternatives?

Establishing a new cyber service will take years, with no guarantee of success. It would
require significant bureaucratic overhead, divert expert personnel from current operations,
and consume valuable time and funding—resources we cannot afford to divert. It would also
disrupt USCYBERCOM’s execution of its new authorities. Further, deciding which responsi-
bilities stay with the Command and which transfer to a new service would invite internal
competition and confusion, just as USCYBERCOM is gaining momentum. There are also strate-
gic risks. Funding a new service means either cutting from existing warfighting efforts or
seeking substantial budget increases—an unlikely outcome, considering that the Pentagon is
already facing tight budgets and Department of Government Efficiency (DOGE) efforts to find
ways to save money. Standing up a new service now would create friction, slow operational
progress, and dilute focus at the worst possible time. Instead, we need our entire security
establishment focused on preparing for strategic conflict with powerful and sophisticated
adversaries, not on resolving administrative disputes and building a new bureaucracy.

In summary, a new cyber service risks doing more harm than good. It could exacerbate
personnel issues by pulling talent from the field to staff a new headquarters. It could duplicate
functions already performed by USCYBERCOM and the services. It could confuse chains of
command, delay capability development, and reduce the Department’s ability to respond
quickly to fast-emerging threats. The development and operational employment of our cyber
forces must continue and must keep pace with the capabilities of our adversaries. The fastest,
least risky, and most cost-effective way to do this—without disrupting our nation’s current
cybersecurity posture—is to empower USCYBERCOM to fully execute the authorities it already
possesses. The stakes in cybersecurity are too high, and the timeline too urgent, to gamble on
structural experiments. A new cyber service is not the answer.
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During my time as the Principal Cyber Advisor (PCA) for the Department of the Navy, I came to
the conclusion that the Navy and Marine Corps were trying to fight a 21st-century cyber fight
with a 20th-century manpower model. Our most pressing cyber problem was structural; we
had built a force that could not scale at the rate the evolution of the cyber threat environment
demanded. The gap between expanding operational demand and the number of trained
operators serving in the military was widening, not narrowing.

Out of my experience came the ideas for a Cyber Mission Support Framework (CMSF), a
structure to orchestrate the scaling up of the U.S. military cyber force. The CMSF would enable
two practical paths to mobilizing the full national cyber workforce: “mission augmentation”
by bringing in external industry cyber personnel, and modern “cyber proxies” permitted
with guidance to conduct the equivalent of modern cyber privateering. The rationale is that
the U.S. already has the cyber talent it needs to meet its mission demands, it just does not
have all of that talent inside the military.

Mission augmentation is the more immediate and conservative option, using vetted, cleared,
highly experienced industry teams and capabilities to reinforce government cyber operations
at the points where existing forces are saturated or outpaced. Modern cyber proxies is the
more ambitious and yet historically grounded idea, enabling authorized private teams to
conduct narrowly defined cyber operations in support of national objectives with government
control or oversight. When I left the Navy, it was clear to me that without approaches like
these, we risked entering the next major conflict at an operational disadvantage, not because
our forces lacked skill, but because we lacked enough of them.

Mission augmentation and cyber proxies should be viewed today as necessary instruments
of national power. The underlying argument is simply that we must build the mechanisms
to reconnect the full spectrum talent we already have in government and industry, or we
will continue to fight with only a fraction of the trained force available. This essay explains
why Sailors and Marines continue to leave cyber roles despite believing in the mission; how
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the private sector has inadvertently become a reservoir of trusted, trained cyber operators;
why organizations like the Military Cyber Professionals Association are indicators of national
potential rather than evidence of loss; and why commands in theaters like the Indo-Pacific can-
not rely solely on existing force generation models to withstand the opening cyber pressures
of a future conflict.

Working in the Department of the Navy, I learned quickly that every readiness discus-
sion circled back to the same uncomfortable truth: we simply did not have enough trained
operators to meet the missions we were already executing, let alone new ones that were
coming. The Navy and Marine Corps were committed to growing the force, and we spent
years attempting to modernize career paths that were designed for a different era. Creating
cyber designators, building a path that could retain technical talent, convincing promotion
boards that operational value did not always look like traditional sea-shore rotation - all of it
was necessary and all of it was progress. Yet none of it moved fast or far enough to close the
gap.

I watched Sailors and Marines who loved the mission come to a crossroads where the
institution simply failed to show them a professionally rewarding future. Their departure was
not always about the personnel system in a bureaucratic sense; it was often about identity,
purpose, and the overarching service’s inconsistent articulation of what these operators
were supposed to become. We were asking recruits to master an entirely new operational
discipline, but we struggled to show them why their work was important or where that
discipline fit inside the larger warfighting construct. But even with reforms, the broader
service still struggles to fully integrate cyber operators into its self-conception. This disconnect
matters. When cyber operators cannot see how their capabilities are valued or when the
path from operator to leader feels uncertain, they look elsewhere. The irony is that these
individuals still believe deeply in the mission. They do not drift from national service; they
drift from an organizational structure that has not always made room for them.

The problem is not a simple readiness shortfall; it is a structural blind spot. We train an
exceptional workforce, but we are only willing to use part of it. The rest, the majority of
it, is thriving in industry, often with access to better tools, broader experience, and greater
technical depth than when they wore the uniform. I spent years, working within the system,
to build a sustainable workforce for the Navy before fully appreciating that the broader
workforce already existed outside it. We simply had no mechanism to reconnect those people
to national missions when the need arose. If we could not grow enough cyber operators
inside the building, perhaps the answer was to recognize that the force available extended
beyond the building.

The United States has now reached a point where ignoring that reality has real strategic
consequences. We continue to train cyber operators as if time is on our side, as if adversaries
will wait patiently for us to produce the workforce required to match them. They will not.
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China recruits cyber talent at a scale we cannot replicate inside government pipelines. Russia
pulls from a criminal ecosystem that functions as an auxiliary force whenever it needs one.
Iran and North Korea mobilize technically literate citizens by compulsion when necessary.
The U.S., bound by higher standards and a slower personnel system, cannot simply “catch
up” by building more schoolhouses or creating more billets.

And yet, unlike our adversaries, we have something they do not, a large population of
trusted cyber operators working in the private sector. They did not stop being who they were
when they left. In many cases, they improved. They learned new technologies, worked on
problems unavailable inside government, matured technically and operationally, and became
part of an ecosystem that oftentimes moves faster than federal programs. Our mistake has
been treating those people as a loss rather than as available national depth accessible with
the proper structural innovations.

Organizations like the Military Cyber Professionals Association present a view of the real
opportunities to maximize the skills and abilities of the total military cyber population - in
and out of uniform. This association brings together former operators, instructors, analysts,
planners, reservists, and technical specialists who helped build the Cyber Mission Force (CMF)
and the service cyber components. These individuals remain deeply connected to the mission
and maintain operational mindsets long after leaving government service. They volunteer to
train others, swap tradecraft, and sustain the community’s culture. This is not a dispersed,
unreachable diaspora. It is a latent national cyber reserve—self-identified, self-motivated,
and structurally untouched by existing government mechanisms. The talent problem is not a
lack of talent. It is the absence of a bridge to that surrounding community.

It is important to acknowledge that these ideas are being explored at the same time as an
active debate over the creation of an independent cyber service. That discussion reflects a
shared recognition that existing structures are insufficient for the demands of the domain,
and it is both necessary and overdue. The concepts outlined here are not a substitute for
that effort, but a parallel path, one that addresses immediate operational scale and readiness
challenges regardless of how the long-term service-level question is ultimately resolved.

CYBER MISSION SUPPORT FRAMEWORK (CMSF): THE MISSING LAYER OF U.S.
CYBER FORCE STRUCTURE

A practical mechanism for harnessing this broader workforce is the Cyber Mission Support
Framework (CMSF). CMSF is the structured model that defines how the government can
lawfully, predictably, and rapidly integrate civilian cyber expertise into federal missions. It is
not contracting as usual, and it is not ad hoc surge support. CMSF provides a force generation
model that integrates uniformed forces, government civilians, and the tens of thousands of
highly trained cyber professionals working in the private sector. It recognizes that national
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cyber power is distributed, not centralized, and that the U.S. must build a repeatable way to
mobilize that power when required. CMSF, properly implemented, becomes the missing layer
of U.S. cyber force structure, the mechanism that transforms a talented but untapped civilian
workforce into a coherent national asset.

Operationally, CMSF establishes a standing pool of pre-cleared, continuously vetted cyber
professionals whose skills align with government mission sets, defensive operations, threat
hunting, operational technology security, exploit development, or target analysis. These
individuals remain in the private sector but maintain readiness standards appropriate to
their role, similar in spirit to the reserve components supporting other warfighting domains.
They can be activated rapidly because they never lose their operational currency.

Legally, CMSF provides the defined authorities, oversight structures, and reporting mecha-
nisms needed to integrate civilian teams into military or federal cyber operations. It clarifies
their status under U.S. law and international norms, specifying when they are acting in
support of national defense, what boundaries govern their actions, and how liability and ac-
countability are enforced. CMSF ensures the government does not improvise legal authorities
under crisis; it builds them in advance, in peacetime, with transparency and discipline.

Strategically, CMSF provides the scalability that traditional training pipelines cannot achieve.
Because the framework is built around an expandable pool of civilian talent, the government
can grow capacity without expanding billets or building new organizations. CMSF creates a
ladder of responsibility: at the lowest tier, embedded support to existing government teams;
at a middle tier; outcome-based mission execution; and at the highest tier, fully authorized
auxiliary "proxy" operations, a step short of modern cyber privateering. It is the bridge that
makes privateering viable, legal, and governable.

If the U.S. is going to present mission augmentation, or ultimately auxiliary/proxy constructs,
as credible instruments of national power, the organizations involved must demonstrate
more than technical skill. They must prove they can function as operational entities. They
must be able to plan coherent cyber operations that align effects with the commander’s intent,
understand intelligence gain/loss, and frame risk in ways senior leaders can act on. They
must be able to coordinate, synchronize, and deconflict with government forces, working
within established authorities, participating in joint targeting cycles, and ensuring that their
operations don’t collide with existing activity. They must show measurable performance,
mission impact expressed through clear measures of effectiveness, measures of performance,
response timelines, recovery outcomes, access persistence, cost avoidance, or any other metric
that demonstrates operational value. And they must show how this scales. Demonstrating
how a cadre becomes a reserve, how a reserve becomes a network, and how that network
maintains readiness will determine whether augmentation becomes policy or remains a
thought experiment. A single successful team is interesting; a repeatable, expandable model
is transformative.
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To make augmentation viable, the Pentagon must embrace a proactive, continuous vet-
ting model. The key to immediate integration is continuous program access and trust. This
continuity requires creating a new personnel status, perhaps akin to a cyber equivalent of
the Individual Mobilization Augmentee (IMA) program for cleared industry personnel. The
government must be willing to sponsor and sustain existing security clearances for these
teams. In turn, they must fully participate in mandatory, no-notice operational readiness
drills and maintain strict compliance with defined security protocols.

This model shifts the burden from relying solely on government-owned billets to leveraging
industry-held capacity. The government must establish secure mechanisms, such as designated
and pre-approved sensitive compartmented information facilities (SCIFs) within partner
industry locations or dedicated deployable tactical SCIFs, allowing these vetted teams to
integrate classified operations without sacrificing security integrity. Augmentation isn’t just
contracting for staff; it is establishing a trusted, standing reserve of capability that can be
activated on an accelerated timeline.

As the CMSF matures, it can extend naturally into a more ambitious construct rooted in
American history: modern cyber privateering as proxy forces. As a practical mechanism, it
means delegating tightly bound mission authority to private entities staffed largely by former
government operators. The U.S. Constitution explicitly empowers Congress to issue letters of
marque. The Geneva Conventions and the Tallinn Manual outline conditions under which
civilians may lawfully participate in conflict under state authorization. The U.S. has relied
on auxiliaries many times: privateers, civilian pilots in World War II, and state-approved
maritime security. Only the domain has changed.

Cyber proxies in the form of privateers or active auxiliaries would allow certain opera-
tions, against sanctioned-state infrastructure, cybercrime networks, or other pre-authorized
adversary systems, to be executed by independent but regulated teams operating under
government oversight. Unlike traditional contracting, these teams could shoulder part of
the readiness burden themselves, offsetting cost through seized assets or repurposed infras-
tructure. A cryptocurrency wallet used to finance hostile operations could be seized and
split under statutory direction. A botnet attacking U.S. ports could be dismantled, with its
infrastructure repurposed for training. The financial model encourages readiness without
requiring constant government funding while preserving accountability and lawful control.

For this concept to move from theory to national instrument, the legal and policy framework
must be robust and transparent. This will require new legislation or a highly defined Executive
Order to accomplish three key objectives.

First, authority and scope must be defined with clear policies. The government must
specify the precise nature of permissible actions, disruption, collection, asset seizure, and
the adversary or geographical boundaries in which they may be applied. A review body,
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perhaps a cyber marque commission, must be empowered to issue, evaluate, and revoke
these authorities.

Second, strict rules of engagement must govern operations. Privateering teams cannot
operate as free agents. Their actions must be bound by auditable reporting mechanisms and
real-time government oversight to ensure they remain aligned with national strategy and do
not unintentionally escalate conflict.

Third, liability and accountability must be unambiguous. Operators acting within autho-
rized bounds must receive appropriate legal protection, while actions beyond those limits
must result in immediate revocation and legal consequences. This balance of protection and
accountability ensures discipline, predictability, and professionalism.

Critics warn about escalation or unpredictability, but those concerns misunderstand the
framework. These teams would not be freelancers or vigilantes. They would be authorized,
monitored, held to defined boundaries, required to report, and aligned to national strategy.
Their freedom of maneuver would not come from ambiguity but from carefully constructed
authority—just enough autonomy to act at the speed the domain demands, but not enough to
jeopardize stability or national objectives.

The reality is simple: the U.S. will never have enough cyber operators inside government
to meet every mission demand. That is not a critique; it is a condition of the domain. But
the U.S. already has enough cyber operators when it considers the full national workforce.
The talent does not need to be recreated. It needs to be reconnected. What I saw at the
Department of the Navy convinced me that the military can no longer rely solely on internal
force-generation models. The people we need are already out there—trained by us, trusted
by us, still committed to the mission. Industry is not a separate ecosystem. It is the second
half of our cyber workforce. Recognizing that fact, and building the mechanisms to act on it
may be the determining factor in whether the United States enters the next conflict prepared
or outmatched.
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INTRODUCTION

U.S. Cyber Command (USCYBERCOM) came of age in May 2018, with its elevation to be the
Joint Force’s tenth unified Combatant Command. Much has changed since then, but much
has remained constant as well.

USCYBERCOM’s development unfolded according to the prompting of operational experi-
ence. Lessons learned by operators on keyboards (and the leaders standing behind them) not
only shaped the command’s development, but also the progress of cyberspace policy, strategy,
and doctrine for the Department, the nation, and its allies.

The Command thus represents an ongoing experiment in not only force employment but
also in force generation and force design. As with cyberspace itself, USCYBERCOM’s evolution
is not yet complete —even if no major conflict in cyberspace intervenes over the next few years
to drive more rapid and sweeping changes. As the nation considers the organization of cyber
forces, USCYBERCOM’s successful functions would have to be employed—or re-created—in
whatever organizational construct performs military functions in cyberspace for the United
States.

The history to follow seeks to inform any such reconsideration of how the U.S. military
organizes its cyberspace capabilities. Current debates over such topics sometimes proceed
without reference to the basic facts and chronology. This is not a “case study” to verify some
academic theory of military innovation, or an advocacy brief for some other organization
altogether; its methodology follows the art and science of history to establish what has been
occurring since 2018 and interpret, where possible, why it did so. Readers are free to cite its
findings as they like — but they should be able to agree on the factual outline it presents.

ORIGINS AND CONSTANTS

USCYBERCOM came into existence as a sub-unified command of U.S. Strategic Command
(USSTRATCOM) in 2010. Then as now, USSTRATCOM housed the Joint Force’s global strike
“functions,” and cyber capabilities had been within its remit since 2002. The newly created
command for cyber functions assembled pre-existing USSTRATCOM joint cyber elements (one
offensive, and one defensive) into a four-star component. The new command worked at Fort
Meade, Maryland, and so USSTRATCOM headquarters in Nebraska afforded it considerable
autonomy. While USCYBERCOM never received the full package of resources validated at
its inception, this cloud held a proverbial silver lining for the command. USCYBERCOM
leaders building the new component had to improvise and find creative ways to employ the
command’s modest forces and staff (Warner 2020)

The Command has always operated under several constants. These both enabled and
channeled its operational development, and hence its evolution, both before and after 2018.
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Foremost among those constants has been the “dual-hat” command arrangement with
the National Security Agency (NSA), whose director serves as USCYBERCOM’s commander.
The brand new USCYBERCOM in 2010 inherited this relationship between the nation’s mili-
tary cyberspace operational capacity and its primary signals intelligence and cybersecurity
provider—a relationship dating back to 2003 (Warner 2015). The dual-hat proved crucial to
the construction of the new command’s capability. For offensive mission support at least, the
Command remains dependent on NSA (which now receives real assistance from USCYBER-
COM as well), and the unity of effort synergized by the dual-hat arrangement has benefited
both organizations — and the nation itself.!

Two other, built-in policy and legal constants still affect the Command’s evolution. The U.S.
Constitution rightly erected walls to protect the civil liberties and privacy of U.S. persons.
Military operations, again rightly, must respect those boundaries, which in effect separate
military from law enforcement and administrative functions. This affects cyber operations
in foreign space—where it is quite possible to touch the data of U.S. persons or allies—and
even on military networks in domestic space. Adversaries in cyberspace, however, care not
for our constitutional order. Indeed, they exploit the temporary sanctuary they can gain from
American military and law enforcement measures by hopping back and forth across the
boundaries of U.S. legal jurisdiction.? Such behavior is rarely effective for long in physical
space, but in cyberspace a bad actor might require only seconds to accomplish his mission
and move on safe from U.S. responses. Even a day or two of operational freedom can allow
an adversary to harm national interests. USCYBERCOM, like the rest of the U.S. government,
has not solved this problem.

Civil liberties and privacy protections combine with programmatic considerations to com-
plicate the defense of the military’s own networks. The Command directs the operation and
defense of the Department’s systems, but not their construction or administration. Individual
armed services purchase much of the information technology (IT) of the entire organization,
and Pentagon officials program, plan, budget, and authorize the use of that equipment. That
means that the officer most accountable for defending the military’s systems—the Commander
of USCYBERCOM—sometimes has little say in decisions that embed new risks in those same
systems.

1. The Secretary of Defense and the Director of National Intelligence sponsored a joint study of the dual hat relationship in
2022. The Senior Steering Group’s findings are not public, but have been publicly summarized by various leaders. For instance,
Lt. Gen. John D. Caine (U.S. Air Force, retired) cited them in his written answers to confirmation questions from the Senate in
March 2025: “The 2022 Joint Study on the Dual-Hat” recommended the dual-hat arrangement not only be maintained but
strengthened. I continue to agree with the findings of that study. The dual-hat arrangement provides the ability to look across
both organizations and has empowered both USCYBERCOM and NSA to fulfill their missions better than each could do alone. It
promotes agility and enables intelligence to be operationalized rapidly. It also facilitates relationships with key foreign allies
and partners.” (U.S. Department of Defense 2025)

2. The Federal Bureau of Investigation (FBI) and U.S. Secret Service handle many of the law enforcement functions in domestic
cyberspace, while the Department of Homeland Security (DHS) protects critical infrastructure.
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Finally, expertise has always been short. Top cyber talent demands high premiums—which
even the U.S. government cannot afford at the scale it requires. This shortage affects the
military, the government, industry, and the nation as a whole. Every agency and industry
needs a bigger slice of the talent pie, and the pie is growing only slowly. In one regard, however,
USCYBERCOM has proved an exception to this rule. It has seen a remarkable continuity in
leadership, with many of its leaders having had prior experience overseeing cyberspace
missions, and a growing cadre of personnel with fluency in the relevant issues, capabilities,
and teams they direct.

EVOLUTION

Having noted what has not changed in USCYBERCOM’s institutional environment, we can
survey other aspects of the Command that look very different from 2018. In listing the changes,
it is important to note why these changes occurred. The causes of change varied, of course, but
many stemmed from larger changes in what planners like to call the “threat environment.”
Leaders in Washington, the Pentagon, and the Joint Force called for increased cyber defenses
against increasingly sophisticated hostile actors across a series of international crises. At the
same time, they also grew more comfortable employing cyber operations as planners and
operators demonstrated competence and delivered results.

To begin with, USCYBERCOM is bigger. In Fiscal Year 2018, it spent $600 million and
employed roughly 6,100 military and civilian personnel in its Cyber Mission Force (CMF) and
headquarters. Seven fiscal years later, the comparable numbers were almost $3 billion and
more than 6,300 people, with the higher budget due primarily to the Command’s increased
influence over military cyber spending.

The growth in resources paralleled a boost in the Command’s administrative authorities.
In 2024, USCYBERCOM began exercising “enhanced budget control” over the funds that the
services expended to sustain the respective formations that they presented to CMF (Hartman
2025). The Command is hiring staff and building offices to implement these functions. This
suite of new powers collectively gives USCYBERCOM a closer resemblance to U.S. Special
Operations Command (USSOCOM)—the combatant command that Congress built up into
a quasi-service with unique authorities for manning, training, and equipping the nation’s
special operations forces. USSOCOM was indeed the model for adding comparable (though
less extensive) program and budget clout to USCYBERCOM’s portfolio.

The Command has also fashioned a fuller organizational structure. In a sign of the confi-
dence that the Department has placed in USCYBERCOM, it now has two sub-unified commands—
the Cyber National Mission Force (CNMF) and the Department of Defense Cyberspace Defense
Command (DCDC)—which catalyze each other’s missions. It also owns a reporting component,

34 | THE CYBER DEFENSE REVIEW



M. Warner

Joint Task Force (JTF) Ares.> Command components also work with broader operational
authorities. These are not so much new as better understood and increasingly synergized;
offensive cyberspace missions have been governed by White House guidance issued in 2018,
and defensive orders issued by the Command are now standard practice (as opposed to the
novelties they once seemed to the Pentagon and the Joint Force (Norton 2020)). It is also
building the infrastructure essential to support operations in, through, and across cyberspace
(GAO 2020).

A pair of catalytic events drove the acceptance of USCYBERCOM as a preferred partner
for cyberspace operations. First came the effort to defend the 2018 mid-term elections from
foreign influence and interference. General Paul Nakasone (U.S. Army) had just arrived as
commander when he received this task, and he directed that the Command’s effort would
proceed in concert with NSA’s. This arrangement—personified in the NSA and USCYBERCOM
co-leads of the Russia Small Group (RSG) that General Nakasone established to defend the
elections—set a precedent followed ever since in cyberspace campaigns. USCYBERCOM would
act only when and where doing so did not imperil NSA’s foreign intelligence mission; and
NSA would facilitate the Command’s success. The two organizations quickly learned that
synchronized efforts produced operational synergy, especially in defending friendly networks.
RSG’s leaders also found that their combined insights were invaluable to inter-agency, allied,
and industry partners, who were pleased to take such cues and act under their own authorities
to frustrate pernicious cyber actors (Nakasone 2019b).

The defense of the 2018 mid-terms provided further benefits for the nation. It helped to calm
political acrimony over foreign influence in U.S. elections, which is one reason why members
of Congress publicly applauded RSG’s contributions (Nakashima 2019). Second, the election
defense success in 2018 validated the Command’s concept for impairing malicious cyber
actors and other online adversaries before they penetrated friendly networks or harmed their
targets (an approach General Nakasone referred to as “persistent engagement” or “defend
forward” (Nakasone 2019a)). This denial of sanctuary in cyberspace for foreign military and
intelligence actors helped convince other U.S. government agencies, as well as allies and
partners, that sustained operations and collaboration with the Command could boost their
own security and would not escalate to armed conflict.

The war in Ukraine marked another learning moment for USCYBERCOM. Russia’s mobiliza-
tion and threats in 2021 prompted concerted actions to harden military information systems
(especially in Europe), as well as concerns that a conflict could spread to the North Atlantic
Treaty Organization (NATO). The war that followed in 2022 taught the Command and its

3. CNMTF is the commander’s Joint Force element; it was created in 2014. DCDC was formerly Joint Force Headquarters-DoD
Information Network (JFHQ-DoDIN) until May 2025. In its new, Congressionally mandated form, DCDC “directs cyberspace
operations to achieve unified action in the security, operation, and defense of the DoDIN to assure DoD priorities and freedom
of maneuver across the competition continuum.” JTF-Ares dates to 2016, but has been repurposed from its original, counter-
terrorism mission.
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partners sobering lessons about the pervasiveness and impact of cyberspace operations—and
the importance of collaboration with allies and industry. Command personnel worked to
contain the conflict and present options to decision makers; they would re-double such efforts
when Israel was attacked by Hamas in October 2023 (Haugh 2024). The cyber “fronts” in
both conflicts can be compared with the intensifying drone war over Ukraine. Neither cyber
missions nor unmanned vehicles have determined the outcome of these struggles. But they
nonetheless demand leadership attention and significant resources — not to mention better
intelligence, higher bandwidth, secure systems, electronic agility, and faster innovation and
acquisition cycles.

Operational success in these events depended in part on readiness. USCYBERCOM has
largely solved this problem (at least the aspects of it more easily measured), which dogged
it for several years. CMF teams measure readiness according to criteria analogous to those
employed to appraise fighter squadrons and infantry battalions. While the metrics naturally
differ, the principle is the same: a commander needs to know whether the force elements
assigned to him or her are mission capable (Stanton and Tilton 2020). CMF teams long suffered
from the general dearth of talent required to perform DoD’s expanding cyber missions, but
the services and the Command collaborated over time to expand training opportunities,
boost recruitment, and enhance retention rates. As a result, CMF attained foundational (C2)
readiness in 2024, and should be able to sustain that level even while expanding the force by
the 14 new teams slated to be operating by FY 2028 (Hartman 2025).*

WHERE IS USCYBERCOM NOW?

The prospect of a regional conflict precipitating U.S. military intervention recently became
real in the Twelve-Day War between Israel and Iran. The Chairman of the Joint Chiefs of
Staff publicly commended USCYBERCOM’s support to the Joint Force in this affair (Brown,
Blakely, and Dawber 2025). A future such contingency, especially in the Pacific, could be
more costly and drawn out. This possibility underscores the imperative to balance competing
resource demands between planning for contingencies versus engaging current threats that
are exploiting U.S. and allied systems today, all while sustaining a reserve for unexpected
events—like the Twelve Day War. There is no easy solution to this conundrum for Command
leaders. A good answer, therefore, is less a matter of striking the “right” balance, but rather
teaching the right people to ask the right questions—and ensuring they hear clear answers—
when the next crisis breaks.

USCYBERCOM might enjoy a measure of patience as it navigates the above dilemma. It
has successfully defended the military’s topline networks from penetration—no mean feat,
given the skills of adversaries (witness comparatively recent intrusions in other sensitive

4. Note that even CMF teams that are not deemed fully ready can and have detailed capable mission elements to reinforce
cyber operations led by other teams.
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networks, such as the Russian exploitation of several U.S. government systems via SolarWinds
software (Nakasone 2021; Konkel 2025)). The Command also played a role in negating the
online presence and appeal of terror groups such as al-Qaeda and ISIS—which ran a slick,
multi-national media empire only a decade ago (Nakasone 2020).

The long counter-terror fight in cyberspace illustrated a key aspect of USCYBERCOM’s oper-
ations. The Command has a comparatively light footprint in absolute terms. As a presence in
cyberspace, it is dwarfed by other U.S. government entities that perform communications
and security functions—and they in turn consume only a fraction of the data and bandwidth
used by the corporate search, IT, and social media giants (some of which sponsor activities
that more than resemble USCYBERCOM’s). The Command’s missions must therefore hit the
right targets in the right way. USCYBERCOM often has more impact by showing government,
industry, and allied partners where they can affect matters in cyberspace. The Command
became a locus for other people’s counter-terrorism actions, and has continued this oper-
ational pattern, where appropriate, in other missions. While it can act, it often enables by
prompting others, thus building collaboration and amplifying effects that partners have more
authority to deliver. Adversary malicious activity is hampered either way—which is the point
of persistent engagement.

USCYBERCOM is also working to grow the capacity of foreign allies and partners. This
effort proceeds on three levels. As noted, the Command’s persistent engagement approach has
garnered attention on several continents and is informing the ways in which various allies
build and task their own cyber forces (Pegram and Tinker 2025). Second, USCYBERCOM hosts
a growing allied presence in its operational discussions and exercises, learning from partners
as they learn from the Command, and practicing the sort of collaboration that could be crucial
in a future contingency (U.S. Cyber Command Public Affairs 2024). Finally, USCYBERCOM’s
cooperative “hunt forward” missions alongside host-nation teams on their national networks
contribute to their security while enabling the Command to capture new malware samples
and observe adversary tradecraft in the wild (Nakasone and Sulmeyer 2020). All three of
these examples of cooperation encourage and prompt a growing range of partners to work
more effectively to suppress common adversaries.

WHERE IS USCYBERCOM GOING?

USCYBERCOM is more capable than in 2018. It performs more missions faster, sustains its pace
longer, and more often makes opponents respond to its initiatives (rather than only responding
to theirs). Today it does everything it could do in 2018, and many things it couldn’t do then.
These changes occurred as a result of several factors, including leadership continuity, tactical
innovation, and operational flexibility. That innovation and flexibility should be viewed not
only as causes but as outcomes of the Command’s increased organizational maturity. They
also, however, bespeak larger constraints—or competitions for resources and focus—that may
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one day limit the Command’s potential capacity (Pomerleau 2025). The fact that the Command
has continually had to improvise suggests that cyberspace operations have long been seen as
exotic and risky—not to mention have consistently been under-resourced (by the calculations
of the Department’s own programming officials).

USCYBERCOM'’s future remains hazy. If the Command is radically altered or even retired, its
functions will almost certainly have to be continued in different arrangements. Indeed, there
is no likely future in which the U.S. does not require military elements to sustain operations
in defense of Joint Force systems and U.S. interests in cyberspace.

IfUSCYBERCOM has a long future, it will continue to evolve with the dynamics of cyberspace
and changing threat pictures. Institutions can live longer if they adapt to their changing
environments and continue to demonstrate their value. USCYBERCOM’s effective capabilities
and successful functions will have to be employed—or re-created—in whatever organizational
construct performs military functions in cyberspace for the United States.
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cyberspace.
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INTRODUCTION

The U.S. is plagued by cyberthreats. In late 2024, cyber actors associated with the People’s
Republic of China (PRC), called Salt Typhoon, compromised major portions of U.S. telecom-
munications infrastructure, only one in a longstanding series of staggering compromises.
That same year, another PRC group called Volt Typhoon was discovered on critical power and
water systems in the U.S., possibly preparing to target these systems in the event of a contflict
(Congressional Research Service 2025).

China is far from the only threat. In 2020, the U.S. government declared that Russian
government hackers had compromised as many as many as 18,000 customers of Microsoft
products, including multiple U.S. government agencies, critical infrastructure entities, and
private sector organizations, in what is known as the Solar Winds compromise (Vijayan 2020).
In 2021, a Russian criminal ransomware gang held hostage the IT networks of the largest fuel
pipeline operator in the U.S,, causing the company to halt its operations, driving panic and
fuel shortages across the eastern states (CISA 2023). Vendors such as CrowdStrike and public
security organizations like the European Union Agency for Cybersecurity consistently publish
annual threat reports showing that cyber threats continue to grow in both sophistication and
scale over time (CrowdStrike 2024). Despite a clear and present danger, the United States has
struggled to keep pace. Nearly half of all ransomware attacks in the world were conducted
against U.S. targets, as its lucrative private sector attracts significant attention from criminal
actors. Meanwhile, its public networks face persistent attacks on critical infrastructure from
state-sponsored or hacktivist groups displeased with U.S. foreign policy (CrowdStrike 2024).

All the while, USCYBERCOM has been hampered by readiness issues, driven in part by a
shortage of qualified personnel (Cobb 2025). Some advocates for reform have called for the
creation of an independent cyber service based around USCYBERCOM’s current organizational
structure (Lonergan and Montgomery 2024). Others advocate for a more incrementalist
approach, increasing USCYBERCOM’s authorities to make it more like U.S. Special Operations
Command (USSOCOM), giving it greater control over its budget and the personnel assigned to
its missions (Haugh 2024).

While each has merit, the problem with both of these options is that they do not fundamen-
tally alter the United States’ posture to defend against cyber threats or counter adversaries
abroad. For example, in April 2024, General Timothy Haugh, Commander of USCYBERCOM,
acknowledged that sustaining large-scale cyberspace operations against capable adversaries
“was a requirement not fully projected” when the command was established (Haugh 2024).
This shortfall reflects an enduring mismatch between operational demand and force capacity.

Congressional testimony and multiple oversight reports identify similar concerns. The
Senate Armed Services Subcommittee on Cybersecurity reported that current personnel
levels have forced USCYBERCOM to “prioritize near-term missions over force readiness and
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development,” resulting in operational strain and deferred training cycles (Inhofe 2022).
Likewise, the Government Accountability Office found that persistent shortfalls in qualified
operators have limited USCYBERCOM’s ability to meet validated mission requirements across
defensive and offensive cyber operations (GAO 2019).

These findings indicate that existing forces are already stretched to meet day-to-day opera-
tional demands. They would likely be overextended in any sustained or large-scale conflict.
While improving the efficiency and readiness of existing units is essential, such measures
alone are insufficient to close the structural gap between mission demand and available
manpower. Expanding force capacity is therefore not merely additive—it is necessary to
ensure that USCYBERCOM can maintain persistent operations without compromising training,
retention, or readiness. Expansion will, of course, require the military to grow the number of
active-duty cyber personnel. We recommend this because the threats from malicious cyber
actors far outstrip the capacity of the current force. Additionally, empirical studies show that
defense workforce expansion can improve readiness only when accompanied by deliber-
ate changes in leadership practices, workload distribution, and institutional incentives. A
larger cyber workforce would also allow the military to better align personnel development
with mission-critical skill sets and long-term service goals. It also creates redundancy in key
roles, enhancing mission continuity and providing opportunities to pair junior apprentices
with more experienced mentors, accelerating skill development and institutional knowledge
transfer. An expansion could occur under USCYBERCOM’s existing force generation model,
or through the creation of an independent cyber service. Either way, greater scale stands to
provide greater strength.

A SMALL FORCE WITH LARGE PROBLEMS

The military’s traditional cyber force generation model relies on teams of highly trained
cyber operators that operate closely with intelligence services to conduct cyber operations.
Modeled after the National Security Agency at Ft. Meade, USCYBERCOM has shown itself to
be adept at conducting sensitive operations aimed at disrupting terrorist groups, countering
disinformation campaigns and supporting law enforcement efforts against cyber criminals.
However, like most elite forces, these units face challenges when trying to operate at the larger
scale posed by the multitudes of adversaries and attacks.

USCYBERCOM is currently organized into 147 mission teams and associated headquarters,
numbering approximately 8,000 personnel. Collectively known as the Cyber Mission Force,
these units are responsible for three missions that define USCYBERCOM’s subordinate force
structure: defensive cyber operations, offensive cyber operations, and building, securing,
and operating the Department of War Information Network (DoWIN) (USCYBERCOM 2022).
Nearly half of these forces are aligned to cyber protection missions. They are managed by
the Joint Force Headquarters (JFHQ)-DoWIN, the organization responsible for securing the
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DoW’s sprawling IT infrastructure (DoD 2014). For their part, the four service-led JFHQs (Army,
Air Force, Navy, and Marine Corps) develop offensive capabilities and options in support of
other Combatant Commands. Lastly, the Cyber National Mission Force (CNMF) defends the
nation from malicious cyberspace actors who threaten the United States and its interests
(Congressional Research Service 2025).

Some estimates place the broader U.S. defense cyber workforce at over 225,000 personnel,
including military, civilians, and contractors. Further, the U.S. retains a distinct advantage in
its commercial cybersecurity workforce, which serves as a reservoir for talent and innovation.
"The strength of U.S. digital services lies largely in their culture of technical expertise and
innovation-led investment. The U.S. is home to 59 universities on the Times Higher Education
list of the global top 200. Its tech and entrepreneurship ecosystem has no equal" (International
Institute for Strategic Studies 2023). Current assessments place the active U.S. cybersecurity
workforce at approximately 1.3 million professionals. Despite this depth, a persistent talent
gap remains, with over 500,000 job openings across the public and private sectors (U.S. House
of Representatives, 2024).

Some would argue that protecting the nation from malicious actors is a “team sport”
(Nakasone 2021), requiring coordination across the broader cyber ecosystem rather than
exclusive dependence on military cyber forces alone. Private sector actors are the dominant
players in cyberspace because they develop and operate the bulk of the networks that make
up the internet. These organizations are often the best postured to patch and defend networks.
But they are unable to take actions that directly impact those attempting to hack them, a
process otherwise known as "hackback" and is specifically illegal according to the Computer
Fraud and Abuse Act of 1986.

The FBI, State Department, and Department of Homeland Security (DHS) also play important
roles in combating cyber threats. Hacking and foreign influence operations are illegal. This
allows the FBI and other law enforcement entities to conduct investigations, issue arrest war-
rants, and compel companies to delete malicious accounts when supported by a court order.
The State Department can sanction individuals, organizations, and governments engaged in
hacking. DHS’ Cybersecurity and Infrastructure Security Agency can help share information
with the private sector and organize the government’s response.

While these actions may be effective in some cases, they are slow-moving and often do little
to dissuade malicious behavior, particularly when a hacker is backed by a foreign government.
As a result, military cyber operations are often the only direct way to disrupt the malicious
activities of foreign actors. The military provides policymakers with unique tools that allow
for direct action against hostile actors without the risks associated with conventional military
operations. Expanding the size of the force available would give the President additional
options to be used against a wider set of threat actors, many of which cannot be effectively
disrupted by other means.
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ADVERSARY CYBER FORCES

On the other end of this equation sits the nation’s adversaries. In 2024, Microsoft observed
over 600 million cyberattacks per day. Cybersecurity experts are now tracking over 1,500
unique cyber threat groups, including over 600 nation-state groups, 200 influence groups, and
over 300 groups engaged in cybercrime. This activity is overwhelmingly focused on the U.S,,
along with key allies and partners, including Israel, Ukraine, and Taiwan (Microsoft 2024).
Even though USCYBERCOM'’s operators possess higher levels of technical sophistication than
the average hacker, it is simply implausible for the CNMF—which numbers approximately
1,500 personnel—to effectively counter malicious cyber groups that number in the tens of
thousands.

The Strategic Pacing Threat: China

China’s cyber power is defined by sheer scale and the seamless legal integration of civilian
talent into military operations. Following the dissolution of the Strategic Support Force in April
2024, the PRC consolidated cyber operations into the PLA Cyberspace Force. While official
personnel counts are classified, credible estimates place the direct military operator cadre
between 30,000 and 50,000 personnel (Center for Strategic and International Studies 2024).
This force is augmented by the Ministry of State Security and a tiered "cyber militia" system
that potentially numbers in the millions, though most are low-capability actors focused on
information operations rather than on technical network exploitation (International Institute
for Strategic Studies 2024).

The most significant long-term strategic threat posed by the PRC is its human capital pipeline.
China now produces approximately 3.57 million STEM graduates annually, nearly four times
the U.S. output of approximately 820,000 (Center for Security and Emerging Technology 2024).
Under the PRC’s National Intelligence Law, this civilian workforce is legally compelled to
support state intelligence objectives, effectively serving as a latent auxiliary force.

The Force Multipliers: Specialized State Threats

If China represents the hurricane of the threat landscape, Russia, North Korea, and Iran
function as destructive tornadoes: smaller in numerical footprint, but generating strategic
effects vastly disproportionate to their size. These nations do not rely on mass; instead, they
punch above their weight through elite sophistication, existential dedication, and specialized
asymmetry.

Russia trades scale for high-end tradecraft and aggression. Despite a smaller elite operator
count—estimated at 1,000 to 3,000 elite personnel in specialized units like Sandworm (Unit
74455)—Russian forces possess extensive combat experience and a willingness to conduct
disruptive infrastructure attacks that fall outside the norm . North Korea compensates for its
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isolation with sheer desperation, mobilizing a 6,800-person cyber warfare personnel (Ministry
of National Defense, Republic of Korea 2023) that functions less like a military unit and more
like a regime-survival mechanism, responsible for generating up to 50% of the nation’s
foreign currency (UN Security Council 2024). Iran exerts disproportionate influence through
fragmentation, leveraging specialized proxies (such as "MuddyWater") that are positioned to
provide stolen data and access to the Iranian government and other malicious cyber actors
(CISA 2022). The danger lies in the aggregate. While the U.S. might be able to manage these
distinct, high-impact threats in isolation, it must do so while simultaneously holding back the
overwhelming tide of Chinese scale.

The Industrialized Criminal Threat

Compounding these state threats further is the industrialization of the non-state cyber ecosys-
tem. The 2024 Europol IOCTA characterizes this landscape as a tiered, resilient economy of
Ransomware-as-a-Service (Raa$) affiliates and Initial Access Brokers (IABs). This service-based
model lowers the barrier to entry, creating a mass-volume threat that overwhelms traditional
defensive sizing models. The FBI's 2024 Internet Crime Report cites a record $16.6 billion in
losses, demonstrating that these actors now function as a strategic economic attrition force.
Consequently, proper force disposition requires not just point defense, but Hunt Forward
teams capable of projecting power into the extraterritorial safe havens where these syndicates
operate with impunity (Europol 2024).

The Coming Turbulence: Autonomous Al

The convergence of these threats signals the onset of massive turbulence approaching the
U.S. cyber defense apparatus. Chinese, Russian, Iranian, North Korean, and criminal groups
are actively incorporating autonomous Al agents into their campaigns. This technological
evolution increases the threat by allowing adversaries to execute complex operations at
machine speed and scale. This shift creates a tsunami-tempoed threat environment where
human operators alone will be overwhelmed by the velocity of attacks. To survive, the U.S.
requires a force structure that is not only larger but fundamentally restructured to manage
the hyper-accelerated violence of Al-driven warfare.

WORKFORCE AND TALENT MANAGEMENT CONSIDERATIONS FOR FORCE
EXPANSION

Right-sizing the force is clearly only part of the challenge. USCYBERCOM’s workforce has long
faced readiness issues that are exacerbated by its small force size. Recruiting challenges and
high personnel turn-over in cyber units have been a consistent challenge. Unlike conven-
tional military units, which can train individual skills and collective tasks in cycles, cyber
operations typically require 24/7 operational commitments that can easily stress a small
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workforce (Chappelle et al. 2013). This is particularly true given USCYBERCOM’s current oper-
ating concept, called persistent engagement. This concept was implemented in 2018, and it
requires near constant operations to disrupt adversary activities (Nakasone 2019). Despite the
marked increase in demands placed upon it, USCYBERCOM has only grown by 10%, adding
14 additional teams (about 600 people) between 2022 to 2024 (Di Pane 2024). The additional
demands of persistent operations, coupled with only modest workforce increase, has further
increased stress on the force (Lonergan and Montgomery 2024). Personnel increases require
a larger force than has been implemented to combat both the scale of adversary activity and
workforce readiness detractors.

Critics rightly note that adding personnel alone does not automatically change organiza-
tional behavior or mitigate dysfunctional labor practices. However, empirical studies show
that workforce expansion can improve readiness only when accompanied by deliberate
changes in leadership practices, workload distribution, and institutional incentives. For exam-
ple, RAND and GAO analyses of Air Force and intelligence community workforces have found
that capacity growth yields measurable performance gains when supported by reforms in
scheduling, supervisory ratios, and task specialization (GAO 2019; RAND 2019). Conversely,
when new personnel are absorbed into unchanged structures, the result is often diluted
productivity and sustained burnout.

To ensure that growth leads to sustainable readiness gains, Congress and the Pentagon
should require that USCYBERCOM integrate workforce expansion with management reforms.
These could include codifying maximum operational tempo thresholds, adopting rotational
assignment models similar to those used in aviation and special operations, and creating
“force health” reporting metrics that link readiness ratings to personnel workload indicators.
Evidence from other high-demand technical organizations—such as NASA’s mission control
teams and nuclear submarine crews—demonstrates that structured rest cycles and distributed
expertise significantly reduce stress-induced error and attrition (Chappelle et al. 2013). In this
way, workforce expansion becomes an enabler of cultural and procedural reform rather than
a substitute for it.

Alarger cyber formation also creates opportunities to correct readiness shortfalls by ad-
dressing one of the core issues within current cyber forces: the misalignment of talent to
task. Among the most significant benefits of a larger workforce is the ability to better match
personnel to appropriate roles. This helps reduce the frequency with which individuals are
overtasked or diverted from their core responsibilities. Cyber operators have cited excessive
administrative overhead and frequent assignments outside their primary specialties as major
detractors from readiness (RAND 2019). Expanding the workforce allows USCYBERCOM to
better match technical personnel to demanding technical roles, reserving less complex tasks
for less experienced or less capable individuals. This approach improves workforce utilization,
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ensuring operators are used to their potential while mitigating readiness erosion caused by
role misalignment.

Additionally, a larger workforce enables more effective talent distribution across the force
through tiering of teams and alignment of unit proficiency to mission complexity. Previously,
highly skilled personnel were frequently shifted between teams to cover readiness gaps, un-
dermining team continuity and cohesion (GAO 2019). Increasing the size of cyber formations
alleviates this by allowing USCYBERCOM to fill shortfalls from readiness pools (e.g. groups of
people who are training complete but not assigned to a team) instead of constantly drawing
from other operational teams. This stabilizes teams, reduces internal cannibalization of talent,
and promotes more predictable readiness cycles.

More people would allow each of the services to better align personnel development with
mission-critical skill sets and long-term service goals. Current incentive systems often target
broad MOS categories rather than key roles. This leads to uneven retention of talent where it
is most needed (GAO 2022; RAND 2019). Likewise, with more personnel, USCYBERCOM could
better spread-load demanding schedules across a larger workforce. Having less burdened
schedules creates time for continuous development, allowing for tiered development models,
pairing junior members with experienced mentors and managing upskilling across career
stages. Force structure increases also support workforce maturity management practices,
enabling long-range planning to cultivate and retain talent essential to sustained readiness.

The size of the force also directly impacts USCYBERCOM’s ability to manage its critical, low-
density specialists, such as specialized offensive operators or application developers. A larger
force ensures that no team relies on single “one deep” operators. It creates redundancy in key
roles, enhancing mission continuity and providing opportunities to pair junior apprentices
with more experienced mentors, accelerating skill development and institutional knowledge
transfer. Furthermore, a larger formation allows for the development of tiered team structures,
where mission complexity is matched to experience, skill, and seniority of a team versus
the current one-size-fits-all approach. This flexibility not only improves alignment between
workforce capability and mission demand, but also helps prevent burnout, reduce turnover,
and close persistent skill gaps (Demus et al. 2024). Ultimately, a more robust force provides
the depth and agility needed to meet the scale and sophistication of adversary operations,
especially in high-demand operations.

FORCE EXPANSION OPTIONS: A SOCOM-LIKE MODEL OR A SEPARATE CYBER
SERVICE

The DoW’s cyber force generation is modeled after USSOCOM’s approach and relies on the
services to provide cyber personnel and units to USCYBERCOM, which maintains operational
control of the cyber mission. Others have argued that this force generation model is insufficient
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and that an independent cyber service should be established. There are positives and negatives
to both approaches. Expanding the force under the existing force generation model is possible,
but it would be helpful to realign training under USCYBERCOM to help create a more unified
approach. Creating a new cyber service would help with overall career management but
would also create upheaval that may be undesirable.

The SOCOM Model

As within the special operations community, the services currently recruit and train cyber
personnel according to their own departmental requirements before assigning them to
USCYBERCOM. These types of highly skilled personnel and units are more difficult to build
than conventional forces. Nevertheless, USSOCOM currently has 70,000 personnel, which
suggests that growing the size of the cyber force under the existing model is achievable (U.S.
Special Operations Command 2022). It will require Congress to allocate additional funding
but also requires the DoW to harmonize its special pay, bonus and incentive programs across
the services to help bolster recruitment and retention of cyber personnel.

To support a larger cyber workforce, the military must increase training throughput by elim-
inating training fragmentation across services and adopting scalable training models. Current
entry-level pipelines vary widely across services, leading to inconsistent skill development
and inefficiencies. Soldiers and Marines complete up to 36 weeks (about 8 and a half months)
of sequential training at multiple locations (U.S. Army, 2025). Sailors and airmen undergo
shorter or single-site programs (Navy Recruiting Command 2025; Department of the Air Force
2023). Some of these programs prepare service members for expensive follow-on training
better than others, all of which contribute to uneven performance across the Joint Force. To
resolve this, and prepare the Command for growth, USCYBERCOM should be responsible
for setting and auditing the training standards of all services that provide its forces. This
would help make quality more consistent and help build a force based on USCYBERCOM’s
operational needs rather than service-specific determinations. A unified model would also
enable scalable force growth, progression beyond basic certification, and enable joint team
composition.

Expanding the size of the force under the existing model is possible and it could be done
with modest administrative growth based within existing organizations. However, there
are limitations to this approach. For instance, different levels of commitment from each of
the service could continue to stymie unification at scale. Requiring the services to increase
recruitment and retention of cyber personnel may also run up against other priorities. Even
the consolidation of training under USCYBERCOM could create challenges, as services may
be unwilling to relinquish control of training requirements, particularly if they come with
increased costs.
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A Separate Cyber Service

In contrast to the status quo USSOCOM-like model, another force generation model that can be
used to expand the number of cyber personnel is the creation of an independent cyber service.
Under this model, the forces currently supporting USCYBERCOM would be consolidated within
the new service, which would gain the Title 10 authorities to man, train, and equip these forces.
This approach has the potential advantage of streamlining recruitment and retention efforts.
Cyber training would also be consolidated under the new service, allowing it to manage the
throughput more efficiently. It would also create a cyber service chief who could advocate for
additional resources.

Creating a new service would allow for a unified career progression system to aid in
the development and retention of cyber personnel. Because promotion and advancement
criteria differ by service, even for identical cyber roles, high-performing operators often
find limited opportunities to grow in ways that align with their technical skills (Lonergan
and Montgomery 2024; RAND 2019). Research across the cybersecurity industry shows that
different standards in work progression for similar roles contribute to attrition, especially
among mid-career professionals who lack clear pathways for growth (SANS Institute 2024).
Establishing consistent, cyber-specific advancement frameworks would promote long-term
development and improve retention of highly skilled workers.

There are risks, of course. Creating a new service would create bureaucratic upheaval that
could hamper operations in the short term. Creating a cyber service will not eliminate the need
for personnel with cyber skills within the departments, creating even greater competition for
skilled personnel. It would also require the creation of new organizations that will take time
to fully staff and mature.

BIGGER IS BETTER

Expanding the size of the cyber force will give policymakers more options for combating
malicious cyber actors. It will also help improve the quality of USCYBERCOM’s operational
force. We recommend what we have called "Going Big" because the threats from malicious
cyber actors far outpace the capacity of the current force and are accelerating. Additionally,
empirical studies show that workforce expansion can improve readiness only when accom-
panied by deliberate changes in leadership practices managing cyber personnel careers,
workload distribution, and institutional incentives. A larger cyber workforce would also
allow the military to better align personnel development with mission-critical skill sets and
long-term service goals. It also creates redundancy in key roles, enhancing mission continuity
and providing opportunities to pair junior apprentices with more experienced mentors,
accelerating skill development and institutional knowledge transfer.
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It is possible to grow the force under the existing force generation model, although the
model could be improved by giving USCYBERCOM greater control in how forces are trained by
the services. Expansion could also be achieved through the creation of an independent cyber
service, which would also enhance cyber career management. However, increasing the size
of the force is probably a more immediate need than restructuring it. Congressional oversight
should emphasize commitments from USCYBERCOM leadership to pair new personnel with
management modernization, ensuring that increases in manpower are directly translated
into improved force sustainability, retention, and mission continuity.
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INTRODUCTION

Few force design issues have been so hotly debated in the United States in recent years as
the proper organization for military cyber operations. This controversy reflects not only the
novelty of cyberspace but also its various divergences from the “physical” operating domains
(Waterman 2025).

Fitting cyberspace and cyber operations into a traditional military framework has always
been a struggle. Cyberspace is an interconnected domain of constant contact where “maneu-
ver,” if it is to happen at all, requires continuous engagement to set and reset the operational
environment to one’s advantage. This imperative differs significantly from episodic mass or
pulsed operations characteristic of conventional warfighting on land, in the air, and at sea.
Like Schrodinger’s Cat, enemies in cyberspace are definitely there, or not there, all the time.
Therefore, operators and cybersecurity professionals must assume they are there — until one
is certain this or that enemy is not (perhaps after unplugging the potentially compromised
system). And then the question is finding out where they have gone (Sullivan 2025).

This article steps back from the debates about specific solutions and more deliberately
focuses on the purpose behind a military organization’s design. The essential and underlying
principle here is that “form should follow function.” Put another way, the design of something
should support its purpose. So, the first question should be, what is (are) the purpose(s) or
functions of military cyber forces?

Policymakers never have the luxury of starting ex nihilo— with the proverbial blank slate
as that question suggests. They must always consider what has already been built, and how
it can be reformed or salvaged, with its pieces repurposed, to produce something else that
achieves the desired objective. That constraint raises a second question about existing military
organizations under consideration for reform: what problem must be solved, or rather, what
have the existing forms failed to accomplish, and how do we know?

The current debates about cyber organization are therefore implicitly debates about the
purposes being met (or not met) by the form in place, and the functional problems that will be
solved by a solution being envisioned. Any promoters of reforms to U.S. military cyberspace
forces should answer these questions about their purpose and performance before any
proposed solutions are adopted. Good answers can narrow the range of helpful options and
specify key criteria for selecting among different courses of action.

Across factors such as historical context, structural constraints, technological progress, and
operational lessons learned, this essay combines contextual analysis, historical institutional
analysis, and the extensive, combined experience of the authors in observing multiple senior
commanders up to the present, to address these questions. Readers can then judge for them-
selves whether, and how well, advocates for significant organizational change have answered
the questions posed here.
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WHAT PURPOSE DRIVES ORGANIZATIONAL FORM?

U.S. Cyber Command (USCYBERCOM)’s history is discussed in more detail elsewhere in this
special issue (Warner 2025), but a quick historical note is essential here. The Department
of Defense (DoD) determined in the late 1990s that it could no longer fight without reliance
on global networks (to oversimplify only slightly, on the Internet). That meant that its own
networks and data had to be operationalized and run as a weapons platform, not managed
as utilities. From this insight emerged a host of organizational, institutional, and doctrinal
innovations, culminating in the creation of USCYBERCOM as a sub-unified command in 2010,
and its elevation to a functional unified command in 2018 (Warner 2020).

In a 2019 joint Force Quarterly essay, the then-Commander of USCYBERCOM, General Paul
Nakasone (U.S. Army), raised the question of purpose directly. He reiterated a question that
Samuel Huntington had posed to the U.S. Navy in 1954: “What function do you perform
which obligates society to assume responsibility for your maintenance?” General Nakasone
answered the question for USCYBERCOM by explaining that the Command’s strategic concept
was evolving from a “response force” to a “persistence force” (Nakasone 2019). In short, the
Command had been established to defend the military’s networks and prepare for war (in the
hope that proper preparation would deter conflict). By 2019, as General Nakasone explained,
the Joint Force and the nation required more. They required a cyberspace force that could
not only continue performing its original defensive and warfighting functions but also play a
critical role in strategic competition below the threshold of use-of-force.

General Nakasone’s answer to Huntington’s question makes sense today because it reflects
the structural imperatives of the cyber strategic environment (Fischerkeller, Goldman, and
Harknett 2022). By then, USCYBERCOM had already adapted its internal organization as it
learned from operational experience in dealing with the peacetime strategic competition.
Like many other formations, it had moved to task organizing and employing smaller, Service-
provided elements routinely as joint teams in ways never anticipated in 2012 when its Cyber
Mission Force (CMF) was first created and allocated across Cyber Mission Teams (CMTS),
Cyber Protection Teams (CPTs), and the like. Although introduced to address a gap in how the
Joint Force operates in and through cyberspace below the use-of-force threshold, that logic of
“Initiative persistence” that USCYBERCOM adopted seven years ago also underpins emerging
ideas about how to set favorable conditions in and through cyberspace by “contingency cam-
paigning” in anticipation of a crisis or armed conflict (Fischerkeller, Goldman, and Harknett
2025).

Nakasone’s 2019 article focused on the Command’s then-new strategic concept of persistent
engagement but paid less attention to what Samuel Huntington had identified as two addi-
tional factors that determine the success in deploying a strategic concept. These are critical
challenges: the resources, both human and material, required to implement the concept to
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support the purpose, and the organizational structure, which groups the resources allocated
by society in a manner that implements the strategic concept (Nakasone 2019). The problem
of how those resources and organizational structure factors flagged by Huntington (especially
the Command’s relationship with the Services) should be addressed today drives debates over
form and purpose inside and outside the Command, alongside policy-level discussions over
the dual-hatted leadership arrangement between the Command and the National Security
Agency (NSA), and, in the last couple years, over the pros and cons of a separate cyber service.

WHAT PROBLEM NEEDS SOLVING?

Several important changes have occurred since General Nakasone published his Joint Forces
Quarterly article in 2019. These raise the salience of those additional factors raised by Hunt-
ington.

First, the world has witnessed heightened campaigns of aggression and the development
of full-fledged cyber fronts in wars in Europe and the Middle East. These developments
are testing assumptions about the role of cyber capabilities and operations in militarized
crisis and armed contflict. Although the nature of war, the contours of the cyber strategic
environment, and the structural imperatives of operating in and through cyberspace have
not changed, many actors in cyberspace have grown bolder and more capable as they gained
operational experience and new permissions. We surmise that adversaries will continue
to seek advantage over the U.S. and its partners by exploiting cyberspace outside of armed
conflict-even as they posture and prepare for war. This means that any country that aims to
be a great cyber power must organize cyber forces for operations in competition, crisis, and
conflict. This imperative introduces a need for “concurrent campaigning,” namely, working
to preclude adversary gains through cyberspace outside of war while also setting conditions
to prevail in armed conflict.

Second, American cyber personnel (not just in USCYBERCOM) have amassed considerable
experience. They have built and sustained cyber forces, operating them below the threshold
of war and, at times, employing them to enable or complement conventional operations
during militarized crises and armed conflict. They have recruited, trained, and equipped the
existing capacities and capabilities that, in any fiscally realistic environment, must be part of
whatever solution anyone proposes for arranging U.S. military cyberspace operations forces.

Third, rapid advances in machine learning, artificial intelligence, and automation have
compounded the "tyranny of scale" problem for cyberspace operations. There are more actors,
operating faster and more capably, and posing more threats to the Joint Force and the nation’s
interests and allies.

The intensification and scale of threats, along with real-world (versus hypothetical) insights
from nonstop operations in cyberspace, add new urgency to our second question: What
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problems are reformers attempting to solve? And, by extension, what problems do their
suggested reforms risk creating, or worsening? The current Departmental cyber posture
has come under criticism for an array of reasons, some more substantiated than others (see
the other essays in this volume). Cyber forces (allegedly) do not meet readiness standards.
They have not attained force mastery. Recruitment and retention problems persisted. The U.S.
military as an enterprise is slow to acquire and field new capabilities. Acquisition processes
optimized for conventional force development do not adapt at cyber-relevant speed. These
are some of the problems that observers (and leaders) say they want to see solved (Defense
Science Board 2024).

These issues will not be solved in a vacuum. Historical context, structural constraints,
technological progress, and operational experience have all converged in different ways and
at different points in time across the global environment to offer an array of organizational
and operational solutions for various military problems. Below, we survey approaches from
American military history to shed light on whether past solutions are relevant to address not
just current shortcomings but future conditions too.

HISTORICAL EXAMPLES

The U.S. military has grappled with how to organize and fight for 250 years. We therefore see
a range of historically validated solutions that have been applied in the past.

Counterintuitively, the U.S. military has historically been rather agile in some respects
(Posen 1984; Rose 1994; Farrell and Terriff 2002). American policymakers, commanders,
and planners have recognized over the last couple centuries that no single organizational
construct uniformly meets all force generation, capability, and employment requirements.
Different constructs have emerged over time. Those that have survived work together to
defend the nation.

The Services regulate and perpetuate military instruments of power. They specialize in
recruiting, training, equipping, and developing doctrine and capabilities. Services came into
being during and after the Revolutionary War with the realization that victory in conflict
demanded sustained, peacetime efforts by professionals, not ad hoc assemblies of patriotic
amateurs (i.e.,, militias and privateers) when a crisis had already arisen. Thus, the U.S. Consti-
tution explicitly authorized an Army, and a Navy (with its Marines), and it effectively but not
exclusively aligned them to physical (land and maritime) domains.

The Constitution also permitted creation of a separate, cross-domain service for the collec-
tion of tariffs and suppression of smuggling. Secretary of the Treasury Alexander Hamilton
convinced the first Congress to enact a law providing him with officials to inspect cargos
in-port and to acquire up to ten “cutters.” Their crews were empowered to board every ship
arriving in the U.S. (out to “four leagues” at sea) to “search and examine the same and every
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part thereof” (U.S. Congress 1790). Here was the origin of what would become the U.S. Coast
Guard—from the beginning a military force with extensive powers for law enforcement and
infrastructure protection.

The original Services operated in comparatively well-defined domains, but that historical
fact is not as straightforward as it might appear. A “domain” is a set of physical realities that
channel the design and employment of forces in that battlespace. The land, sea, air, and space
domains all make unique technological demands that a military force and a commander
must satisfy to operate effectively. The physical realities of those four domains are also
"adversary agnostic," to coin a phrase. Each of the physical domains looks and acts the same
for anyone operating in them. We can speak of states owning territory, but the character and
principles of military operations on land hold true whether the mountains, forests, or steppes
in which forces operate are located in Chile, Greece, or Mongolia. Spacecraft, aircraft, and
ships basically function the same wherever they are in a physical domain, and when they do
not, the differences in performance can be attributed to physical, not legal, factors (depth,
altitude, temperature, sunspots, etc. — as opposed to borders drawn on maps).

Technological progress drove the creation of another service after World War II while, at
the same time, it further blurred the “domain-specific” characters of the service model. The
invention of airplanes led to a separate air force in 1947 to guarantee the resources, attention,
doctrine, and culture advantageous in this then-newest warfighting domain. Yet the resulting
Air Force, ironically, broke the “domain-specific” pattern. While the U.S. Air Force operated
in the air domain and achieved a certain primacy over air operations, all the other services
retained the right (and capacity) to conduct their own air operations in support of their land
and maritime missions. In addition, the Air Force (despite strenuous efforts) never achieved a
monopoly on operations above the air (i.e., in space), in a far more technologically demanding
physical environment.

Interestingly, it is a fact that the U.S. military has never stated nor followed an imaginary
principle that each operating domain requires its own dedicated service. The Republic has
always had a “maritime domain” service with capable soldiers (i.e., Marines), as well as a
separate quasi-navy (the Coast Guard), which worked both ashore (in ports) and at sea. In
short, the Services exist to build certain forces for certain functions, even though they certainly
have concentrated their respective efforts in particular domains.

The Services built forces, but they were not always good at operating them. Any study of
the Union Army’s war record — and the U.S. Army’s performance in other contests before
1941 - reinforces this finding. The U.S. experimented with several ways of controlling forces
in wartime before settling in the 1940s on the modern Department of Defense, now the
Department of War (the umbrella over the Services), and Combatant Commands.
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Combatant Commands emerged from World War II with the recognition that modern war
requires combined arms, joint operations, and coalition campaigning. The delicacy of inter-
allied relations, along with inter-service rivalry, had hampered the Services from achieving
the unity of effort required to defeat the Axis powers and, hence, forced the creation of
supreme, regional command of Service and coalition forces in each geographic theater of
operations. The geographic Combatant Commands of today descended, in concept at least,
from the “theaters” of World War II (e.g., Central Pacific, South Pacific, China-Burma-India,
and so on).

Combatant Commands evolved toward more centralized entities after the experience of
Vietnam, in which U.S. Pacific Command delegated the warfighting to a four-star subordinate
element (Military Assistance Command-Vietnam, or MAC-V), which in turn gave its Service
components wide latitude and independence in how they conducted operations. Since the
Goldwater-Nichols Act in 1987, the Commands have mostly concentrated their allocated forces
by domain, not service, typically creating land, maritime, and air components. The Geographic
Combatant Commands have further, and often, sub-divided the conduct of combat operations
by creating and tailoring temporary Joint Task Forces for specific missions or campaigns.

Functional Combatant Commands (FCC) emerged during the Cold War to perform and
sustain enduring, joint functions and global missions on an operational basis. They combine
military mission command and the ability to innovate training and equipment as required.
Typical FCCs today are U.S. Transportation Command (USTRANSCOM), U.S. Strategic Command
(USSTRATCOM), and U.S. Space Command (USSPACECOM).

U.S. Special Operations Command (USSOCOM) represents a still-more unique FCC. This
requirement arose in the 1980s as Congress determined that neither the Services nor the
Geographic Commands were sustaining and effectively employing the special operations
forces that the nation and the Department required to execute key missions. USSOCOM is a
distinct model of a FCC that executes missions while also exercising Service-like authorities
for training, doctrine, equipping, and acquisition for all the Service special operations forces.
The USSOCOM model tightly links support activities with operational command to keep the
force proficient and agile.

USCYBERCOM is another sort of FCC. It operates high-demand and low-density assets, like
USSTRATCOM. It also serves some man, train, and equip functions, like USSOCOM. These man,
train, and equip functions largely flow through its Service component commanders, who
are also dual-hatted as leaders of their respective “Joint Force Headquarters-Cyber” combat
elements. The USCYBERCOM Commander, moreover, serves as the “dual-hatted” Director of
the National Security Agency, a key element of the Intelligence Community that is the nation’s
premier signals intelligence and cybersecurity arm. USCYBERCOM furthermore supports
the geographic and other Functional Combatant Commands in their missions, while being
supported by them in its unique mission of securing, operating, and defending the Department
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of War Information Networks (DoWIN, formerly DoDIN), on which the entire Department and
Joint Force depend for command and control, situational awareness, intelligence, logistics,
and much more (Pomerleau 2025). To expand the picture even further, one of USCYBERCOM’s
operational components is the Cyber Defense Command (DCDC), headed by a three-star officer
who also directs the Defense Information Systems Agency (the large combat support agency
that builds and maintains the entire Department’s networks).

Other countries have experimented with cyber forces, and they provide a wide array of
possible solutions for organizing military capabilities in cyberspace. Jason Blessing (2021)
identified nine different cyber force structures based on organizational model and scale of
command. Some countries separated their offensive and defensive cyber forces into different
organizations, while others relied on their signals intelligence organizations to conduct some
cyberspace operations. None of these countries, however, operated a military with global
responsibilities and presence, and none of them shared the fine but peculiar structural and
legal imperatives dictated by the U.S. Constitution. Our model is not necessarily fitting for
others, and vice versa.

For its part, the U.S. military has organized its cyberspace capacity in a congeries of struc-
tures and relationships with a lot of moving parts. That arrangement resulted from changes
driven by hard-fought experience, lessons learned, and the emergence of new technologies. It
is easy to see how each one of USCYBERCOM’s duties could be performed better by a dedicated
organization created for that function (or mission) and nothing else. The trick is how to ensure
that the Department and the Joint Force can depend on some replacement entity or entities
that will: a) do all that USCYBERCOM does now, b) do so at least as well as it is doing them
now, and c) not fail in any important function.

WHAT SHOULD A SOLUTION INCLUDE?

The available space to design new cyber organizations is not unconstrained. It should acknowl-
edge the considerations that gave rise to the various experiments and solutions described
above, while it aligns to the nature of the cyber strategic environment and what is required
to create security in and through cyberspace. It should also be cognizant of how adversaries
are operating — especially those with a different conception of competition and conflict that
ignores the Westphalian peace-war binary. Our cyber forces must be able to operate indepen-
dently of the conventional force to address adversary campaigns aiming at “winning without
fighting,” while also being capable of operating synergistically with the conventional and
nuclear forces in competition, crisis, and armed contflict.

This is a lengthy set of requirements. Yet any solution to them should not just solve the chal-
lenges of today. It should also anticipate and build in flexibility to meet future requirements.
There are long-running debates about how to optimize for cyber, signals intelligence (SIGINT),
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information operations (I0), electromagnetic spectrum operations (EMSO), and electronic
warfare (EW). Many of our most capable adversaries seem to be integrating EW, Cyber, SIGINT,
and IO capabilities in real-world operations. Other debates ask whether military cyber forces
have a role in enhancing “cognitive security” and targeting adversary cognitive vulnera-
bilities; or whether they should become a highly technical force to lead the Department in
automation, data orchestration, and data management.

Another debate must be addressed simultaneously. The current, dual-hatted relationship
between the Command and NSA was created in 2003 to be the Department’s locus of expertise
on operationalizing data and analytics. Its success in this mission seems clear, but if that
dual-hatted relationship is altered, whatever arrangement succeeds it must avoid stove piping
intelligence and operations — a point that even critics of the “dual-hat” acknowledge.

Above all, any solution must enable unity of effort. Advantage in cyberspace goes to the
actor postured to understand, anticipate, act, and adapt to changes in that environment.
Understanding, anticipation, action, and adaptation in our modern world involve a lot of
players with differing authorities, incentives, and capabilities. They must work together. The
U.S. military lost any chance of gaining a monopoly on operating in what was not yet called
cyberspace decades ago when it relinquished its lead in developing computers and software.
But the military still needs to be involved in any comprehensive solution to the national
security issues posed in cyberspace. What the nation needs is an alert and agile web of
military, federal, allied, industry, and partner capabilities. Its military arm in cyberspace
should have tightly linked intelligence and operational capacities to act when needed, and to
enable others to act.

“Sometimes the Remedy is Worse than the Disease” -Francis Bacon

We conclude by returning to one of our original questions, and add another that seems
obvious: what is the problem that people are trying to solve; and what do we need our
military cyber organization(s) to do in the next several decades? We have tried to place
current debates into the perspective of both history and the future. A survey of how the
American military has addressed previous technological and organizational challenges raises
questions that advocates of any solution [or remedy] must address based on credible evidence.
These are issues that engender emotion as well as logic, and this is to be expected. They relate
to military culture, operational experience that has cost the nation much in blood and treasure,
competing theories about the future security environment, and how best to prepare for it.
Such debates should therefore begin with foundational questions.

Different organizational solutions reflect functional prioritization. Working from function
to form, we offer that any proposals for organizing a future U.S. military cyberspace operations
function should consider the following:
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e A cyber “military” element must operate with speed, agility, persistence, and scale. It
must understand the rest of the Joint Force and be integrated with forces in the physical
domains, and with other cognitive capabilities. It must be able to do so in competition,
crisis, and conflict.

e Cyber is organic to, required of, and inseparable from, what each Service must do. The
Services each sustain organic intelligence and communication communities that map
to the respective physical domains and operational technologies. These communities in
turn depend on cyberspace.

o Military and intelligence missions in cyberspace often take place on the same networks.
As a result, effective operations must be synchronized in near-real time. This necessitates
seamlessness within the communications and intelligence enterprises across all cyber
military force elements (and vice versa).

e Cyberspace is an interconnected strategic environment that rewards synergy and pun-
ishes segmentation. Decisions should bias toward synergy, not insularity and segmenta-
tion. How will any solution impact synergy and segmentation?

e Any significant change to current arrangements will take time and cause disruption,
to include loss of operational tempo, missed opportunities, added expenditures, and
personnel churn. Reorganizing takes resources, leadership, and talent away from mission.
Advocates of any solution must explain not only whether but how we can adapt with
less disruption, expense, and risk, and yet still improve upon the status quo. They should
also explain how enduring and agile their proposed solutions will be given potential
technological changes on the horizon.

e How will whatever new organization that succeeds USCYBERCOM fare, when the wider
defense enterprise has thus far resisted adapting? It may be the case, for example, that
USCYBERCOM has not “failed,” but rather the Joint Force or Department has nonetheless
fallen short of required functions in cyberspace. For instance, the Command is embedded
in an industrial-era defense ecosystem with an acquisition system that privileges Service
autonomy over integration and is optimized to develop solutions over years, rather than
in weeks or months—as evidenced by the most recent round of reforms (U.S. Department
of War 2025).

A short-term pursuit of efficiency can overpower effectiveness; likewise, the demands of
today can overpower the needs of tomorrow. Any disruptive change to military organizations
had best do no harm while it solves for future problems.
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important lessons about force design that can inform the current debates surrounding cyber
force structure. Chief among these is the requirement for a greater number of “counter-cyber”
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INTRODUCTION

Wargames have long been used by militaries to examine force structures, operational plans,
and new technologies. From the Prussian General Staff’s planning in the mid-nineteenth
century to the U.S. Navy’s development of War Plan Orange and Cold War studies of nuclear
escalation, wargames have proven to be invaluable tools. They enable leaders to explore
interactive, high-stakes scenarios in a controlled environment, revealing potential strengths
and weaknesses in doctrine, force design, and capabilities without the cost of blood and
treasure in the real world.

While modern wargames have successfully integrated land, air, maritime, and even space
operations, integration of cyber operations remains a persistent challenge. Conventional
military wargames are poorly suited for capturing the complex dynamics of cyber conflict.
Recognizing these limitations, some game designers and researchers have developed ded-
icated cyber wargames (Smith, Kollars, and Schechter 2024). Nevertheless, many of these
efforts focus narrowly on tactical operations, higher-level strategic decision-making, or orga-
nizational preparedness. While valuable, this leaves a methodological gap at the operational
level—where military leaders must wrestle with cyber force structure, resource allocation,
and sustained competition.

As the Department of War considers questions about different cyber force generation mod-
els, military and civilian leaders must evaluate how potential changes could affect national
security outcomes. Wargames at the operational level of cyber campaigning can help. To that
end, this article introduces the Persistent Engagement Wargame. This multi-sided game uses
abstract network topologies instead of a standard geographic map. It employs specialized
cyber units instead of traditional military formations. And it uses time horizons that span
months and years instead of mere hours and days. The game’s core objective is to allow play-
ers to explore how different cyber force models and operational strategies perform against
thinking adversaries during prolonged competition or protracted war.

Five iterations of the Persistent Engagement Wargame were played at the U.S. Naval War
College between 2023 and 2025. These games showed that overinvesting in offensive capac-
ity against a single adversary or objective can undermine broader national security goals.
Separately, players who have sufficient cyber forces can still underperform without appro-
priate operational strategies. In short, these games show that force structure alone does not
determine outcomes. They also reveal other important lessons, including the requirement to
expand "counter-cyber" capabilities—to disrupt the activities of malicious cyber actors—in
U.S. Cyber Command (USCYBERCOM). Additionally, robust organizations for cooperation and
deconfliction with allies and partners are required.

Greater use of such operational cyber wargames could help practitioners, planners, and
policymakers game out alternative force designs, strategies, and scenarios. In particular, they
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could help compare proposals for incremental reform or radical changes to USCYBERCOM.
These wargames also help explore how variations in operational approach can affect outcomes
independent of force design.

LIMITATIONS OF CYBER IN CONVENTIONAL WARGAMES

Wargame designers have experimented with cyber warfare since the 1990s (Schechter 2023)
and the military has routinely integrated cyber operations into conventional wargames for
over a decade. Unfortunately, while many of these games can help military leaders unfamiliar
with cyber understand its potential utility and impact, they do so at considerable cost to the
realistic representation of this domain.

Most conventional wargames lack a suitably representative cyberspace environment and
the appropriate roles therein to effectively depict cyber in conflict. Many have fossilized into
a standard approach that merely gives players a generic list or menu of network accesses and
actions that they can execute during the game (Cancian, Cancian, and Heginbotham 2023).
They tend to ignore the operationally relevant socio-technical-economic dependencies that
exist between civilian and military networks. They also foreshorten consideration of the time
needed to play through cyber actions and effects, since these operations involve longer time
horizons than those typically represented in conventional wargames.

Most conventional wargames, not surprisingly, are built around conventional military
forces. These forces are dispersed on a map or chart, prepared for armed conflict, and
controlled by conventional military commanders. When included, cyberspace is usually just
bolted or added on after the fact. Granted, cyberspace is built upon physical infrastructure
that can be overlayed onto a geographic map. However, it also exists as a virtual space that
is ‘accessed’ remotely through routers on the global internet, via networked terminals to a
satellite, or using wireless radio frequency connections (Conti and Raymond 2017). This is
different terrain.

Moreover, most military operations are now highly dependent on a dynamic array of
multiple network connections critical to command and control (C2), intelligence gathering,
information processing, and targeting. If one or more of these networks are damaged through
cyberspace, the loss can degrade or disrupt all of these operations. Representing these po-
tentially devastating system-wide cyber effects is often beyond the scope and level of detail
considered in conventional wargames.

Another problem is that military cyber forces are neither the most numerous nor necessarily
the most consequential actors in the peacetime or wartime cyber ecosystem. With respect to
government cyber operations, intelligence rather than military agencies are the most prolific
actors, since they engage in long-term cyberspace campaigns to collect information or, in
some cases, to influence foreign populations (U.S. Department of Justice 2018). There is also a
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large community of organized criminal enterprises, many of which are state sanctioned, who
are responsible for billions of dollars of theft from targeted states each year (Gold 2022).

Perhaps most importantly, large technology companies now act with the broadest global
reach in this domain. They include dedicated cybersecurity firms that help defend their clients’
networks and generate cyber threat intelligence that often exceeds what government agencies
now produce (Google Threat Analysis Group 2023). These actors are rarely represented in
military wargames that focus on kinetic firepower, in part because of the challenges of
including more players, but also because most of their activities fall below the threshold of
armed conflict.

Consequently, conventional wargames minimize or ignore the socio-technical-economic
dependencies between militaries, civilian populations, and the commercial networks that
make up the bulk of cyber infrastructure (Kollars and Schechter 2021). Civilian logistics, which
rely heavily on IT for inventory control and transportation management, are particularly
vulnerable to disruption (Greenberg 2018). Cyberattacks on critical infrastructure, such as
power and telecommunications, are also likely to harm civilian populations and military
operations (Greenberg and Newman 2023). While efforts have been made to understand these
threats at the technical level, their downstream effects on military operations and conflict are
rarely played out in wargames.

The last factor that indirectly influences the cyber wargame environment and the decision-
making of cyber actors is time. While a well-prepared cyber operation can be executed in
minutes or hours, it can take months or years to acquire the necessary network accesses
and develop tools to exploit them (Conti and Raymond 2017). In many respects, the art and
science of cyber warfare are not manifest in the execution of a cyberattack—they are in the
planning and painstaking preparation to gain access to a system in the first place. While some
conventional wargames encompass long time horizons, most do not. This limits what can
realistically be achieved through cyber operations in these games, which could otherwise
exceed the pro forma list of accesses and actions typically provided to players.

CYBER WARGAMES

Given these problems, some wargame designers have sought to create games specifically
focused on cyber conflict. Most of these games focus on one of three areas: tactical network
operations, strategic decision-making, and organizational preparedness. These games can
help improve operator skills, crisis response, and inter-agency coordination. However, they
do not fully account for decisions related to force structure and the operational decisions of
made by cyber leaders during long-term campaigns.

[t is important to note that cyber wargames represent a distinct analytical tool. Penetration
testing and red teaming are both commonly used to improve network defenses and help
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companies improve their emergency response procedures—but they are not wargames.
Cyber wargames also differ from computer-based simulations that attempt to mathematically
model cyber behavior through quantitative methods (Crotty and Daniel 2022).! Instead, cyber
wargaming focuses on human decision-making and how the choices people make interact
within a complex environment (Curry 1990).

As with the earliest conventional wargames, much of the initial emphasis on developing
cyber wargames focused on the tactics associated with hands-on network operations, leading
to the adoption of cyber ranges for conducting tactical exercises. A cyber range is a simulation
tool, capable of emulating friendly or rival information technology environments with realistic
hardware and software components, which cyber professionals use to develop practical skills
and evaluate the security of their networks (Sullivan et al. 2018).

While many non-governmental activities on these ranges focus on training and education,
governments and military organizations are now utilizing similar simulators to conduct large
scale cyber wargames—such as the annual NATO cyber defense exercise (NATO CCDCOE
2023). For instance, in 2021, the NATO exercise featured cyberattacks against the fictional
island of Icebergen, where hackers attempted to steal intelligence and intellectual property;,
disrupt government services, and bring down the power grid. While this game focused on the
cyber dimensions of the conflict, it also included players in the traditional military domains
(Miller 2022). As valuable as this kind of exercise is, however, cyber ranges are tactically
focused, so their utility for operational campaigns and strategies is limited.

Game designers and researchers have also built cyber wargames resembling tabletop
exercises to help them understand the implications of escalation and deterrence in cyberspace.
These games tend to focus on decision-making at the senior level. Players representing heads
of state or other senior leaders are typically presented with a scenario in which one or more
cyberattacks or vulnerabilities are revealed. The players are then asked to make decisions
about how they would respond. Networks and attack capabilities tend to be highly abstracted,
as the technical details are often less relevant to the player decision space. For example, the
International Crisis Wargame placed players in the role of cabinet officials who were asked to
make decisions related to cyber and nuclear stability (Schneider, Schechter, and Shaffer 2022).
These types of games can help researchers understand how leaders may respond to a crisis.
But they do not examine the decisions at lower echelons that are critical to understanding
cyber campaigns.

Games focused on organizational preparedness are the third area of cyber wargaming
that has seen significant growth. These games are popular in both the government and the
private sector, as they allow organizations to understand how cyberattacks could impact
their systems and exercise their response plans. For example, the North American Electric

1. While there are game-theoretical approaches to understanding decision-making strategies in cyberspace, they typically
focus at the tactical level and do not take overall force design into consideration (Bao et al. 2017).
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Reliability Corporation and its Electricity Information Sharing and Analysis Center developed a
wargame called GRIDEX, which enables utility providers and government agencies to practice
their response and recovery actions in response to cyberattacks (Duncan 2023). There are
countless other examples, but a key feature of these games is that they are almost always
reactive and focused on organizational processes required to respond after a cyberattack.
These games are rarely tied to the levels of national cyber conflict that involve the military.

The increased adoption of tactical, strategic, and preparedness cyber wargames illustrates
the value of gaming methods for understanding cyber conflict. Greater use of these tools at the
operational level is warranted. Building such a game requires accounting for the actions of
different types of cyber forces within multiple and different kinds of networks over extended
periods of time.

THE PERSISTENT ENGAGEMENT CYBER WARGAME

Campaigning in cyberspace is a complex process involving persistent operations against
adversary networks to gain intelligence, develop cyber options for conventional military
operations, and disrupt the activities of malicious cyber actors’ intent on doing harm. In this
context, cyber operations are similar to conventional military operations, defined as a series
of actions targeting a specific network. Similarly, cyber campaigns are a series of coordinated
cyber operations used to gain a strategic advantage over time. Much like military campaigns
in major wars, cyber campaigns can last from months to years and are often conducted in
concert with other elements of national power to achieve objectives (Harknett and Smeets
2022).

The critical difference is that the longer-term military campaigns are only conducted in
the context of a long-running major conflict, while cyber operations and campaigns occur all
along the conflict spectrum from peace to war. Cyber operations can be designed to support
future military operations or as part of broader information campaigns intended to influence
populations before or during conflict (Libicki 2017). Examples include Russia’s efforts to
erode democratic norms and elections through cyber influence campaigns, China’s efforts to
penetrate U.S. critical infrastructure, and the use of cyber espionage to acquire information
on advanced military technologies.

To counter these operations, the former head of USCYBERCOM, General Paul Nakasone,
called for a new operational approach based on maintaining near-constant pressure on
adversaries in cyberspace, known as “persistent engagement” (Nakasone 2019). The idea that
nations must engage in persistent operations to achieve national security goals in cyberspace
is further articulated by Fisherkeller, Goldman, and Harknett in their work, Cyber Persistence
Theory. These scholars argue that cyber conflict is defined by states that are “persistently
active in sustained campaigns within cyberspace deliberately calibrated to remain below a
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threshold that would likely elicit an armed response, seeking instead to produce cumulative
gains over time.” Competition in cyberspace exists in its own strategic environment, which is
not defined by state-based coercion but rather the ability for nations to exploit vulnerabilities
in their adversary’s digital networks to create opportunities that further their national interests
(Fischerkeller, Goldman, and Harknett 2022).

The Persistent Engagement Wargame seeks to model this strategic environment at the
operational level of campaigning. Conducting cyber campaigns requires commanders to
balance the activities and timing of not only offensive and defensive cyber operators, but also
intelligence analysts and software engineers. If a network is connected to the internet and
using software with known vulnerabilities, it could be relatively fast and easy for a cyber
operator to gain access. However, gaining access to more complex or better-protected targets
such as military C2 systems, financial institutions, and electrical power grids could require
cyber operators to gain access to a series of networks, taking additional time and resources
(Conti and Raymond 2017).

In this game, as in reality, cyber campaigning also requires sharing information and
coordinating defensive cyber forces’ actions with allied governments, interagency partners,
and members of the intelligence community (The White House 2023). In addition to defending
military networks, cyber forces may be tasked with defending a nation’s critical infrastructure
from cyberattacks. This cannot be accomplished without coordination with local governments,
infrastructure owners and operators, and the pervasive commercial cybersecurity industry.
How a nation chooses to prioritize these activities over months and years can have significant
implications for their ability to defend against malicious cyber activity. Hence, the Persistent
Engagement Wargame incorporates all these requirements.

Game Design

This wargame involves a fictionalized scenario with three democratic nations (Blue, Gold,
Green) that are under threat from three autocratic regimes (Red, Purple, Gray) (Table 1). Red,
which is the largest autocratic nation with the most robust cyber forces, is conducting cyber
operations in preparation for a major invasion against the smallest democratic nation, Green.
At the same time, Gold is having a national election, which the autocrats are attempting to
influence. Blue, the most capable democratic nation, is attempting to help both Green and
Gold defend themselves against the autocratic threats. The overall purpose of the wargame
is to examine how force structure, operational strategy, and allied cooperation affected the
democratic nations’ ability to meet their national security goals.

Five iterations of the game were played at the U.S. Naval War College between 2023-2025.
Game participants included a mix of students, U.S. Naval War College faculty members, faculty
members of other academic institutions, and private sector personnel. The participants
had backgrounds in military cyber operations, intelligence, cybersecurity, wargaming, and
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political science. For each game, players were broken into six teams, typically with 2-3 players
per team. They had control of all of their respective nation’s cyber forces. The game required
8-12 hours to play, which were either concentrated over two days or spread over several
weeks. Players submitted their actions on move cards created with PowerPoint, which were
then emailed to the adjudication team at set intervals. Adjudication was conducted using a
rigid probability-based rule-set (completed manually or with the aid of an Access Database
tool developed specifically for the game).

Each game was broken into two phases: a force design phase and a competition phase. Dur-
ing the first phase, players made decisions about which types of cyber units and organizations
they wanted. These included military cyber units to target foreign networks, counter-cyber
units capable of disrupting the activities of their opponents’ cyber forces, intelligence assets to
conduct espionage, cybersecurity organizations, influence actors, and, in some cases, criminal
organizations. Each of these units had specialized skills used either independently or in
conjunction with other units. For example, offensive cyber units could work with intelli-
gence units to improve their chances of gaining access to a target. Alternatively, that same
intelligence unit could be used to target an adversary political party to acquire information
for influence operations. These decisions represented operational trade-offs, constrained by
initial decisions about force design.

During the competition phase, players made operational decisions about how to employ
their forces to achieve their national objectives. In lieu of a map, the game board consisted
of a graphical representation of over 700 target networks, each belonging to a nation’s
government, military, and commercial sectors. Players were provided with graphics displaying
each nation’s digital infrastructure, categorized by both its sector (military, government, critical
infrastructure, or industry) and level of network accessibility (represented by a four-tier scale).

Player decisions centered around efforts to gain access to adversary networks, while
simultaneously protecting their own systems from exploitation. In general, the target networks
associated with a nation’s military or intelligence apparatus were relatively difficult to access,

Table 1. Nation Profiles and Cyber Force Postures in the Persistent Engagement Wargame

Nation Type Primary Objectives Cyber Force

Red Autocratic- Superpower Develop offensive cyber options to prepare for the invasion of 36 Units
Green; Conduct influence operations against the Gold elections

Blue Democratic- Superpower Conduct cyber operations to help defend Green and Gold; Hold 30 Units

Red and Gray networks at risk
Purple Autocratic- Medium Power Conduct influence operations against the Gold elections; Hold 25 Units
Gold networks at risk

Gold Democratic- Medium Power  Defend national elections from foreign influence operations; 25 Units
Hold Purple networks at risk
Gray Autocratic- Small Power Conduct cybertheft operations against the other nations 18 Units +
Criminal orgs
Green Democratic- Small Power Conduct cyber operations to defend Green networks 18 Units
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while civilian logistics and local government were more permissive. Networks associated
with nuclear capabilities were very difficult to access. Players could either take offensive
actions that improved their chances of accessing a target network or employ defensive actions
that made their own networks more difficult to access. The number of available targets far
exceeded the capacity of any one nation’s offensive capacity, forcing them to develop strategies
to allocate their limited resources.

Each move in the game represented a two-month period; six moves total a year. This gave
players the opportunity to develop an initial strategy, test it over several months of game time,
and then modify it as they saw fit. As players gained access to cyber infrastructure, they gained
intelligence about the activities of their adversaries. Players then modified their defensive
actions or employed counter-cyber units to disrupt their enemies. Specifically, counter-cyber
units could hack into adversary infrastructure and conduct offensive cyberattacks against
it—effectively stopping any activities supported by that infrastructure. Players could also
share information with their allies to help form a shared understanding of the threat and,
when possible, work together to counter their mutual adversaries.

Underpinning the players’ decisions about force structure and operational employment
were a series of game mechanisms designed to represent the nature of modern cybersecu-
rity. For instance, these included an operational risk analysis tool that evaluates each unit’s
activities to determine whether they were detected by cybersecurity firms. If that occurred,
their activities were publicly exposed to all the other players via a public cybersecurity re-
port. This created a dynamic environment in which some information was known to all the
players, whereas other information was kept secret, known only to the players who collected
it through their covert cyber operations.

At the end of the game, players were assessed based on how well they achieved their
nation’s objectives. They were also rewarded for maintaining access to adversary networks,
conducting influence operations, and acquiring technology through industrial espionage and
cybertheft.

Following the game, the players gathered as a group to discuss their force design decisions
and operational strategies, providing all participants with an opportunity to learn from their
experiences. All game data, including player actions and adjudication results, was captured on
move cards, creating a traceable record. Over the course of each game, over 1,000 individual
decisions were recorded, creating a rich data source that was used for post-game and cross-
game analysis.
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FINDINGS

The game’s findings reveal the close linkage between force design, operational strategy, and a
cyber force’s ability to meet national objectives. Having sizable cyber forces was necessary
for operational success, but it was insufficient if the player’s operational approach wasn’t
properly aligned. Optimal results occur when a nation has sufficient capacity and a strategy
that exploited gaps in its adversary’s defenses, while simultaneously blunting the operations
directed against themselves.

Post-game analysis revealed that over periods of sustained competition in cyberspace, a
nation that over-invests in offense against one adversary may have insufficient forces to meet
their overarching national security goals. For example, players frequently aligned significant
offensive cyber capabilities against their principal adversaries, oftentimes at the expense
of counter-cyber and defensive forces. This limited their ability to respond to adversary
intrusions into their own networks.

Separately, nations that had sufficient units aligned to an objective could also underperform
based on their operational strategy. In one case, one team got another nation to commit half of
its defensive cyber forces to their mutual protection-a significant achievement-but they still
underperformed on defense. This was because the team prioritized defense of its commercial
and financial sectors, leaving their government and military networks open to exploitation.
Players also tended to underinvest in resources needed to combat criminal activity. Force
structure alone was not determinant of outcomes.

When it came to defense against election interference, all but one of the allied teams were
ineffective. In several instances, players did not allocate enough counter-cyber units in their
force design, again, leaving them with limited options to respond to adversary threats. In
some cases, intelligence on adversary influence operations was slow to develop, which also
hampered their efforts. The most successful teams acquired the intelligence they needed, had
sufficient forces, and an operational approach that allowed them to update their targeting
priorities and disrupt threats with speed.

In sum, the games revealed several systemic challenges that may be inherent in cyber
campaigning. The ability to assess progress is difficult. Even within this relatively bounded
representation of cyberspace, players struggled to understand what their adversaries were
doing and how well their own forces were performing. For instance, during one iteration,
players were asked to rate how well they were performing on their objectives. Most rated
themselves highly when, in fact, many were failing. Players often appeared overwhelmed
with the information they received, much of which was either vague or ambiguous. This was
especially true for democratic nations who needed to understand what both their adversaries
and allies were doing. Players also proved resistant to altering their campaign plans, even
when there was ample evidence that indicated they should.
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IMPLICATIONS FOR U.S. CYBER FORCES

As played, these wargames did not require players to apply USCYBERCOM’s organizational
structure. Still, they made decisions about the relative balance of forces committed to offense,
defense, and disruption. These choices approximate those made by force planners when
the Cyber Mission Force was created (U.S. Department of Defense 2014). As such, the games
revealed several important lessons about cyber force design that can inform current debates
surrounding cyber force structure.

Chief among these is the need for greater numbers of counter-cyber forces, currently housed
in the Cyber National Mission Force (CNMF). The games indicate that at the operational level,
these forces can have an outsized effect on the ability to frustrate malicious cyber activity.
Defensive cyber units also contribute to this mission. However, their ability to strengthen
network defenses was generally insufficient for thwarting malicious actors at scale. Currently,
less than a quarter of the total U.S. force structure is dedicated to the counter-cyber mission,
despite the large number of threats arrayed against the United States. (U.S. Department of
Defense 2014). The Persistent Engagement Wargame suggests this proportion should be much
higher and the U.S. should prioritize growth within the CNMF above other parts of the force.

A related finding is the need to keep counter-cyber forces closely coupled with the larger
cybersecurity community. Compared to the real world, the wargame has a simplified infor-
mation environment. Yet, even with this simplification, players had difficulty understanding
what their adversaries were doing and who they should prioritize for counter-cyber targeting.
This was less of a problem for offensive cyber units, who generally knew what they needed
to target. But information management was critical for effective counter-cyber action. This
suggests that the CNMF should remain tightly coupled with the intelligence community, par-
ticularly the National Security Agency, and expand partnerships with private cybersecurity
companies that can help them inform their targeting priorities.

Another major implication for force design is the need to consider more robust organiza-
tions to enable allied cooperation. During the game, allies were most effective at coordinating
defensive cyber operations because it was relatively easy to de-conflict which units would
protect friendly networks. Players also had some success de-conflicting offensive operations
against a common adversary. But synchronizing allied counter-cyber operations was far more
difficult. Allies were constantly targeting the same adversary cyber units. On several occasions,
multiple allies attacked the same adversary infrastructure on the same move—completely
unaware of each other’s actions.

This suggests that operational fratricide is a real possibility. At the very least, real allies
and partners are probably wasting resources trying to gather intelligence and target the
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same malicious actors. The secretive nature of cyber operations makes international cooper-
ation difficult. Organizations like the NATO Cyberspace Operation Centre? tend to focus on
information-sharing and defense of internal networks, which are less sensitive than offensive
or counter-cyber operations. However, a major conflict with Russia or China would likely
require more cyber resources than any one nation can muster. It is imperative that the U.S. and
its allies think through the types of combined organizations they would require, along with
the operating concepts needed to synchronize and deconflict offensive and counter-cyber
operations during conflict.

LIMITATIONS

While the Persistent Engagement Wargame can help cyber leaders understand the longer-
term impact of force structure and strategy, it does have several limitations. The game lacks
mechanisms to account for law enforcement and other interagency actions that are standard
practice for governments. For instance, the FBI and other law enforcement agencies routinely
indict foreign cyber criminals and state-sponsored hackers. The State Department can also
issue sanctions for individuals or companies engaged in malicious cyber activity. While these
actions rarely lead to formal prosecutions, they can disrupt the activities of those actors for at
least a limited period.

Additionally, the game should not be used to inform short-term operational decision-making.
The target networks were highly abstracted; for instance, gaining access to a network was
based on probabilistic outcomes, not technical specifications. Without detailed knowledge of
all the target networks represented in the game, it is impossible to determine which network
presents the best opportunity for gaining access. Instead, the game should be used to evaluate
how the strategies of different nations interact over time.

Lastly, the game does not fully consider the level of proficiency of individual units and
how they could change over time. While it is simple enough to add a handicap to represent
lower levels of technical expertise, the game does not include mechanisms to account for
training or learning that would naturally be gained over time. For example, a cyber unit
tasked with gaining access to another nation’s critical infrastructure would likely acquire
specific industrial control system training to enable them to conduct those operations. This
kind of learning does not exist in the game but could be developed in follow-up iterations.

CONCLUSION

Current conventional wargaming practices are not adequate for cyber campaigns. Military cy-
ber organizations should consider adopting the Persistent Engagement Wargame, or something
similar, to help improve their cyber campaign strategies.

2. See https://nrdc-ita.nato.int/nato-allied-reaction-force/component-commands/nato-cyber-operation-centre
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The game described above can be adapted to fit many potential scenarios involving multiple
countries. While this study focused on interstate cyber competition and cooperation prior to
conflict, the game can be adapted to examine protracted warfare as well as the transition
from competition to kinetic conflict.

The game could also be adapted to study intrastate dynamics, such as how USCYBERCOM
cooperates with different government and private organizations in ways that help or hinder
each other’s efforts. Such applications could be used to help inform analysis of different
force generation models, including those involving a separate cyber service or new govern-
ment agencies. Given the complex threat environment and domestic as well as international
interactions therein, operational cyber wargaming is too useful not to use.
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INTRODUCTION

The question of whether the U.S. military should create an independent cyber force remains
complex and fiercely debated. However, one issue that rarely receives much attention is the
positive potential of harnessing military auxiliaries for the cyber domain, regardless of which
direction the cyber force debate goes. All the existing services have auxiliary organizations
that augment the active forces’ respective capacities with additional capabilities that are in
short supply or lacking full-time units. These arrangements exist in all warfighting domains,
including cyberspace, but they are often underappreciated for the important functions they
can fulfill. This article illuminates several key organizations and associated activities to
highlight some of the force-multiplying opportunities readily available in these auxiliaries,
which are not usually apparent.

I will use the term “auxiliary” to refer to formally recognized organizations that support
the military missions, particularly those missions connected to the defense of critical infras-
tructure. This broad definition helps us better understand the diverse array of entities that
could work more closely with active-duty military organizations to improve cyber defense. It
is also instructive to appreciate the large and growing landscape of official and semi-official
organizations that are responsible for cyber defenses, a landscape that needs to be appreciated
as more than just terrain.

GENERAL PURPOSE AUXILIARIES

In the United States, the best-known auxiliary is the National Guard, a state-level standing
militia that falls under the authority of its respective governor when not activated to fulfill
a federal mission. Similarly, each military branch has dedicated Reserve organizations that
provide comparable auxiliary support to their respective military service. These National
Guard and Reserve forces are trained and equipped to offer directly employable capabilities
for existing active-duty military organizations. Their personnel serve in uniform for limited
periods throughout the year and, when not doing so, maintain full-time civilian careers. In
many cases, these people use the same skill sets in their civilian jobs that they employ in
uniform, with many civilian cyber professionals working part-time in the National Guard,
Reserves, or other auxiliary organizations as well. This arrangement benefits the military
by having ready access to the industry’s best practices that individual Guard and Reserve
personnel bring with them.

While the Reserves solely augment active-duty capacities in straightforward connections
between their military and civilian careers, the National Guard connects civilian professions
with state resources and legal frameworks to federal service when activated. In other words,
they bring expertise in state-based systems and authorities to the national defense mission, as
well as federal training in cyber to state defense efforts. Also, they may be able to cooperate
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with state law enforcement and similar organizations below the national level to further
complement federal efforts when necessary.

Deeper within the National Guard’s structures, and especially relevant to cyber missions, is
the West Virginia National Guard’s Army Interagency Training and Education Center (AITEC).
This Center has been developing new schemes for mission integration and force development
with an eye towards the sacred duty of protecting the homeland in all domains, including
cyber. Through ongoing initiatives to better coordinate multi-domain defenses, such as a
recent critical infrastructure protection workshop that focused on “possible threats to the
country’s public utilities, resources and cybersecurity systems” (Bodker 2025), the AITEC
is providing a crucial foundation for many partnering organizations, including auxiliaries.
Together, they learn to forge stronger collaborative and combined defenses against evolving
threats. The role of cyber within the overarching defense of critical infrastructure is also
intertwined with the other warfighting domains. The AITEC’s leadership in integrating all
domains helps provide a far more effective defense through the inclusion of additional
organizations.

Other auxiliary organizations are also well situated to help in the cyber defense of critical
national infrastructure. The Civil Air Patrol (CAP)! is a civilian volunteer auxiliary that is
formally linked to the U.S. Air Force and receives federal funding. It could use its nationwide
membership to support cyber defense by helping with basic cyber training, public outreach
on cyber hygiene, and reporting suspicious cyber activity related to aviation or emergency
services. The U.S. Coast Guard (USCG) Auxiliary is a uniformed but civilian volunteer organiza-
tion that is partly funded by the federal government through the Coast Guard and Department
of Homeland Security (DHS). It could help protect maritime communities by assisting with
training on cyber secure navigation and communications, as well as passing information
about possible cyber threats to Coast Guard units that protect the maritime transportation
system.? Both the CAP and the USCG Auxiliary can accept as members currently serving active
duty personnel, enabling additional professional development and connections to critical
missions by uniquely qualified military personnel.

CYBER-FOCUSED AUXILIARIES

Military auxiliary organizations specifically relevant to the cyber domain are also being estab-
lished to benefit from the larger pool of civilian expertise. These auxiliaries, if appropriately
integrated, are likely to play a significant role in further shaping America’s cyber defense and
its corresponding cyber forces.

1. Civil Air Patrol cyber missions: https://cyber.cap.gov

2.In a previous edition of the Cyber Defense Review, Lieutenant Colonel (Ret.) Jeffrey J. Fair provided an excellent perspective
on these organizations’ relevance to the cyber domain (Fair 2022).
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The Marine Corps Cyber Auxiliary (MCCA)3 was created in 2019. It represents the United
States’ first auxiliary organization wholly dedicated to the cyber domain. By law, this new
organization is composed entirely of volunteers with skills and qualifications relevant to cy-
berspace that can be leveraged to support and augment the active-duty mission requirements
of the Marines. MCCA can bring in private sector cyber professionals to help with exercises,
training events, and advice on new threats.

To better harness the valuable cyber qualifications of the MCCA members, updated legal
guidance needs to be established to allow this auxiliary to fully realize its original mandate.
Due to legal restrictions that limit the government’s ability to accept gifted services, the MCCA
has been limited to only providing support to the Marines in certain restricted capacities
instead of broadly augmenting the full mission of their parent active-duty service, as the other
long-established auxiliaries are legally capable of doing. Additionally, while CAP and USCG
Auxiliary permit active-duty members to serve within their respective organizations, the MCCA
does not allow currently serving military personnel to join. This limitation on membership
restricts professional development and insight into critical missions. Policymakers should
reconsider how best to bring the MCCA into line with the other auxiliary organizations for
the benefit of all.

The Coast Guard also has auxiliary cyber capabilities located in its own dedicated Cyber
Flotilla.* Based out of Fort Meade, the Cyber Flotilla can provide national-level support and
assist with the cyber defense of critical infrastructure. As part of the USCG Auxiliary, it is a
uniformed civilian volunteer unit connected to Coast Guard Cyber Command through the
AUXCYBER augmentation program. Its members are brought in because they already work in
cybersecurity. Active duty members in military cyber are also permitted to join. In practice,
these volunteers help defend Coast Guard information systems, assist with cyber incident
handling and analysis, and support projects to improve the security of digital systems that
support Coast Guard missions and the wider maritime transportation system.

The CAP has similar special organizations dedicated to training and developing profession-
als relevant to the military’s cyber defense missions. Programs such as CAP Cyber Missions and
the CAP National Cyber Academy provide classroom lessons, online courses, and week-long
activities to teach cadets and adult volunteers practical cybersecurity, networking, and system
protection skills that align with Air Force and other military needs. These efforts are closely
tied to national efforts like the Air & Space Forces Association’s CyberPatriot competition
and its partnerships with the Cisco Networking Academy. CAP members learn to defend
real-world networks, experience they can then bring into military service or other roles that
support national cyber defense.

3. Marine Corps Cyber Auxiliary: https://www.hgmc.marines.mil/Agencies/Deputy-Commandant-for-Information/Information-
Maneuver-Division/Marine-Corps-Cyber-Auxiliary
4. USCG Auxiliary Cyber Flotilla: https://wow.uscgaux.info/content.php?unit=054-22-12
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National Guard organizations also have cyber-specific units that organize and participate
in regional cyber exercises designed to hone critical skills. Of these exercises, Cyber Yankee is
perhaps the best-known for practicing cyber defense and response activities against contem-
porary threats, such as a massive cyber-attack against the region (Lohmann and Brown 2025;
Pomerleau 2022, 2025). Held in the Northeastern U.S., the participants include Guard cyber
forces and cyber professionals from industry, academia, varying echelons of governments,
and international partners. The participants enhance cyber defense practices and develop
strategic partnerships for the real-world, beyond this exercise. Because these exercises put
auxiliary organizations front-and-center with tangible impacts upon military readiness and
threat awareness, they should be afforded even greater attention and resourcing. Doing so
will help develop and deepen further layers in cyber defenses of critical infrastructure at
home and abroad.

CIVILIAN AND INTERNATIONAL ANALOGS

Looking even further beyond military auxiliaries, cyber defense should incorporate civilian
organizations that also perform auxiliary-like functions. After all, civilian organizations
typically represent the first line of defense against cyber-attacks at the local level. Their
defenses could benefit from and contribute to stronger connections with military cyber
organizations. Examples of such civilian organizations include the Cyber Resilience Corps® led
by University of California Berkeley’s Center for Long-Term Cybersecurity and the CyberPeace
Institute; the Texas Cybersecurity Clinic® at the University of Texas at Austin; and the Michigan
Cyber Civilian Corps (MiC3).”

Each of these capable entities engages with community organizations to provide critical
support for cyber defense and incident response. In doing so, they build resilience, enhance
the professional and private ecosystem, and raise broader awareness of cybersecurity as a
critical facet of national defense. Additionally, each of these organizations has official academic
or governmental connections to their respective state governments, through which they can
connect with capabilities and authorities that reside with their corresponding state’s National
Guard.

Further, it is always worth remembering that our international allies and partners face
similar threats and have their own corresponding organizations to handle these matters.
Here again, our auxiliaries can provide critical connective tissue, such as through the National
Guard’s State Partnership Program (SPP).® The SPP is a unique arrangement that pairs the
National Guard of different American states with allied and partner nations. One of the most

5. See https://cltc.berkeley.edu/program/cyber-resilience-corps

6. See https://www.strausscenter.org/apply-here-cyber-clinic

7. See https://www.michigan.gov/dtmb/services/cybersecurity/michigan-cyber-civilian-corps-mic3

8. See https://www.nationalguard.mil/Leadership/Joint-Staff/]-5/International-Affairs-Division/State-Partnership-Program
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relevant examples for cyber is the pairing between the state of Maryland and the country of
Estonia. Maryland’s National Guard collaborates with their Estonian counterparts, leveraging
their bilateral arrangement directly. This allows them to use state, federal, and international
resources to advance both their separate and combined interests. Additionally, with U.S. Cyber
Command (USCYBERCOM) located in Fort Meade, Maryland, and Estonia’s hosting of the
North Atlantic Treaty Organization Cooperative Cyber Defence Centre of Excellence (NATO
CCDCoE), both the U.S. and Europe can leverage their respective professional ecosystems to
further enhance and defend their close cyber connection.

Beyond the SPP, there are other auxiliary-centric opportunities overseas, most notably
through the Interallied Confederation of Reserve Officers (in French: Confédération Interalliée
des Officiers de Réserve or CIOR). The CIOR is a unique international organization that focuses
on the professional development and partnering of reserve components of allied militaries.
Among the myriad of related activities, CIOR organizes an international cyber event® for
“advancing cyber capabilities within military reserves,” as well as providing NATO leaders
with expert insight. By leveraging special pathways for strategic engagement, such as those
provided by the CIOR, allies can better address threats to the whole as well as individual
member states. Such engagements can be conducted in addition to the corresponding active-
duty military partnerships and exercises that occur within the larger NATO enterprise, thereby
fostering a stronger cyber defense-in-depth throughout the Alliance.

CONCLUSION

If the contributions of auxiliaries and related organizations are properly included in planning
and operational considerations, a far more capable and robust ecosystem for cyber defense
is possible, force multiplying what the active-duty military alone could provide. Conversely,
if an independent cyber force or Department were ever established without due regard
for strengthening the relationships among existing auxiliaries and exercises such as Cyber
Yankee, there is considerable risk of inadvertently muddling and undermining the country’s
capabilities and capacities in this domain. In the worst case, neglecting these auxiliaries
and related organizations while creating a completely new cyber service could create more
inter-organizational gaps and seams that adversaries could exploit. Thus, whatever the future
of USCYBERCOM, with or without a new cyber force, it will be critical for cyber auxiliaries to
be given due regard for all that they can do in this domain.

9. See https://cior.net/activities/international-cyber-event
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INTRODUCTION

As cyberattacks increasingly target critical infrastructure, government systems, and commer-
cial enterprises, the role of the private sector in cyber defense has expanded (Rattray and
Lee 2025). The U.S. private sector has become a target, and global technology infrastructure
serves as the battlefield. Consequently, companies now play a direct role in countering cyber
threats by operationally and tactically influencing the digital dimension of modern conflict,
not only supporting or provisioning cyber defense but also actively absorbing and responding
to attacks in active geopolitical disputes.

This expanding role places private actors in close proximity to U.S. Cyber Command (US-
CYBERCOM). As companies become more capable and more active in their response to
nation-state threats, their operations increasingly intersect with this Command’s mission
space. However, coordination remains fragmented, both between companies themselves and
with government organizations, particularly USCYBERCOM.

Existing efforts such as the National Security Agency’s Cybersecurity Collaboration Center
(NSA CCC) and the Department of Homeland Security’s Joint Cyber Defense Collaborative
(DHS JCDC) have begun to improve public-private coordination. But they were not designed to
manage cyber conflicts overseas, provide assistance to allies and friendly nations, or organize
private sector support at the scale and tempo now required. The persistent separation between
private and national defense operations raises critical questions around co-learning, de-
confliction, and the mechanisms required to align efforts without compromising autonomy or
effectiveness. USCYBERCOM’s ability to adapt to this shared battlespace and leverage private
sector capabilities and collaboration will shape not only the efficacy of cyber defense but also
the broader resilience of U.S. and allied digital infrastructure.

This paper focuses on three key dimensions of private sector involvement. First, we examine
the increasing role of private companies in defending allies and partners during cyber conflicts
by assessing how firms engage in cyber defense operations. Second, we consider how the
geopolitical realities of the 2020s, such as the war in Ukraine and the potential for conflict
over Taiwan, have reinforced and accelerated this trend. Finally, we evaluate the implications
for USCYBERCOM, particularly in defining its authority, coordination with private actors, and
its evolving role in cyber operations overseas.

PRIVATE SECTOR DOMINANCE IN CYBER DEFENSE

We must understand the private sector’s growing role in strengthening the cyber defenses of
U.S. allies and partners at the national level. Foundational cyber defense tools and capabilities—
ranging from endpoint protection to advanced threat intelligence to artificial intelligence—are
predominantly developed, maintained, and operated by private industry. Because most cyber
defense occurs at the enterprise level, private companies are often best positioned to engage
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in cyber defense. These efforts depend not just on public-sector strategies and national
capabilities, but on the ability of private actors—individually and in collaboration—to take
practical steps to defend themselves and assist others. Such actions can include delivering
threat intelligence and situational awareness, offering licensing and training for cyber tools
and tech, and developing operational procedures that enable cyber defenders to deploy tools
effectively in complex threat environments (Kollars and Poznansky 2021).

Ukraine offers a clear example of this shift. As Russia launched its 2022 re-invasion, cloud
service providers and cybersecurity firms rapidly mobilized to help Ukraine withstand waves
of digital and kinetic attacks. Microsoft, for instance, detected and neutralized the “FoxBlade”
malware within hours of the invasion (Constantinescu 2022). It then helped Ukraine migrate
critical government systems to Azure—offering over $400 million in cybersecurity support
(Smith 2022). Recorded Future (2022) deployed its threat intelligence platform at no cost to
Ukrainian defenders, enhancing situational awareness as attacks intensified.

Other firms followed suit, reinforcing Ukraine’s digital infrastructure on multiple fronts.
Cloudflare expanded Project Galileo® to protect Ukrainian public and nonprofit websites
from Distributed Denial of Service (DDoS) attacks and even redesigned its servers in the
region to self-wipe if compromised (Tomé, Belson, and Berdan 2023). Google’s Project Shield?
defended Ukrainian media and government platforms from state-sponsored disinformation
and phishing campaigns. In parallel, Cisco’s Talos Intelligence Group launched Project PowerUp
to counter Global Positioning System (GPS) jamming and cyberattacks on Ukraine’s power grid
(Marshall 2023). They developed and delivered specialized devices that maintained accurate
timing without GPS—valued at $1 million each.

The speed and flexibility of private companies stand in contrast to the bureaucratic pro-
cesses of government. Private companies have acted quickly—sometimes within days or
even hours—while official government channels remain constrained by legal and procedural
hurdles. The Cyber Defense Assistance Collaborative (CDAC)? offers a compelling example of
a private sector-led initiative operating on the front lines of cyber defense against foreign
adversaries—particularly amid the war in Ukraine (Temple-Raston 2022). CDAC is a volunteer
coalition involving over 30 private technology companies and U.S. government agencies that
provide intelligence, technology, training, and advisory services to Ukrainian institutions.
As of January 2025 (Rattray and Lee 2025), CDAC has coordinated over $40 million in cyber
defense aid, including 2,600 tools and 1,600 training credits delivered to 25 Ukrainian entities.

1. See https://www.cloudflare.com/galileo/
2. See https://projectshield withgoogle.com
3. See https://crdfglobal-cdac.org/
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A leading example of CDAC’s work is its centralized threat intelligence aggregator, Voitheia
(CDAC 2024). Companies such as Threat Quotient, Recorded Future, and Google Cloud’s Man-
diant—alongside entities like the Cyber Threat Alliance and the U.S. Cybersecurity and Infras-
tructure Security Agency (CISA)—contributed to the platform, which seeks to de-duplicate
and prioritize intelligence for a range of Ukrainian recipients.

CDAC’s operating principles—voluntary engagement, shared threat intelligence, and mission-
aligned collaboration—became a model for how private industry could respond to digital
conflict. According to the Center for Security and Emerging Technology, former U.S. govern-
ment officials and industry experts agree that technology companies have the freedom to
move swiftly in comparison to the U.S. government with its legal processes and procurement
procedures (Fox and Probasco 2023). Continuing CDAC collaboration since the spring of 2022
across all major U.S. government agencies—the National Security Council (NSC), the Office
of the National Cyber Director (ONCD), and the Departments of State, Defense (now War),
and Homeland Security—has continually validated the need for and effectiveness of private
sector cyber defense assistance.

The structure and funding for U.S. government support for this assistance have been
indeterminate. Long-term commitments have yet to materialize. Without operational channels
for co-learning, both public and private sides risk working in silos during active conflict
and undermining the broader effectiveness and resilience of allied defenses. In 2025, as
U.S. government support for Ukraine’s cyber defense has diminished, the private sector’s
contributions have become more critical than ever (Council on Foreign Relations 2025).
Embracing a more flexible, forward-leaning posture toward private sector engagement with
the U.S. government, to include USCYBERCOM, will be essential to building an integrated
cyber defense posture that can meet the demands of modern geopolitical conflict.

USCYBERCOM lacks a formal mechanism to collaborate proactively and continuously with
many of the technology companies that operate on the digital front lines. Its role in Ukraine is
largely opaque. There is no established process for synchronizing activities, sharing insights,
or learning collectively from ongoing conflicts. As a result, operational lessons—{rom coordi-
nation challenges to the resilience and recovery of Ukrainian networks—remain unlearned
and efforts to provide cyber defense assistance to the Ukrainians are fragmented.

Relying on traditional contracting or federal funding authorities cannot solve this problem.
The U.S. State Department and Department of Defense (DoD, now Department of War) were
unable to move resources to companies at the speed demanded by the conflict; some efforts
have been stalled for three to four years. Effective cyber defense during active aggression
depends on private sector partners who can act operationally—paid or unpaid—without
waiting for procurement systems to catch up. Crucially, companies are not motivated to partic-
ipate in these efforts solely for profit. Across Ukraine, Albania, and other contexts, firms have
stepped in voluntarily out of a sense of responsibility to assist, a broader moral commitment
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to maintaining a safe and stable cyberspace, and a clear self-interest in preserving the digital
ecosystems and global markets on which their businesses depend. For major technology
firms, the security of these environments is directly tied to the viability of their platforms
and the customers who rely on them. For cybersecurity companies, instability threatens both
current operations and future markets.

A move by the People’s Republic of China (PRC) against Taiwan would likely prove extremely
disruptive across the global technology and cyber environment. The CDAC approach described
in the next section demonstrates how private sector partners can contribute to both phases:
helping prepare a partner, such as Taiwan, before a crisis, and supporting active defense, as
seen in Ukraine. While significant differences exist in the context of cyber defense assistance to
Taiwan to resist potential PRC aggression, most U.S.-based tech and cybersecurity companies
have left the PRC market. Discussions within CDAC have indicated strong support by the
companies regarding exploring such assistance efforts. These examples underscore why
USCYBERCOM must find ways to collaborate with private companies already operating in the
battlespace.

SHAPED BY CONFLICT: PRIVATE SECTOR ROLE IN CYBER ASSISTANCE

The success of CDAC has prompted interest in adapting its model to other regions, particularly
Taiwan. At the end of 2024, Chinese President Xi Jinping reaffirmed plans to reunify Taiwan
with mainland China, which raised expectations of increased cyberattacks aimed at disrupting
Taiwan’s government, economy, and military, and deterring U.S. allied involvement (Boyle
2024).

Taiwan faced over 2.4 million cyberattack attempts daily in 2024—twice the 2023 aver-
age (Lemos 2025). In response, Taiwan has turned to private sector partnerships, as many
Western cybersecurity firms—including those affiliated with CDAC—have sought to support
Taiwan’s cyber defenses. This activity has the potential to mirror Ukraine’s private sector-
driven cyber defense (Groll and Vicens 2023). These capabilities could bolster Taiwan’s digital
resilience amid growing cyber pressure from China (Kramer et al. 2024). To explore the via-
bility of applying CDAC’s Ukraine-tested methodologies, Greg Rattray—Executive Director of
CDAC—visited Taiwan in October 2024. Following meetings with Taiwan’s National Security
Council, Ministry of Digital Affairs, Administration for Cyber Security, the American Institute
in Taiwan, and technology firms, it was clear that interest was strong, although sustained
coordination remains nascent.

Ukraine and Taiwan illustrate a broader pattern: geopolitical flashpoints are increasingly
drawing private sector actors into the national security arena in the realm of cyber defense.
Similar dynamics are unfolding in Europe, where countries such as Moldova, the Baltic
states, and Poland are experiencing cyber campaigns that mirror early-stage Russian cyber
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operations against Ukraine (Antoniuk 2025; Bajarunas 2025; Ribeiro 2025). These develop-
ments not only embed the private sector more deeply in national defense ecosystems but also
emphasize the need for structured coordination across actors and regions. In this emerging
landscape, USCYBERCOM is the natural leader to shape and scale these partnerships into a
more cohesive operational strategy. The private sector can usefully team with this Command
in potential conflicts by allowing the private sector to focus on provisioning the best possible
defenses while USCYBERCOM focuses on planning and execution of offensive operations as
appropriate.

THE CASE FOR STRONGER PUBLIC-PRIVATE CYBER COLLABORATION

Cyber conflicts have exposed critical structural gaps between the speed and scale of private
action and the formal mechanisms available to USCYBERCOM to coordinate with these actors.
As private companies take on larger roles in defending allied and partner networks during
active conflicts, USCYBERCOM’s current frameworks—built primarily for government-led op-
erations—struggle to provide the visibility, synchronization, and shared situational awareness
needed to operate effectively in a blended public-private battlespace.

This evolving landscape makes stronger collaboration with private industry not simply
beneficial but necessary. Without deliberate integration, U.S. cyber operations risk fragmenta-
tion, duplication of effort, and missed opportunities to learn from ongoing real-world defense
activities. One of the most immediate challenges is establishing a more direct and structured
interface between USCYBERCOM and private sector cyber defense assistance companies and
operators.

A critical area of improvement is the development of comprehensive blue force tracking
mechanisms that provide visibility into the cyber defense activities and operations conducted
by both government and private sector entities. Although U.S. government organizations
remain interested in the limited CDAC-led blue force tracking effort in Ukraine to better
understand the delivery, effectiveness, and impact of cyber defense assistance, the initiative
continues to face several challenges. First, the Ukrainians lacked the bandwidth to provide
feedback and assist with the tracking of efforts. Second, the blue force delivery efforts by
providers were uncoordinated and completed on an ad-hoc basis. Finally, such a complex
analytic undertaking requires programmatic commitment, dedicated staff, and sustained
financial investment. A USCYBERCOM-sponsored blue force tracking effort conducted jointly
with the private sector could prove crucial in coordinating blue force assistance delivery
efforts, decreasing inefficiencies and friction in the process, and helping to identify lessons
for providing effective cyber defense assistance in future similar situations.

Additionally, USCYBERCOM should explore coordinated threat-hunting operations and
create Security Operations Centers (SOCs) in collaboration with private sector partners. Many
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of the world’s most advanced cybersecurity capabilities reside within private industry, which
makes it imperative for USCYBERCOM to leverage these resources in proactive defense
efforts. Similarly, lessons from U.S. assistance and collaboration with Albania, Costa Rica,
and Japan—where private sector entities played key roles in mitigating nation-state cyber
threats—should inform the development of future collaborative frameworks. In each case, in-
dustry actors filled critical gaps in national response: Microsoft supported Albania’s recovery
following Iranian cyberattacks and provided mitigation assistance to Costa Rica during the
2022 Conti ransomware campaign (Microsoft Security Threat Intelligence Center 2022; Datta
and Acton 2022). In Japan, firms like Nippon Telegraph and Telephone (NTT) partnered with
CISA to strengthen cyber defenses against persistent regional threats (NTT Corporation 2023).

Beyond direct operational collaboration, USCYBERCOM needs to help drive U.S. national
policy alignment and institutional support to ensure that private companies engaging in cyber
defense assistance operate within a clear legal and regulatory framework. The experiences
in Ukraine and Taiwan highlight the challenges of private sector participation in geopolitical
conflicts, where companies must navigate complex legal, financial, and diplomatic risks.
USCYBERCOM should work with policymakers to establish clear guidelines for private sector
engagement in cyber conflicts, including frameworks for liability protection, contractual
agreements, and information-sharing protocols. In the case of Taiwan, the Ministry of Digital
Affairs and the Administration for Cyber Security are actively working to enhance the nation’s
cyber resilience. Still, further collaboration with the U.S. and the private sector is needed.

BUILDING A U.S. CYBER COMMAND PRIVATE SECTOR COLLABORATION
CENTER (CCPSCC)

Current mechanisms—such as USCYBERCOM’s Under Advisement (UNAD) programs and other
routine collaboration efforts—were not designed for urgent circumstances involving national-
security-grade threats (CYBERCOM 2023). These programs support steady-state information
sharing, not the rapid and synchronized action required during crises on the scale of Russia’s
invasion of Ukraine or a potential conflict over Taiwan. In such scenarios, private companies
are already “in the fight.” Their executives have repeatedly demonstrated a willingness to
engage out of necessity, responsibility, and strategic interest. What is needed is not a peacetime
advisory structure but a conflict-focused collaboration construct.

To meet this challenge, we propose the creation of a Cyber Command Private Sector Col-
laboration Center (CCPSCC). This would be a permanent, mission-driven organization that
serves as the primary interface between USCYBERCOM, other government entities, and pri-
vate sector partners. The CCPSCC would formalize operational collaboration by leveraging
existing relationships, programs, and trust to identify key contingencies, support planning
and execution of cyber defense operations, and rapidly provision critical capabilities abroad.
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Essentially, USCYBERCOM must have a deep programmatic commitment to operational
collaboration with the range of key private sector actors, involving ongoing identification
of key contingencies, planning, and conduct of operations. Such a CCPSCC would require a
dedicated staff that includes both the Command, other government organizations, and the
private sector with the ability to mobilize assets for specific planning efforts and operational
activities. The CCPSCC should consider adopting aspects of the British National Cyber Security
Centre’s approach, where much of its work is carried out in an open, unclassified environment,
complemented by a deeply technical and classified side (NCSC 2025). The CCPSCC would
require a senior USCYBERCOM leader as the head with the proper authority, both legally
and in organizational commitment, as well as private sector leaders able to commit their
organizations and people to enable timely operational decisions and oversee joint actions.
Undoubtedly, complex issues to resolve—such as operational security and the use of classified
material—arise regarding participation in establishing a CCPSCC and conducting activities.

The lessons learned from establishing the NSA’s CCC, DHS’s JCDC, the Federal Bureau of
Investigation (FBI)-led botnet take downs, and other operational public-private collaborations
should guide the way (NSA 2025; CISA 2025). The CCC has enabled deep threat intelligence
sharing and attack surface management with the defense industry, overcoming security
clearance and operational issues. The JCDC has established relationships with key critical
infrastructure and technology players and has proven able to provide assistance (New York
Cyber Task Force 2023). The FBI has likewise developed operational approaches to synchronize
joint activities with private sector partners that focus on identifying, pursuing, and defeating
adversaries, including botnets leveraged by Russia and the PRC (Edgar 2024).

Building the CCPSCC will come with real challenges that must be addressed from the outset.
First, USCYBERCOM will need to clearly define the Center’s mandate to lead operational
collaboration in preparing for and executing cyber defense with the private sector. It will also
need to formalize coordination with other agencies—such as NSA, CISA, and the combatant
commands—to avoid mission overlap and interagency friction. Doing so requires assigning
operational leadership and codifying supporting roles.

Second, security classification and clearances remain a structural barrier. Without fast-track
clearances, shared analytic environments, or rapid sanitization processes, private companies
could remain locked out of operational coordination in real time. Seeking approaches that
allow for operationally relevant collaboration at the unclassified level will speed the conduct
and effectiveness of joint activities.

The CCPSCC should focus on a prioritized set of contingencies for action in the Indo-Pacific,
Europe, and the Middle East. Engagement with the appropriate combatant commands would
be essential. The Center should convey a clear message to foreign partners regarding an
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engagement model, the Center’s capabilities, and potential assistance. Specific operational ac-
tivity will vary by contingency but the Center should seek to achieve consistency to maximize
efficiency and learning over time.

The CCPSCC should have federal authority to provide funding to relevant private organi-
zations. A funding approach that grants significant discretion to the CCPSCC—allowing it to
rapidly deploy resources and enable private sector action—is critical. Situational awareness
provided by the CCPSCC would include both understanding adversary activity and the status
of defensive efforts. As described earlier, Ukrainian cyber centers and key government and
critical infrastructure enterprises were provided with timely, ongoing attack-surface moni-
toring and cyber-intelligence platforms. They also received details on emerging adversary
command and control (C2) structures and tactics, techniques, and procedures (TTPs). Together,
these capabilities gave Ukrainian defenders essential visibility. A CCPSCC could organize and
conduct such activities more effectively and at scale.

Contingency plans should seek to clarify how to link available capabilities and resources
to improved defense and resiliency outcomes in a prioritized way. For example, is uplifting
in-country telecommunications resiliency the most important priority? Do private sector
players have lessons to share? Can resources be provided? Will the adversary seek to cut
undersea fiber-optic cables? Such planning will need to involve numerous stakeholders:
USCYBERCOM, other combatant commanders, Department of War (DoW), Department of State,
interagency partners, and private sector players engaged in the contingency.

Additionally, the CCPSCC should orchestrate ongoing cyber defense activities and assistance.
A primary focus would be enabling key hubs in an allied or partner nation, such as national or
regional cyber centers, national Computer Emergency Response Teams (CERTSs) or Computer
Security Incident Response Teams (CSIRTs), and industry information-sharing and analysis
centers. Private sector actors would likely have the availability, expertise, and scale to assist
private industry and non-national security agencies, such as central banks, power, and
telecommunications companies. USCYBERCOM’s hunt forward teams are best positioned to
support national security organizations, where missions typically require higher levels of
operational security, classified tools, and access to sensitive intelligence. CCPSCC could help
existing efforts by enabling the use of select private sector talent and capabilities—particularly
through the creation of joint teams operating under government direction. Establishing such
a system would expand the options for generating the additional forces needed to support
these operations.

ONBOARD THE PRIVATE SECTOR NOW

Deep private sector involvement in cyber conflicts that also involve USCYBERCOM is already
occurring. Private sector companies provide the tools and services used by cyber defenders
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across the globe every day. Enabling defenders to improve deterrence and digital resilience
will be needed before and during any potential conflict. The knowledge and lessons learned
by the private sector in Ukraine and elsewhere can be applied going forward. Although
USCYBERCOM and private sector actors desire similar outcomes, surprisingly little operational
collaboration currently occurs.

USCYBERCOM should build the necessary programs, operational approaches, authorities,
and resources to improve. Creating a Cyber Command Private Sector Collaboration Center
would be an important step in the right direction. The time to act is now.
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Despite the significant investment of attention and resources, the Pentagon and armed services con-
tinue to struggle to find, train, and retain the cyber personnel needed for great power competition.
The 2025 National Defense Authorization Act directs an evaluation of alternative organizational
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INTRODUCTION

After fifteen years and billions of dollars invested in training, recruiting, and infrastructure
for U.S. Cyber Command (USCYBERCOM), the U.S. military remains unable to generate a
sustainable cyber force. Meanwhile, cyber personnel are in high demand across the military,
government, and private sector, with each employer attempting to attract and retain a limited
talented workforce. Thus, a vigorous debate has emerged over different models for cyber
force generation. One thing that appears to be in general agreement — the current approach
is insufficient.

Three alternative models now dominate the debate. The first is the status quo. Second, and
related, is “CYBERCOM 2.0.” This an organizational revision, informed by the experiences of
the U.S. Special Operations Command (USSOCOM) to improve coordination and cyber force
generation within the Services. USCYBERCOM, at Secretary of War Pete Hegseth’s direction,
has started to implement this revision, which includes establishing several new organizations
within the Command headquarters (Matishak 2024). Initially, "CYBERCOM 2.0" was deemed
insufficient and sent back to the Command for reconsideration after being described as merely
“status quo plus” (Pomerleau 2025) but was eventually signed after minor changes (DoW
2025). The third popular alternative is a separate cyber force (King 2025; Luttrell 2024). This
idea predates the creation of USCYBERCOM (Conti and Surdu 2009). Today’s advocates for a
separate cyber force argue that the existing Services’ primary missions (i.e., the Army focusing
on land operations, the Navy on maritime, etc.) present inherent structural constraints on
cyber readiness. Therefore, a new service or department is necessary because, under the status
quo, other service missions will always supersede cyber readiness requirements, resulting
in a distributed force generation approach incapable of generating adequate numbers of
competent personnel (Lonergan and Montgomery 2024).

While the ongoing debate has value, the overwhelming focus has narrowed far too quickly.
The three dominant alternatives-the status quo, a “USSOCOM-informed” revision, or a new
cyber service-have overshadowed serious consideration of other models of force generation.
The Fiscal Year 2025 National Defense Authorization Act (NDAA) directs an independent
evaluation of different organizational models (U.S. Congress 2025). Congress also directed
that “any other organizational models for the cyber forces of the Armed Forces determined
feasible and advisable by the National Academies” be evaluated as well (U.S. Congress 2025).

This work is meant to provide such an outside-the-box evaluation, critical to designing
the best way to generate cyber forces to compete with peer adversaries like China and
Russia. Our analysis is grounded in the assumption that cyberspace is its own distinct domain
(Lonergan and Montgomery 2024). This domain has been repeatedly defined as having its
own operational logic (Alexander 2011; DoD 2022; Conti and Raymond 2017). We therefore
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assume that it requires force generation distinct from other domains. This challenge includes
competing for technical expertise that is in high demand elsewhere in the economy.

In our analysis, we have deliberately sought diverse alternative models, both inside and
outside the military. The focus is on models that have successfully addressed challenges in
the recruitment and retention of specialized technical talent, rapid capability development in
emerging domains, and navigating complex legal and authorities frameworks. We conclude
that several alternatives offer applicable lessons in technical talent recruitment and retention
that can be tailored and adapted to either of the status quo or USSOCOM-informed models. By
evaluating alternative models against tailored assessment criteria, this article aims to provide
decision-makers with clear insights and options to consider when developing future plans
for cyber force generation, along with a framework to evaluate how these insights might be
adopted.

MODEL SELECTION AND ANALYTICAL CRITERIA

Our analysis focuses on the following four alternative models. This selection offers a wide
range of precedents and lessons learned that can inform the U.S. military’s approach to
generating cyber forces.

(1) U.S. Public Health Service Commissioned Corps (PHSCC) — The Public Health Service
manages specialized uniformed personnel across multiple agencies.

(2) Defense Combat Support Agencies (CSA) - Agencies like the National Security Agency
(NSA) blend military and civilian expertise in technical domains.

(3) Specialized Military Career Paths — The Pentagon manages alternative promotion struc-
tures for specialized professionals like doctors and lawyers.

(4) Private Sector approaches — The private sector, including the technology industry and
major corporations, excels at attracting and retaining top technical talent in competitive
markets.

Each model is assessed in terms of qualitative criteria, chosen to address the policy concerns
underlying the Congressional revision debate. In particular, a model needs not only to be
successful in management of its technical workforce, it also needs to offer lessons appropriate
to the cyber field, compatible with the laws and regulations of the military, relevant to
development of technical talent, and potentially tailorable for integration into the dominant
models already under consideration, since one of these is likely to be the ultimate policy of
choice. The criteria, therefore, are the following:

e Applicability to Military Cyber Operations — How well does the alternative align with
established structures and requirements for generating personnel ready to conduct
effective offensive and defensive cyber operations, especially at scale?
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e Legal/Policy Limitations — Where does the alternative model deviate from the legal and
policy limitations the U.S. military must abide by in implementing a force generation
approach?

e Workforce Development Lessons — What are the key lessons or insights from how the
alternative model develops its cyber or technical workforces?

e Integration with the Dominant Models under Consideration — How well can lessons from the
alternative model be integrated into the three dominant cyber force generation models
of the status quo, SOCOM-informed model, or a separate cyber force?

ANALYSIS OF MODELS

The following analysis applies each criterion to each alternative model. While no model
stands out across all of the given criteria, several offer invaluable and applicable lessons if
their limitations can be overcome. The results are summarized in Table 1.

U.S. Public Health Service Commissioned Corps (PHSCC)

The PHSCC is, along with the National Oceanic and Atmospheric Commissioned Officer Corps,
one of the two U.S. uniformed services that are not military services (U.S. Code 10 § 101). The
PHSCC falls under the Department of Health and Human Services. It is composed exclusively
of commissioned officers who are either accepted during their final year of schooling (PHSCC,
n.d.) or enter the PHSCC via direct commission (warrant officers are authorized, but none
have been commissioned in recent history). PHSCC officers hold ranks identical to those of
the Navy and Coast Guard. They are considered active-duty personnel. Commissions into the
PHSCC can be made for ranks up to captain (U.S. Army equivalent, officer grade 3) in one of
the PHSCC’s specialties upon passing an exam. It is also possible to commission directly up to
the officer grade 6, but these are limited to 10 percent per year (U.S. Code 42 § 209).

While a uniformed service, the PHSCC personnel system deviates in several ways from
the armed services. Its officers receive normal military compensation. But they also receive
bonuses based on their specialties that are significantly higher than their rank equivalents
in the traditional military services. Permanent promotions are tied to professional ability,
with examinations required for advancement. Temporary promotions, equivalent to but
more flexible than military services’ “brevet” ranks, may be made up to colonel without
examination or time in service requirements to fill a vacancy. Furthermore, this requirement
can be waived to fill a wartime vacancy (U.S. Code 42 § 211).

In many ways, the PHSCC offers a compelling organizational model for generating a techni-
cal workforce within the federal government that could integrate with the three dominant
models for cyber forces. It demonstrates that technically grounded selection, retention, and
promotion systems and financial incentives to reduce pay disparities with the civilian market
are feasible within the existing legal requirements and authorities of the federal workforce.
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Furthermore, the PHSCC model is sufficient for the scale of the Cyber Mission Force (CMF), as
both organizations consist of approximately 6,000 personnel. Finally, as a uniformed service
that has many parallels to the military services, the PHSCC offers a model that could easily
integrate into the existing joint military community.

Despite these advantages, the PHSCC example also has practical limitations. Most signifi-
cantly, the PHSCC does not conduct military operations as traditionally conceived—its officers
are considered noncombatants unless detailed to an armed service. That said, some aspects
of public health threats and the PHSCC mission mirror features of the cyber domain (Smith
2016). The PHSCC’s practice of almost exclusively recruiting medical personnel later in their
educational progression is also distinct from the military’s traditional approach to recruiting -
both in timing and in the narrow selection from an externally credentialed pool of candidates.
These practices may not translate directly to a military cyber service. Still, they do suggest
that recruiting candidates with some degree of externally vetted aptitude for the demands of
the technical mission can be an effective approach.

Defense Combat Support Agencies

CSAs are chartered by the Pentagon to perform a mission or set of functions on behalf of the
entire military. CSAs include a wide range of organizations such as the Defense Commissary
Agency, the Defense Health Agency, and the NSA. They generally act in support of combatant
commanders conducting military operations (DoD 2010).

The CSA model offers several useful concepts for cyber force generation. First, the missions
of CSAs span the globe and support the entire Joint Force. They fall under the office of
the Secretary of War rather than any individual military departments (e.g., Department
of the Army). Second, while these organizations include uniformed personnel from the
armed services, people are assigned to them individually, rather than as units, as is the
common practice when the services provide units to combatant commands. Civilians are also
a significant component of the agencies’ capabilities, to include leadership positions. Finally,
the distinction between force providers and force generators enshrined in the Goldwater-
Nichols Act does not have the same bearing on CSAs. While agencies may deploy personnel
in support of operations, they are not bound by the force generation cycles that characterize
service formations.

Like the PHSCC, CSAs offer a practical model for generating and employing a technical
workforce that could integrate with popular proposals for cyber forces. As an existing model
within the military, CSAs have a long history of successful support to and integration with
the joint community in sustained, global operations. Additionally, they enable personnel
management and the development of expertise in a tailored field. In particular, the NSA has
demonstrated the capacity to develop and maintain a world-leading technical workforce that
serves as the vital foundation and continued partner to USCYBERCOM. This success suggests
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that the ratio of civilian to military employees within the cyber workforce may not need to
reflect the military-heavy proportions typical of the existing armed services. Finally, CSAs
have provided reliable support to both combatant commands and, in the case of the NSA, the
enduring requirement for national intelligence collection.

While these are significant advantages, the CSA model has several key limitations when
applied to the challenge of cyber force generation. Most significantly, the CSA model has only
been used to generate civilian workforces; it still relies on the armed services to generate and
present uniformed personnel. As the status quo has demonstrated, reliance on the existing ser-
vices has not proven sufficient in this critical regard. In addition, CSAs are explicitly restricted
to the realm of supporting operations to the traditional physical domains of war, whereas
cyberspace is a co-equal domain as defined in Joint doctrine. Limiting cyber operations to the
role of a supporting function would fail to develop the personnel and capabilities necessary
to realize the full potential of cyberspace as an independent domain in which U.S. forces can
maneuver, create, and employ effects for national security.

Specialized Career Paths

Within the existing armed services, there are a variety of career paths that vary from the
prototypical Army infantry officer, Air Force pilot, or Navy surface warfare officer. Military
doctors, lawyers, and chaplains all have specialized rules under Title 10 of the U.S. Code.
These specialized career fields require credentialing external to the military; they share a
high degree of professional identity, and they are common across most of the services.

In addition to these professional career fields, the Army’s functional area officers and the
Navy’s restricted line officers represent service-specific approaches to creating alternative
career pathways. The underlying premise of these specialized career management approaches
is that some service members’ career progression may occur in a more specialized manner
that differs from the more generalist model in the services. There are also various programs,
such as direct commissioning (U.S. Army Talent Innovation Division 2025; U.S. Congress 2018),
career intermission programs (Brading 2021) (U.S. Congress 2019 §551), and education or
training with industry (DiCarlo 2024; U.S. Air Force Institute of Technology 2025), all of which
can be leveraged to address specific aspects of talent management for these specialized fields.

Specialized career paths offer clear advantages that could enhance force generation for the
cyber workforce. They could also integrate with the dominant approaches under considera-
tion. Not all of the armed services have the same specialized career paths (i.e., Marines rely on
the Navy for medical personnel). But these specializations still fit within the military’s existing
authorities, rank structure, and personnel systems. Recruiting, retention, and incentive pay
are also commensurate with existing systems. Some of these systems are set by Congress,
such as retention (U.S. Code 37 § 301(d)) and special pays (U.S. Code 37 § 302). Others are set
by the services.
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Expanding specialized career paths to a size and scope necessary for military cyber could
prove difficult, however. All of the specialty paths depend on external credentialing bodies
that are well-established and widely recognized. No such equivalent exists for cyberspace
defensive and offensive operations. Granted, there are myriad information technology (IT) and
cyber professional certifications. Yet most of these external credentials are less intensive than
those required to become a doctor or lawyer; and while recommended, none are required to
become qualified in many cyber work roles.

Additionally, the specialized career paths would require voluntary support and imple-
mentation from all of the services. The services’ implementation of programs authorized by
Congress varies widely, however, and they are typically more restrictive than what Congress
authorized. For example, despite the Career Intermission Program being first authorized
in 2014 and made permanent in 2019 (U.S. Congress 2019 §551), the Army only recently
began such intermissions, and the associated service obligation it imposes is far greater than
required by law (Brading 2021). In contrast, the U.S. Air and Space Forces opened intermis-
sion opportunities to most of their career fields in 2022 (U.S. Air Force Public Affairs 2022).
Such service-specific divergences would likely result in widely varying approaches to cyber
personnel, similar to the status quo.

Private Sector Approaches

The private sector, from technology companies and major corporations to small businesses,
does not use military force in cyberspace. Nevertheless, it is under threat from nation-state
adversaries and engaged in sustained operations in cyberspace. Private entities with signifi-
cant resources, especially in the IT sector, have developed the capacity to conduct significant
intelligence and defensive operations that stop short of offensive operations. The skills re-
quired for much of this work are closely related, if not identical, to those required to conduct
military cyber operations.

Technology companies have developed various recruiting strategies to meet their personnel
needs, which can rival those of the government. In general, they recruit heavily from top
academic institutions that do research relevant to their business. They have student internship
programs with academic partners. They also foster professional relationships with academic
faculty who can help identify and recruit students for industry jobs upon graduation. These
companies typically rely on a combination of internal promotion and external hiring to find
people with the skills and experience they need. Their hiring practices, in turn, foster the
cross-pollination of industry standards and best practices, creating a collaborative community
of relationships that can be leveraged for mutual benefit. Tech companies are also famous for
not hiring people just to fill open positions; instead, they often wait for a good match.

Workforce development within private industry offers several significant lessons for mili-
tary cyber force generation. The emphasis on strong relationships with academia to identify
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and recruit students creates a robust pipeline for talent. Internship programs supplement
scholarship with practical experience that can be leveraged as future employees. Further,
the willingness of private companies to be highly selective, leaving positions unfilled rather
than hiring someone who would be a bad fit, underscores the often-overlooked but negative
impact on overall performance that can result from trying to grow a technical workforce
without regard to talent, culture, and other factors.

Of course, the commercial practices also have limitations in the context of military cyber
operations. The private sector can rely on financial incentives that are not fully replicable in
the military—the U.S. government rarely pays as much as technology companies or major
corporations with dedicated cyber staff. The acceptance of cross-pollination through personnel
turnover could also prove challenging, given long timelines for clearances and other security
requirements associated with military cyber operations. Further, the reliance on a steady
influx of new personnel could erode the common cultural and technical foundations that are
valuable for military cyber operations.

Finally, industry hiring practices may prove problematic when applied to filling mission-
critical positions, regardless of the availability of an ideal candidate. It would require dramatic
changes to the US military’s recruiting practices and career pathways to recruit a skilled expert
into a senior uniformed position rather than junior positions or internal promotion; the flow
of industry leaders into and out of military leadership positions would likewise be a significant
change. That said, any future cyber force generation model should account for streamlined
and exceptional hiring processes to compete for top talent in a competitive market, as well as
flexible separation mechanisms to maintain workforce quality.

CONCLUSION: DRAWING OUT LESSONS FOR MILITARY CYBER FORCE
GENERATION DECISIONS

Even though no one model is a perfect fit, there are components of each alternative under
consideration that could be applied and combined to improve military cyber forces. Each
of the organizations examined above has developed their structures and policies for the
specialized skills and technical career paths they need. Our analysis reveals several common
lessons. For instance, the PHSCC and CSAs (such as the NSA) do not have the same personnel
policies or retention incentives. Yet both have implemented personnel systems that meet
their unique needs. Both kinds of organizations have also developed effective policies to
identify and recruit individuals with the skills needed to succeed in their different missions.
They also work to retain the talent they recruit and train. For some models, like the CSAs,
this may include rotational programs within the same organization. For others, like private
sector companies, long-term retention may involve a career that even includes leaving the
organization to gain experience elsewhere, coupled with policies to facilitate easier reinte-
gration. Finally, all of the models we examined demonstrate the value of selectivity based on
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technical competence — both in initial selection and in continued professional advancement.
The nature of that technical competence may evolve over the course of a career. Nevertheless,
maintaining a strong technical foundation is instrumental to effective operations through
shared organizational cultures.

Below are the lessons from our evaluation, phrased in terms of guidance for the debate
over improving cyber force generation. This analytical guidance provides a useful foundation
for senior leaders and policymakers to evaluate and integrate the conceptual lessons from
other models into an actionable plan for whatever cyber force generation model comes next.

Lesson one: Assure the compatibility and suitability of forces for offensive cyber operations.
The military operates in unique and challenging environments, including those that require
offensive action. Three of the four models could be readily accommodated within the existing
U.S. approach to military organization, operations, and governance-including those involving
combat. All four were potentially compatible in scale, although not in offensive combat
applications per se. For example, the private sector has the scale but not the cultural acceptance
of offensive cyberspace operations.

Lesson two: Generate cyber talent through adapted authorities and policies. Revisions to military
authorities and policies are significant endeavors. Simply adapting or extending existing
statutes is unlikely to be sufficient. While the initial CYBERCOM 2.0 initiative stayed within the
confines of USCYBERCOM’s current authorities, which it deemed adequate to support progress
(Seffers 2025), it was initially deemed to not go far enough (Pomerleau 2025). The consideration
of alternative models offers an opportunity for a more deliberate reconsideration of the
nation’s titles and authorities. Our analysis indicates that tailored revisions to the military’s
existing authorities are likely needed to enhance cyber force recruitment, retention, and
readiness.

Lesson three: Prioritize sustaining the technical mastery of a highly capable cyber workforce. One
of the most significant shortcomings of the status quo is its inability to provide and sustain
quality forces at both the scale and the necessary level of expertise in their given field(s).
Addressing this failure became a central element of the CYBERCOM 2.0 initiative. Its emphasis
on “readiness and future force generation” highlights the need for cyber personnel to develop
and sustain technical mastery over their career (Seffers 2025). Our analysis of alternative
models indicates that effective force generation depends on organizational prioritization of
technical mastery, at scale, in whatever model is chosen moving forward.

Lesson four: Require integration with joint community. Cyberspace is an integral part of all

modern military operations. Our analysis identified potential elements of force generation
across the alternative models that can, and some that cannot, readily integrate with existing
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Joint Forces and joint operations. In addition to addressing the demand for operations in the
cyber domain, any cyber force generation solution must also accommodate service and joint
requirements.

The lessons offered by alternative models should be considered by policymakers and military
leaders as they develop the future cyber force. We strongly recommend that, whatever model
the military adopts, it should incorporate the tailoring and adaptation demonstrated by these
organizations to more effectively create and retain a highly qualified technical workforce.
There is nothing within existing federal authorities that would strictly preclude adopting
elements of the successful programs found in these models. Regardless of which path is
chosen in reforming or replacing USCYBERCOM, the lessons that can be learned elsewhere are
invaluable for designing cyber force generation models that will be competitive in cyberspace.
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INTRODUCTION

“CYBERCOM 2.0” was released on November 6th, 2025, as the Pentagon’s revised cyber force
generation model. This new model seeks to address shortfalls that have persisted over a
decade under the services’ mandate to man, train, and equip cyber forces. This revised
model, together with years of Congressional involvement, makes the overwhelming case that
relying on the traditional military services to produce cyber forces “has not met the unique
requirements necessary to fight and win in the cyber domain” (U.S. Department of War 2025).

Why have the services struggled to meet these requirements? Some point to a lack of
prioritization within the services (Luttrell 2024) or to cultural challenges (Lonergan 2025).
Others go further and attribute longstanding shortfalls to negligence (Magee 2025). In this
article, I provide professional insights based on roughly ten years of service, including both
enlisted military intelligence roles and as a Cyber Warfare Officer. I have served in a traditional
land warfare unit, the 1st Cavalry Division, as well as in the Cyber Protection Brigade (CPB)
and the Cyber National Mission Force (CNMF). Given this experience, combined with my
academic research, I argue that the military service branches are not entirely to blame for their
inability to produce the personnel or capabilities required to address national security threats
from cyberspace. Rather, the services are designed to address specific warfighting challenges
and capitalize on opportunities within their respective physical domains of warfighting. Their
resources, processes, and values are tailored to their originating domains to maximize U.S.
military capability in sea, land, air, and outer space. But not cyberspace.

To explore why the services have not met cyberspace’s unique requirements, this article
employs Clayton Christensen’s Resource-Processes-Values (RPV) framework as an analytical
lens (Christensen and Overdorf 2000). This framework is typically used to help business
leaders understand their own organization’s strengths and limitations. It sheds light on the
factors that impact what an organization can and cannot do. Typically, when Christensen’s
framework is applied, it is to help businesses seeking to adapt to a changing market. In
response to cyberspace, however, the military services have sought to adjust only limited
aspects of their organizations while maintaining their primary focus on their traditional
domains—an approach that sustains organizational inertia. The underlying problem is that
the services remain optimized for the generation of physical-domain military power, even
though cyberspace demands the cultivation of digital exploits rather than kinetic force.

Using the U.S. Army to illustrate, this article argues that the persistent challenges in U.S.
cyber force recruitment, manning, training, and equipping stem from requiring a service
whose RPV—effective in its original domain—is misaligned with cyberspace. The Army is
an appropriate case for examining misalignment because it produces the largest share of
cyber personnel and capabilities across the services and exerts the greatest influence on their
composition. Therefore, it has an outsized impact on U.S. Cyber Command (USCYBERCOM).
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Conclusions drawn from looking at the U.S. Army in cyberspace are also generalizable to
other service branches whose operations historically occur in a physical domain.

This article does not argue that the services should overhaul their entire organizations. It
would be strategically detrimental if efforts to improve performance in cyberspace under-
mined the Army’s core proficiency in land warfare. The services’ central focus should rightly
remain on their principal domains. Instead, a new service must be established to maximize
cyberspace’s capabilities for U.S. national security.

Before examining RPV misalignment, we must first understand the history that led the U.S.
military to this point and the distinct characteristics of cyberspace from which my argument
flows. Effective organizational design needs to account for these characteristics to maximize
benefits from the cyber domain. Then I will introduce the RPV framework to analyze why
the services continue to struggle. From there, we will explore how the Army’s loyalty to
being the best in the land domain causes it to struggle to support USCYBERCOM. For the sake
of this article, I do not consider information technology (IT) management and security in
day-to-day operations as “cyber forces.” These tasks are equally important; they keep the
Department of War Information Network (DoWIN, formerly DoDIN) secure, resilient, and
functioning. However, they are not considered cyber forces by most of the personnel with
whom I served alongside in defensive or offensive cyber operations. Therefore, while the
Army has conflated terminology that includes both IT management and electronic warfare
(EW) under the umbrella of cyber operations, I distinguish between them (Kamark and
Theohary 2023).

Throughout, I ask you to keep in mind the service members affected by these structural
flaws—national servants who are forced to choose between professional advancement within
their service or dedication to safeguarding U.S. national interests in cyberspace. This profes-
sional commentary is dedicated to those who showed selfless service and chose the latter.

BACKGROUND

USCYBERCOM was established in 2010 as a subordinate command under U.S. Strategic Com-
mand (USSTRATCOM), a recognition that cyberspace was an important front in national
security. By 2017, Congress elevated it to a unified combatant command, further signaling its
vital role.

This Command relies on the armed services for force generation. One of the core functions
of a military service, per the Goldwater-Nichols Act, is to organize, train, and equip forces for
combatant commanders (U.S. Congress 1986). As a result, USCYBERCOM’s operational units, the
Cyber Mission Force (CMF), are sustained by the military services, which provide the personnel,
training, and equipment needed to carry out missions. Congress has been forced to legislate
down to the level of military occupational codes, training pipelines, and readiness reporting
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of the CMF because the services have failed to manage cyber personnel appropriately. The
FY2023 National Defense Authorization Act (NDAA) micromanaged career paths, readiness
reports, and force generation models—an unprecedented intrusion that indicates structural
misalignment. Such legislative micromanagement is highly unusual. Congress historically
entrusted the services to manage their own personnel systems. By dictating these details,
lawmakers are signaling that the services’ resources, processes, and values are structurally
misaligned with cyberspace. Simply put, they have treated cyberspace as peripheral rather
than a core mission. Consequently, Congress has had to assume a personnel management
role it normally does not inhabit (Kamark and Theohary 2023).

Since the FY2023 NDAA, the services have continued to experience problems with cyber
force generation. Pentagon leadership rejected initial drafts of “CYBERCOM 2.0,” an effort
to remediate some of the problems, as insufficient, describing it as little more than “status
quo-plus” and requesting a complete review. The NDAA for fiscal year 2025 requires an
independent evaluation for a separate cyber force, implicitly acknowledging that the current
service-based model is underperforming (U.S. Congress 2024). Congress would not order an
external review of whether to establish a new service unless there were credible indications
of structural inadequacy within the existing force-generation system. My experience suggests
the same.

The Pentagon released a revised version of “CYBERCOM 2.0” in November. This new model
attempts to compensate for the services’ failure. To understand why the services have strug-
gled, it is imperative to understand why a domain’s distinctive dynamics underpin the services’
approach to resources, processes, and values. It is to this task we now turn.

CYBERSPACE AS A UNIQUE OPERATIONAL DOMAIN

Many scholars and government organizations describe cyberspace in terms of its composi-
tion—the hardware, software, data, and networks (Rattray 2001). For instance, the Pentagon
defines cyberspace as “a global domain within the information environment consisting of
the interdependent networks of information technology infrastructures and resident data,
including the internet, telecommunications networks, computer systems, and embedded
processors and controllers” (Congressional Research Service 2024).

This article will use a definition that focuses on cyberspace’s characteristics as a domain.
These characteristics explain how the cyber environment operates as a unique domain
of activity beyond its embedded objects. Cyberspace is unique because it is governed by a
fundamentally different logic of interaction from physical domains—one that is informational,
continuously contested, and detached from direct physical coercion. Describing cyberspace as
merely "distinct’ risks implying continuity with the physical force-centric logic that underpins
the traditional domains. This article instead treats cyberspace as unique in that its strategic
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effects emerge through exploitation, persistence, and informational advantage rather than
through the application of physical force. The structural characteristics of cyberspace—its
interconnectedness, constant contact, reconfigurable terrain, and dual character as both
weapon and battlespace—make it inherently different from physical domains.

To illustrate the dual character of cyberspace, computer code is “simultaneously the means
to maneuver and the space through which one maneuvers” (Fischerkeller, Goldman, and
Harknett 2022). This characteristic creates a different relationship between the operator and
the terrain compared to relatively static physical domains, like land, which require large forces
to traverse and hold. Security in dynamic digital terrain comes not from holding territory;,
as it constantly shifts, nor from deterrence, given the domain’s opacity, but from dynamic
behavior: continually exploiting vulnerabilities while preventing adversaries from exploiting
your vulnerabilities.

What does reconfigurable terrain mean? Unlike physical domains, cyberspace can be
rapidly and unexpectedly altered (Libicki 2009). A software patch, a hardware upgrade, or
the reconfiguration of a network can change the terrain in which cyber forces operate. What
was once a vulnerability may disappear with a patch; what was once a secure enclave may
become exposed after integration or migration. This volatility has no true likeness in the
physical world—moving mountains or reshaping rivers takes centuries. Artillery shells will
explode regardless of the target’s shape or whether it has a new door or boarded-up windows.
But in cyberspace, the topography is mercurial. Cyber forces cannot rely on static defenses or
territorial control. They must flow within an ever-changing environment.

The distinctive characteristics of cyberspace also provide unique opportunities. Unlike phys-
ical environments, where military outcomes result from forcing one’s will through violence
on others, strategic outcomes in cyberspace are pursued through exploitation (Fischerkeller,
Goldman, and Harknett 2022). States can erode their adversaries’ sources of power or bolster
their own by circumventing sanctions, degrading military readiness, eroding political trust,
and stealing intellectual property at scale. These operations shift power through exploitation
without requiring physical confrontation or concessions from adversaries.

RESOURCES, PROCESSES, VALUES FRAMEWORK

How should the armed services adapt? Clayton Christensen’s RPV Framework can help
organizations determine whether they are postured to succeed when faced with change. First,
leaders must determine if they have the proper resources. Then, they need to examine their
organization’s processes and values to ensure they are aligned with the new environment. This
framework introduces leaders to the idea that the capabilities that make their organizations
effective in one environment can become liabilities in another.
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Organizational capabilities stem from its resources, processes, and values. Resources can
be tangible, such as personnel, equipment, and cash, or intangible, including designs, relation-
ships, and knowledge. Processes are the ways in which people transform inputs—whether
energy, capital, information, or labor—into desired outputs. Processes can be formal, such
as target development and mission planning. They can also be informal, like backchannel
coordination, creative workarounds, or mentorship.

Values influence processes and resources. Values are the guiding principles that help
personnel make decisions and choose between competing priorities. They guide resource
allocation and reward systems. They are also enduring; values are embedded in every decision,
process, and interaction (Christensen 2016).

Christensen’s research argues that organizations develop strengths through their estab-
lished processes and values, enabling them to excel in particular tasks. Although initially
they may depend on key individuals (resources), over time the organization becomes less
defined by people and more by its routine processes and shared values. However, those same
strengths can become liabilities when circumstances shift. Organizations struggle to change
the way they work or the values that guide their priorities. In this way, the very foundations
of an organization’s success in one domain can limit its effectiveness in another (Christensen
and Overdorf 2000). Applying this logic to the services, what makes them successful in train-
ing, manning, and equipping for land or maritime environments, for example, is the very
thing that makes them unsuccessful in training, manning, and equipping for cyberspace. The
following sections will explore examples of this in further detail.

In fact, the military situation between the services and USCYBERCOM is more difficult than
the business situations studied by Christensen. Those firms were adapting to shifts within an
existing market, not confronting an environment governed by an entirely different organizing
logic. The services are not being asked to adapt to an entirely new operational environment
and let go of their old one; they are being asked to maintain and improve their capabilities
in their primary domain, while simultaneously carving out portions of their organization
to adapt to a fundamentally different domain. The closest analogy to this is the Army being
asked to produce sailors and then struggling because they must also prioritize their primary
mission, land warfare.

Attempts have been made to ameliorate this situation by giving USCYBERCOM service-like
authorities. These service-like authorities include its budget, acquisition process, establishing
training standards, and special hiring and retention for its civilian personnel. But the Com-
mand is still at the mercy of the services in key areas, including the processes and values that
govern training, the promotion system, or the assignment of personnel.
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In the sections below, I will examine a select number of cases that exemplify RVP misalign-
ment. They are by no means exhaustive, but rather illustrative of how the Army’s originating
domain is misaligned for cyberspace in each part of the RVP framework.

Resources

Human expertise is the decisive resource in cyber warfare. Because the domain is a collection
of logical constructs, not physical ones, advantage in cyberspace derives from understanding
and knowing a network better than the personnel who designed it (USENIX Enigma Confer-
ence 2016). Due to the dynamic, reconfigurable terrain, the personnel require near-parallel
operations, training, and development. Sending personnel off to distant assignments for
training, such as attending a six-month in-resident course whose annually updated curricu-
lum lags behind the domain, removes people—the capability generators—from operations
and significantly hinders cyber units that depend on their personnel’s capabilities. The best
cyber personnel I served with were teaching themselves new technology while assigned to
operational units.

Lieutenant General William Hartman, speaking to the Senate Armed Services Committee,
echoed this sentiment in 2025. He stated that USCYBERCOM seeks to recruit and retain top
cyber talent, leverage the expertise of the Guard and Reserve, and deepen academic and
industry partnerships. He concluded with a plan to compete with adversaries, who outnumber
U.S. forces, by aiming to “overmatch quantity with quality” (Hartman 2025). Hartman is not
referring to the quality of military platforms, like tanks and artillery, but the quality of the
personnel and their technical knowledge. People generate the cyber capabilities required
in an operating environment that is constantly changing by solving configuration puzzles,
building exploits, and discovering vulnerabilities. Cyber capability advancement is more akin
to knowledge generation than it is to weapons development.

Land operations are also people-centric, but they require personnel in their capacity to
create mass with weapons platforms. Tanks, artillery, and rifles with soldiers produce kinetic
firepower. The platforms’ capabilities have a long shelf life; while skill is required, their effects
are less sensitive to the thought-work of personnel. This is distinct from cyber capabilities,
which reside in the individual’s knowledge and skill, making them difficult to replicate. By way
of analogy, when a trained cyber operator leaves the service, it is as if the Army lost the artillery
piece entirely, not just the artilleryman. This difference in understanding resources is one
reason why the services struggle to sustain quality cyber personnel: their personnel retention
assumptions and standards are built around a desire to produce mass and the assumption
that people can be, relative to cyber, easily produced. A commander I once served under
lamented this problem, noting how difficult it was to manage a force when the equivalent of
your Bradley fighting vehicle wanted to go back to the schoolhouse for an extended period to
become an Abrams tank.
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Although personnel are the primary resource, tools such as software are also important
to augment an individual’s training, management, and analysis of data and information.
Currently, each branch manages its own piece of the software system—the Army’s Persistent
Cyber Training Environment (PCTE) and development environments, the Air Force’s Unified
Platform, the Joint Common Access Platform (JCAP) for offensive operations, Joint Cyber
Command and Control for C2, and USCYBERCOM’s sensors. The result is a patchwork of
systems that lack interoperability (Pomerleau 2024). Even the “Unified Platform” cannot
query datasets seamlessly. Redundant development of security operations pipelines also
slows delivery. Although this fragmentation is problematic, it is merely a symptom of a deeper
problem: the tools themselves were designed with physical domain characteristics as the
baseline assumption, as illustrated by the failures of Project IKE and Plan X.

Plan X, a Defense Advanced Research Project Agency (DARPA) initiative that faltered, was
moved to the Pentagon’s Strategic Capabilities Office in 2019 and renamed Project IKE under
a contract with Two Six Labs. This software illustrates two attempts to provide cyber forces
mission management software to help plan, conduct, and assess cyber operations. These
software solutions failed because they were designed with characteristics and underpinning
assumptions derived from land warfare. The interconnectedness, constant contact, and
reconfigurable terrain of cyberspace cannot be contained within a common operating picture
(COP). A COP is a shared display of operational information collected from multiple sources,
consolidated on a map, so that commanders can assess the readiness of forces and direct them
accordingly. Throughout my seven years as a cyber officer, regardless of the unit, there was
a constant push to create a COP for cyberspace (Pomerleau 2021). I saw non-organic cyber
officers—officers who were not technical or whose thinking was already pre-configured
with land warfare mindsets—grow increasingly frustrated because they couldn’t “see” the
operational environment.

While COPs are an effective concept for the physical domains, they break down when
applied to cyberspace. One cannot construct a meaningful two-dimensional map of any large
network without filtering out a significant amount of data. Cyber terrain is abstract, logical,
made of routes, sessions, credentials, and services, and is constantly changing; therefore,
there is no way to produce a map that can show where effects will land in ways a commander
can intuitively read. The ability to “see” the Internet is dispersed across sensors that are frag-
mented and owned by disparate actors (service providers, cloud tenants, endpoint vendors,
partners). There is no single authoritative sensor suite that can be centrally fused without
legal, contractual, or technical barriers. The ephemeral scale and tempo of the domain also
undermine mapping efforts. Network flow logs, host telemetry, audit trails, and application
logs all require specialized analysis and interpretation. Simply overlaying them into a single
map creates noise and false confidence, rather than clarity. Mapping cyberspace is closer to a
knowledge map than a geographic map. Resources, in the form of software, such as Plan X or
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Project IKE, that the services have provided, import the assumptions of the dynamics of their
physical domain rather than the dynamics of cyberspace, leaving behind a trail of wasted
funds, lost hours, and diminished morale.

Processes

U.S. Army processes—including interaction patterns and coordination, especially regarding
training-are not aligned with cyberspace. Army processes reflect the industrial logic required
for mass mobilization. It necessitates standardization, hierarchy, and linear progression across
geographic terrain. This approach is optimal for predictable, reproducible outcomes—such as
having similarly trained soldiers, maintaining equipment, and seizing land directly through
established chains of command. This linearity ensures discipline and control in large-scale
operations, but it also embeds rigidity: each phase of planning and execution follows a
prescribed order, which leaves little room for adaptive iteration and decentralized innovation.

Cyberspace instead requires small unit, real-time technological innovation, and creative
knowledge development to support exploitation of highly dynamic terrain. The industrial
logic for mass mobilization—effective for land warfare in order to produce waves of tanks
and battalions—is unsuitable for cyberspace, where success depends on knowledge creation
and the ability to exploit and leverage the terrain.

U.S. Army training processes also reflect the logic for mass mobilization. Institutional
courses, professional military education (PME), and developmental tours create predictable,
certifiable competencies well suited to a relatively static physical battlefield (U.S. Department
of the Army 2025). However, in domains characterized by exploitation, dynamism, and deep
technical expertise, hyper-focusing on standardization and linear sequencing becomes a
liability. Learning approached as a linear sequence assumes that the knowledge to be acquired
can be decomposed into ordered steps that build predictably on one another. It is like an
industrial production line: mastery of one step is a prerequisite for moving to the next. This
works best when tasks are well understood, outcomes are stable, and variation is undesirable.

By contrast, the most highly skilled cyber service members I served with achieved profi-
ciency through active discovery and experimentation, rather than relying solely on linear
instruction. Their exploratory learning is driven by curiosity. Learners follow problems or
anomalies into “rabbit holes,” allowing understanding to emerge through experimentation,
iteration, and recombination. Exploratory approaches uncover underlying structures, and
conducting systematic probing can yield operational success. Training processes for a cyber
force require space for exploratory learning rather than linear sequencing.

Compounding the problems of misaligned training processes is the domain-dictated re-
quirement for deep technical knowledge to contribute effectively to operations, planning,
or staffing. Being able to make meaningful contributions today requires several years of
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training and experience, often close to a decade for mastery (Cobb 2025). Many cyber sol-
diers, specifically field-grade officers, arrive with a lack of basic domain knowledge. They
are woefully underprepared. The amount of knowledge required is significantly higher for
cyber operations than for land operations. That is not to say conducting land operations is
simple. But service members are already accustomed to physical elements—gravity, fiction,
spatiality, borders, terrain, visibility—before entering the Army. Most must learn digital fun-
damentals—authorization, privileges, network architecture, logical barriers, sensors, data
flows, configuration—before they can think critically about operating in cyberspace.

These different competencies evolve on different timelines. Technical expertise requires
constant maintenance, so expertise atrophies when personnel rotate to positions that do not
require technical knowledge but are required for promotion. Promotion systems reward
breadth and command time over long-standing technical depth, incentivizing generalists
rather than technological specialists, because this approach is effective for officers in the land
domain. The result is persistent shortfalls of officers who understand the environment in
which they operate, because the domain requirements exceed what the Army’s traditional
officer model can reliably produce or retain.

Values

If processes determine how something is done, values dictate what is considered worth doing.
Values permeate processes and the prioritization of resources, but they are most clearly
revealed in decision-making. The Army’s values have steered its approach to cyberspace in a
manner that reinforces its primary warfighting identities while relegating cyber operations
to a supporting role. In an effort to stay aligned with its land warfare mandate, the Army has
also expanded its definition of cyber operations to include EW to justify decisions on training
curricula, personnel management, and unit creation.

Cyber occupational specialty curriculum now requires cyber officers to “understand all
aspects of cyber operations, electronic warfare, and cyber electromagnetic activities along
with combined arms tactics, techniques, and procedures to support Multidomain Operations
and Large Scale Combat Operations.” The Army’s cyber officer profile effectively demands
simultaneous mastery of two domains (land and cyber), cyberspace engineering, EW, DoWIN
defense, joint planning, and land-combat integration—an implausible bundle for one career
track.

I am not suggesting that the curriculum was optimal before these changes, when I went
through the Cyber Basic Officer Leader Course (BOLC) in 2017 or the Captains Career Course
(CCC)in 2020. I spent a sizable portion of my training on planning a battalion-level ground
operation. In 2017, the year I commissioned into the U.S. Army Cyber Branch, the Army
began moving EW personnel into the cyber career field. Since then, EW has increasingly
encroached on the cyber occupational specialty under the auspice of growing the cyber force.
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Congress sought to stop this under Section 1543 in the 2025 NDAA, which put a “prohibition
on disestablishment or merger of officer career paths within the Cyber Branch of the United
States Army.” In order to sidestep this prohibition, the Army simply added EW curriculum to
a cyber officer’s training.

Currently, the Army’s 17A Cyber Warfare Officer course includes not only cyberspace
operations but also extensive instruction in EW theory, spectrum fundamentals, antennas,
electro-optics, and signals intelligence in support of EW. All of which were not a part of cyber
officer training when I went through the schoolhouse. In effect, now, a “cyber” officer is
trained as much in spectrum operations as in network exploitation, even though a separate
17B Electromagnetic Warfare Officer specialty exists. The curriculum creep of EW into cyber
reflects the Army’s drive to fold cyberspace into its traditional emphasis on land warfare by
prioritizing spectrum control and maneuver support, rather than cultivating the specialized,
persistent capabilities that USCYBERCOM requires for global operations (U.S. Army Cyber
Center of Excellence 2025).

Claims of growing the cyber force are also hollow. As highlighted on The Cyber Center
of Excellence (CCoE) website, “growth is concentrated in the 17E MOS, Electronic Warfare
Specialist, reflecting the branch’s focus on offensive and defensive cyber capabilities.” Yet, this
statement is misleading. EW is not offensive or defensive cyber. The Army has simply con-
flated its language in order to promote capabilities that are more aligned with land warfare.
EW specialists monitor signatures and disrupt adversary networks through jamming—tasks
rooted in the spectrum, not in hacking, hunting, or persisting on networks (Starrett 2025). By
framing EW as cyber operations, the Army blurs the line between cyberspace and electro-
magnetic operations, subordinating true cyber operations in order to stay aligned with land
warfare priorities.

The Army’s effort to add cyber capabilities to its land warfare divisions further illustrates
the conflation of cyber with EW. Although labeled “cyber units,” these new units are not
conducting network operations. Their capabilities are radio-frequency-enabled, meaning
effects delivered through spectrum operations, not network exploitation. Personnel are then
assigned to these units while billets go unfilled at USCYBERCOM (Pomerleau 2025). This
framing subordinates cyber to land warfare priorities, rather than pursuing the cultivation
of the specialized, offensive, and defensive on-network operations capabilities needed by
USCYBERCOM.

YOU CAN'T GET THERE FROM HERE

The persistent misalignment between the Army’s—and, by extension, the services’—resources,
processes, and values on the one hand, and the characteristics of cyberspace on the other,
explains why more than a decade of reform has failed to generate a cyber force capable of
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meeting national security requirements. The Army’s institutional design reflects the charac-
teristics of land warfare—hierarchical, industrial, and platform-centered—while cyberspace
demands a force that is networked, exploratory, and knowledge-centered. The failure, there-
fore, is not negligence but incompatibility. Congressional intervention and the Pentagon’s
repeated revisions to the cyber force generation model underscore that the problems are
systemic.

A separate cyber service, purpose-built for the domain, is the most logical and most feasible
alternative available today. It would not supplant the traditional services but complement
them, allowing each to specialize according to the characteristics of its respective domain.
Only by aligning organizational design with domain characteristics can the U.S. military
effectively harness cyberspace’s potential and leverage the expertise of its service members,
who remain its most critical resource.

To clarify the implications for all services, not just the Army, the logic developed in this article
leads to a functional—not wholesale—division of cyber responsibilities. The services would
retain steady-state network operations and baseline cybersecurity functions for networks that
are inseparable from their domain-specific missions. For the Army, this includes signal units,
Network and Enterprise Technology Command (NETCOM), and Regional Cyber Centers (RCCs)
operating as cybersecurity service providers (CSPs). These organizations are responsible
for communications, networking, information transport, and the continuous execution of
defensive cyber operations—internal defense measures (DCO-IDM): monitoring networks,
implementing defense-in-depth, enforcing compliance standards, patching and hardening
systems, and conducting initial incident detection and response. These activities ensure
availability, reliability, and resilience of service networks from the tactical edge to the strategic
level, and they remain appropriately embedded within the services because they are tightly
coupled to operational command and control (C2), logistics, and day-to-day force employment
for land, sea, air, and space operations.

A separate cyber service, by contrast, would assume responsibility for cyber defense func-
tions that are active, adversary-focused, and operational. This includes Defensive Cyber Oper-
ations—Response Actions (DCO-RA), which go beyond securing infrastructure to maneuvering
within friendly networks to hunt, contain, and eradicate sophisticated adversaries—often re-
quiring higher authorities due to their potentially disruptive effects. The cyber service would
also provide surge incident response, intelligence-driven network hunting, and red-team
assessments in support of service-owned networks. Critically, this is not a clean handoff but a
deliberate seam: DCO-RA would be executed side-by-side with service cyber security service
providers and network owners, preserving unity of effort while aligning the most specialized,
adaptive cyber talent with a force designed for persistent threat engagement. This division
generalizes across the services and reinforces the broader argument of the paper: cyber
effectiveness depends less on reallocating everything to a new institution than on placing the
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right functions—preventive versus maneuver-oriented—within organizations structurally
optimized to perform them.

Finally, the same logic extends even more clearly to offensive cyber operations (OCO),
which should reside entirely within a dedicated cyber service. They would provide a unique
strategic capability as well as provide support to the geographic combatant commands. OCO is
inherently intelligence-driven, and persistent. It requires centralized authorities, specialized
tradecraft, and continuous engagement with adversaries across geographic and organizational
boundaries. Unlike network operations or baseline defense, offensive cyber capabilities are
not tied to a service’s organic platforms or day-to-day C2 responsibilities. Housing OCO within
a cyber service would consolidate scarce expertise, standardize training and doctrine, and
ensure unity of command over operations that carry strategic risk and political sensitivity.
The services would remain consumers of cyber effects in support of their campaigns, but the
planning, preparation, and sustainment of OCO forces would be conducted by a cyber service
purpose-built for the domain.
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INTRODUCTION

America faces a well-documented force generation challenge for operating in cyberspace
(Onken et al. 2024; Szewczyk 2024; Bates and Rose 2022; U.S. GAO 2022; Wenger, O’Connell,
and Lytell 2017). Force generation entails the organization, training, and equipping of military
forces (U.S. Congress 1986). Much of the conversation about how to improve cyber force
generation in the United States has taken a mechanistic perspective, centering around restruc-
turing cyber teams, creating new organizations, changing authorities, creating new policies,
and so on. Some argue for implementing incremental changes to the current force-generation
model by increasing U.S. Cyber Command’s (USCYBERCOM) service-like responsibilities (Long
and Pytlar 2024; Haugh 2024). Others call for pursuing more systemic changes to establish a
new branch of the Armed Forces focused on cyberspace, a U.S. Cyber Force (Lonergan and
Montgomery 2024, 2025).

However, as these debates are unfolding, the discourse largely overlooks the role of organi-
zational culture. Cultural considerations will frame and permeate all of these organizational
choices—and, ultimately, contribute to their success or failure over the long term. If the U.S.
does not account for organizational culture, no amount of organizational change will be
effective in addressing current force generation challenges.

The purpose of this article is not to explore the merits of arguments on either side of the
debate about whether a Cyber Force should be established. Instead, we focus on the critical
role of culture in shaping the force, regardless of which course of action is pursued. That said,
we do argue that the most effective way to create an organizational culture that is aligned
with the requirements for generating cyber capabilities would be to establish a Cyber Force.
An independent service would be relatively untethered from existing service cultures and
would have the remit and autonomy to cultivate a distinct cyber culture. Yet, establishing a
Cyber Force in and of itself is not sufficient to instantiate a culture that allows the U.S. military
to compete and win in cyberspace; it will still need to be a deliberate effort.

Indeed, when the U.S. Space Force was established in 2019, leaders explicitly debated how
the service would establish a distinct service culture (Sanders 2022). For example, in 2020
then-Chief of Staff of the U.S. Air Force, Gen. David Goldfein, reflected on the imperative to
build a distinct service culture for the Space Force within the Department of the Air Force,
noting that: “The objective for Chief [of Space Operations] Raymond and me is how do we
build a foundation of trust and confidence and focused on integrated joint warfare. At the
same time, how do we allow the Space Force to develop its own service culture” (Pope 2020).

A Cyber Force would pose unique cultural challenges. Unlike the Space Force, which was
largely created out of the Air Force, a Cyber Force would likely incorporate personnel from
across the existing services who comprise the joint Cyber Mission Force (CMF). Therefore,
the dilemma would not only be discerning how to develop the "right" service culture, but
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also how to integrate personnel from disparate services who are already shaped by those
existing service cultures and norms. Reflecting on his experiences as the commander of the
Cyber National Mission Force (CNMF), Vice Admiral (retired) Timothy ]J. White noted the
predicament of fostering a shared cyber culture, even in a joint operational environment:
“Despite operating in an inherently shared technological ecosystem with common threats
and challenges, the CNMF—the joint cyber force as composed of the individual services, each
with its distinct organizational proclivities and perspectives—is still evolving toward a truly
shared cyber strategic culture” (T. J. White 2020, 130).

The issue of organizational culture and its role in force generation has largely been underap-
preciated in the current debate (S. P. White (2023) being an exception). Instead, policymakers
and experts have tended to focus on other issues, such as how to organize a potential Cyber
Force; whether it should be organized under the Department of the Army or be a standalone
military department (Couillard 2024); whether a U.S. Special Operations Command-like or
U.S. Joint Special Operations Command-informed model is more appropriate for the cyber
domain than a separate service (Long and Pytlar 2024); and what authorities might be needed
to improve the effectiveness of USG cyberspace activities (Edwards 2025).

Culture is a contested concept and there is no one standard definition. Broadly speaking, it
is often defined as “the set of basic assumptions, values, norms, beliefs, and formal knowledge
that shape collective understanding.”! The culture of an organization contains repertoires
or “tool kits of symbols, stories, rituals, and worldviews” that help structure and organize
members’ behavior (Swidler 1986, 273). Culture is especially important for military organi-
zations in structuring the identity and values of their members, as well as their behavior,
including the development of doctrine or their propensity to innovate (Kier 1997; Goldman
2006). The academic literature on military culture describes how each service is defined
by a distinct culture, which developed over time as a result of its history, the domain in
which it operates, and the missions it is called to perform. That said, it is important to note
that military cultures are not monolithic, and service cultures contain multiple (and often
competing) subcultures. For example, in his seminal work on U.S. military service culture,
Carl Builder finds that the U.S. Navy “worships at the altar” of tradition, is characterized by an
elaborate hierarchy, focuses on size (defined by number of ships), and values independence
and autonomy. In contrast, Builder depicts the Air Force as a service that “worships at the
altar” of technology, focuses on qualitative technological edge, has a simple dichotomous
hierarchy (pilots versus non-pilots), is less institutionalized, and instead embodies an idea of
technologically-based warfare. Finally, according to Builder, the U.S. Army “worships at the

1. See (Kier 1997, 28). To scope our analysis, we exclude behavior from our definition of culture to examine how ideas, beliefs,
and constitutive identities may have an effect on behavior. This follows Jack Snyder’s treatment of culture, which he defines as
“a system of symbols that creates meaning within a social group,” (J. Snyder 2002, 14). This is distinct from Snyder’s definition
of strategic culture as “the sum total of ideas, conditioned emotional responses, and patterns of habitual behavior that members
of a national strategic community have acquired through instruction or imitation and share with each other with regard to”
the use of force (J. L. Snyder 1977, 8).
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altar” of country, embodies the concept of selfless service, measures its strength in terms of
mass, valorizes the combat arms, and is less fascinated by technology (Builder 1989). While
Builder’s scholarship focuses on these three services, the U.S. Marine Corps and Space Force
are also defined by distinct cultures, though the latter service is relatively new and its culture
is still developing (Terriff 2006; Li and Melin 2023).

We argue that each of the military services’ dominant cultures articulates values, ideas,
and beliefs that are in tension with the requirements for developing effective cyber doctrine,
organizing military forces for cyber warfare, and recruiting and retaining skilled cyber
warriors.? Like the other operational domains, cyberspace is also defined by its own unique
features, logic, and dynamics, distinct from those of the other domains of warfare (air, land,
sea, and space). Effectively operating in and through cyberspace requires organizations and
individuals to embrace different values, paradigms, and behaviors than those embodied by
traditional service cultures.

The forces that currently operate in and through cyberspace are steeped in the cultural
legacies of their existing services. Each of the services is currently responsible for recruiting,
training, educating, and promoting those individuals. However, this force generation model
creates a disconnect or misalignment between each service’s culture, on the one hand, and
the imperatives stemming from the cyberspace domain, on the other. Complicating the matter
further, cyber forces coming from across the services bring together a multitude of differences
in doctrine and terminology; standards for awards, promotions, and evaluations; and even
military customs and traditions.?

ARMY CULTURE AND CYBER CULTURE

We focus on comparing and contrasting Army culture and cyber culture. Future research
could extend this analysis to explore the relationship between cyber culture(s) and other
service cultures, as well as broader U.S. military culture.

Each of the military services is defined by a distinct “personality” that has remained
relatively constant despite changes in leadership, warfare, and other external factors. Builder
argues that service personality is an important factor that shapes the development of strategy,
separate from a service’s institutional or bureaucratic interests. Together, these factors have
constituted a service culture that can be identified and measured in terms of tangible policies,
as well as more intangible ideas, beliefs, and values.

2. On differences across U.S. military service cultures, see Zimmerman et al. (2019). At the same time, the fact that all of the
existing services working together and, therefore, their combined service cultures, have proven insufficient for adequately
organizing, training, and equipping cyber forces to date suggests that there are underlying commonalities across the services
that reflect a broader shared U.S. military culture. This is consistent with the literature on American strategic culture and the
American way of war, including its approach to technology (see Mahnken (2008)).

3. 0n joint cyber culture, see T. J. White (2020).
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Like any organization, the Army’s culture is not monolithic (S. P. White 2019). Instead, it is
composed of various entities (such as branches and functional areas, units, and components)
that together encompass over 1.2 million individuals. Each of these entities can be character-
ized by distinct subcultures (such as the subculture of the infantry branch, or the subculture
of the 101st Airborne Division) that nevertheless share common cultural attributes of the
broader service culture.

Cyber cultures and subcultures are also shaped by the nature of the environment. Cy-
berspace is a constructed domain. Operations involve an ever-changing mix of technologies
that require in-depth technical knowledge to exploit and defend. The domain is also inter-
connected and pervasive, touching on a growing range of human endeavors and becoming
increasingly intertwined with the lives of people across the globe (Fernandes and Master
2025). These factors combine into an uncertain environment that involves interacting in-
terests between many and diverse actors. Some nation-states even seek to undermine the
fundamental nature of the open Internet by creating “splinternets” that can operate indepen-
dently of global TCP/IP networks, or by applying censorship to deny access to “objectionable”
content (Master and Garman 2023). Additionally, while military operations in cyberspace
occur continuously below the threshold of armed conflict, they are seldom “won.” Actors
constantly seek means to counter the tools and techniques of their adversaries, rendering pre-
viously secure systems vulnerable and negating previously valuable accesses. Thus, enduring
advantage comes not from the exploits or detection tools, but rather through the means by
which they are built, adapted, and leveraged. It comes from the forces, organizations, and
processes they use (Slayton 2017). It follows that an organizational culture complementary to
these demands will be more effective.

It is beyond the scope of this article to comprehensively catalog all the elements and facets
of both Army and cyber culture. Moreover, while the Army’s service culture has developed
over centuries and it is associated with a specific institution, there is no single “cyber culture”
in the U.S. that is constituted within a given organization or entity. Instead, there is a prolif-
eration of various cyber subcultures. These began to develop in the mid-20th century from
various cultural movements and were embodied in different organizations and communities,
ranging from the model train club at the Massachusetts Institute of Technology, to the counter
cultural movements of the 1960s, to innovation hubs in Silicon Valley, to the communities
formed through participation in hacker conferences like DEF CON, and others (Jordan 2016).
Another cultural legacy comes from information security, private sector security companies,
government efforts such as US-CERT, and the cybersecurity industry. Some of these attributes
overlap with aspects of hacker subculture, which is the focus of our analysis, while others
are distinct (Knerler, Parker, and Zimmerman 2022).

However, a brief comparison of several of the core values, ideas, and beliefs that constitute
Army and cyber culture, broadly construed, illustrates important points of divergence, as
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well as areas of compatibility. We examine core cultural attributes along several different
dimensions, including the motivating ethos, the unit of analysis, relationship to change, views
about hierarchy and authority, relationship to technology, and beliefs about expertise. In
depicting Army and cyber culture, we focus on analytical description rather than making
normative judgments about whether these cultural attributes are “good” or “bad.” Additionally,
we largely focus on the attributes of the “hacker” subculture because of its association with
offensive cyber activities and frequent comparison to military cyber forces. That said, there
are also important cultural dimensions related to software development and cybersecurity
subcultures. For instance, analysis of security operations centers of the financial sector and
Fortune 500 companies may provide poignant lessons regarding organizational culture and
defensive cyber operations (DCO).

At their cores, Army culture and cyber culture are each defined by a distinct motivating
ethos. The Army styles itself as the portrayal of “selfless” service, with the “warrior ethos”
inextricably tied into the idea of defending the Nation and Constitution (and doing so through
deploying "forward," given deep skepticism of standing armies at home). The Army sees war
as an inherently human (and enduring) endeavor (Zimmerman et al. 2019). Army culture also
distinguishes between “war” and “peace” as binary states (Nagl 2005). The core ethos of cyber
culture is passion and curiosity about technology and creatively overcoming limits (Conti
and Easterly 2010). Another motivating philosophy among hackers is the use of technological
tools to improve society, which is tied to cyber culture’s skepticism of power, bureaucracy;,
and hierarchy.

Following from the idea that war is an inherently human endeavor, the Army is a people-
centric organization that sees the small unit or group (e.g., fire team, squad, platoon) as the key
unit of analysis. In the aggregate, the Army measures itself according to mass (e.g., number of
personnel). People are also central to cyber culture, but in a different way. Cyber culture is
both individualistic and communitarian. Cyber culture elevates the myth of the “10x coder,”
an individual whose technical capabilities and output far outpace those of their peers, under-
scoring the belief that individual skill can have extraordinary and disproportionate effects. At
the same time, the often-invoked image of the lone “hacker in a hoodie" belies the communal
aspects of cyber culture that are cultivated both virtually through participation in online
communities and in-person through small meetings in Silicon Valley, hacker conferences,
and other fora (Turner 2005; Conti 2005). And just as war is seen as timeless, Army culture is
generally resistant to change; it is not a “learning institution” (Nagl 2005). Conversely, cyber
culture embraces change and sees technology as a driver of broader societal change (Dery
1996).

Army and cyber culture also offer different beliefs about hierarchy and authority. While all
military organizations are hierarchical, the Army values taking the initiative and prizes the
concept of mission command and delegating authority to lower echelons, within acceptable
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boundaries. Within the Army’s cultural hierarchy, the combat arms branches—maneuver,
fires, and effects—are at the apex. In contrast, cyber culture is deeply skeptical of authority
and hierarchy. It sees bureaucracies as “flawed systems... [that] hide behind arbitrary rules (as
opposed to the logical algorithms by which machines and computer programs operate): they
invoke those rules to consolidate power, and perceive the constructive impulse of hackers as
a threat” (Levy 1984; Beltramini 2020). The core purpose of hacking is to find creative ways of
circumventing how systems are designed—essentially, breaking the rules (Zuckerberg 2012).

When it comes to technology, Army and cyber culture exhibit important distinctions. While
Army culture is not nearly as technology-centric as the Air Force, it also does not reject
technology outright and indeed has relied on firepower (enabled by advances in technology)
to achieve battlefield objectives (Nagl 2005). Yet cyber culture is fundamentally optimistic
about technology, seeing it as a force for good in the world and providing the necessary tools
for those seeking to exit from the dominant society in pursuit of a counter-cultural community
(Turner 2006). Cyber culture is implicitly techno-utopian, believing that “computers can
change your life for the better” (Levy 1984).

Finally, Army and cyber culture take different approaches to expertise. The Army espouses
a generalist model of leadership, placing significant emphasis on experience in command
roles. Individuals are seen as replaceable and interchangeable. Additionally, expertise is
demonstrated through proficiency in physical feats and signaled to others through badges
and other accolades (e.g., the Ranger tab). Cyber culture is highly meritocratic, with technical
skill as the “coin of the realm,” rather than “bogus criteria such as degrees, age, race, or position”
(Levy 1984). Individuals compete in “quests™ to demonstrate their technical acumen.

IMPLICATIONS OF ARMY CULTURE

The differences (and some similarities) between Army and cyber culture are observable
in practice in terms of how the Army has approached the cyber domain. Drawing on the
discussion above, we illustrate the implications of Army culture when applied in a cyber
context. We elaborate on four examples of the consequences, both positive and negative, of
the interplay between Army and cyber culture.

Personnel are replaceable. The realities of ground combat have fostered a culture within
the Army in which personnel are replaceable. Historically, combat, especially large-scale
ground combat, has involved significant casualties (Clodfelter 2017). Subordinates fill the
position of a leader who is killed or wounded, while unit adjutants and the Army personnel
system move in replacement personnel and reconstitute units. These realities impact how
the Army approaches the personnel aspects of force generation. Namely, the Army requires

4. In a modern context, these might include capture-the-flag (CTF) events, bug bounty programs, and other hacking competitions.

VOL. 10, NO. 3 (2025) | 133



Why Culture Matters: Organizational Culture and Force Generation for the Cyber Domain

large pools of individuals who are broadly interchangeable within certain categories, rather
than a careful selection of the ideal person for each position.

The military occupational classification system (MOCS) provides an institutional mechanism
to meet this imperative (U.S. Department of the Army 2022, 2025b). The pool of replacements
is those individuals whose Military Occupational Specialty (MOS) or other identifiers match
those coded for the billets. While specialization certainly has value within this system, it is
constrained by a requirement of replaceability. Institutional concepts of key development
(KD) positions, standardized position titles and descriptions, and routine permanent change of
stations all reinforce this cultural norm. The idea that personnel are replaceable also permeates
other aspects of the Army’s culture, such as the service’s generalist model of leadership for
the officer corps, which prizes leadership within one’s specialty as the most important form
of expertise (especially in the combat arms branches), rather than deep technical expertise in
a particular specialty. In other words, leadership itself is the specialty.

In contrast, operations in cyberspace are conducted across the competition continuum,
often remotely and below the threshold of armed conflict, without direct casualties on either
side. Therefore, casualties, and the corresponding requirement for replaceability, have a much
lower mission relevance. This diminishes the value proposition for institutional practices that
promote replaceability. Moreover, rather than prizing general leadership skills, the demands
of the cyber domain require personnel who have cultivated deep technical expertise and
domain acumen, often for narrow applications or specialties.” As a result, personnel are
not easily substitutable or interchangeable. Another implication is that there is far less of a
requirement for sheer mass to ensure sufficient numbers of personnel to achieve battlefield
objectives; quality, in other words, is more important than quantity.

Soldiers must be physically fit. Ground combat often means fighting in austere conditions.
This can mean traveling for long distances while carrying heavy loads, sprinting across the
battlefield, traversing challenging terrain, physically carrying wounded soldiers, and, most
fundamentally, directly engaging with and overcoming the enemy. Therefore, a core value of
the Army is that soldiers must be physically fit. They must meet certain health and fitness
requirements to join the Army and can be administratively separated from the Army if they
fail to pass semi-annual tests assessing body fat, fitness, and medical qualifications. Enlisted
personnel, regardless of MOS, receive promotion points for physical fitness.

These may be valid requirements for ground combat. However, when applied to cyberspace,
they unnecessarily limit the pool of potential personnel for initial recruitment, introduce
overhead costs (notably, time) for personnel to maintain such standards, can cause the loss of
otherwise qualified personnel through inability to comply with standards because of injury,

5. Examples include particular computing operating systems, mobile devices, enterprise networking equipment, Industrial
Control Systems (ICS), Supervisory Control and Data Acquisition (SCADA) systems, among others.
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disability, or other reasons, and evaluate personnel on standards that may have little bearing
on the performance of their daily duties.

With the exception of expeditionary cyber units (e.g., 11th Cyber Battalion) none of these
physical imperatives is a requirement for effective warfighting in cyberspace. In fact, cultural
norms around physical fitness and appearance could serve as an implicit barrier to recruiting
personnel with the technical abilities needed to excel in cyberspace operations. This is not to
validate the stereotype that all “hackers” are obese asthmatic nerds living in their mothers’
basements (Kopan 2016). Rather, it reflects the reality that the target pool for recruits for cyber
work roles is simply different from that for infantry, armor, artillery, and so on. Additionally,
beyond the recruitment issues, maintaining physical fitness standards creates an opportunity
cost in taking away time from training and education for cyber-relevant skills.

The Army deploys. To kill an enemy, they must be in range of your weapon system. Although
the effective ranges of weapons have increased from the time of spears and arrows, ground
combuat still requires (relatively) close proximity. When coupled with America’s geographical
fortune of being surrounded by oceans to the east and west and friendly nations to the north
and south, the Army has a force employment model based on deploying forces to the theater of
operations.® War is fought “somewhere else” and therefore forces must be “deployable,” ready
to leave the homeland to engage in warfare.” Units must be capable of operating forward
with reduced support. The Army Force Generation (ARFORGEN), Sustainable Readiness Model
(SRM), and Regionally Aligned Readiness and Modernization Model (ReARMM) frameworks
have been used over time to assess the “readiness” of units to be able to deploy and frame the
Army’s organizational thinking.

Readiness expectations permeate Army formations, down to the individual level. Soldiers
must maintain certain medical statuses, execute family care plans for dependents, and update
next-of-kin and will information to maintain “readiness” for deployments. In addition to
requirements for deployability, the Army rewards deployment with overseas service ribbons,
overseas service bars, and combat patches to be worn on uniforms. The deployment model
also frames operations within the Army. Training programs are based on a cyclic build
from individual through collective training, with new personnel and equipment coming
in early in the cycle. This often coincides with the summer move cycle. The end of the
cycle often culminates in a deployment to a combat training center (CTC) or geographic
combatant commander’s area of responsibility, and the campaign and contingency plans of
these commanders include aspects to manage deployment and redeployment.

6. This section about deployment cycles is specific to the U.S. Army, and may not apply to other nation-state armies in other
contexts.

7. The Soldier’s creed of the Army includes: “...I stand ready to deploy, engage, and destroy the enemies of the United States of
America in close combat” (emphasis added).
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These expectations are misaligned for operations that do not involve forward deployment,
such as most cyberspace operations. With some exceptions, the military can project power
in and through cyberspace from the sanctuary of the homeland, given the interconnected
nature of the global Internet. From an offensive perspective, notable exceptions are those
targets that may require physical access or are in denied environments (Pomerleau 2023b).
Another exception is “hunt forward” operations, in which teams are dispatched forward
to conduct threat hunting on allied and partner networks—though these largely function
as alliance reassurance mechanisms, rather than the application of force (Graham 2023).
Wherever they are physically located, the operational tempo of cyber forces is different from
the Army norm because they remain on a near-continuous elevated cycle, given the pace of
online threat actor activity (below the threshold of armed conflict).

Small unit leadership. More than most of the other services, the Army is oriented around the
individual and the small unit. Built on the doctrinal and technological changes that began
before World War I, initiative,® independent action, and small unit tactics have become critical
elements in ground combat (Biddle 2004). Relatedly, historical and socio-political factors have
contributed to a more egalitarian approach to leadership, especially compared to earlier times
and naval traditions. The Army emphasizes the concept of servant leadership, with its leaders
encouraging the reading of books with titles such as “Leaders Eat Last” and “The Men, the
Mission, and Me” (Sinek 2014; Blaber 2010).

Unlike the other cultural dimensions described above, in this case Army and cyber cultures
are complementary. While cyberspace does not involve living together under austere con-
ditions or maneuvering semi-independently to minimize the effects of massed rifle fire, a
human-centric and egalitarian approach to leadership is also an important value in cyber
culture and beneficial to cyberspace operations. Cyberspace is a complex amalgamation of
diverse systems. No leader can have sufficient mastery of all the systems. Instead, they must be
receptive to input from individuals who are experts on the different component systems—and
such expertise may reside at lower levels in the chain of command. Additionally, mass has
little meaning in cyberspace, so operational cyber teams are often relatively small. Finally,
operations are often more about creatively identifying vulnerabilities to exploit or piecing
clues together. Thus, operations are about arranging people around the problem rather than
rallying around a weapon system.

Additional cultural challenges. The tensions discussed above are not unique to cyber forces.
Underneath a common cultural umbrella, the Army is still a heterogeneous organization
composed of various subcultures, each of which may be in tension with one another and the
dominant culture. However, the particular tensions between the Army’s culture and cyber

8. This is a notable change from previous periods, caused by the increased lethality of rifle fire. It required a shift from
centrally controlled close-order formations to dispersed formations. The increased lethality of artillery and the advent of radio
communications expanded this trend.
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culture has distinct implications for the organization’s effectiveness in generating cyber forces.
Furthermore, beyond those described above, there are aspects of the roles and relationships
of cyber forces within the Army that give rise to additional tensions. There are also likely
tensions between cyber culture and America’s military culture more broadly that any new
military cyber culture will need to address.

First, the forces that conduct cyberspace operations are relatively consolidated within
the Army from an organizational perspective. A large portion of the Army’s cyber forces
are housed within two brigades and one service component command. This means cyber
subcultures that are cultivated within the Army among its cyber personnel are largely isolated
from the broader service culture. Cyber personnel serving in roles within “land domain”
focused formations are primarily integrators and cultural interlocutors between cyber and
Army forces.

Additionally, there is a distinct cross-cutting cultural community of military cyber personnel
across all of the existing services. This is because, in many cases, the Army’s cyber personnel
(and those within the other services) work more closely with their counterparts in the other
services than they do with members of other functional communities within their own
services, given the joint nature of many cyber assignments (i.e., within various cyber mission
teams or joint task forces under USCYBERCOM).

Furthermore, cyberspace activities are not limited to the military. Like some other sub-
groups, the cultural identification as a cyber professional extends beyond the military to
cyber cultures and subcultures in broader society, such as hacker communities. Perhaps more
significantly, cyberspace is a unique warfighting domain where operations can be conducted
relatively independent of the land domain, free of its corresponding imperatives. Altogether,
these factors compound the inherent tensions between Army and cyber cultures, further
siloing (and potentially marginalizing) cyber forces within the Army.

HOW TO FOSTER CYBER CULTURE WITHIN THE MILITARY

This analysis is anchored in two fundamental premises. The first is that culture is an impor-
tant, but often overlooked, factor in accounting for the military’s ongoing force generation
challenges in cyberspace. Specifically, there are inherent tensions between core facets of
military culture, on the one hand, and the values, beliefs, ideas, and identities that constitute
cyber culture, on the other. These cultural tensions make it difficult for military organizations
to recruit and, especially, promote and retain personnel with the attributes and skills that are
essential for the cyber domain. While we focus on the Army as an illustrative case, the same
analysis could (and should) be replicated across the other military services. Doing so would
likely yield similar results. The second premise is that neither Army nor cyber culture are
monolithic, and there are some perhaps surprising convergences between elements of both
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cultures. In other words, the picture is more complex and nuanced than might otherwise be
expected.

The tensions between Army and cyber culture raise practical questions about how military
organizations can more effectively foster a cyber culture to improve force generation. For
the Army to improve its effectiveness in cyberspace, it must deliberately align organizational
culture based on the specific demands of cyberspace operations. Similar changes would
need to be made across the military as a whole to address these broader mismatches. This
includes both reducing or otherwise minimizing those misalignments that cause tension
while fostering values and beliefs—along with the corresponding aspects of organizational
behaviors—that are tailored to mission requirements.

This alignment must translate into tangible policy changes to promotion processes, evalua-
tions, standards, and so on. Academic research has demonstrated the importance of promotion
pathways for military innovation (Rosen 1991). For instance, while soldiers receive promotion
points in the Army by scoring well on the fitness test and scoring high on weapons qualifi-
cation—implicitly stating these are measures of competence—these acts do not inherently
make an individual a better cyber soldier.” The Army could establish comparable (and equally
valued) accolades, awards, and tabs to reward and signal mastery in the cyberspace domain
(Conti et al. 2014). This would involve promulgating and normalizing cyber examples of
achievement for use in awards, evaluations, soldier of the month boards, and so on.

Additionally, the Army should consider excepting cyber personnel from unnecessary re-
quirements that limit the pool of talent or take away time from activities more directly aligned
to their mission (Kollars and Moore 2019). These may include fitness or health standards.
They may also include marksmanship training or land navigation. Instead, the Army must
deliberately consider the traits and behaviors, of both organizations and individuals, that
enable successful mission accomplishment in cyberspace and build an organizational cul-
ture around that through policies, how evaluations are written, and the countless other
mechanisms through which the Army builds and communicates its cultural values.

These recommendations give rise to a number of challenges in implementation. For one, it
is not clear that the Army as an organization will be receptive to making these changes, as
many are fundamentally incompatible with their core responsibility to organize, train, and
equip for warfighting in the land domain. Moreover, because all of the existing services—each
defined by distinct service cultures—play a role in generating capabilities for cyberspace
operations, it would be incumbent on all of the services to implement similar changes. For
example, all of the services would need to align rewards and recognitions of personnel to
cyber proficiency. This may include promotion tests, such as those that exist in the Air Force
and Navy, and warfare badges similar to those the Navy already has for information warfare.

9. However, because these are established symbols of competence in the Army, earning them can sometimes be an indicator of
hard work, goal setting, or other intangibles that might be beneficial.

138 | THE CYBER DEFENSE REVIEW



E. Lonergan, and A. Master

The Navy could prioritize cyber assignments as career stepping stones, rather than as a
broadening assignment that surface warfare officers attend for short stints of time, despite
the Navy having created two officer designators for the cyberspace domain in response to
Congressional concern and intervention (Pomerleau 2023a).

All of the services should consider removing, waiving, or otherwise modifying physical
fitness and medical requirements for cyber personnel. They could also reevaluate career
progression models to remove requirements for generalizations and permit (but not neces-
sarily require) specialization. On top of this, the Joint Force will need to address the tensions
that will nevertheless persist between the various service cultures as they come together to
conduct cyberspace operations in a joint environment.

A core challenge is that most of the required changes would run counter to the existing
services’ cultures and broader U.S. military culture. Cultures in general are resistant to change.
Service cultures exist for a reason, and inducing cultural change to accommodate the needs
of generating forces for the cyber domain risks undermining the services’ primary missions.
This suggests doubt about the likelihood of these changes being implemented—and in a way
that is minimally consistent across the existing services.

Therefore, the importance of culture strongly underscores the argument for establishing
a new branch of the Armed Forces for cyberspace—a Cyber Force (Lonergan, Arnold, and
Starck 2024). The prevailing tensions between existing service cultures and those cultural
attributes that are essential for the cyber domain will make it significantly more difficult to
inculcate a shared, coherent culture conducive to cyberspace activities in the absence of an
independent service. If the current military services continue to serve as the primary force
generators for the cyber domain—even if USCYBERCOM is able to exert greater influence on
this process—the reality is that each of the dominant service cultures will inevitably exert
significant (and divergent) influences on how the military organizes, trains, and equips cyber
forces.

At the same time, as was the case with the establishment of the Space Force, the decision to
establish a Cyber Force, in itself, will not be sufficient to instantiate an optimal service culture.
This must be a dedicated, deliberate effort. Cyber personnel would be joining the Cyber Force
from five different services, each defined by a distinct service culture. Similar to the Space
Force, the Cyber Force will likely be a relatively small organization within a large military
bureaucracy. This creates the risk that any effort to instantiate a distinct culture, especially
one that may be in tension with aspects of broader military culture, will be quickly quelled
or simply overwhelmed by the dominant military culture.

Furthermore, policymakers will need to address how best to constitute the various subcul-
tures that will exist within the Cyber Force to ensure consistency in broad values and norms
across the service writ large, while creating space for specific subcultures to flourish. For
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example, there will likely be a subculture within the Cyber Force that adopts more traditional
military values, especially around physical fitness, to account for those aspects of cyber opera-
tions that require close, physical access or that are deeply integrated with kinetic warfighting
units (Paul, Porche, and Axelband 2014; Pomerleau 2023b). Alternatively, if some of these
capabilities are retained by the existing services (e.g., tactical cyber capabilities within the
Army), there will be a need for cultural touchpoints both between the Cyber Force and the
other services, as well as a means of harmonizing cyber subcultures within service-retained
cyber capabilities and that service’s dominant culture.

Below, we offer several core tenets that the decision-makers responsible for building a
Cyber Force (if one is created) should take into account to foster a distinct service culture
matched to the nature of cyberspace.

¢ Value expertise. Cyberspace operations involve a technical field that requires in-depth
knowledge to defend and exploit vulnerabilities. However, software can be changed in
an instant. Therefore, people are often more important than technology. Additionally,
while technical expertise is essential, it is not the only form of expertise. Cyberspace is
a human-created environment, demanding socio-technological forms of expertise. The
Cyber Force should avoid a singular focus on the technical expertise needed for opera-
tional tasks, but instead incorporate a broader set of expertise, including psychological,
political, organizational, regional, and economic disciplines.

o Foster a collaborative culture. The computing field is too broad for a single individual
to have expertise in all possible areas. The depth required to achieve mastery in a partic-
ular skill set is conducive to specialization. Therefore, various forms of expertise must be
coordinated to accomplish technical operational tasks, those tasks must be integrated with
the broader operational context to have impact, and all of this must include collaboration
with the private sector, across the federal government, and with other organizations to
translate strategic goals into operational objectives.

e Promote adaptability, flexibility, and continuous learning. The cyber domain is
constructed. It is dynamic. Capabilities can change at the speed of a commit. Individuals
and organizations must be able to grow new skills, approaches, and capabilities to adjust
to an ever-changing environment. Large organizations often have a tendency to resist
change, because it creates disruption and inefficiencies. Effective cyberspace operations
require an organizational culture that not only accepts flexibility of change but encour-
ages it. The Cyber Force must inculcate a culture that enables the organization and its
personnel to keep pace with a rapidly changing environment.
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e Encourage condition setting and long-term thinking. While advantage in cyberspace
is fleeting, operations endure. Network design significantly impacts defensibility, and op-
erational preparation of the environment (OPE) of an adversary network for cyber effects
operations may take months or years to cultivate—but chance is also a factor. A Cyber
Force will be best served by viewing the “long game,” looking holistically at the aggregate,
long-term, and strategic picture. Cyber forces can be operating constantly—seeking the
adversary, gaining access, or improving understanding and defensibility of friendly
networks. However, 100% operational utilization reduces the force’s ability to surge in
crisis, develop professionally, stymie burnout, and improve tools. At every echelon in
cyberspace, mission assignment and resource allocation is a balance of short-term and
long-term benefit.

The above values are meant to be a starting point for discussion about how to build an
organizational culture tailored to the demands of cyberspace operations. They are essential
whether or not a Cyber Force is established. Looking ahead, there are other critical decisions
that leaders will need to make that will also be instrumental in shaping the culture of the
Cyber Force, if enacted. For example, the service’s force composition—both in terms of the
constitution and relative proportion of active, reserve, and guard components, as well as the
proportion of civilian to uniformed, military personnel—will be an important avenue for
developing its culture. A more civilian-heavy Cyber Force or a non-traditional/flexible guard
and reserve model may be key enablers of a distinct cyber culture. Another key consideration
is identifying the initial leaders and cadre, as these individuals will be instrumental in the
inculcation of such values and shaping of the initial organizational culture. Even if a distinct
cyber service is not established, the previous examples and proposed values can serve as a
guide for leadership at all echelons to recognize and mitigate the inevitable tensions between
broader organizational culture, the demands of cyberspace, and their specific mission.
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INTRODUCTION

William Gibson’s 1984 novel, Neuromancer, created a sensation among Sci-Fi enthusiasts
by immersing readers into a strange new world described as “a consensual hallucination
experienced daily by billions of legitimate operators, in every nation” (Popova 2014). Gibson
(1984) called his world “cyberspace”. His readers reveled in it. Yet even Gibson admits that,
while writing his novel, he delighted in the fact that cyberspace “was suggestive of something
but had no real semantic meaning.” For Gibson, cyberspace indicated a realm that was both
substantive and superficial. He described it as a word that sounded like it meant something -
or could mean something - “while still being essentially hollow” (Jones and Calleja 2011).

Today, we continue to apply multiple meanings to cyberspace, grapple with its definition and
import, and tack the prefix cyber- onto more and more words. However, for military operations,
specificity and definitions are of great importance. That is because doctrine, or the compilation
of actions, definitions, and their application in warfare, guides commanders in their use of
power on the battlefield—in any domain. Unfortunately, the concept of "cyber" remains
doctrinally ambiguous and operationally diluted. Too often, the term cyber operations is used
interchangeably to describe information security, network operations, network defense, the
employment of non-kinetic effects, electromagnetic warfare, or intelligence collection. This
conflation undermines coherent discussion of strategy, policy, and force design, impeding the
U.S. military’s ability to compete—and ultimately prevail—in one of the primary domains our
adversaries now exploit for strategic advantage.

In 2004, the Joint Chiefs of Staff recognized cyberspace as a “domain of conflict” (Office of the
Chairman of the Joint Chiefs of Staff 2004). In 2010, cyberspace doctrinally became a domain
of warfare, alongside land, sea, air, and space, with the creation of the U.S. Cyber Command
(USCYBERCOM).! Yet despite being an independent domain, the U.S. military services largely
treat cyberspace as a supporting function—an enabler of traditional joint functions instead
of a domain with distinct areas, terrain, and potential for conflict. Many casual analogies
and comparisons to traditional concepts in the physical domains perpetuate misperceptions
and ultimately fail to treat cyber as a distinct domain of warfare. Instead, they relegate it
to a warfighting function or joint function. This paradox has created confusion in force
development and narrowness in force employment, and has led to the domain’s neglect in
operations and strategy.

The resurgence of great power competition has refocused the services on large-scale
combat operations (LSCO), emphasizing what the joint force must do once war begins. In
contrast, U.S. cyber strategy—anchored in persistent engagement—centers on competing left
of conflict through continuous action in and through cyberspace (Fischerkeller and Harknett
2019). This creates a structural tension: if cyberspace continues to be treated primarily as

1. See https://www.cybercom.mil/About/History/

148 | THE CYBER DEFENSE REVIEW



S. Onken and M. Webber

a supporting function for other domains, resourcing will naturally gravitate toward cyber
activities that enable LSCO—often in the form of electromagnetic warfare (EW) or information
operations (I0)—at the expense of the capabilities required for competition-phase advantage.
Meanwhile, adversaries are already conducting cyber-centric campaigns; most recently, the
PRC’s Volt Typhoon activity sought to preposition access within U.S. critical infrastructure for
deterrent and coercive effect (Cybersecurity and Infrastructure Security Agency 2024). These
developments highlight the need to differentiate cyber operations that support traditional
domains from those required to secure advantage in cyberspace itself.

This paper argues that current U.S. military doctrine and organizational practices focus
solely on cyberspace as a cross-domain enabler, while neglecting it as a domain of independent
operational and strategic consequence. Drawing from joint publications (JP), Army and Air
Force doctrine, and historical comparisons to the evolution of air and space power, our paper
illustrates how cyberspace operations remain overly generalized and conceptually tethered
to supporting traditional warfighting functions in other domains. More critically, we illustrate
how current ideas about cyber and joint functions neglect cyberspace as its own domain of
warfare, resulting in poor operating concepts and the conflation of cyber with EW and IO.
Lastly, we argue how viewing cyberspace solely through the lens of enabling operations in the
other domains has undermined the doctrine, concepts, and capabilities that the U.S. military
needs to prevail in cyber conflicts, particularly where physical domains are not contested.
This gap is especially dangerous given that U.S. adversaries increasingly view cyberspace
operations as an independent and central part of their national strategies to compete with
and undermine the resolve of the United States.

The central problem is that doctrine treats all cyberspace activities as a single category,
obscuring the difference between cyber operations that support other domains and those
required to secure superiority within cyberspace itself. If cyberspace control operations were
defined as a distinct mission, geographic combatant commands (COCOMs) would integrate
cyberspace superiority into campaign planning and deliberately employ non-cyber assets to
shape cyberspace terrain. Likewise, service doctrine would separate EW and IO from cyber
operations, allowing each to mature its own organizing, training, and equipping practices.
These changes would align cyber force generation with other domains and give the military
a coherent way to resource and fight for cyberspace superiority.

CYBERSPACE IN JOINT DOCTRINE

Within joint doctrine, cyberspace is considered merely in terms of its contributions to opera-
tions in the other domains. Cyberspace is rarely viewed as a domain for achieving policy or
military objectives in its own right.
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For example, current joint doctrine defines cyberspace as a global domain within the
information environment (Joint Chiefs of Staff 2018a). JP 3-12, Cyberspace Operations, charac-
terizes the domain as dependent on physical domains and highlights its role in enabling fires,
kinetic maneuver, and command and control (C2). Rather than treating cyberspace as an
independent operational domain worthy of support, the publication frames it primarily as a
means of supporting the other domains of warfare through effects that are often non-kinetic
or informational. There are notional acknowledgements of the unique topologies and terrain
that constitute cyberspace (Joint Chiefs of Staff 2018a). However, there is little or no discussion
of how maneuver is conducted within the domain or coordinated within joint operations.

Army doctrine follows a similar logic. Field Manual 3-12, Cyberspace and Electronic War-
fare Operations, portrays cyber operations as embedded within combined arms operations
(Department of the Army 2021). There is no mention of the decisiveness of cyberspace as an
independent domain (like land).? Instead, cyberspace is depicted as a cross-cutting tool to
enhance the effectiveness of land operations. Furthermore, Army cyberspace force generation
is restricted to only three of the six traditional warfighting functions—fires, intelligence, and
protection. It does not focus on building competencies in cyber maneuver, C2, or sustainment
(Department of the Army 2021). Here again, Army doctrine focuses on describing how opera-
tions within cyberspace support warfighting functions in land warfare (Department of the
Army 2021).

The Air Force offers a slightly different view, nominally treating cyberspace as a co-equal
domain. Still, Air Force Doctrine Publication 3-12 integrates cyber under its broader IW
umbrella, alongside EW and intelligence, surveillance, and reconnaissance (ISR) (Department
of the Air Force 2023). Offensive cyber capabilities are often framed as enablers for kinetic
missions, such as disabling air defense systems before a strike. Thus, despite acknowledging
cyberspace as an independent domain of warfare, the Air Force continues to place heavy
emphasis on the domain’s utility in supporting broader air campaign objectives (Department
of the Air Force 2023).

Army and Air Force doctrine approach cyberspace in a manner consistent with how each
service treats other non-core domains: they focus on integrating those capabilities into their
primary mission sets. As stated in FM 3-12, the purpose of the publication is to “[describe] how
commanders and staffs can integrate cyberspace operations and electromagnetic warfare
into unified land operations” (Department of the Army 2021, v). This is analogous to FM 3-04,
Army Aviation, which governs how aviation assets provide support to land forces (Department
of the Army 2025). Yet while FM 3-04 offers non-aviators substantial insight into how the
2. Cyber persistence theory explicitly challenges the idea of singular, decisive cyber outcomes, arguing instead that cyberspace
advantage is achieved through continuous interaction rather than decisive blows (Fischerkeller and Harknett 2019). This view
may explain why joint doctrine is hesitant to characterize cyberspace in terms analogous to the decisive operations associated
with land, maritime, or air domains. However, joint doctrine does not reflect the concepts of cyber persistence theory either,

suggesting that the lack of decisiveness stems from perceptions of cyberspace as a domain rather than from the debated nature
of the argument.
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air domain supports ground operations, FM 3-12 provides comparatively little guidance
for non-cyber warfighters on cyberspace as a domain. More importantly, FM 3-04 does not
represent a large share of the existing doctrine on the air domain. Instead, the Air Force
provides a comprehensive corpus of air domain doctrine. This pattern indicates that as long
as cyberspace remains framed primarily as an enabler of other domains, cyber doctrine will
remain shallow and fragmented.

Several partners and allies mimic aspects of the American approach. On the one hand, NATO
formally declared cyberspace an operational domain in 2016. It subsequently developed
detailed frameworks for domain-specific planning that clearly delineate between cyber
supporting joint functions and cyberspace as a domain of battle (Shea; Ablon 2019). However,
Smeets (2023) shows that some NATO countries are reluctant to employ and develop cyber
capabilities in ways that respect cyberspace as a battlefield in its own right.

In partial contrast, the Chinese People’s Liberation Army (PLA) has more explicitly defined
cyberspace as its own battlefield. Although they categorize cyber warfare as an element
of IW, what they describe as the characteristics of military conflict in cyberspace more
closely resembles the American conceptualization of a domain and battlespace rather than a
supporting function (PLA National Defense University 2020). Chinese doctrine goes as far as
stating that cyber is “the core center that determines the outcome of a war” (PLA National
Defense University 2020). While U.S. doctrine discusses the impact of cyberspace on the
physical battlefield, the Chinese recognize that “every time a new battlefield is opened up, the
seizure and control of [the cyber battlefield] will become the key to victory in combat” (150).
Chinese doctrine appears to provide a more holistic view of cyberspace than can be found
anywhere in U.S. doctrine.

Military doctrine is essential for establishing common concepts and a shared vocabulary
that enable services, commands, and leaders of all ranks to align and communicate clearly
and precisely. However, the value and purpose of doctrine are not always appreciated. Critics
argue that it can be cumbersome or constrain thinking, and therefore, doctrine is often
disregarded or ignored. That said, the inconsistent application or adherence to doctrine
should not cause us to dismiss it as useless. Rather, the objective of this paper is to examine
the need for clear and precise doctrinal terminology to enable more effective and mature
competition, deterrence, and warfighting in the cyber domain.

CYBERSPACE AS A DEBATED DOMAIN

Debates over cyberspace’s status as a military domain have persisted for more than thirty
years (Arquilla and Ronfeldt 1993). Among others, Libicki (2012) contends that cyberspace
is not a traditional warfighting domain because it lacks tangible geography and is instead
a human-constructed network of information systems. Dombrowski and Demchak (2014)
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state that cyberspace is not actually a domain, but a substrate upon “which modern society is
built” (5). In contrast, Lambach (2019) demonstrates that states have begun to territorialize
cyberspace—imposing boundaries and exercising control through infrastructure, regulation,
and legal jurisdiction—thereby rendering it a governable and contestable space. Furthermore,
Aucsmith (2018) argues that although cyberspace is different from the physical world of the
past, it has become the global center of gravity for the existence of all nations.

Critics do not claim cyberspace is inconsequential, but that it is consequential because of
its impact on kinetic domains. However, the validity of cyberspace’s impact as an enabler in
other domains should not be used to invalidate it as a domain of operational significance.
Rather, it becomes even more crucial to clearly define cyberspace concepts and doctrine to
distinguish between referring to it as an enabler versus a domain.

These perspectives illustrate the tension between cyberspace’s non-physical nature and
the reality that it has long been contested and fought over as an operational environment.
As a result, defining the standards of control and superiority in cyberspace is critical for
establishing better terminology for cyber doctrine. Furthermore, this section will briefly
address what is meant by “cyber war,” and the extent to which conflicts in cyberspace can be
equated to those in other domains.

In some ways, establishing, maintaining, and contesting control in cyberspace mirrors
the logic of territorial control in other domains, although the terrain spans both physical
and logical planes. Control begins with the ability to exert influence over specific portions of
cyberspace—servers, networks, services, or data flows—even when ownership or physical
custody resides elsewhere. Ransomware provides a convenient illustration: a victim may
physically possess the hardware yet lose functional control over its data and services. Similarly,
a friendly cyber actor may contest a malicious adversary’s activities on a third-party cloud
provider’s infrastructure. The physical servers remain under the provider’s jurisdiction, yet
both actors employ tactics, techniques, and procedures to gain or deny access, persistence,
and effect—contesting a shared logical terrain. Thus, military control of cyberspace does not
imply uncontested dominance or superiority, but rather the ability to reliably control the
specific segments of the domain necessary to accomplish operational or strategic objectives.

Libicki (2012) argues that superiority in cyberspace is impossible because there are limi-
tations to the domain that are insurmountable by even the most capable attacker. However,
military superiority in cyberspace is defined as the degree of control of cyberspace “by one
force that permits the secure, reliable conduct of operations by that force and its related land,
air, maritime, and space forces at a given time and place without prohibitive interference”.
This definition parallels traditional notions of superiority in air, maritime, or land warfare.
Superiority is not absolute; it is localized and temporal. It is an assessment validated only by
the act of proving as much. The side that can consistently impose its will within the opera-
tionally relevant portion of cyberspace—whether by defending friendly networks, degrading
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adversary capabilities, or exploiting access to achieve operational effects—possesses the
advantage.

Recognizing that cyberspace can be contested and controlled makes the plausibility of
cyber war harder to dismiss. Skeptics maintain that “war” confined exclusively to the cyber
domain is neither meaningful nor possible (Rid 2011). Yet recent events suggest otherwise. The
ongoing activities attributed to the Chinese state-sponsored actor Volt Typhoon (Cybersecurity
and Infrastructure Security Agency 2024) exemplify a form of cyber warfare aimed not at
seizing territory but at achieving policy objectives through the persistent compromise of
critical infrastructure. As Clausewitz reminds us, “war is merely the continuation of policy
by other means.” Using Clausewitz’s criteria of war, a “cyber war” should demonstrate the
threat of violence, instrumentality, and political purpose. In this sense, a cyber war may be
waged entirely through digital means without kinetic engagement. Volt Typhoon’s strategy—to
pre-position access within U.S. critical systems to deter or delay American intervention in a
Taiwan contingency—meets all the criteria. Whether or not analysts accept that Volt Typhoon
constitutes an ongoing “cyber way” its activities meet Clausewitz’s criteria and therefore
fall within the spectrum of warfare. In that sense, it clearly demonstrates that adversaries
perceive cyberspace as a domain in which war can be conducted independently of physical
combat.

Critics also claim that the absence of kinetic victory conditions—territorial gains or human
casualties—disqualify cyberspace as a domain and kind of war (Rid 2011). Yet such critiques
often reflect a distinctly Western preference for decisive battle, rooted in a cultural tradition
that equates victory with the destruction of an opponent’s forces and the seizure of territory
(Hanson 2013). The expectation of a singular, conclusive engagement is ill-suited to cyberspace,
where the interconnected and digital nature of the domain precludes the permanent conquest
or occupation of terrain.

Cyber persistence theory, which underpins the strategy of persistent engagement, clarifies
what “victory” looks like in this environment (Fischerkeller, Goldman, and Harknett 2022).
Rather than seeking decisive outcomes or permanent control, the theory holds that success
derives from the continuous shaping of the strategic environment through constant contact,
initiative, and exploitation of advantage—an operational necessity born of the inherent
interconnectedness of cyberspace. Victory, therefore, is not an end state but an enduring
condition maintained through persistent presence, contestation, and adaptation. Unlike a
“fait accompli” in the physical domains, where victory is achieved by quickly seizing and
holding terrain, a cyber fait accompli occurs when an actor can influence, access, and take
initiative within an adversary’s networks or systems long enough to impose costs or compel
restraint.
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This article positions itself within that debate by asserting that cyberspace is both con-
structed and contestable in line with the framework of persistent engagement. Here, cy-
berspace is a distinct, continuous battlespace in which operational and strategic interactions
occur below the threshold of (kinetic) armed conflict. It is a man-made environment in which
control and superiority can be gained or lost, even if it is not physically occupied.

THE JOINT FUNCTIONS IN CYBERSPACE

Domains of warfare entered our modern military lexicon as part of Joint Vision 2020, defining
the arenas in which military forces operate. They have shaped force structure, purpose,
and the operational environment ever since. Joint functions, by contrast, describe the core
categories of capability and activity that enable commanders to conduct operations. Doctri-
nally, JP 3-0, Joint Operations, outlines seven joint functions (Joint Chiefs of Staff 2018b, xiii).
Joint functions are not another level of organization; they are a heuristic model that helps
commanders understand the various ways that power can be directed within the warfighting
domains to achieve desired ends.

Information, the newest joint function, was formally added to the list in 2017. It arguably
has the most convoluted description of all seven (Crosby 2019, 96). Nevertheless, to conduct
successful joint operations, all seven joint warfighting functions—C2, information, intelligence,
fires, movement and maneuver, protection, and sustainment—must be applied across all
domains. Success also demands understanding how the joint functions contribute to combat
power and how to integrate them collectively.

Therefore, successfully waging warfare in and through cyberspace requires commanders
to perform the seven joint functions in cyberspace. Yet, as discussed above, cyberspace is most
often framed as another joint function—not a domain in which the joint functions are brought
to bear. This conceptual conflation obscures the operational reality that each joint function
must also be executed within cyberspace. Misframing cyberspace as a joint function manifests
as bias in operational planning and employment of the Cyber Mission Force (USCYBERCOM
2023), effectively overlooking and oversimplifying the modes of competition and warfighting
in cyberspace.

Ironically, the ubiquitous nature of cyberspace may partially explain why it has been
neglected as a warfighting domain. Whereas land, sea, air, and space have relatively clear
and distinct boundaries, cyberspace is woven into nearly every modern weapon system
and military operation. Cyberspace, therefore, manifests itself to most service members as a
dependency or vulnerability in their more traditional warfighting tasks. This has given each
service a clear stake in, and use for, cyberspace as an enabler, even while they overlook the
potential, complexity, and nuance of the domain itself.
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The overly generalized use of the term cyberspace has created ambiguity, which, in turn,
has contributed to its neglect as a warfighting domain. The most egregious example of this
generalization may be the conflation of cyberspace and EW, or the electromagnetic spectrum
(EMS). Doctrinally, EW is an action using electromagnetic energy to influence radio frequencies
(Joint Chiefs of Staff 2019a, 76-77). Although cyberspace can traverse the EMS (e.g., via digital
radios), it is neither contained within or wholly dependent upon it (Joint Chiefs of Staff 2015,
[1I-11). However, both the Army and the Air Force have invested in the creation of so-called
“cyber capabilities” that are actually radio frequency (RF)-based EW capabilities (Pomerleau
2024Db, 2024a). The trend of equating cyber with EW is, therefore, not only misleading but
also a prime example of the deleterious effects of poor terminology in the cyber domain.?

Another conflation that affects cyber operations is the embedding of cyber within the infor-
mation environment. Because cyberspace is doctrinally defined as being wholly contained
within the information environment, it has become impossible to decouple cyber operations
from IO and the—already convoluted—information joint function. JP 3-12 claims that the
information function “encompasses the management and application of information and its
deliberate integration with other joint functions to influence perceptions, behavior, action
or inaction, and human and automated decision making” (Joint Chiefs of Staff 2018a, xii).
While some operations in the information environment may be conducted solely through
cyber operations, not all cyber operations affect the information environment as described in
doctrine. Therefore, constraining cyberspace to the information environment inhibits more
effective military planning by stove-piping the entire domain into a subset of activities that
exclude cyber operations as a means to cyber ends. Some of our adversaries have recognized
the folly of this fusion and have separated their cyber and information forces into distinct
organizations (Bruzzese and Singer 2024). Meanwhile, our conflation of cyber as merely
a component of the information environment will continue to undermine our operational
advantages within cyberspace.

CYBER OPERATIONS & JOINT FUNCTIONS

This section examines the difference between cyberspace as an enabler versus cyberspace
as a domain of warfare. Current doctrine defines cyberspace operations as the employment
of cyberspace capabilities with the primary purpose of achieving objectives in or through
cyberspace. Such breadth, while conceptually inclusive, has proven to be vague, obscuring
the distinction between activities that merely support operations through cyberspace and
those that seek to secure advantage within cyberspace.

3. The conflation of different technologies is not unique to cyber. Rather, there is a tendency for emerging or advanced science
to be inappropriately blended with existing or related technologies (Smith 2014).
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To improve analytic and doctrinal clarity, we introduce the term cyberspace control op-
erations to describe cyberspace operations aimed at controlling or establishing military su-
periority in cyberspace. This taxonomy has already proven useful, evidenced by existing
doctrine that distinguishes land and sea operations from land and sea control operations
(Joint Chiefs of Staff 2019b, 137). The distinction between these two terms illustrates how
improved terminology can clarify when discussing cyberspace as either an enabling function
or an independent domain of warfare.

Cyberspace operations should support all seven joint functions. For example, cyberspace
operations can enable secure communications and protect the integrity of the Department
of War Information Network (DoWIN, formerly known as DoDIN), without which mission
execution—in cyberspace or in any other warfighting domain—would falter. However, in cy-
berspace control operations, the C2 function encompasses the time-sensitive synchronization
of cyber effects and the management of complex authorities for cyber action. It must account
for operations that occur at the speed of machines, happen simultaneously around the globe,
and interact with non-combatants in unprecedented ways.

Similarly, maneuver for cyberspace control occurs through access discovery, exploitation,
credential manipulation, and the denial of adversary presence. Protection for cyberspace
control focuses on preventing the compromise of digital capabilities and equities. Sustainment
is likewise the generation of capabilities and infrastructure for cyber combat power. Fires,
perhaps the most discussed of the joint functions in cyberspace, would also include kinetic
effects that set the conditions for cyberspace activities. Collectively, these functions exemplify
cyberspace control operations in a way that cannot be misconstrued as enabling functions
for other domains.

As with the information function discussed above, intelligence is another useful example
that illustrates the consequences of confusing “cyber as an enabler” with “cyber as a domain”.
Cyberspace operations are both a large consumer and producer of intelligence. As an enabler,
cyber produces intelligence about the other domains. At the same time, cyber also consumes
all forms of intelligence about the cyber domain during cyberspace control operations. Fur-
thermore, the distinction between cyber as an intelligence producer and as an intelligence
consumer is critical. Both types of operations often require similar capabilities for operational
intelligence collection. However, in cyberspace, the same defenses protect from all forms of
cyber operations, regardless of whether the adversary intends to collect intelligence or cause
effects (Inglis 2019). Therefore, as with information, categorizing cyberspace operations as
an intelligence function can inadvertently compromise cyberspace control operations by
emphasizing intelligence gain or loss over movement and maneuver.
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CYBERWARFARE IS MANEUVER WARFARE

The preceding analysis illustrates how current doctrine constrains cyberspace to a supporting
role within the joint functions. It is particularly important to examine how this constraint
has also stunted the conceptual development of cyber as a domain of maneuver warfare.
Maneuver warfare defines how the joint force approaches seizing the initiative and shaping
the battlespace. Without the concept of maneuver, a domain lacks the theoretical grammar
needed to plan campaigns, integrate joint functions, or generate combat power and sustain
superiority. Since the early 1990’s, doctrinal theorists including Arquilla and Ronfeldt (1993),
have recognized that cyberspace deserves its own concepts and definitions of maneuver.
For instance, Applegate (2012) argued that the principle of maneuver applies equally to
cyberspace. In his view, maneuver in cyberspace was not a means to enable operations
in other domains, but rather the dynamic repositioning of digital forces through access,
persistence, effects, and information flows to gain relative advantage. However, more than a
decade later, Joint and Army doctrine still lacks any description of cyber maneuver, instead
focusing on what that activity would enable (Department of the Army 2021, 1-3). Instead,
cyber maneuver, as it exists today, typically sets the conditions for physical maneuver, such as
disrupting enemy communications ahead of a ground assault (2-7).

Allen (2020) advanced this argument by describing cyber maneuver as a series of inter-
locking operational behaviors—preparing the environment, persistence, deception, tempo,
and initiative—that collectively produce positional advantage. In Allen’s framework, cyber
maneuver is not a discrete event but an iterative process that parallels classical operational
art. His articulation bridges the gap between maneuver theory and cyber operations, showing
that maneuver in cyberspace consists of continually repositioning access and capabilities to
maintain initiative and deny the adversary the same. Together, Applegate and Allen establish
a coherent understanding of cyber maneuver, yet service and joint doctrine have failed to
adopt these concepts, instead focusing on cyber as it aligns with service domain interests.

Alack of cyber maneuver doctrine forces warfighters to rely on analogies between move-
ment and maneuver in the physical domains and in cyberspace. Using these analogies to
explain cyber operations, tactics, and strategy has a prejudicial impact on operational plan-
ning. Furthermore, the predisposition to limit the purpose of cyber maneuver does not end
with planning. It extends to acquisitions, effects, measures of effectiveness, measures of perfor-
mance, and beyond. Descriptors such as the cyber bullet, cyber rifle, and cyber bombs provide
a non-cyber commander with a visual representation of capabilities that fail to encompass or
accurately represent a cyber effect, tool, or what the Cyber Mission Forces can offer. Inflexible
notions of what physical bullets do are therefore applied to the cyber capability, creating a
false equivalency and oversimplifying cyber maneuver.
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The oversimplification of cyber maneuver has contributed to cyberspace operations be-
ing viewed almost exclusively as joint or warfighting functions, thereby relegating them to
supporting physical-domain objectives. There is little doctrinal precedent or practical integra-
tion for leveraging physical-domain capabilities in support of cyber objectives or outcomes.
Cyber needs are largely absent from phasing, logistics, or other aspects of joint plans. This
one-directional “integration” reinforces the perception that cyberspace is a supporting utility
rather than a battlespace.

HISTORICAL CONTEXT OF DOMAIN INDEPENDENCE

History suggests that new domains are initially treated as support functions before they are
understood or acknowledged as independent operational and strategic arenas. In the case of
air and space power, for example, the shift from support function to domain of warfighting
typically requires a combination of technical innovation, bureaucratic entrepreneurship, and
strategic necessity.

Early pilots and aircraft were seen as extensions of artillery and reconnaissance for ground
forces. During World War 1, air units were largely subordinate to Army field commands,
mirroring today’s integration of cyber forces within service components. Only after decades
of advocacy, bureaucratic wrangling, and another World War was the U.S. Air Force formally
established. With it, military doctrine shifted from air support to air superiority and airpower
from an auxiliary capability into a domain-defining concept.

Space followed a similar path. Initially a platform for communications and reconnaissance,
it remained under Air Force control for decades. Scholars including Dolman (2012) argued
that “space control”, like command of the air, would constitute a precondition for national
security in the twenty-first century. The creation of the U.S. Space Force in 2019 marked a
shift in this direction, treating space as more than just an enabler but also a contested domain
that requires its own doctrine and force structure.

Cyberspace is not new. Yet today’s military thinking still parallels earlier stages in the
emergence of other domains. While U.S. Cyber Command is a unified command, the services
still own and train the bulk of cyber forces. Cyber units are deployed to either support other
components or operate independently of air, land, sea, or space capabilities.

Comparative analysis underscores that the doctrinal and organizational maturation of other
domains has always required both intellectual and institutional entrepreneurship. The air and
space communities developed distinct professional identities, operational art, and doctrinal
language that justified their independent status. Whether cyberspace ultimately achieves the
same institutional independence will depend upon the military’s ability to convert concepts
such as cyberspace control operations into coherent doctrine and enduring organizational
practice.
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DOCTRINAL GAPS AND RECOMMENDATIONS

Despite joint recognition of cyberspace as a domain, cyber doctrine remains immature. With-
out a doctrinal proponent for cyber at the operational level, its integration often depends on
ad-hoc efforts by commanders. Conceptual confusion between EW, IO, cyberspace operations,
and intelligence operations compounds the problem. The services also tend to combine de-
fensive cyber operations with those who build and operate their networks. As a result, it is
not uncommon for a network operator, such as a service Chief Information Officer (CIO), to
use the term cyber to mean something categorically different than when used by a member
of the Cyber Mission Force. Blurring these lines dilutes the distinct operational requirements
of cyberspace, reduces its effectiveness as a domain, and hinders meaningful conversations
on topics such as cyber readiness.

One critical implication of this doctrinal gap lies in its effect on force generation. The USCY-
BERCOM 2.0 effort attempts to refine how cyber forces are trained and equipped. However,
this initiative requires a mature and coherent domain-specific doctrine to guide the creation
of mission-ready forces.

The current lack of such doctrine impacts the development of a force generation model,
such as that used by the exemplar: Joint Special Operations Command (JSOC). JSOC leverages
well-established domain concepts in air, land, and maritime operations to rapidly generate
and employ highly tailored, high-readiness forces. In contrast, because cyberspace is not
conceptualized or matured as a domain with distinct operational ends and ways, a JSOC-
informed or demand-driven model of cyber force generation will struggle to take root. This
disconnect risks generating forces that are optimized to support traditional domains rather
than operate effectively in the cyber domain against cyber-capable adversaries.

Closing these conceptual and doctrinal gaps requires a more deliberate effort to define
the operational grammar of cyberspace and its relationship to existing domains. One nec-
essary step is to formalize the concept of cyberspace control operations in joint doctrine,
paralleling the existing terms of “land control operations” and “sea control operations”. Cy-
berspace control operations are the mechanism by which the Joint Force achieves localized
and temporal advantage in cyberspace, wherein strategic and operational objectives can
be pursued through sustained interaction, with or without a decisive or kinetic battle. This
definition equips commanders with a lexicon to describe the establishment, maintenance,
and contestation of control in cyberspace, along with the associated authorities and effects.
Formalizing cyberspace control operations would also help articulate the relationship be-
tween the joint functions and cyberspace when viewed as a domain, rather than as an enabler.
This conceptual clarity would, in turn, help commanders better integrate cyber operations
into campaign design and joint operational planning.
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It is also necessary to recognize that cyberspace is global and distributed by nature, and
requires interaction among extra-national stakeholders. As a result, it is unhelpful to bound
cyber terrain along the lines of typical geopolitical boundaries (e.g., Europe or the Indo-
Pacific). We should think of it instead in terms of functionality (Raike 2018), as is the case for
autonomous systems (Hawkinson 1996), cloud service providers, virtual private networks, and
the like. Doing so would enable better planning, coordination, and assignment of command
authority within cyberspace operations.

Trying to force cyberspace to fit existing geographic areas of responsibility is, like other
misplaced metaphors and analogies, perhaps another original sin that has led to the issues
presented within this paper. The distinction of cyberspace control operations, and the ability to
align authorities and forces to them depends upon clearly defined boundaries that accurately
reflect the battlespace. For example, who authorizes operations against the Russian military
when the target is a third-party Brazilian company whose servers are hosted in the Chinese
data center of a U.S. Cloud Service Provider? Nearly every geographical combatant commander
could be involved, but none would have clear visibility of where their portion of cyberspace
begins or ends. Long-standing authorities and global coordination challenges can only be
addressed by recognizing cyberspace as a distinct geography.

Finally, cyberspace must be doctrinally disentangled from the broader information envi-
ronment. Leaving cyberspace nested within this construct conflates cyber operations with 10
and diminishes its role as a distinct domain. This doctrinal alignment reduces cyberspace to a
set of non-kinetic effects or supporting functions in support of kinetic objectives. Doctrinally
separating cyberspace from the information environment would enable the development of
concepts that treat cyberspace as a battlespace with independent operational and strategic
consequences.

While not a comprehensive list, we hope that these doctrinal changes will serve as a
catalyst for treating cyberspace as a domain with its own operational significance. The PRC
has embraced cyberspace, effectively prepositioning themselves to fully deter American
resolve ahead of a potential invasion of Taiwan. While the U.S. military prepares for a kinetic
fight that may never come, the cyber war is occurring now.
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CONCEPTUAL CAGE OF OUTDATED TERMS

Over the past decade and a half since the establishment of the U.S. Cyber Command in 2009,
the digitized world has moved from a relatively stable international system led by the United
States to the emerging era of ‘Great Systems Conflict’ precipitated by China (Demchak 2021).
For a quarter century, China has used its economic rise to strategically develop a large-scale
socio-technical-economic system, aggressively seeking global advantage to displace the United
States economically, politically, and technologically (Doshi 2021; Lind 2024; Mearsheimer
2003). This era exceeds prior Great Power competitions in intensity and ubiquity through the
persistent exploitation of global digital connectivity (Shirk 2023). China relentlessly uses its
socio-technical-economic scale to penetrate democratic states below armed conflict thresholds
in extensive campaigns ranging from extortion to battlefield preparation (Mastro 2024). The
resulting systemic hostility between the two ‘Great Systems’, China and the United States, now
ushers in the rising ‘Great Systems Conflict’ era, fundamentally challenging global stability.
The global environment is outpacing the conceptual expectations, structures, and institutional
remits of existing U.S. national security organizations.

U.S. Cyber Command sits at the technological crossroads of this new era. Having been
established to defend solely the military’s networks, it now finds itself asked to defend the
wider nation against massive assaults at the scale that a Great System like China can impose
(Harknett and Smeets 2022). It has become the subject of an extended debate on whether
its organizational structure is adequately scaled, manned, and empowered to effectively
address the globally insecure cyberspace ‘substrate’ connecting the homeland to this now far
more complex, turbulent, and hostile digitized world. As the main agency for U.S. military’s
cyber capabilities, Cyber Command struggles to effectively meet all the challenges it faces
(Couillard 2024). Although the organization is recognized as the U.S. military’s center of
secretive offensive cyber activities, the Command is not widely perceived by other military or
external stakeholder audiences as a major center of mastery over anything other than cyber
across the entire digital ecosystem. That reputational shortcoming contributes to cyber force
generation and related performance challenges sparking the current debate (Welch 2024).

This article argues that Cyber Command struggles today under a conceptual “cage” founded
on a widespread perception of cyber as a separable “domain” - itself a term that expanded
contemporaneously with cyberspace. That linguistic characterization now constrains the
organization’s identity and future capabilities (Gosain 2004). Three factors have built this
“cage” over time. First, an initial mischaracterization of cyberspace has limited the internal
stakeholders’ definition of “cyber” operations, and ties the organization’s identity to traditional
military concepts despite significant differences (Slayton 2020; Kobie 2017). Second, early
mischaracterizations contributed to a persistent misunderstanding of cyber operations by
service audiences, leading traditional military leaders to undervalue cyber effects, provid-
ing lip service to cyber in their operational planning yet failing to effectively manage and
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retain cyber personnel (Hardison et al. 2019). Third, the wider societal audience, especially
recruitable youth, have come to view cyber topics negatively as passé, tedious, technical
work rather than an exciting frontier of innovations such as artificial intelligence (Pattnaik,
Li, and Nurse 2023). As a result, while the current reform debate has converged on Cyber
Command’s force generation gap, the problems facing U.S. Cyber Command actually require
removing this cage through a more systemic transformation of the Command’s image, remit,
and structure.

In an emerging future of Great Systems Conflict where China is reputed to have over a
hundred thousand cyber warriors at any one time and to be dominating the new patents for
advanced technologies, the threat environment is evolving differently than that imagined in
2009 with the establishment of a military command focused on cyber alone. The outlines of
likely mid-21st-century conflicts suggest that combating the Chinese digitized tsunami will
require a unifying ‘pan-technology’ military organization in response. Such a unit must ensure
“analytic superiority” against all adversaries all the time by integrating across cyber’s offspring
in robotic, Al agentic, and algorithmic warfare at scale, as well as operating nonstop across
cyberspace itself (Grossman and Goldman 2024; Jensen, Whyte, and Cuomo 2020). A Cyber
Command reinvented as a ‘Digital Vanguard Command’ (DIGICOM) or ‘Cyber, Robotics, and
Information Systems Command’ (CRISCOM) would be the updated ‘go-to’ locus of relevant and
full-ecosystem digital expertise. It could absorb a subordinate unit offering direct enlistment
and training, providing assets to the Command and sister services. While in-depth explorations
of implementation exceed the scope of this article, such a restructured, reoriented, and
rebranded organization constitutes a new approach to adapting the U.S. Cyber Command to
the Great Systems Conflict era.

INADVERTENT MISALIGNMENT FROM THE OUTSET

Both “cyber” and “domain” are terms whose widespread use grew with the rise of the
information age. As the last century closed, the Department of Defense increasingly digitized
and networked its operations and turned to concepts such as “information warfare”, “network
centric warfare”, and “computer network operations” to address the content and connectivity
of a newly integrated digitally connected world (Warner 2012; Cebrowski and Garstka 1998).
The term “cyberspace”, however, seeped into U.S. military vocabulary in the 1990s alongside
the term “domain”, contributing to a doctrinal misunderstanding of cyberspace from the
outset.

The word “cyberspace” was already in use elsewhere, having floated in niche academic, sci-
ence fiction, and architectural (oddly enough) communities for years since Norbert Wiener’s
1940s term “cybernetics” (Wiener 1948). Meant to capture human-machine control and
communication derived from the Greek for steersman, kybernetes, cyberspace inspired the
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shorthand “cyber” adjective along the way. William Gibson’s seminal 1984 novel, Neuro-
mancer (Gibson 1984), propelled the term into the national consciousness, representing
a futuristic world dominated by networked computers (Arulmurugan and Jinnah 2024).
Throughout the 1990s and early 2000s, cyberspace was still the exciting future of all things.
As the United States defense community absorbed the longer term, the shorthand “cyber”
grew from an adjective to a noun, concisely encapsulating everything from elite hacking
units to the mundane reality of everyday information security.

Contemporaneously with cyberspace, the broader use of "domain" formally emerged in
the military’s late-1990s "information environment" language. The full implications of the
inter-state information technology struggle that would later drive Great Systems Conflict
were just being recognized. By 1999, “ecommerce” had roiled the economy and China was
surging internationally, in part by using digital technology to steal money and secrets, such
that the US military needed to distinguish between the proprietary battlespaces of traditional
services and the rising technological behemoth of the internet. By 2000, the U.S. military’s
“Joint Vision 2020~ for the first time characterized ‘information’ as a separable "domain" and
distinguished between "physical and information domains" (Joint Chiefs of Staff 2000). Around
the same time, “cyberspace” had prominently emerged in the wider defense community as
an overarching term competing with “the Internet” to describe the global communications
networks (Branch 2021; Rattray 2001). Then, in 2004, the U.S. National Military Strategy
formally labeled cyberspace as a “global commons” and a “domain” of warfare equivalent to
land, sea, air; and space (Alexander 2007). The U.S. military began to adopt the short term
‘cyber’ as a convenient catch-all noun to signify all things associated with computers and this
new digital battlespace. That linguistic usage was formally blessed with the creation of the
United States ‘Cyber’ Command in 2009 (Lilli 2020).

Framing cyberspace as a warfighting “domain” was bureaucratically rational to secure
funding and authorities within the Pentagon’s organizationally rivalrous structure. But the
term was not clearly defined. It was a mischaracterization.

Cyberspace is not now, nor has it ever been, a separable warfighting domain analogous
to land, air, and sea. It is a ubiquitous and manufactured substrate, the ever-expanding
foundational layer on which rest all modern information technologies—including artificial
intelligence (AI), quantum computing, robotics, autonomous systems, and even information
or electronic warfare. The early labeling of ‘information’ and then ‘cyberspace’ as ‘domain’
imposed conceptual barriers tied to the early misunderstandings of the substrate and the
larger digitized ecosystem as largely networks and code. That limiting perception further
separated cyberspace from the other concerns of military operations, such as kinetic and
lethal exchanges. In 2002, a well-known defense policy scholar called cyber attacks “Weapons
of Mass Annoyance” (Lewis 2002). By the early 2010s and the formation of Cyber Command,
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winning a war by fighting solely through networks was disparaged across the defense commu-
nity. As a result, both early Cyber Command denizens and the Command’s external audiences
learned to view the organization’s mission space narrowly as repelling adversaries from
networks.

For this conceptually isolated ‘domain’, early grand strategic visions of a stand-alone battle
‘domain’ determining major outcomes or whole wars failed to broadly take root (Arquilla
and Ronfeldt 1993). By the early 2010s, the dominant notion was that one was ‘defending’
the military networks that composed cyberspace, operating largely as a support function
or working through the globe’s networks for intelligence purposes. There was never to be
“cyber war” because, it was argued, nobody was killed when a computer was hacked or data
destroyed (Rid 2012). Cyber Command’s remit and identity were conceptually ‘caged’ to digital
networks and associated software early on 1. As the Command consolidated, organizational
forces would further lock these early misunderstandings into place.

FRAMING THE CAGE: INSTITUTIONALIZED CONCEPTUAL LOCK-IN

Organizations are products of their foundation, imbued with their founders’ values, biases,
and assumptions at the time of formation (Thompson 1967). The founding leader’s vision
sets the initial conditions (Santora and Sarros 2008). If the second leader cohort does not
change this vision, then the third leader will find it particularly challenging to change without
dramatic events. Each new employee group successively deepens the taken-for-granted
aspects of the existing organizational rationale, creating powerful, self-reinforcing loops
(Kramer 2010).

The organization’s name, foundational story, and initial structure solidify into “deep insti-
tutions”, unwritten rules and routines defining “how we do things around here” (Fountain
2001). A powerful path dependence emerges creating stability, efficiency, and shared identity
from the founder’s vision, a powerful core narrative, and well-established institutions (Schein
2010). However, the same forces can become the concrete that prevents adaptation after the
second or third leader cohort (Barnett et al. 2015). When the external environment changes,
the organization can find itself trapped on a path to obsolescence, unable to take innovative
actions that would ensure its successful resilience to surprise and adversaries (Heine and
Rindfleisch 2013). Especially challenging are new actions that are seen to contradict the
narrative of the organization’s mission (Schreyogg and Sydow 2011).

Cyber Command’s founding reflects this organizational imprinting process. Naming the
unit a ‘cyber’ command not only tied its evolution to then contemporary notions of cyber

1. Itis important to note that the narrowness of mission was also deliberately enhanced early on by some members of Congress
fearing the Command’s dual hat with NSA would provide too much concentrated bureaucratic power within the government
and threaten citizen privacy externally. However, the prevailing view was that the “domain” could operationally be limited to
networks and code, leading to the successful formation of the Cyber Command-NSA combination. See Shanker and Sanger
(2009-06-13).
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as digital networks, but it also influenced the thinking and emphases of its early leader
cohorts. The organization’s first leader, General Keith B. Alexander, was a highly respected
four-star general with deep knowledge of signals intelligence and extensive expertise in
managing large intelligence organizations. He was known to be an enthusiast for information
technology, although not personally trained in computer science. His assignment was logical
given his position as commander of the National Security Agency (NSA), the premier technical
intelligence agency in the U.S. government (Aid 2009). He publicly emphasized the Command’s
role in blocking and ejecting criminals and adversaries from networks, an image consistent
with the then common notion of cyber as a network defense mission (Alexander 2011). Under
his organizational leadership, however, the Command acted as more of an intelligence agency,
defining “cyber” operations as mainly discrete, highly classified, covert, tightly targeted,
one-off missions focused on computer networks (Alexander 2007; Kaplan 2016).

Military terms were then imposed on this early “cyber as intelligence operations,” imprint-
ing by a particularly influential senior leader—Cyber Command’s ‘godfather’, GEN James
“Hoss” Cartwright, a well-respected Marine Corps aviator (CSIS 2025). As Vice-Chairman of
the Joint Chiefs of Staff, he deliberately and successfully protected the bureaucratic funding
and nurturing of the infant Cyber Command. He also argued strongly that using recognized
military language on cyber operations would ensure acceptance of Cyber Command by the
other services 2. This imprinting solidified quickly in large part because the military officers
then assigned to the infant Cyber Command generally had no computer science expertise,
and traditional military language was more comfortable and consistent with their preex-
isting professional culture. The early architects of the service-delegated cyber component
commands built to serve Cyber Command understood their organizations had to be accepted
by their respective parent service. They not only labeled their operations in military terms but
also attempted to observe military traditions and service-specific structures in their organiza-
tional design choices. For example, the Navy’s Tenth Fleet was given a Maritime Operations
Center, not because cyber operations were seen to fit that organizational design, but because
“the other Fleets will understand who to call” 3. As a result, existing military language and
structural preferences shaped the early Cyber Command’s operational interpretations of the
characteristics of cyberspace and its mission spaces.

No concept is more representative of this early mischaracterization of cyber operations than
framing them as “fires”, a term developed for traditional physical and thus kinetic warfare.
General Cartwright insisted on applying the joint term. He was deeply concerned about the
digital transformation of the US military and the bureaucratic success of the new Command
(Ashford 2010). “Sergeant Smitty needs to be able to understand what he is supposed to do,”
he told this author in 2012. “And every soldier or Marine understands ‘fires’.” He argued that

2. Personal interview 2012
3. Personal interview 2009 Washington DC with senior officers involved in the design of the Navy’s Cyber Component Command.
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it would help other military units relate to Cyber Command’s mission, and new arrivals at
the Command would also immediately understand what to do 4.

Characterizing digital operations as “fires”, however, forced them into a conceptual box
long developed by the U.S. Army’s artillery doctrine, evolving from terms such as “supporting
fires” (1944) ®> and “protective fires” (1992) 6. Even though the 1998 JP3-09 Doctrine for Joint
Fire Support first formally defined “fires” as having lethal and nonlethal effects, the common
notions behind the term were tied to planned, episodic “attacks” 7 that drop munitions upon
an enemy. By 2009, the term was widely understood to imply using force to achieve discrete,
physically destructive effects. It reinforced a misunderstanding of “cyber” as discrete one-off
events in a digital form of artillery to be “called for” as needed in the “real” fight occurring in
the physical domains. The artillery connotation fit well in the early Command’s operations,
emphasizing discrete intelligence operations and its external reputation as a supporting
function, not a fully engaged battle domain.

The early conceptualization of cyber became well entrenched. Officers and senior enlisted
embraced the imagery in no small part because officers and senior leaders assigned to Cyber
Command often had limited technical understanding of cyberspace as a complex substrate.
With limited expertise, they had little desire to challenge or alter the taken-for-granted early
“cyber” conceptualizations . During a series of research interviews of senior officers assigned
to cyber positions in the U.S. military and allied nations from 2009 to 2014, interviewees
often defensively introduced themselves as “not a technology expert”. They overwhelmingly
defined cyberspace in ground force language such as “terrain” or signals terminology such as
“networks”, using physical analogies. The less technical the interviewee’s background was,
the more their language reflected land conflict and assault imagery .

4. Not every Airman, however. According to a self-described “doctrinaire” who was involved, the senior Air Force leaders
did not want their operations referred to as “fires”. “Published on 12 May 1998, the approved JP 3-09 [Doctrine for Joint Fire
Support] was the result of nearly ten years of rigorous debate, principally between the Air Force and the Army. The USAF
opposed the project from the onset, citing objections to terminology and the basic need for “fires” doctrine. The introduction of
the Joint Force Fires Coordinator (JEFC) was seen by the Air Force as an Army attempt to wrest away a large part of the Joint
Force Air Component Commander’s (JFACC) targeting and planning responsibilities”. See Vittori (1999).

5. Wartime issue of the Army’s Field Artillery Journal December 1944, where the term is used 14 times. See U.S. Field Artillery
Association (1944).

6. Joint publication of Army Field Manual 7-90 and equivalent Marine Corps MCWP 13-15.2 “Tactical Employment of Mortars”,
where the term is used 381 times. See Department of the Army and United States Marine Corps (2004).

7.0ne senior and exceptionally technically competent Israeli officer expressed his frustration with the constant use of the
term “attack” to describe cyber assaults, explaining that it was long term repeat intrusions in campaigns that mattered, but
that he and others had had to redefine the term “attacks” to mean campaigns to get the Americans to properly listen (2015 Tel
Aviv personal interviews)

8. Multiple personal conversations with retired and still serving officers who were assigned to the top ranks in Cyber Command.

9. Personal interviews conducted with U.S. officers associated with Cyber Command or a service component 2010-2014. Similar
interviews were conducted in Germany, the United Kingdom, and Israel 2011-2019. I offered all my interviewees anonymity
and thereby are constrained from providing any further details save to note all the interviewees had direct and personal
knowledge of the cyber command or equivalent in their military force. One senior German officer insisted in 2011 that
cyberspace was all networks and that all one had to do was keep the adversary from accessing the network. He captured the
perspective I often encountered in these interviews in which I always asked the same set of questions, beginning with asking
for a description of cyberspace which would guide their operational presumptions.
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Over time, this traditional military linguistic and semantic usage was locked in, creating a
conceptual and reputational cage that hampers the Command’s adaptation to a technologically
diverse, turbulent ecosystem. Competing and fighting in, through, or enabled by cyberspace,
i.e, “cybered conflict”, is inaccurately defined by episodic words such as barrages, surges,
volleys, dogfights, and fires (Boutelle and Filak 1996). The reality is more campaigns than
massed thrusts, marked by iterative efforts to access others’ systems and using varying
exploits to surveil or manipulate what those targeted systems know, calculate, or do (Williams
2016). The desired operational outcomes such as deny, degrade, disrupt, and manipulate
do not map cleanly onto the traditional military language about kinetic conflict (Jasper
2017). The traditional military language struggles to value persistence, entanglement, and the
ability to achieve shaping effects through manipulation and degradation rather than big-stick
deterrence and destruction (Fischerkeller, Goldman, and Harknett 2022). The conceptual cage
of network ‘cyber’ was tightened by this linguistic straitjacket.

Ironically, insisting on military terms did not smooth relations with the traditional services
and their commanders. Due to cyber operations’ distinctly digital nature, there are no concrete
cyber “weapons”. Intruding remotely into foreign adversaries’ dynamic networks and variable
software means “munitions” (tools) cannot be designed, produced, and left on a shelf for a
geographic combatant command’s future use like missiles. A cyber “weapon” needs to have a
digitized target that is technically receptive and therefore accessible at the precise exploitation
moment to cause the desired effects. And misfires do not just blow something up nearby;
malware can also travel unexpectedly far across other connections to have quite undesired
and possibly catastrophic results (Lindsay 2013).

Such tools do not readily correspond to traditional senior military leaders’ preferences for
ready munitions stockpiles with well-defined effects. This discrepancy heightens friction with
other military commanders at the highest levels. Traditional senior military leaders often do
not understand why Cyber Command does not act as a “normal” command would in the joint
environment when the Command refuses to release its cyber weapons to other comman-
ders. The contradictions contribute to the difficulties in persuading other senior combatant
commanders to accept Cyber Command’s control of a part of what these commanders see as
‘their’ air, land, sea, and hence cyber battlespace. Senior traditional military leaders in the U.S.
and allies hesitate to incorporate something they do not well understand or fully command
into their operational decisions (Gomez and Whyte 2022). At least one combatant commander
has constructed his own internal information unit under his control and focused on his area
of operations in response (Pomerleau 2023).

The imprinted “cyber” conceptual missteps have operational consequences visible in Cyber
Command’s force generation challenges. When other military leaders struggle to understand
or properly integrate or value cyber as a field or career choice, their respective services do not
manage well or maintain the existing expertise of their cyber personnel. Recruits forced to
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enlist through the services soon learn their leaders do not value their career field. Technically
trained military personnel who are repeatedly detailed to unrelated nontechnical positions
leave the military (Lonergan and Snyder 2025). Those who feel unvalued or blocked in their
career choice simply leave for commercial cyber jobs (Kamarck and Theohary 2022). The
conceptual ‘cage’ ultimately damages the Command’s ability to perform its mission in real
time as well as to adapt to the changing environment.

Beyond the military itself looms a third factor, a change in societal zeitgeist that reinforces
the internal institutional challenges, making the conceptual cage potentially even more
strategically debilitating.

CYBER'S ‘MEH’ FACTOR: PERCEPTION AND TALENT GAP

Early in Cyber Command’s origins, talent shortages were optimistically viewed as passing
circumstances that would resolve themselves as more tech-savvy individuals grew up to
join the ranks 0. Ten years later, however, GAO reported that the next generation of cyber-
competent recruits still failed to join the military in numbers anywhere near what was
required (GAO 2019). Today, across the country, only 74% of the cyber security jobs are filled
(CyberSeek.org 2025b). The wider talent gap stems from several sources, beginning with an
overarching educational deficit. The U.S. population lacks basic technical education (Sanders
2022). Employers complain that graduates of cybersecurity programs lack the hands-on skills
needed for operational work (Crumpler and Lewis 2019). Half the national population is put
off pursuing the field, namely, young women deterred by male dominance and midcareer
and older women by the fear of being undervalued (Giboney et al. 2023). Adding to these
societal structural barriers are the typical bureaucratic barriers and the limited appeal of
military service (Woodruff, Kelty, and Segal 2025).

Beyond these institutional and structural barriers, however, is a problem directly related to
the Command’s conceptual cage. The wider societal perception of the term “cyber” evokes
“cybersecurity” and images of tedious rules, checklists, and routinized work rather than inno-
vation, creativity, or progress. Industry surveys show that cyber security is widely viewed
negatively as an IT cost burden to be minimized rather than a business function involving
innovation and essential investments (Lemnitzer 2021; Wertheim 2020). This perception of
routinized, highly technical careers undermines the younger generation’s interest in working
in the “cyber” field, whether in the military or not. It is tough to market a career in “military
cyber” when the desired demographic perceives the term “cyber” as less appealing than terms
like Al, data science, and quantum computing. While “indifference crosses all generations”, a
widespread “cyber-apathy challenge [exists particularly] with young people” (Hurley 2023).

10. See previous footnote on personal interviews, 2009-2014.
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In particular, the Generation Z cohort born since 1997 relates to digital technology and cyber-
security superficially, generally lacking an innate sense of, interest in, or nascent skills with
the technological underpinnings of their digital ecosystem (Debb, Schaffer; and Colson 2020).
They exhibit high confidence in their digital skills but limited attention to security hygiene
(Kim 2019). And they generally resist basic cybersecurity instruction and tools provided by
employers, families, or educators (Panda Security 2025).

Unsurprisingly, a generation indifferent to cybersecurity in their own use of technology
use is unlikely to find enlisting in the miliary for cyber-related work attractive (Donegan
2024). These perceptions suggest that the talent crisis is not merely a recruitment problem to
be solved by forming a separate cyber service or mirroring special units. The U.S. military’s
premier digital organization’s brand reflects a deeper misalignment. While potential recruits
and powerful adversaries are drawn to innovative technologies like Al, quantum computing,
and robotics, Cyber Command’s narrow ’cyber’ framing artificially separates it from publicly
declaring its intention to master and fully embrace these very technologies despite their
fundamental dependence on the cyber substrate.

The commercial practices prevalent across the wider society correspond to, and strongly in-
fluence, these perceptions of cyber separated from advanced technologies in the attitudes and
images absorbed by developers, users, and entrepreneurs. While the advanced technologies
so appealing to the wider society are completely dependent on the security of the underlying
cyber substrate, their commercial design, development, and widespread deployment are
generally disassociated from cyber security save in the most basic of issues such as firewalls.

Artificial intelligence, for example, relies on algorithms that require access to vast, curated
datasets for training and networked computing infrastructure for execution, and these can
be corrupted by malicious cyber actors (Nguyen 2025). Al has the potential to revolutionize
operations by moving mind-numbing tasks from humans to tailored “Al agents”, best un-
derstood as machine learning (ML) models surrounded by software encased in hardware
performing tasks. Each model, code, and machine element has a multitude of potential cyber
attack opportunities for adversaries (Belani 2023). Despite all this cyber embedded in artificial
intelligence’s life cycle, commercial ML producers who provide models and services embed-
ded in military capabilities have been slow to put securing their models against traditional
cyber threats at the forefront of their design and development (Puthal and Mohanty 2021).
Those who ‘do’ Al do not see themselves as ‘doing’ cyber (Mink et al. 2023). Accordingly, the
users and entrepreneurs also rarely connect the two. Even the cyber security community
itself has proven slow to integrate Al developer skills into their command of cyber, reinforcing
the separation. Only ten percent of commercial cyber security job openings today specifically
mention Al skills as a requirement for a cyber job (CyberSeek.org 2025a).

Across the wider society, the enthusiastic embrace of Al without deliberate integration of
cybersecurity is mirrored across the spectrum of cyber-dependent advanced technologies
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and inevitably reinforces the perception of cyber as boring and unrelated to the exciting
newer technologies. Quantum computing, for example, despite its hype as a revolutionary
technology, remains intrinsically dependent on insecure digital infrastructures (Volya et
al. 2023; Smith III 2020). Similarly, autonomous systems, from drones to ground vehicles,
also entirely depend on software and networked hardware systems, as do nanoscience,
space technology, and hypersonic capabilities (Lippi et al. 2025). This persistent commercial,
cultural, and professional divide between Al and cybersecurity reverberates institutionally
within defense structures as well (Tangredi and Galdorisi 2021). Without deliberate efforts
to organizationally and operationally integrate cyber with its technological offspring, cyber
weaknesses will be embedded in the next generation of Al-enabled military and civilian
systems to dangerous consequences (Sangwan, Badr, and Srinivasan 2023).

BREAK THE CAGE TO REINVENT FOR THE FUTURE

There is no escaping cyber in the technological hostility that marks Great Systems Conflict.
When military services separately design and develop systems using commercial firmware
and components without integrated cyber expertise from design forward, the result is a
proliferation of digitally enabled systems built atop unexamined vulnerabilities, gaps, and
access points open to exploitation by adversaries such as China and Russia. Cyber Command’s
current organizational structure reinforces the early conceptual mischaracterizations of
"cyber" as one of many separable "domains" rather than the foundational substrate of an
expanding digital ecosystem from which advanced technologies such as artificial intelligence,
quantum computing, robotics, and autonomous systems emerge. This “domain” framing of
cyber as coequal with other warfighting domains encourages other service components and
defense agencies to separately develop emerging digital technologies without involving Cyber
Command’s operational expertise. The resulting fragmentation means multiple organizations
are each pursuing narrow technological goals without strategic coordination, broad-spectrum
technical mastery, or robust mechanisms to avoid systemic vulnerabilities propagating across
exceptionally complex, interconnected systems.

The current reform debate offers a fleeting chance to simultaneously address all these
challenges, from the cage to expertise fragmentation, through fundamental reinvention
rather than incremental adjustment. A reinvented Cyber Command can serve as the pan-
technology nexus for expertise, training, cross-spectrum digitized operations research and
testing, and active deployment to ensure these interdependent capabilities evolve within
a unified, resilient digital ecosystem. Only such organizational and conceptual integration
can provide the strategic coherence necessary for effective competition, deterrence, and
warfighting in the digital battlespace. The strategic challenge today is redirecting the path-
dependent organization of Cyber Command without dampening its successes. If the current
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debate remains mistakenly pitched as two separate choices, reforming Cyber Command or
adding a separate cyber service, then the solutions will be partial at best.

One begins where one can. In this case, a first step in creating the future-ready military is to
remove a debilitating attachment to a dated and narrow concept of “cyber” as a “domain” and
its offspring as something beyond Cyber Command’s remit. The digitized conflicts to come are
not military maneuvers that any general officer with any background can manage. Without
reducing these linguistic, conceptual, and organizational barriers, incremental changes such
as adopting a “SOCOM-like” model that keeps force generation within largely disinterested
traditional services would not necessarily solve known weaknesses.

It is time to reinvent the Command, not as a better “Cyber” Command, but as a new
entity, perhaps the U.S. Digital Vanguard Command (DIGICOM) or the U.S. Cyber, Robotics,
and Information Systems Command (CRISCOM). Cyber can remain in the name, but never
again by itself. While details in implementing this proposal will need research beyond the
scope of this article, signaling of a new era could begin more quickly. The new name must
signal a comprehensive, future-oriented pan-information technology mission that attracts
recruits directly. Its structure must adjust to welcome them into a force generation unit
subordinate to the former Cyber Command and able to recruit, train, and supply talent to
itself and other services. The reinvented organization must have the mandate, structure, and
authorities to manage the entire lifecycle of its force while proving better able to argue for
funding to nurture the military’s mastery of cyber and its offspring across the technological
ecosystem. The current debate about an impending overhaul of Cyber Command is the perfect
opportunity to break from the ‘cyber’ cage, and adapt the U.S. military to deter, meet, and
defeat the comprehensive and inundating assaults that mark the emerging Great Systems
Conflict era.

ABOUT THE AUTHOR

Dr. Chris C. Demchak is the Grace Hopper Chair of Cyber Security and Senior Cyber Scholar in the Cyber
Innovation Policy Institute at the U.S. Naval War College. She holds degrees in engineering, economics, and
comparative complex organization systems / political science. In publications and current research on conflict,
surprise, and resilience in a modern digitized globe penetrated by a global, insecure, complex, conflict-prone
cyber “substrate,” Demchak takes a socio-technical-economic systems approach comparatively with emerging
technologies, adversaries’ cyber/Al/ML campaigns, virtual wargaming for strategic/organizational learning, and
global/national/enterprise resilience against complex systems surprise. Articles of note include “China’s Maxim
(BGP Hijacking, 2018 and update 2021)”, “Four Horsemen of AI” (2019), “ ‘Sea-hacking’ Sun Tsu: Deception
in Global Al/Cybered Conflict” (2021), “Achieving Systemic Resilience in a Great Systems Conflict Era” (2022),
“Cybered Conflict, Hybrid War, Informatizaton Wars" (2020) and Cyber Warfare and Navies (2025 co-edit). Works
in-progress of note include “How to Run and Defend a Digital Democracy” and “Great Systems Conflict: Cyber
Westphalia, Warfare, and Operational Collective Resilience”.

174 | THE CYBER DEFENSE REVIEW



C. Demchak

REFERENCES

Aid, Matthew M. 2009. The secret sentry: The untold history of the National Security Agency. Bloomsbury
Publishing USA.

Alexander, Keith B. 2007. “Warfighting in cyberspace.” Joint Force Quarterly 3rd Quarter.

Alexander, Keith B. 2011. “Building a new command in cyberspace.” Strategic Studies Quarterly 5 (2): 3-12.

Arquilla, John, and David Ronfeldt. 1993. “Cyberwar is coming!” Comparative Strategy 12 (2): 141-165.

Arulmurugan, S., and Abdul Mohammed Ali Jinnah. 2024. “The Cyberpunk Elements in William Gibson’s
Neuromancer.” Journal of Language and Linguistic Studies 17 (3). https://www.jlls.org/index.php/jlls/
article/viewFile/5562/1980.

Ashford, R. Brian. 2010. “The Missionary Work of Evolving the Digital MAGTF.” Master’s thesis, USMC Command
and Staff College, Marine Corps University. https://apps.dtic.mil/sti/tr/pdf/ADA602215.pdf.

Barnett, Jon, Louisa S. Evans, Catherine Gross, Anthony S. Kiem, Richard T. Kingsford, Jean P. Palutikof,
Catherine M. Pickering, and Scott G. Smithers. 2015. “From barriers to limits to climate change adaptation:
path dependency and the speed of change.” Ecology and society 20 (3). https://www.jstor.org/stable/
26270227.

Belani, Gaurav. 2023. “Al for Cybersecurity and Cybercrime: How Artificial Intelligence Is Battling Itself.” IEEE
Computer (September 6, 2023). https://www.computer.org/publications/tech-news/trends/ai-fighting-ai.

Boutelle, Steven W., and Ronald Filak. 1996. “AFATDS: The Fire Support Window to the 21st Century.” Joint
Force Quarterly 11:16-21.

Branch, Jordan. 2021. “What’s in a Name? Metaphors and Cybersecurity.” International Organization 75 (1):
39-70. https://www.cambridge.org/core/journals/international-organization/article/abs/whats-in-a-
name-metaphors-and-cybersecurity/563998100A2FAF1E5DFDB5C52EC68569.

Cebrowski, Arthur K, and John J. Garstka. 1998. “Network-Centric Warfare: Its Origin and Future,” 124:28-35. 1.
https://www.usni.org/magazines/proceedings/1998/january/network-centric-warfare-its-origin-and-
future.

Couillard, Jeffrey. 2024. “Beyond USCYBERCOM: The Need to Establish a Dedicated US Cyber Military Force.”
The Cyber Defense Review 9 (1). https://www.jstor.org/stable/48770664.

Crumpler, William, and James A. Lewis. 2019. Cybersecurity Workforce Gap. Center for Strategic and Inter-
national Studies (CSIS). https://csis-website-prod.s3.amazonaws.com/s3fs-public/publication/190129_
Crumpler_Cybersecurity FINAL.pdf.

CSIS (Center for Strategic and International Studies). 2025. James E. Cartwright, Distinguished Senior Adviser
(Non-resident), Office of the President. https://www.csis.org/people/james-e-cartwright.

CyberSeek.org. 2025a. AI + Security. CyberSeek, October. https://www.cyberseek.org/index.html.

CyberSeek.org. 2025b. CyberSeek expands cybersecurity workforce data coverage and enhances user experience,
June 2, 2025. https://www.cyberseek.org/docs/06-02-2025_CyberSeek_June_2025.pdf.

Debb, Scott M., Daniel R. Schaffer; and Darlene G. Colson. 2020. “A reverse digital divide: comparing informa-
tion security behaviors of generation Y and generation Z adults.” International journal of cybersecurity
intelligence & cybercrime 3 (1): 42-55. https://doi.org/10.52306/03010420GXUV5876.

Demchak, Chris. 2021. “Achieving Systemic Resilience in a Great Systems Conflict Era.” The Cyber Defense
Review 6 (2): 51-70. https://www.jstor.org/stable/27021376.

Department of the Army and United States Marine Corps. 2004. Tactical Employment of Mortars. Department
of Defense. https://www.trngcmd.marines.mil/Portals/207/Docs/TBS/MCWP%203-15.2%20Tactical%
20Employment%200f%20Motars.pdf.

Donegan, John. 2024. IT Security - Gen Z’s cybersecurity risks: Insights from recent survey, July 19, 2024. https://
insights.manageengine.com/it-security/genz-cybersecurity-risks-survey/#Other_key_survey_findings.

Doshi, Rush. 2021. The Long Game: China’s Grand Strategy to Displace American Order. Oxford University Press.

Fischerkeller, Michael P, Emily O. Goldman, and Richard J. Harknett. 2022. Cyber persistence theory: Redefining
national security in cyberspace. Oxford University Press.

Fountain, J. E. 2001. Building the Virtual State: Information Technology and Institutional Change. Brookings
Institution Press.

GAO (General Accounting Office). 2019. DOD Training: U.S. Cyber Command and Services Should Take Actions to
Maintain a Trained Cyber Mission Force. https://www.gao.gov/products/gao-19-362.

VOL. 10, NO. 3 (2025) | 175



Breaking the "Cyber" Cage: Reinventing Cyber Command for Great Systems Conflict

Giboney, Justin Scott, Bonnie Brinton Anderson, Geoffrey A. Wright, Shayna Oh, Quincy Taylor, Megan Warren,
and Kylie Johnson. 2023. “Barriers to a cybersecurity career: Analysis across career stage and gender.”
Computers & Security 132:103316.

Gibson, William. 1984. Neuromancer. Ace Books.

Gomez, Miguel Alberto, and Christopher Whyte. 2022. “Cyber uncertainties: Observations from cross-national
war games.” In Cyber security politics, 111-127. Routledge.

Gosain, Sanjay. 2004. “Enterprise information systems as objects and carriers of institutional forces: the new
iron cage?” Journal of the Association for Information Systems 5, no. 4 (April): 151-182. https://doi.org/10.
17705/1jais.00049.

Grossman, Robert L., and Emily O. Goldman. 2024. “The Importance of Analytic Superiority in a World of Big
Data and AL” The Cyber Defense Review 9 (2): 29-48. https://www.jstor.org/stable/48784774.

Hardison, Chaitra M., Leslie A. Payne, John A. Hamm, Angela Clague, Jacqueline Torres, David Schulker, and
John S. Crown. 2019. Attracting, recruiting, and retaining successful cyberspace operations officers: Cyber
workforce interview findings. RAND. https://www.rand.org/content/dam/rand/pubs/research_reports/
RR2600/RR2618/RAND_RR2618.pdf.

Harknett, Richard J., and Max Smeets. 2022. “Cyber Campaigns and Strategic Outcomes.” Journal of Strategic
Studies 45 (4): 534-567. https://doi.org/10.1080/01402390.2020.1732354.

Heine, Klaus, and Heike Rindfleisch. 2013. “Organizational decline: A synthesis of insights from organizational
ecology, path dependence and the resource-based view.” Journal of Organizational Change Management
26 (1): 8-28. https://doi.org/10.2139/ssrn.2178991.

Hurley, Billy. 2023. How to get young people (and everybody else) to care about cybersecurity - It turns out Gen Z ate
but left some online crumbs. ITBrew, November 7, 2023. https://www.itbrew.com/stories/2023/11/07/how-
to-get-young-people-and-everybody-else-to-care-about-cybersecurity.

Jasper, Scott. 2017. Strategic cyber deterrence: The active cyber defense option. Bloomsbury Publishing PLC.

Jensen, Benjamin M., Christopher Whyte, and Scott Cuomo. 2020. “Algorithms at war: the promise, peril, and
limits of artificial intelligence.” International Studies Review 22 (3): 526-550. https://doi.org/10.1093/isr/
viz025.

Joint Chiefs of Staff. 2000. Joint Vision 2020: America’s Military Preparing for Tomorrow (JV2020). Edited by
Department of Defense. https://apps.dtic.mil/sti/tr/pdf/ADA377926.pdf.

Kamarck, Kristy N., and Catherine A. Theohary. 2022. FY2023 NDAA: Cyber Personnel Policies. Congressional
Research Service (CRS), U.S. Congress, October 4, 2022. https://apps.dtic.mil/sti/trecms/pdf/AD1181856.pdf.

Kaplan, Fred. 2016. Dark Territory: The Secret History of Cyber War. New York: Simon & Schuster.

Kim, Min Ji. 2019. A Gen Z’s perspective on cybersecurity. Delinea Blog. https://delinea.com/blog/genz-
perspective-cybersecurity.

Kobie, Nicole. 2017. Is it time to drop "cyber" in security? - The prefix sounds old-fashioned and out of date. ITPro,
May 31, 2017.

Kramer, Michael W. 2010. Organizational socialization: Joining and leaving organizations. Vol. 6. Polity.

Lemnitzer, Jan Martin. 2021. “Why cybersecurity insurance should be regulated and compulsory.” Journal of
Cyber Policy 6 (2): 118-136. https://doi.org/10.1080/23738871.2021.1880609.

Lewis, James Andrew. 2002. Assessing the Risks of Cyber Terrorism, Cyber War and Other Cyber Threats. Center for
Strategic and International Studies. Washington, DC, November. https://www.csis.org/analysis/assessing-
risks-cyber-terrorism-cyber-war-and-other-cyber-threats.

Lilli, Eugenio. 2020. “President Obama and US cyber security policy.” Journal of Cyber Policy 5 (2): 265-284.
https://doi.org/10.1080/23738871.2020.1778759.

Lind, Jennifer. 2024. “Back to Bipolarity: How China’s Rise Transformed the Balance of Power.” International
Security 49 (2): 7-55. https://doi.org/10.1162/isec_a_00494.

Lindsay, Jon R. 2013. “Stuxnet and the Limits of Cyber Warfare.” Security Studies 22 (3): 365-404. https:
//doi.org/10.1080/09636412.2013.816122.

Lippi, Giuseppe, Mahmoud Aljawarneh, Qais Al-Na’amneh, Rahaf Hazaymih, and Lachhman Das Dhomeja.
2025. “Security and privacy challenges and solutions in autonomous driving systems: A comprehensive
review.” Journal of Cyber Security and Risk Auditing 2025 (3): 23-41. https://doi.org/10.63180/jcsra.thestap.
2025.3.3.

Lonergan, Erica D., and Jack Snyder. 2025. “Cultural Change in Military Organizations: Hackers and Warriors
in the US Army.” Texas National Security Review 8 (3): 74-95. https://doi.org/10.26153/tsw/60740.

Mastro, Oriana Skylar. 2024. Upstart: How China became a great power. Oxford University Press.

176 | THE CYBER DEFENSE REVIEW



C. Demchak

Mearsheimer, John J. 2003. The tragedy of great power politics (Updated edition). WW Norton & Company.

Mink, Jaron, Harjot Kaur, Juliane Schmiiser, Sascha Fahl, and Yasemin Acar. 2023. ““Security is not my field,
I'm a stats guy”: A Qualitative Root Cause Analysis of Barriers to Adversarial Machine Learning Defenses
in Industry.” In 32nd USENIX Security Symposium. https://www.usenix.org/conference/usenixsecurity23/
presentation/mink.

Nguyen, Vinh. 2025. Securing Intelligence: Why Al Security Will Define the Future of Trust. Council on Foreign
Relations Digital and Cyberspace Policy Program, November 6, 2025. https://www.cfr.org/article/securing-
intelligence-why-ai-security-will-define-future-trust.

Panda Security. 2025. “Gen Z facing increased cybersecurity threats,” March 7, 2025. https://www.pandasecur
ity.com/en/mediacenter/gen-z-facing-increased-cybersecurity-threats/.

Pattnaik, Nandita, Shujun Li, and Jason R.C. Nurse. 2023. “Perspectives of non-expert users on cyber security
and privacy: An analysis of online discussions on twitter.” Computers & Security (February): 103008.
https://doi.org/10.1016/j.cose.2022.103008.

Pomerleau, Mark. 2023. Navy’s Pacific information warfare command coordinating vast capability across region.
Defense Scoop, July 19, 2023. https://defensescoop.com/2023/07/19/navys-pacific-information-warfare-
command-coordinating-vast-capability-across-region/.

Puthal, Deepak, and Saraju P. Mohanty. 2021. “Cybersecurity issues in AL.” IEEE Consumer Electronics Magazine
10 (4): 33-35. https://doi.org/10.1109/MCE.2021.3066828.

Rattray, Gregory J. 2001. Strategic warfare in cyberspace. MIT press.

Rid, Thomas. 2012. “Cyber War Will Not Take Place.” Journal of Strategic Studies 35 (1): 5-32. https://doi.org/10.
1080/01402390.2011.608939.

Sanders, Ronald. 2022. “The War for Cyber Talent: Can the US Win It?” In The Great Power Competition, Volume
3: Cyberspace: The Fifth Domain, edited by Ronald P. Sanders Adib Farhadi and Anthony Masys, 293-317.
Cham: Springer International Publishing.

Sangwan, Raghvinder S., Youakim Badr, and Satish M. Srinivasan. 2023. “Cybersecurity for Al systems: A
survey.” Journal of Cybersecurity and Privacy 3 (2): 166-190. https://doi.org/10.3390/jcp3020010.

Santora, Joseph C., and James C. Sarros. 2008. “Founders, leaders, and organizational life cycles: the choice
is easy-learn or fail!” Development and Learning in Organizations: An International Journal 22 (3): 12-15.
https://doi.org/10.1108/14777280810861767.

Schein, Edgar H. 2010. Organizational culture and leadership. Vol. 2. John Wiley & Sons.

Schreyogg, Georg, and Jorg Sydow. 2011. “Organizational path dependence: A process view.” Organization
studies 32 (3): 321-335. https://doi.org/10.1177/0170840610397481.

Shanker, Thom, and David E. Sanger. 2009-06-13. “Privacy May Be a Victim in Cyberdefense Plan.” The New
York Times, https://www.nytimes.com/2009/06/13/us/politics/13cyber.html.

Shirk, Susan L. 2023. Overreach: How China derailed its peaceful rise. Oxford University Press.

Slayton, Rebecca. 2020. “What is a cyber warrior? The emergence of US military cyber expertise, 1967-2018.”
Texas National Security Review Winter:61-96. https://doi.org/10.26153/tsw/11705.

Smith III, Frank L. 2020. “Quantum technology hype and national security.” PRIO 51 (5). https://journals.
sagepub.com/doi/10.1177/0967010620904922.

Tangredi, Sam J., and George Galdorisi. 2021. Al at war: How big data, artificial intelligence, and machine learning
are changing naval warfare. Naval Institute Press.

Thompson, J. D. 1967. Organizations in action. New York: McGraw-HIill

U.S. Field Artillery Association. 1944. The Field Artillery Journal December 1944 issue, 12. https://tradocfcoecc
afcoepfwprod.blob.core.usgovcloudapi.net/fires-bulletin-archive/1944/DEC_1944/DEC_1944_FULL_
EDITION.pdf.

Vittori, Jay M. 1999. “Fighting Fires with Fire-An Airman’s Perspective on the Development of Joint Publication 3-
09, Doctrine for Joint Fire Support.” AU/AWC/236/1999-004. Master’s thesis, Air War College, Air University.
https://apps.dtic.mil/sti/pdfs/ADA395508.pdf.

Volya, Daniel, Tao Zhang, Nashmin Alam, Mark Tehranipoor, and Prabhat Mishra. 2023. “Towards secure
classical-quantum systems.” In 2023 IEEE International Symposium on Hardware Oriented Security and
Trust (HOST). https://www.cise.ufl.edu/research/cad/Publications/host23.pdf.

Warner, Michael. 2012. “Cybersecurity: A pre-history.” Intelligence and National Security 27 (5): 781-799.
https://doi.org/10.1080/02684527.2012.708530.

VOL. 10, NO. 3 (2025) | 177



Breaking the "Cyber" Cage: Reinventing Cyber Command for Great Systems Conflict

Welch, Carley. 2024. A year into its cyber workforce initiative, DoD faces personnel shortages, bureaucratic hurdles.
Breaking Defense, August 29, 2024. https://breakingdefense.com/2024/08/a- year-into-its- cyber-
workforce-initiative-dod-faces-personnel-shortages-bureaucratic-hurdles/.

Wertheim, Steven. 2020. “The Willingness Not to Believe.” CPA Journal (January 7, 2020). https://www.
cpajournal.com/2020/01/07/the-willingness-not-to-believe/.

Wiener, Norbert. 1948. Cybernetics: Or Control and Communication in the Animal and the Machine. MIT Press.

Williams, Phil. 2016. “Crisis Managment in Cyberspace and in a "Cybered" World.” In Cyberspace: Malevolent
Actors, Criminal Opportunities, and Strategic Competition, edited by Phil Williams, 571-601. Carlisle, PA:
Strategic Studies Institute, US Army War College.

Woodruff, Todd, Ryan Kelty, and David R. Segal. 2025. “Revisiting propensity to serve and motivations to enlist:
Insights and implications for contemporary military recruitment challenges and research.” Armed Forces
& Society 51 (2): 482—491. https://doi.org/10.1177/0095327X241259465.

Received 13 August 2025; Revised 12 November 2025; Accepted 19 November 2025

178 | THE CYBER DEFENSE REVIEW



THE CYBER DEFENSE REVIEW
2025, VOL. 10, NO. 3, 179-190
https://doi.org/10.55682/cdr/e6rn-adte

PROFESSIONAL COMMENTARY

Bring Cyber to the Tactical Edge: The Case for
Decommissioning USCYBERCOM

Sam J. Tangredi®

U.S. Naval War College, Newport, R, USA

Public debates over the creation of a separate Cyber Force service, along with directives to expand
the role of U.S. Cyber Command (USCYBERCOM), raise an opportunity to examine the control of
cyber operations in a high-intensity war between technological near-peers. Fighting such a war
effectively would require high-speed decisions within a contested electromagnetic environment.
Sensors, satellites, networks, and long-haul communications would be continuously under attack.
In addition to electronic warfare, the use of anti-satellite weapons should be expected. Data
transmission between forward operational units—particularly strike groups at sea—and the
rear area headquarters of the Combatant Commands (COCOMs) would be, at best, narrow-
band and intermittent. So would cyber support operations emanating from Ft. Meade, with
USCYBERCOM-controlled operations confined to strategic-level attacks (and defense). Tactical
units may be left to their own devices when integrating kinetic and non-kinetic operations against
enemy forces. These possibilities argue for moving cyber warfare capabilities out to the tactical
edge—to strike groups, Army divisions, Marine expeditionary units (MEU), and expeditionary air
forces. There, they can be directly applied to engaging enemy combat networks and, especially,
operational technology (OT)—perhaps the most vulnerable and least protected cyber-enabled
systems. The article examines whether the current USCYBERCOM structure as an independent
COCOM should be ‘decommissioned’ and its components recommissioned’ under the command of
the regional COCOMs, with the Cyber National Mission Force under either U.S. Strategic Command
(USSTRATCOM) or U.S. Special Operations Command (USSOCOM).

Keywords: U.S. Cyber Command, USCYBERCOM, cyberspace, tactical, decommission, non-kinetic, warfight-
ing

* Corresponding author: sam.tangredi@usnwec.edu

Disclaimer: The views expressed in this work are those of the author(s) and do not reflect the official policy or position of
their employer(s), the U.S. Military Academy, the Department of War, the U.S. Government, or any subdivisions thereof.
2025. This is a work of the U.S. Government and is not subject to copyright protection in the United States. Foreign copyrights
may apply.

VOL. 10, NO. 3 (2025) | 179



Bring Cyber to the Tactical Edge: The Case for Decommissioning USCYBERCOM

INTRODUCTION

Public debates over the creation of a separate Cyber Force service (Couillard 2024), along
with directives to expand the role of USCYBERCOM (Matishak 2024), raise an opportunity to
examine the control of cyber operations in a high-intensity war between technological near-
peers (Matishak 2025). Fighting such a war effectively would require rapid decision-making
within a contested electromagnetic environment. Sensors, satellites, networks, and long-haul
communications would be continuously under attack. In addition to electromagnetic warfare,
the use of anti-satellite weapons should be expected (Tangredi 2013). The same goes for
considerable use of artificial intelligence (Swift and Siordia 2021).

Under this scenario, data transmission between forward operational units—particularly
strike groups at sea—and the rear-area headquarters of the Combatant Commands (COCOMSs)
would, at best, be narrow-band and intermittent. So would cyber support operations ema-
nating from Ft. Meade. In fact, cyber operators embedded within the geographic (regional)
COCOMs may have little or no connectivity with USCYBERCOM headquarters, as Ft. Meade
itself is an obvious target for enemy attack (whether by cyber attack on headquarters or
critical infrastructure, special operations, or kinetic strikes). What is happening within the
theater may be completely opaque to USCYBERCOM, thereby denying it from having any effect
on tactical events. Even if USCYBERCOM headquarters remains unscathed, its operations
might be confined to strategic-level attacks (and defense).

These possibilities support an argument for moving cyber warfare capabilities to the
tactical edge (NIST 2015), to strike groups, Army divisions, Marine expeditionary units (MEU),
and expeditionary air forces. Here, they can be directly applied to engaging enemy combat
networks and, especially, operational technology (OT)—perhaps the most vulnerable and least
protected cyber-enabled systems (Hilger 2025). If, indeed, the Pentagon is laser-focused on
enhancing warfighting capabilities, then moving as much kinetic and non-kinetic capacity as
possible out to the tactical edge would seem eminently logical. At the very least, granting the
regional combatant commanders authority over all non-kinetic effects—including cyber—in
their theaters of responsibility would be a step towards operationalizing the concepts of
expanded maneuver (Walsh and Huber 2023) and distributed operations (O’Rourke 2025).

A potential impediment in moving cyber to the tactical edge is the current intensely consol-
idated structure of USCYBERCOM. The same goes for most plans to enhance this functional
COCOM. Indeed, its most ardent supporters have called for even more consolidation in the
form of a separate service—a Cyber Force—to control all Title 10 responsibilities for manning,
training, and equipping cyber forces, as well as exercising operational control over all cyber
warfare capabilities (Lonergan and Montgomery 2024).

Bringing cyber warfare capabilities to the tactical edge would seem to require movement
in the opposite direction. It is time to examine the option of decommissioning USCYBERCOM
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and distributing its components. The term ‘decommissioning’ is chosen deliberately. The
components—such as the individual Cyber Mission Forces—would not be disestablished. They
would be redistributed as close to the tactical edge as possible. Strategic-level operations—such
as those conducted by the Cyber National Mission Force (CNMF)—could revert to a sub-unified
command under either U.S. Strategic Command (USSTRATCOM) or U.S. Special Operations
Command (USSOCOM) (USCYBERCOM 2023, 2024). Another alternative would be to embed
the offensive ‘strategic’ cyber missions within the National Security Agency (NSA), despite
tensions between intelligence and operations (Lawson 2022; Warner 2020, 25).

In the end, tactical cyber operations would ultimately be under the command of regional
Combatant Commanders, as are all other kinetic and non-kinetic warfighting capabilities of
the joint forces in theater.

CONGRESSIONAL COUNTER-CURRENTS

Impediments to bringing cyber to the tactical edge within the current command structure are
well known. At the same time, the Secretary of War has indicated support for increasing US-
CYBERCOM’s authority—originally referred to as CYBERCOM 2.0 (Lonergan and Montgomery
2024, 13)—but cross-currents have developed in Congress. The core issue is the relationship
of USCYBERCOM to the regional COCOMs in responding to high-end conflict.

The Chairman of the House Armed Services Subcommittee on Cyber, Innovation Technolo-
gies, and Information Systems, Representative Don Bacon (R-Neb), stated in July 2025: “Since
becoming Chairman of the Subcommittee, I've grown increasingly concerned that we are not
correctly organized for the cyber fight we find ourselves in today, let alone a more complex
and consequential future fight. Our Cyber Command does great working national threats,
but I want to ensure our Cyber team is postured right for a potential fight with China over
Taiwan” (Pomerleau 2025a). As a result of such concerns, “House and Senate versions of
[FY26] NDAA legislation are asking for assessments that could alter how cyber capabilities
are employed within geographic combatant commands” (Pomerleau 2025a).

One driver of these actions is the perspectives of the regional COMCOMs. USCYBERCOM
could conduct cyber operations within their geographic theater without their concurrence;
moreover, regional COCOMs do not have the capability or authority from the Secretary of
War to conduct cyber operations directly in support of unfolding tactical actions. As noted
in open sources, “unlike the other domains of warfare, there still is no cyber component at
the geographic combatant commands” (Pomerleau 2025a). As a media-interviewed former
official postulated, “I don’t think COCOM commanders are happy with that. I think they want
the control” (Pomerleau 2025a). Another former official suggests, “some of the geographic
combatant commands are probably saying, ’T just don’t have the authority” (Pomerleau
2025a). To this is added the concern that USCYBERCOM headquarters might conduct cyber
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operations that inadvertently interfere with the kinetic/non-kinetic combined operational
planning and execution as contained in the regional COCOM contingency plans—a cyber
blue-on-blue.

Granted, there are USCYBERCOM-created Cyber Operations-Integrated Planning Elements
(CO-IPEs) deployed to the headquarters of the regional COCOMs. However, these planning cells
are designed to “assist in planning and understanding how to employ cyber operations,” not
conduct operations under the command of the Combatant Commander (Pomerleau 2025a).
CO-IPEs are ultimately under the control of USCYBERCOM. They essentially act as liaisons
between USCYBERCOM and the regional COCOMs (Pomerleau 2017). How well they do so
remains an open question. Reportedly, there have been complaints that the CO-IPEs “haven’t
matured effectively to provide all the necessary answers and planning requests” (Pomerleau
2025a).

Interestingly, operational support (which may or may not be an accurate term) for the
geographic regional and functional COCOMs is assigned to cyber units composed of commands
and personnel from individual services. These include Joint Force Headquarters-Cyber Army;,
which is responsible for supporting Central Command, Africa Command, and Northern
Command. Joint Force Headquarters-Cyber Navy is responsible for Indo-Pacific Command,
Southern Command, and U.S. Forces Korea. Joint Force Headquarters-Cyber Air Force is
responsible for European Command, Space Command, and Transportation Command. Joint
Headquarters-Cyber Marine Corps is responsible for USSOCOM. There is also a Joint Force
Headquarters assigned to the Department’s information network (JFHQ-DODIN) (Pederson
et al. 2022; DCDC 2025).

The Joint Force Headquarters-Cyber are under the operational command of USCYBERCOM.
Administratively, they are under the direction of the Services. Their commanders are often
multiple-hatted and charged with carrying out Service and Joint functions. For example, the
commander of Joint Force Headquarters-Cyber Navy is quadruple-hatted as commander of
U.S. Fleet Cyber Command, U.S. Tenth Fleet, Navy Space Command, and Navy Cryptologic
Office. What these convoluted relationships between the Joint Forces Headquarters-Cyber
and the regional COCOMs mean in practice is difficult to determine through open literature.
However, it seems clear that the Joint Force Headquarters are considered “a component
command of USCYBERCOM,” not of the regional COCOM (Pederson et al. 2022).

Consider the possibility of high-end warfighting with China, during which long-haul com-
munications and connectivity are intermittent. Will the consolidation of cyber warfighting
capabilities under a single, independent functional COCOM remain effective? Or would dis-
persion of these capabilities to the tactical edge be an imperative?

USCYBERCOM has enjoyed support in Congress for at least a decade. Recent Congressional
concerns over how cyber capabilities are employed within geographic COCOMs appear to
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suggest that decision-makers want it both ways: a USCYBERCOM responsible and accountable
for all things military cyber, and dispersed cyber capabilities under the authority of individual
regional COCOMs.

CONTINUING DEBATES OVER STRATEGIC POSTURE

Part of the debate over USCYBERCOM’s role and authority is left over from the recent past
when cyber operations were considered strategic-level activities to be tightly controlled by
national command authorities. When the predecessor to USCYBERCOM was created circa
2005 as the Joint Functional Component Command for Network Warfare, it was a sub-unified
command under (and part of) USSTRATCOM. At the time, cyber warfare capabilities were seen
as strategic deterrents, analogous to strategic nuclear weapons (Warner 2020, 19). Indeed,
some commentators still argue that “a major cyber attack could be just as damaging” as a
nuclear attack (Straub 2019).

However, the elevation of USCYBERCOM to an independent COCOM, co-equal with the
others, seemed a reasonable development as it became increasingly apparent that—primarily
due to the anonymity of cyberspace—cyber attacks on businesses, individuals, infrastructure,
and militaries were difficult to deter (Hollis 2010). The ‘peacetime’ cyber war—fought on
various levels from criminal gangs to nation-states—was undeniable, and the creation of a
COCOM to fight a continuing battle in the cyber domain seemed essential. The declaration
of cyberspace as a separate warfighting domain also helped justify an independent USCY-
BERCOM (U.S., Chairman of the Joint Chiefs of Staff 2006). Nevertheless, cyber operations still
appeared ‘strategic’ because they were conceived as primarily being conducted in cyberspace
itself, rather than as a combined arm in tactical operations. At best, cyber operations were
conceived as representing a strategic concept with (some) tactical effects that could be fought
independently.

The difficulty of deterring cyber warfare led to the development of the concepts of “defend
forward” and “persistent engagement”—arguably derivative of the long-standing naval con-
cept of “forward presence” (Tangredi 2025). Goldman identifies this change as a “paradigm
shift” in which the concept of cyber capabilities as a strategic capability acting as a deter-
rent and—when necessary—a “response force” to a “persistence force” that could provide
continuing defense (and potentially offensive actions) in the ongoing ‘peacetime’ cyber war
(Goldman 2020; Fischerkeller, Goldman, and Harknett 2022). Defend forward and persistent
engagement subsequently became operational doctrine for USCYBERCOM as codified in the
2018 Department of Defense Cyber Strategy (USCYBERCOM 2022).

Nevertheless, a justification for consolidating all cyber authorities within USCYBERCOM is
that it is both a strategic-level and a tactical-level command, with offensive cyber operations
serving as both a strategic weapon capable of inflicting mass casualties and a precisely
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targeted weapon useful against a specific enemy unit. This parallels the earlier observation
that Congress would like it both ways as concerns USCYBERCOM’s authorities.

However, one could take the analogy further. During the Cold War, USSTRATCOM was in
control of all strategic nuclear weapons. But tactical nuclear weapons (later referred to as
non-strategic weapons) remained in the inventory of the regional Commanders-in-Chief
(CINCs)—the predecessors of today’s Combatant Commanders. These tactical weapons were
deployed by forward-operating units (such as nuclear anti-submarine rockets aboard U.S.
Navy warships). Both categories of nuclear weapons required Presidential authorization for
use, but control over strategic and tactical weapons was split.

Arguing by analogy may have its critics. However, it is fair to ask if a similar strategic and
tactical division between CINCs should also apply to cyber.

CYBERED WARFARE VERSUS CYBER WARFARE

Perhaps different terminology can facilitate a conceptual shift from the perception of indepen-
dent warfighting conducted primarily in cyberspace to cyber operations as a “multi-domain”
or “all domain” combined arm. (“Multi-domain” is a U.S. Army term; “all domain” is a U.S.
Navy term. Essentially, they mean the same. The use of “all domain” actually preceded use
of “multi-domain;” however, it was not as widely publicized.) In many writings, Demchak
has used the term ‘cybered’ rather than ‘cyber’ to describe future wars in which cyber opera-
tions would be a ‘normal’ aspect of combined arms warfighting (Demchak 2010). This use of
“cybered” is gradually spreading (Cyber Defense Review Winter 2022).

Instead of referring to cyber war, which can be viewed as a war conducted exclusively in
cyberspace, cybered war implies that all modern warfare includes a cyber element—that all
digital weapons represent the inclusion of a greater cyberspace beyond the networks that are
connected to the internet. Such weapons are controlled by (hopefully) isolated data networks
constructed in a manner similar to internet communications. The kill chains in which they
are embedded have information, electromagnetic warfare, and cyber components. The OT
that they employ could be vulnerable to cyber attack. Separations between cyber and other
forms of electronic warfare may be very thin.

The use of the term “cybered” brings awareness that digitalization and the resulting cyber
vulnerabilities exist across all levels of warfare and most combat engagements. The ongoing
‘peacetime’ conflict in cyberspace has a counterpart in other ‘campaigning’ activities. The
use of “cybered” war implies that cyber warfare should be both ‘mainstreamed’ as a ‘normal’
aspect of war and that cyber capabilities should be distributed among operational units (as
well as COCOM headquarters). One can also argue that it implies that cyberspace should not
be considered a separate (albeit human-made) domain (Libicki 2012; Kreuzer 2021).
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ARGUMENTS FOR AND AGAINST USCYBERCOM

Cybered war does not mean that there is not a valid argument for retaining an independently-
operating USCYBERCOM for ‘peacetime’ (pre-hostilities) cyber conflict and in wars against
technologically-inferior opponents, such as the Taliban and various sub-state threats. Ongoing
‘peacetime’ cyber conflict is global in nature and therefore not within the areas of interest
of any particular geographic COCOM. ‘Peacetime’ preparations also need an organizer and
champion. Obviously, USCYBERCOM, in conjunction with the NSA, plays a critical role in
defending the U.S. military’s infrastructure—and thereby a significant part of national infras-
tructure—and in developing and applying tactics and techniques for long-term penetration
of enemy networks (and conducting pre-war and intra-war espionage).

To some extent, this responsibility spills over to the Department of Homeland Security’s
Cybersecurity and Infrastructure Security Agency (CISA). However, CISA is presumably not
engaged in offensive cyber operations. Moreover, because so many assets and personnel have
been concentrated in the armed forces for so long, a military ‘champion’ is often necessary
for effective whole-of-government action (Democracy & Human Rights Working Group 2021;
Oakley 2019). However, that does not necessarily require an independent COCOM,; it could
instead be a command within USSTRATCOM or USSOCOM.

Another argument is that an independent USCYBERCOM—indeed, the creation of a separate
U.S. Cyber Force Service—is necessary for providing the level of training necessary for effective
cyber warfare operators, as well as improving retention (Lonergan and Montgomery 2024, 14—
22). Although the individual Services provide primary cyber training, this level of training has
never been seen as sufficient to develop the level of cyber expertise to conduct offensive cyber
operations, such as defend forward and persistent engagement. As an open source describes:
“USCYBERCOM, launched over a decade ago, has struggled to grow its cyber workforce
necessary to counter ever-growing cyber threats. The command has historically relied on
the military services to provide digital personnel, which has led to readiness issues since
the Services run their own recruitment and training systems for their cyber operations, and
digital warriors tend to have inconsistent knowledge and experience when they are sent to
USCYBERCOM?” (Obis 2024).

Yet, there are alternatives to an independent COCOM (or Service) for providing advanced
training. An existing Armed Service—the U.S. Army, for example—might be charged with
providing the necessary advanced training, with the other Services sending their own op-
erators to Army schools. The other Services would provide the ‘basic training’ and then a
single Service would provide the advanced training. There are precedents for Services to send
their personnel to other Services’ schools; parachute training is an example of consolidated
training conducted by the U.S. Army.
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Similar proposals for enhancements to USCYBERCOM have suggested a “SOCOM-like" model.
This would increase its authorities over the training, assignment, and career progression for
Service personnel involved in cyber operations, and also provide a separate system devel-
opment acquisition budget (Smalley 2022; Pomerleau 2025b). During the ‘war on terrorism’
era, Congress gradually increased USSOCOM authority over planning and conducting special
operations, directing the particulars of special operations training, and the acquisition of
tailored equipment (Panella 2025). Some of these were Title 10 authorities previously assigned
(and some perhaps still assigned) to the Services (USSOCOM 2025). Critics have argued that US-
SOCOM routinely violates the acquisition rules applicable to the overall military Department
with considerable impunity (Capobianco and Phillips 2018).

Unlike USCYBERCOM, however, USSOCOM provides a Theater Special Operations Command
(TSOCs) to regional COCOMs. TSOCs are “a sub-unified command of the geographic combatant
command and the source of expertise in all areas of special operations [providing] the geo-
graphic combatant commander with a separate element to plan and control joint SOF in his
theater [and] ensure SOF capabilities are considered throughout the entire planning process
and that SOF are fully integrated into both peacetime and wartime planning” (USSOCOM
2025). USSOCOM can also provide to the COCOM joint special operations task forces (JSOTFs),
“quick reaction command and control elements that can respond immediately to regional
emergencies” (21). Of note is that the TSOCs are under the command (at least nominally) of
the geographic COCOM, not USSOCOM. A side note is that recruitment and retention might
actually be improved if cyber operations were under the aegis of USSOCOM, since cyber
operators would perceive themselves as part of a highly elite force—cyber SEALS, as it were.

Providing Theater Cyber Operations Commands (TCOC) under the command of the geo-
graphic COCOMs might be an effective way to bring cyber to the tactical edge—or at least to
COCOM headquarters. But this would of necessity entail a reduction of direct USCYBERCOM
control over cyber operations. Perhaps if USCYBERCOM is to be retained as an independent
entity, the model for its future organizational responsibilities should be that of U.S. Transporta-
tion Command (USTRANSCOM) rather than USSOCOM. USTRANSCOM provides a global-level
‘strategic’ service: the movement of joint forces into and within combat theaters for whichever
geographic COCOM requires this service. USTRANSCOM assets are operationally directed
by the geographic COCOMs. USTRANSCOM does not itself plan or engage in direct combat
operations within a specific region, but refers to itself as providing “enabling capabilities” *.
Direct combat is the exclusive responsibility of the regional COCOM.

1. https://www.ustranscom.mil/
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CONCLUSION
Loosening "the One Ring to Rule them All" ?

Ultimately, the proposal to decommission USCYBERCOM, and recommission its elements in a
new configuration, is based on three premises. First, a cybered war against a technological
peer/near-peer will not be fought exclusively within cyberspace as a “cyber domain.” It
will also be conducted by tactical units physically ‘closing with the enemy’ (which might be
conducted at both short- and long-ranges). Second, the need for cyber warfare capability
embedded within units at the tactical edge is greatly increased by the nature of a future war
against a technologically capable enemy with a greater number of tactical units, under a high
level of electromagnetic warfare in which connectivity with headquarters is significantly
curtailed. A third premise is that the priorities of individual COCOMs rarely match those
of their counterparts and thus set up difficulties in the supported/supporting concept that
supposedly ensures close trans-regional and trans-functional collaboration.

The third premise warrants further discussion. A noted (and perhaps natural) tendency of
individual COCOMs is to disregard the requirements of other COCOMs and tenaciously fight
for every asset and dollar that they perceive as necessary to complete their own missions.
Inevitably, appetites outstrip supply, and intense mission focus affects collaboration. Each
COCOM wants to be the resource priority for the Pentagon. This affects functional as well as ge-
ographic COCOMs, and there is no reason USCYBERCOM is not immune to this desire—and the
inevitable consequences it brings. In theory, the Chairman of the Joint Chiefs and the Joint Staff
would determine the allocation of resources (Lunkenbaugh 2025). However, each Combatant
Commander—including Commander, USCYBERCOM—has a direct, Congressionally-mandated
command relationship with the Secretary of War that, in many cases, will trump Joint Staff
recommendations. This reality affects the relationship between the regional COCOMs and
USCYBERCOM. As an open source describes, this issue is “with limited resources what gets
the focus?...is Cybercom doing things that are of most interest to that combatant comman-
der or are they working on targets that are of less interest to them, but of more interest to
USCYBERCOM, which are typically CNMF targets” (Pomerleau 2025a).

Adding the three premises together with the assumption that future warfighting will be
a multi-domain engagement against a technological near-peer carried out by necessarily
semi-autonomous units at the tactical edge, it is fair to ask whether the current USCYBERCOM
(to say nothing of an independent Cyber Force Service) is the optimal organizational structure
to ensure victory. Should there be a separate, independent USCYBERCOM or should tactical
cyber operations be embedded within the geographic COCOMs, with the ‘strategic level’ CNMF
functions under USSTRATCOM or USSOCOM with their global mission responsibilities? Should
USCYBERCOM hold the ‘one ring that rules all’ in cyberspace, or should those with ‘Tings’
fighting on the tactical edge determine the full use of non-kinetic as well as kinetic fires?
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To some extent, this is the debate already occurring over questions of cyber force generation
and employment. Yet this debate is conducted through proxy arguments that ignore what
may be the unacknowledged elephant in the room, namely, USCYBERCOM. It is well worth
asking if this command is still fit for mission and, if so, whether more traditional models for
providing forces to other geographic and functional combatant commands would be more
effective in bringing military cyber to the tactical edge.
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The essays in this volume collectively address a wide range of questions related to the debate
about force generation and employment in cyberspace. Among the authors, there is a near-
universal consensus that the status quo could—and should—be improved in meaningful
ways. The overarching sentiment that major changes are needed is widely shared. However,
the diagnosis of the problem and the remedies offered vary dramatically.

We first take stock of where the arguments and evidence presented within the pages of
this special issue lead us by focusing on two key dimensions of debate:

(1) How differing perspectives of the cyberspace-as-domain question shape views about
force generation and employment decisions; and

(2) What timing considerations and risks associated with different proposals imply about
the costs and benefits of incremental versus radical change.

We then identify enduring challenges that nearly all proposals must wrestle with regarding
the perennial competition for talent, defense of the homeland, and relationships with cyber
intelligence organizations. Finally, we conclude by outlining directions for future work on
these critical topics.
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WHERE DOES THE DEBATE LEAD US?

The array of options presented in this special issue offer policymakers much to consider and
promising ideas to work with. Across the articles, we identified two key issue areas that help
make sense of the different assumptions at work and the trade-offs involved: the question
about cyberspace as a domain, and the question of timing surrounding reforms.

The Domain Question

Despite the lack of consensus on what cyberspace fundamentally represents, it is clear that it
constitutes a multi-faceted, highly-dimensional problem space. When considering the future
of force generation and employment, differing (and sometimes conflicting) proposals are
heavily influenced by the perspectives and assumptions of their proponents. Is it a military
domain pure and simple, a domain with special distinctions, or something else, such as a
ubiquitous substrate? The intent of asking these questions is not to rehash longstanding fights
about the definition or meaning of cyberspace. Rather, the answers one gives are significant
because they connect to the core questions at the heart of this special issue.

By and large, authors tended to adopt, implicitly or explicitly, a singular view of cyberspace.!
These views, in turn, seemed to exert a great deal of influence on the proposed solutions. At
the risk of oversimplification, the more that a given author or authors saw cyberspace as
unique, the more radical their proposals were relative to the status quo. In contrast, those
who believed cyberspace is essentially a warfighting domain—albeit one with distinctive
characteristics—tended to advance solutions that were more evolutionary in nature.

It is worth considering the possibility that cyberspace is many things at once—a domain of
warfare, a domain of near-constant competition, and a globally ubiquitous societal substrate.
When it comes to a hot war, the reality is that cyber is essential to the fight. In addition to
supporting kinetic operations, it has its own independent effects on the battlefield. It is also the
case that each of the armed services has long relied on cyberspace and digital infrastructure
for essential functions and kinetic operations, rendering it distinct from more traditional
domains. To complicate matters, there is a substantial amount of cyber activity that occurs
in peacetime and during state-on-state competition, below or orthogonal to the traditional
threshold of conventional armed conflict.

By privileging one of these perspectives over the others, decision-makers may inadvertently
constrain the decision space and fail to fully accommodate the variety of environments and
missions in which cyber is employed. It remains an open question whether cyber in war
requires different organizational constructs and force employment mechanisms than those
used in relentless cyber warfare among states outside armed conflict. Tangredi, for example,

1. This reflects how much of the literature handles the cyberspace as a domain question. See, for example, Demchak (2022),
Fischerkeller, Goldman, and Harknett (2022), Healey (2013), Lynn (2010), and Rid (2013)
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offers an interesting and provocative organizational solution: to give combatant commanders
control over cyber operations and assets needed in the event of armed conflict within their
geographic theaters, and let U.S. Cyber Command (USCYBERCOM) handle the daily ongoing
national mission set. And yet, even the adoption of this proposal would not alleviate the
reality that services would still need their own indigenous capabilities to remain operational,
another testament to the multifaceted nature of cyberspace. Either way, it is imperative that
proposals for organizational reform or replacement sufficiently address the many faces of
cyber operations.

The Timing Question

A second key strategic challenge consistently highlighted in this special issue pertains to
timing. For those interested in more radical change, two questions that must be addressed
more comprehensively are the time required to implement significant change and the vul-
nerabilities that may arise during the transition. For example, how feasible is it to create a
new cyber service or a digital command without exposing the United States and its allies
to unacceptable risk in the process? In other words, even if one accepts these proposals as
sound, there remains the thorny question of how to implement them with sufficient urgency
and speed to deny adversaries the ability to exploit the transition. USCYBERCOM was created
over 15 years ago, and it has taken many years for the Command to develop the operational
capacity it has today. To paraphrase Francis Bacon—courtesy of Warner and Goldman in this
special issue—the cure shouldn’t be worse than the disease.

It is equally important not to let those advocating for more incremental change off the
hook. If radical transformation introduces risks, taking only smaller steps comes with its own
challenges. Timing issues manifest differently here. Rather than determining how best to
bridge the gap between radical change and effective implementation, the evolutionary camp
must explain how to address known, longstanding problems before the threat environment
degrades further or adversaries preempt the small improvements, rendering reforms too
little, too late. If necessary reforms to USCYBERCOM or the nation’s cyber force generation
take years or longer to materialize, it could always be argued in retrospect that the potential
disruption caused by more radical change would have been more timely and worthwhile—so
long, of course, as those solutions would have actually fixed the underlying issues.

The complexity of strategic timing risk opens the possibility for interesting policy choices
and unusual bedfellows. In theory, someone could intellectually align with the evolutionary
camp and yet support radical change based on a practical assessment that their preferred
option — incremental change — incurs too much risk by taking too long due to a lack of
bureaucratic urgency. Alternatively, one may believe that radical change is warranted but
seek to mitigate disruption risk by ultimately supporting incremental change as the least
bad option in a highly dynamic geopolitical environment. Either way, both policymakers
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and analysts must compare and contrast proposed reform solutions and the risks associated
with the speed or delay of enacting them to ensure more favorable outcomes for cyber force
generation and use.

ENDURING CHALLENGES AND OPPORTUNITIES

Moving beyond the underlying assumptions about the fundamental nature of cyberspace
and the timing risks of incremental versus radical change, the articles in this special issue
speak to several enduring challenges that any viable solution must address.

First, there is the seemingly relentless talent shortfall. Competition for high-end cyber talent
is flerce. The U.S. military is competing with a vibrant private sector. One key question arising
from this special issue is whether and how the proposed force generation and employment
models help on this front. It is often and reasonably posited that a separate service, whether
an independent cyber force or a full-fledged department, will help recruit and retain new
talent (Lonergan and Montgomery 2024). If prospective recruits see a professional cyber
community they want to be part of, with a mission focused on achieving outcomes they care
about, they may be more likely to sign up. Or perhaps prospective recruits might be more
attracted to and more likely to be retained in military service if USCYBERCOM more effectively
marketed the intriguing and compelling aspects of its missions and overall impact. The same
applies to the services’ recruitment and career management, which could more effectively
engage cyber warfighters by clarifying doctrine and delegating cyber power to the tactical
edge (Lawrence 2025). In any scenario, critically, the organizational culture must be a fit.
Comparative analyses that address these talent-related issues would be valuable.

Second, there is the question of the home front. In any war involving the U.S., one of the
primary means by which an adversary would try to reach out and touch the homeland
is through widespread digital disruption of critical infrastructure (Office of the Director of
National Intelligence (ODNI) 2023). There is debate about the likelihood and feasibility of
this. Regardless, the U.S. must prepare for this possibility. This raises difficult questions about
how to draw appropriate lines between externally facing entities, such as the military and
the intelligence community, and those that are internally facing, such as the Department of
Homeland Security and law enforcement. Additionally, there are the challenges and opportu-
nities involved with public organizations interacting with, relying on, and perhaps delegating
some missions to the private sector, which controls key resources and employs much of the
critical talent needed to defend the homeland. Understanding how reforming or replacing
the existing model of military force generation and employment will enhance or detract from
the ability to coordinate with domestically focused agencies and commercial actors is critical.
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Third, the perennial question of intelligence remains (Lindsay 2025). Debates about whether
the U.S. needs a separate cyber service or whether effective reform is possible do not neces-
sarily imply that the so-called dual hat arrangement—in which the director of USCYBERCOM
also directs the National Security Agency (NSA)—must disappear (Chesney 2020; Sulmeyer
2017). But for some of the proposals, including the more radical suggestions to decommission
USCYBERCOM or build out a new digital command, the thorny issue of how to partner with
NSA and deconflict where necessary is incredibly important. The prospect of a separate cyber
service has significant implications for NSA and the broader dynamics of cyber intelligence.
At present, USCYBERCOM and NSA are increasingly assuming responsibility for key aspects
of training previously handled by the armed services. If a separate cyber service is created, it
will raise questions about how to resolve new tensions between these organizations.

ENVISIONING THE FUTURE(S)

A key strategic challenge for shaping the future of cyber force generation and employment is
to carefully consider what happens next. Providing the rationale for one choice or another
requires more than just fixing what is broken today. It also requires explaining how the
proposed fix is expected to adapt to an uncertain future, such as a world of more authoritarian,
competently digitized, and hostile states. Future research is needed on a range of questions,
from how military bureaucracies cope with organizational and technological change to how
to more effectively allocate limited resources and responsibilities in the event of war.

In the context of the military bureaucracy, does a separate cyber service ease or aggravate
turf battles? Does a new cyber service, or a more empowered USCYBERCOM, cause the Army;,
Navy, Marines, Air Force, and Space Force to abandon cyber, or, conversely, do they invest in
whatever service-specific cyber talent they must retain? If there were no USCYBERCOM, would
the remaining combatant commands be more or less effective in acquiring the specialized
cyber talent they need from the existing services?

Then there are questions about emerging technologies and the allocation of scarce resources
during future warfare. Does an expanded USCYBERCOM or a new cyber service struggle as the
traditional services redirect resources, recruitment bonuses, and talent to artificial intelligence
(AD)? What visions of the future occupy the minds of military and civilian decision-makers
likely to enact these policies? How do these proposals provide a feasible and future-proof
operational response to unknown developments in robotics, Al, and quantum technologies?
Choose wrong, and American competition, deterrence, and warfighting could all suffer.

Taken together, the contributions in this special issue make one point unmistakable: the U.S.
cannot afford to treat cyber force generation as a technical afterthought or a bureaucratic
reshuffle. It is a strategic choice about how it will fight, compete, and endure in an environ-
ment where the domain, the battlefield, and broader society are increasingly intertwined
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in cyberspace. Whatever policymakers ultimately opt to do, delay and drift are themselves
decisions—and ones that will be exploited by capable adversaries and paid for in lost talent,
fragile partnerships, and vulnerable infrastructure. The task now is not to wait for a perfect
design, but to move deliberately toward resilient arrangements that can evolve, absorb shocks,
and integrate public, private, intelligence, and military strengths faster than rivals can pull
them apart.

There are no risk-free options on the table. Radical change invites temporary vulnerability,
while incrementalism invites a lack of needed urgency and potentially long-term obsolescence.
However, the collective wisdom in this special issue makes it clear: the current model is
under internal strain and external threat. We must move beyond admiring the problem to
implementing solutions that survive contact with the future. Time is the one resource we
cannot generate, and our adversaries are not waiting for us to finish the debate.

ABOUT THE GUEST EDITORS

Dr. Michael Poznansky is an Associate Professor in the Strategic and Operational Research Department
and a core faculty member in the Cyber and Innovation Policy Institute at the U.S. Naval War College. He is the
author of Great Power, Great Responsibility: How the Liberal International Order Shapes US Foreign Policy (Oxford
University Press, 2025) and In the Shadow of International Law: Secrecy and Regime Change in the Postwar World
(Oxford University Press, 2020). Dr. Poznansky has held fellowships with the Belfer Center at Harvard Kennedy
School, the Dickey Center at Dartmouth College, and the Modern War Institute at West Point. He holds a Ph.D.
from the University of Virginia.

Dr. Chris C. Demchak is Grace Hopper Chair of Cyber Security and Senior Cyber Scholar, CIPI, U.S. Naval
War College, with degrees in engineering, economics, and comparative complex organization systems /political
science. Her long-term expertise focuses on digital surprises disrupting today’s complex “socio-technical-
economic systems (STES)”. She has written on emerging technologies, adversaries’ cyber/AI/ML campaigns,
virtual wargaming for strategic/organizational learning, and national/enterprise resilience against complex
systems surprise. Books of note include: Wars of Disruption and Resilience (cybered conflict); Designing Resilience;
and Cyber Warfare and Navies (2025). Articles of note include “China’s Maxim (BGP Hijacking, 2018 and update
2021)”, “Four Horsemen of AI” (2019), “ ‘Sea-hacking’ Sun Tsu: Deception in Global Al/Cybered Conflict” (2021),
and “Achieving Systemic Resilience in a Great Systems Conflict Era” (2022). Works in progress include Great
Systems Conflict: Cyber Westphalia, Warfare, and Collective Operational Resilience, “Rise of China and Great
Systems Conflict”, and “Quantum AI Cyber Dancing with Thorns”.

Dr. Frank L. Smith III is a Professor and Director of the Cyber and Innovation Policy Institute at the U.S.
Naval War College. His interdisciplinary research and teaching examine the relationship between emerging
technology and international security. Previous work includes his book, American Biodefense, the edited volume,
Cyber Wargaming, and articles published in Security Studies, Soctal Studies of Science, Security Dialogue, Health
Security, and The Lancet, among others. He has a Ph.D. in political science and a B.S. in biological chemistry,
both from the University of Chicago.

REFERENCES

Chesney, Robert. 2020. Ending the ‘Dual-Hat’ Arrangement for NSA and Cyber Command? Lawfare, December 20,
2020. https://www.lawfaremedia.org/article/ending-dual-hat-arrangement-nsa-and-cyber-command.

Demchak, Chris C. 2022. “What Corrodes Cyber, Infects Its Offspring: Unlearned Lessons for Emerging Tech-
nologies.” The Cyber Defense Review 7 (1): 153-162. https://www.jstor.org/stable/48642047.

198 | THE CYBER DEFENSE REVIEW



M. Poznansky, C. Demchak, F. Smith

Fischerkeller, Michael P, Emily O. Goldman, and Richard J. Harknett. 2022. Cyber Persistence Theory, Redefining
National Security in Cyberspace. Oxford University Press.

Healey, Jason. 2013. A Fierce Domain: Conflict in Cyberspace, 1986 to 2012. Cyber Conflict Studies Association.

Lawrence, Susan S. 2025. President’s Commentary: Focus on The Cyber Edge. AFCEA Signal Media. https:
/lwww.afcea.org/signal-media/presidents-commentary-focus-cyber-edge.

Lindsay, Jon. 2025. Age of Deception: Cybersecurity as Secret Statecraft. Cornell University Press.

Lonergan, Erica D., and Mark Montgomery. 2024. United States Cyber Force: A Defense Imperative. FDD Press.

Lynn, William J. 2010. “Defending a New Domain: The Pentagon’s Cyberstrategy.” Foreign Affairs 89 (5).
https://www.foreignaffairs.com/articles/united-states/2010-09-01/defending-new-domain.

Office of the Director of National Intelligence (ODNI). 2023. Annual Threat Assessment of the U.S. Intelligence
Community. https://www.dni.gov/files/ODNI/documents/assessments/ATA-2023-Unclassified-Report.pdf.

Rid, Thomas. 2013. Cyber War Will Not Take Place. Oxford University Press.

Sulmeyer, Michael. 2017. “Getting to Ground Truth on the Elevation of U.S. Cyber Command,” August 31, 2017.
https://warontherocks.com/2017/08/getting-to-ground-truth-on-the-elevation-of-u-s-cyber-command/.

VOL. 10, NO. 3 (2025) | 199









WEST POINT
PRESS

https://cyberdefensereview.army.mil/



	What Comes Next? Alternative Futures for U.S. Cyber Forces
	Senior Leader Perspectives
	Answer This Before Changing U.S. Cyber Command or Adding a Cyber Service
	A New Cyber Service is Not the Answer
	Beyond the Uniform: Reconnecting the Nation’s Cyber Force

	Reform
	Evolution of U.S. Cyber Command since 2018
	”Go Big”: Cyber Force Large
	Military Function, Form, and History’s Lessons for Cyber Forces
	Gaming Campaigning in Cyberspace
	Support and Leverage Auxiliaries for Stronger Cyber Defense
	U.S. Cyber Command Evolution and the Increasing Role of the Private Sector

	Replace
	Evaluating Alternative Models for Organizing U.S. Cyber Forces
	Built for Land, Not Cyber
	Why Culture Matters: Organizational Culture and Force Generation for the Cyber Domain
	Reclaiming the Cyber Domain: Revising U.S. Doctrine to Treat Cyberspace as Battlespace and Not a Function
	Breaking the ”Cyber” Cage: Reinventing Cyber Command for Great Systems Conflict
	Bring Cyber to the Tactical Edge: The Case for Decommissioning USCYBERCOM

	Conclusion
	Reform or Replace: The Strategic Dilemma of U.S. Cyber Forces


