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EDITORIAL

What Comes Next? Alternative Futures for U.S.
Cyber Forces
Introduction to Volume 10 Issue 3

Frank L. Smith III*, Chris C. Demchak, Michael Poznansky
U.S. Naval War College, Newport, RI, USA

U.S. Cyber Command was born to fix a failure. In 2008, the U.S. military failed to detect Buckshot
Yankee, a breach of its classified network. In response, Secretary of Defense Robert Gates tasked
General Keith Alexander at the National Security Agency to establish and lead USCYBERCOM
(Gates 2009). Since then, the Command has grown in size, authority, and autonomy. Its Cyber
Mission Force achieved full operational capacity in 2018 and, shortly thereafter, the president
delegated additional authorities to USCYBERCOM through the Secretary of Defense (CRS 2025).
Congress has also increased its resources, given it greater control over budget and acquisitions,
and expanded its freedom of action to conduct offensive and defensive cyberspace operations.

Despite this growth—or perhaps because of it—USCYBERCOM has become an awkward
adolescent. Now, more than at any time since its creation, serious questions have been
raised about the form, function, and future of this Command. Are its current authorities and
capabilities sufficient considering the threat environment and the persistent challenges of
recruiting and retaining technical talent? Or is its approach to cyber force generation and
employment fundamentally broken? Do the Command and the armed services that provide
its forces require only incremental reform? Or is far more radical change required?

These questions are not merely internal or esoteric debates among specialists. From Fort
Meade to the Pentagon and Capitol Hill, military leaders and civilian policymakers are seeking

* Corresponding author: frank.smith@usnwc.edu

Disclaimer: The views expressed in this work are those of the author(s) and do not reflect the official policy or position of
their employer(s), the U.S. Naval War College, the U.S. Military Academy, the Department of War, the U.S. Government, or any
subdivisions thereof.
2025. This is a work of the U.S. Government and is not subject to copyright protection in the United States. Foreign copyrights
may apply.
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rigorous analysis and credible solutions to longstanding problems with the generation and
use of cyber forces. From the armed services to the Joint Force, these problems range from
persistent shortfalls in training and readiness to the seemingly convoluted command and
control of cyber operations.

The recent approval and implementation of "CYBERCOM 2.0"—a revised force generation
model—appear to have proceeded in fits and starts (Department of War 2025). Unexpected
turnover in the senior ranks has also increased uncertainty. Yet calls for change remain.
CYBERCOM 2.0 aims to reform how cyber talent is recruited, trained, and retained. Recent
National Defense Authorization Acts likewise mandate changes to both the Command and
the services that organize, train, and equip its cyber forces. Behind all of this sits a president
who has demonstrated a willingness to change the military in significant ways, as evidenced
by the creation of the Space Force during the first Trump administration in 2019.

This special issue of The Cyber Defense Review brings together a wide range of research and
analytical perspectives to advance the state of debate. Arguments about how to reform or
replace USCYBERCOM circulate widely among policy, academic, and practitioner communities.
For instance, the Center for Strategic and International Studies recently convened a prominent
Commission on U.S. Cyber Force Generation; it treats current shortcomings as a given and
examines how best to implement a new service (CSIS 2025). Additional proposals and critiques
appear in defense journals and think tank reports (Magee 2025; Couillard 2024; Hodgson and
Gates 2025), as well as in the mainstream media (The Washington Post 2025; Winokur Murk
2024). This debate is not limited to the United States. Different countries organize their cyber
forces in different ways (Blessing 2021), but some partners and allies grapple with similar
challenges (UK Government 2025).

The research articles and professional commentaries in this curated collection examine the
most likely paths forward, along with alternative options that merit serious consideration.
Several of these contributions draw on research presented during the 2025 Cyber & Innovation
Policy Institute Summer Workshop at the U.S. Naval War College, which addressed the question
of "CYBERCOM.Next?" Additional contributions are provided by other experts and senior
leaders. Some of these contributions are controversial. Taken together, this special issue
provides insight and evidence to help you understand—and hopefully answer—pressing
questions about what changes are and are not warranted for the future of U.S. cyber forces.

Senior Leader Perspectives

The stakes of this debate are underscored by senior leaders. Drawing on extensive experience,
Vice Admiral (Ret.) Timothy J. White examines unresolved questions in his contribution,
Answer This Before Changing U.S. Cyber Command or Adding a Cyber Service. For Lieutenant
General (Ret.) Charlie Moore, there may be problems with USCYBERCOM but, by his account,
A New Cyber Service Is Not the Answer. Neither the problems nor solutions are confined to the
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military. To leverage the private sector, Commander (Ret.) Christopher Cleary calls for looking
Beyond the Uniform: Reconnecting the Nation’s Cyber Force.

Status Quo Plus: Slow and Steady Reform?

USCYBERCOM is coming of age in an increasingly mature domain. Military cyberspace has
existed for half a century. Even the largely commercial and private Internet that emerged
during the early 1990s is now more than 30 years old. It is hard to argue that the U.S. military
has not had time to create effective institutions on the grounds that cyberspace is still emerging
or too new. Despite their differences, all the authors in this special issue agree that the current
status quo for cyber forces can be improved in meaningful ways.

Several authors highlight notable progress in recent years. Dr. Michael Warner points
to a positive trajectory in Evolution of U.S. Cyber Command since 2018. For instance, while
USCYBERCOM draws heavily on infrastructure and expertise at the National Security Agency,
the dual-hatted leadership of these organizations facilitates unity of effort between intelligence
and warfighting. New authorities and greater autonomy have also made the Command more
capable, as evidenced by its performance during crises such as Russia’s invasion of Ukraine
in 2022. Challenges remain, but organizational progress is real.

One relatively straightforward reform would be to grow the size of available forces. In their
article, "Go Big": Cyber Force Large, Maj. Brad Kramer, Jason Vogt, and Dan Grobarcik argue
that USCYBERCOM is too small for the threat environment. A larger pool of military cyber
personnel could mitigate challenges with workforce management and force employment,
regardless of whether such growth is accompanied by more radical reorganization.

In Military Function, Form, and History’s Lessons for Cyber Forces, Dr. Michael Warner
and Dr. Emily Goldman underscore the risks of radical reorganization to create a new ser-
vice or department. They argue that form should follow function, noting that combatant
commands do not perform the same function as the armed services. Drawing on historical
examples—including the U.S. Air Force and U.S. Special Operations Command—Warner and
Goldman question whether sweeping changes to force design would actually address the
core purpose of USCYBERCOM.

Wargames, auxiliaries, and exercises offer additional avenues for incremental improvement.
In Gaming Campaigning in Cyberspace, Jason Vogt demonstrates the utility of operational-level
cyber wargames for better decision-making about force structure and resource allocation.
Moreover, in his professional commentary, Support and Leverage Auxiliaries for Stronger Cyber
Defense, Lt. Col. Giancarlo Moats highlights how useful National Guard, Reserve, and other
auxiliary units could be, particularly when integrated into exercises that involve foreign and
domestic partners.
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There is also room for improvement through engagement with the industry. In their
commentary, U.S. Cyber Command Evolution and the Increasing Role of the Private Sector, Dr.
Greg Rattray and Michelle Lee emphasize how much cyber defenses at home and abroad are
dominated by commercial industry rather than the military. As a result, USCYBERCOM could
address several shortcomings by fostering deeper collaboration with the private sector.

Radical Change Required?

Other contributors find that a patchwork fix is insufficient. From the U.S. Public Health Service
to the private sector, Maj. Nick Starck and Col. Todd Arnold open the aperture on different
options in their article, Evaluating Alternative Models for Organizing U.S. Cyber Forces. As for
the military itself, Emily Otto argues that the existing services are structurally misaligned
with cyberspace in Built for Land, Not Cyber. Doctrine is also misconceived, according to Maj.
Skyler Onken and Dr. Margaret Webber in Reclaiming the Cyber Domain: Revising U.S. Doctrine
to Treat Cyberspace as Battlespace and Not a Function. Not only are cyberspace operations
conflated with electronic warfare and information operations, but they are also incorrectly
assumed to merely support kinetic force. One potential solution is to create a separate cyber
service or military department, similar to the creation of Space Force in 2019 or the Air Force
in 1947. That said, creating a new organization will accomplish little if the ethos and ideas that
underlie it are still flawed, as argued by the authors of Why Culture Matters: Organizational
Culture and Force Generation for the Cyber Domain.

Arguments in favor of a separate service or department typically assume that the cyber
forces it generates will still be employed by USCYBERCOM. However, in Breaking the ‘Cyber’
Cage: Reinventing Cyber Command for Great Systems Conflict, Dr. Chris Demchak calls for
changing the Command to include artificial intelligence, robotic systems, and quantum
technologies. Alternatively, in Bring Cyber to the Tactical Edge: The Case for Decommissioning
USCYBERCOM, Dr. Sam Tangredi explains why preserving this Command could hurt rather
than help the services and geographic combatant commands during high-end warfare.

Reform or Replace: The Strategic Dilemma

The range of potential futures for cyber force generation and use is broad—far broader than
often assumed. Granted, given organizational inertia, the best predictor of where USCYBER-
COM will be tomorrow is where it’s at today (Allison and Zelikow 1999). Yet the future of war
and emerging technologies are uncertain and indeterminate. Choices remain. The choices
made now will shape whether USCYBERCOM matures or struggles for years to come.

To help navigate this decision space, our conclusion identifies the key points of debate
and enduring challenges raised in this special issue. We also note how analysts may agree
on the diagnosis but differ on the remedy. These tensions and tradeoffs point to productive
directions for further research.
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SENIOR LEADER PERSPECTIVE

Answer This Before Changing U.S. Cyber
Command or Adding a Cyber Service

Vice Adm. (Ret.) Timothy J. White

As debate intensifies over reorganizing U.S. Cyber Command (USCYBERCOM) or establishing
a separate military cyber service, this senior leader perspective argues that structural change
should not precede rigorous problem definition and analysis. Drawing on extensive experience
commanding joint cyber and intelligence organizations, the author contends that current discus-
sions risk focusing on organizational form rather than mission clarity, readiness baselines, and
resource alignment. The article examines unresolved questions about what constitutes “cyber”
within the Joint Force, how cyber capabilities are integrated across domains, and how readiness
should be measured in a force engaged in continuous competition. It highlights gaps in data
regarding manning, training pipelines, and force-generation overhead, cautioning against re-
organization without evidence-based assessment. The piece proposes a disciplined, data-driven
framework to evaluate mission requirements, readiness, and force design before pursuing ma-
jor institutional change. It concludes that meaningful improvement in U.S. cyber operational
effectiveness depends on answering fundamental questions first—rather than accepting years of
disruption from premature structural reform.

Keywords: U.S. Cyber Command, USCYBERCOM, cyber force readiness, military cyber organization, joint
force integration, cyber strategy and force design

Disclaimer: The views expressed in this work are those of the author(s) and do not reflect the official policy or position of
their employer(s), the U.S. Military Academy, the Department of War, the U.S. Government, or any subdivisions thereof.
2025. This is a work of the U.S. Government and is not subject to copyright protection in the United States. Foreign copyrights
may apply.
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Vice Adm. (Ret.) Timothy J. White is a national security practitioner with
over 30 years of experience as a strategist and cyber operations expert
leading joint military formations and combined intelligence community
organizations. Before retiring as a Vice Admiral, he commanded at all levels
within the Navy and Joint Service, most recently as the Commander, U.S. Fleet
Cyber Command/U.S. Tenth Fleet/U.S. Navy Space Command and previously
as the Commander, U.S. Cyber National Mission Force (CNMF) at USCYBER-
COM. He is the former Director of Intelligence for U.S. Indo-Pacific Command
(USINDOPACOM) and has served globally in various combat zones and con-
flict areas supporting competition dynamics. A 1989 commander-in-chief,
U.S. Pacific Fleet (CINCPACFLT) Shiphandler-of-the-Year, he misses his days
driving a battleship. He is currently a Professor of the Practice, Naval War-
fare Studies Institute, at the Naval Postgraduate School.

I’ve spent three-plus decades as a warfighter and cyber operations commander, leading
organizations from tactical teams to major service and joint commands. Before retiring as a
Vice Admiral, I commanded at all levels within the Navy and Joint Service—most recently as
Commander, U.S. Fleet Cyber Command/U.S. Tenth Fleet/U.S. Navy Space Command/Joint Force
Headquarters – Cyber (Navy), and previously as Commander, U.S. Cyber National Mission
Force (CNMF) at U.S. Cyber Command (USCYBERCOM). I served as Director of Intelligence for
U.S. Indo-Pacific Command (USINDOPACOM) and operated globally in various combat zones
and conflict areas, supporting competition dynamics. I say this not to wave my resume, but
because what follows comes from the deckplates up—from someone who’s had to make the
systems run on time, with what we had, while adversaries were actively working against us.

There is much argumentation about the military’s cyber readiness posture that is welcome
in principle. I would posit that effective organizations regularly question assumptions and
effectively ask questions. The current debate about reorganizing USCYBERCOM or establishing
a separate cyber service isn’t wrong-headed or narrow-minded. The concerns are legitimate.
But we’re (likely) putting the cart before the horse. I’ve commanded enough organizations
to know that reorganization without understanding your actual problem or having organi-
zational buy-in is a recipe for years of turmoil with nothing to show for it. Before we start
moving organizational boxes around or standing up a new military service, we need to
address some fundamental questions—questions that, frankly, should have been asked and
answered already. Namely, what are the agreed gaps across mission definition, readiness
baseline directly linked to combatant commander operational plans, and comprehensive
resource allocations informing the already-underway conversation?

WHAT DOES "CYBER" ACTUALLY MEAN?

We need agreement on what "cyber" means for U.S. military because the reality is, we don’t
have a comprehensive audit of cyber resources across the Department. In its four conventional
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operational domains – land, sea, air, and space – there is a clear linkage between resources1

and joint warfighting capacity and capability associated with the structured planning and
organized campaigning of operations in said domains. Infantry assault rifles and boots.
Ships and submarines. Planes. Satellites. All accounts for terrain. All have defined objectives,
basically summed as getting to, and off, the “x.” This is not so in cyberspace.

Cyberspace operations – are those offensive actions in and through networks? Network
defense and cybersecurity? Cyber-enabled effects integrated with kinetic operations? Infor-
mation operations? All of the above or an unspecified subset?

This isn’t academic. The definition drives everything – structure, training, authorities, re-
sources, and ultimately mission success. An organization optimized for persistent engagement
in adversary networks looks different from one solely focused on securing, protecting, and
defending the military’s infrastructure. Integrating cyber effects into joint operations requires
different command relationships than maintaining cyber as a separate stovepipe. Get the
mission definition wrong, and everything downstream suffers.

How much cyber capability is embedded in an airborne division, a carrier strike group
or submarine ballistic nuclear (SSBN), an expeditionary or global strike wing, and a global
positioning system (GPS) or sensor constellation? How dependent are our global logistics
networks on cyber-enabled systems? And the strategic question: can we directly link cyber
resource allocation to combatant commander campaign objectives and measurable outcomes?

Until we understand the full scope of cyber integration (dependency and vulnerability)
across the Joint Force, we’re making decisions in the dark (which is what the adversary wants
us to do). We are not ready for a serious conversation about organizational structure and the
force design and requirements needed to fully sustain the continuum of conflict across all
operational phases. There is no getting on or off the conventional “x” without cyberspace.

WHAT IS THE READINESS BASELINE?

USCYBERCOM executes offensive operations, defensive operations, and information opera-
tions across the board. The mission set includes defending military networks, supporting the
combatant commands, and contributing to national cyber defense. The Cyber Mission Force
(CMF) has approximately 6,200 authorized billets organized into about 140 teams across
sub-unified commands and service components.

The challenge? Commonly referenced in the public domain over the last several years
are a range of numbers that seem to normalize as follows: we’re manned at roughly 75
percent—about 4,650 personnel. Only about 30 percent of those assigned are fully trained
and certified across all required work roles. That’s roughly 1,395 people who are truly ready.

1. Generally understood to be dollars, people, training pipelines, and acquisition programs
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The gap between authorized strength and mission-capable personnel is significant when the
operational tempo remains so high and continuous.2

Is this gap a structural problem, a resourcing problem, a training problem? Is it the normal
friction of building a highly technical force in an emerging domain? How long do ‘we’ continue
to claim “emerging?” Before we can think about providing answers, we ought to ensure
context into what the nation needs and clarity about the expectation of mission outcomes
and resource commitment.

When I started my career as a surface warfare officer on USS Missouri (BB63), building
qualified watch officers, engineering plant technicians, and combat systems operators took
time and had washout rates. What was not clear to an ENS was clear to the service: this was
part of the conventional force design. In order to generate combat capacity in peacetime, the
Joint Force has long recognized and paid the overhead required in training billets, pipeline
(ranges and instructors), and time that delivers combat capability on demand. How does
USCYBERCOM’s “fully-trained” rate compare to conventional forces? Take a Special Operations
unit. Take a submarine squadron. Take a B-2 wing. What’s their percentage of bodies in seats
(fill) vs. qualified bodies in seats (fit) rate? What’s the average for the entire Joint Force?

Every community faces similarly unique manning and training challenges. Special opera-
tors have attrition rates that would shock people. Aviation and nuclear qualified career fields
also have recruit, train, and retain overhead. Cryptologic operations—which I moved into in
1992—had its own pipeline challenges with technical clearances and specialized training that
could take years. Is USCYBERCOM’s situation demonstrably worse than these communities,
or has the force not recognized nor paid for the overhead required to deliver USCYBERCOM
capability in the moment?

Granular data should drive assessment and decision. Break down personnel by skill
level—apprentice, journeyman, master—across all work roles and team types. Where are the
gaps concentrated? This level of detail drives targeted solutions (more quickly achievable)
instead of wholesale organizational upheaval (replete with uncertainty and latency).

WHAT SHOULD THE FORCE DESIGN STRUCTURE BE?

Although I am aware this is already being discussed, it is only after we have clarity on mission
definition, readiness baselines, and resource allocations that we can assess whether structural
change is warranted. Should it be warranted, advocates for a separate cyber service ought to
specify precisely what functions that service would fulfill that USCYBERCOM can’t accomplish
now. Do we need a separate service to achieve standardization, or can existing Title 10
authorities and joint processes get us there?

2. These numbers are estimates, dated, and worst-case. In all likelihood, present values are improved.
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A lesson we have observed and learned repeatedly is that success in cyberspace does
not come alone or in isolation. We must account for the deeply interconnected operational
and intelligence deconfliction requirement. Inter-service coordination mechanisms deserve
attention. Common standards across type commanders, resource sponsors, and systems
commands would improve integration regardless of organizational structure. Unique among
other Article II federal departments and agencies, the military Department can actually impose
common, standard, and uniform force generation policies across the traditional services.

Is the sticking point force generation? Operational command relationships? Acquisition au-
thorities? Career management? Reorganization is expensive – time, resources, organizational
energy, operational focus – and disruptive. The joint nature of cyberspace operations com-
plicates this. Unlike traditional domains where services present forces to joint commanders,
cyber operations often require synchronized action across geographic boundaries, organiza-
tional seams, and multiple authority structures simultaneously. USCYBERCOM is fully engaged
in the present; there is no luxury of future demand.

WHAT SHOULD GUIDE THIS ANALYSIS

First, it must be data-driven. I’ve sat through too many flag-level discussions where strong
opinions substituted for hard evidence. Show me the numbers. Show me the comparative
analysis. Show me where the specific failures are and the subsequent root-cause assessment
as if this were an aviation mishap investigation; not about blame, all about explanation.

Deliver on the following fundamental and baseline tasks:

• Affirm commitment to the current Five-pillar National Cybersecurity Strategy, and the
supporting strategy of persistent engagement, defend forward, and resilience.
• Establish expectations for sustained, continuous engagement across all operational
phases3 with a recognized overwhelming majority level and weight of effort occurring
in Phase Zero. Generally, this means that while the overwhelming majority of the mili-
tary’s maneuver forces are “in garrison,” the cyber forces are continuously engaged in
maneuver operations and continuous campaigning.
• Codify and clarify a host of present and parallel topics related to the employment of
the military’s cyber forces and its traditional armed forces’ activities. For example, these
may include the mission of critical infrastructure defense in the homeland, constrained
or expanded rules of engagement, development and authorization of ‘cyber’ letters of
marque and reprisal in support of either hack back or hack ahead operations, etc.
• Ensure the Pentagon identifies all: (i) resources (billets and programs), (ii) organizations
with specified cyber work roles and associated MF&T, (iii) affiliated, specified, or implied
training infrastructure and pipeline, and (iv) the assigned, apportioned, allocated, or

3. Generally understood to be the “war college” definition: Phase 0: Shape, Phase I: Deter, Phase II: Seize Initiative, Phase III:
Dominate, Phase IV: Stabilize, and Phase V: Enable Civil Authority
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aligned budget from within the annual approximate $1 trillion military budget. These
four elements – as a minimum – should map to the Guidance for Employment of the
Force (GEF), the Global Force Management Implementation Guidance (GFMIG), the Joint
Strategic Capabilities Plan (JSCP), and the Unified Command Plan (UCP). There may be
better or more current governing guidance; use that.

Second, any organizational change must demonstrably improve mission accomplishment.
Administrative efficiency is nice, but operational effectiveness is what matters and results
from a standard campaign analysis and assessment.

Third, account for implementation costs and transition risk. Standing up a new service is
a multi-year evolution that consumes enormous institutional energy. What missions aren’t
getting attention while we reorganize? What adversary opportunities are we creating by
being inwardly focused?

Fourth, solutions must be adaptable. The threat is accelerating. Technology is disrupting.
Our tactics and techniques are necessarily and dynamically evolving. Any organizational
structure we create needs to accommodate change rather than ossifying around current
conditions and service structures. While ossification shouldn’t result in organizational change
for organizational change’s sake, astute readers will recognize that my writing on this topic is
an implicit endorsement of the exercise at large.

BOTTOM LINE

I’ve commanded organizations in contact with adversaries who probe us continuously. I’ve
watched cyber operators perform brilliantly under pressure and deliver effects that matter. I’ve
also watched organizational turbulence degrade readiness and distract from mission. Among
the worst things we could do is initiate a major reorganization absent a clearly identified
problem, with no specified objective(s), based on incomplete analysis, just to create years of
disruption that detract from operational readiness and mission outcomes. USCYBERCOM’s
challenges are real. Resource constraints, manning shortfalls, and readiness gaps demand
attention and solutions. I’m not recommending against change—I’m arguing for disciplined
analysis to inform full speed ahead.

This is the data required to begin the analysis that delivers the evidence necessary to
improve operational capacity and capability. We have an opportunity to close gaps between
where our military forces are and where the nation needs them to be. Whether achieving the
mission requires a separate service and its own department, a separate service within an
existing department (and not necessarily the Department of the Army), or better resourcing
within current frameworks is an open question.

My recommendation remains: ask and answer the fundamental questions first.
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Cyber threats and capabilities are increasing in frequency and complexity at an unprece-
dented rate. To counter and prevail over current and future threats to our nation, the U.S.
military must continue to improve the design, development, and deployment of the most
capable cyber force in the shortest time possible. While some believe establishing a cyber ser-
vice is the answer, the threats to our nation are too great, the costs are too high, and the results
can be achieved more quickly by using the authorities U.S. Cyber Command (USCYBERCOM)
already possesses.

Influence operations, ransomware attacks, and intrusions into critical infrastructure rep-
resent recent examples of the increasing threat malicious cyber actors pose to our national
security. USCYBERCOM has responded to these threats by conducting operations continuously
and building closer partnerships across the public and private sectors. Recognizing the capac-
ity and capabilities that military cyber forces bring to continuous campaigning against our
adversaries, the Command was granted new authorities. These include the power to estab-
lish training and certification standards for all of the military’s cyber operations forces and
broader acquisition and budgeting powers allowing USCYBERCOM to manage and execute
its own budget and run acquisition programs tailored to developing cyber capabilities in a
rapidly changing environment. Despite these successes and improvements, concerns remain
about the Command’s ability to field enough ready forces to meet the nation’s requirements.
Simply put, in the past, some of the military services have not kept pace with providing
USCYBERCOM with the trained personnel required for sustained mission success.

One option to address this shortfall is the creation of a new cyber service, force, or de-
partment to organize, man, train, and equip forces for USCYBERCOM. This approach fits
comfortably within the Pentagon’s traditional processes and, over time, may improve staffing
levels by creating an organization focused solely on recruitment, career development, and
retention of cyber personnel. Cyber service cadre would also become the cyber experts inside
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the Pentagon, advocating for the military’s cyber needs. But the proposal to create a new
cyber service or cyber force—while well-intentioned—is not the most effective, efficient, or
lowest-risk approach. To be blunt, this solution lacks imagination. Falling back on traditional
Department of War structures without fully understanding the unique nature of the domain,
the distinctive aspects of cyber warfighting, the latest changes in authorities, and the orga-
nizational constructs within the military leads us to improper conclusions and misguided
solutions. Ultimately, meeting the demands of modern cyber conflict will require collaboration
with private-sector talent; however, that collaboration will only succeed if the Department
organizes its corps of cyber warriors properly.

First and foremost, we must recognize that the cyber environment is unlike any warfight-
ing domain the U.S. military has ever seen. Cyberspace has become ubiquitous, and cyber
operations are fundamental to the success of all military operations. Cyber superiority is not
a "nice to have" feature or simply a way to enhance air, land, sea, and space operations—it is
required for success in any of those domains, especially against sophisticated adversaries like
China. We must stop thinking about cyber as something distinct and separable from the other
warfighting domains and instead understand that it is inherently and inextricably linked
to success across all of them. This requires a Department-wide cyber culture—not a new,
individual service one.

Additionally, USCYBERCOM requires cyber warriors from each of the services who under-
stand the unique aspects of their respective domains and can provide offensive and defensive
capabilities to support those specific warfighting requirements. At the same time, we need
cyber warriors filling joint cyber positions who can execute the missions assigned to this
functional command by the President and the Secretary and in support of other combatant
commands. These efforts must all occur under the broad oversight of the USCYBERCOM
Commander, who is responsible for defending the Department’s information networks and
synchronizing full-spectrum cyber operations. Where would a new cyber service fit in this
model?

Proponents of a new cyber service claim it could serve an administrative function—improving
organizing, training, and equipping of the cyber forces that would be employed across the
Department. But in doing so, it would supersede the new responsibilities that USCYBERCOM
has just begun to implement. With the passage of the defense appropriation for FY2024, the
Command gained broader acquisition and budgeting authorities. These new powers allow
USCYBERCOM to fully manage and execute its budget, develop cyber-specific tools/weapons,
and quickly procure necessary technologies. Congress and the Department granted these
authorities to provide the Command greater agility and responsiveness in the rapidly evolving
cyber domain.

Moreover, we cannot just consider budgeting and acquisition issues—we must also look
at organization and personnel. Within the military, "organizing" refers to arranging units
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into formations with defined command structures and tasks. The services organize their
“retained” cyber forces to meet their needs, but the forces presented to USCYBERCOM are or-
ganized into mission teams or task forces by the combatant commander, based on operational
requirements. Furthermore, unlike the other domains and their respective personnel, these
teams and task forces do not return to their services for reconstitution or training. Because
cyberspace is a domain of persistent conflict, USCYBERCOM already manages traditional ser-
vice functions. Once forces are assigned to the Command, the commander trains, commands,
and reconstitutes them. In this operational model, a cyber service would have no retained
forces—hence, no meaningful organizing duties.

While it is true that manning levels at USCYBERCOM have historically failed to meet mission
requirements, no one has accepted that status quo. Thanks to focused leadership from the
Command and its service partners, manning levels have reached new highs: Army 84%, Navy
85%, Marine Corps 91%, and Air Force 85% as of July 2025. These improvements did not
happen by accident. Working with the services, USCYBERCOM has driven significant changes
in recruitment, career development, and retention. This includes increased enlistment and
re-enlistment bonuses, the establishment of warrant officer positions, and reforms in career
progression and assignments. The result has been significant improvements in staffing levels
over the last several years.

However, even with all that success, challenges have continued in training. Fortunately, as of
July 24, 2025, USCYBERCOM has finally been granted full training authority over an expanded
definition of the military’s cyber operations forces (COF). This expanded authority, granted by
the Secretary, includes but is not limited to all USCYBERCOM assigned forces, service-retained
cyber forces, Department business and assessment elements, cyber operations intelligence
units, joint cyber centers, and other combatant command assigned cyber operations forces.
With this expanded authority, the Commander of USCYBERCOM can finally execute joint
cyber training responsibilities as originally intended and granted by the President. This
means that the Command will dictate the baseline training and certification standards for
all military cyber operational forces, bringing about the foundational standardization and
interoperability necessary in this ubiquitous domain.

Historically, the biggest bottleneck in training was at the “2000 level”—the intermediate
level training received after initial service instruction. Fortunately, that problem has largely
been solved. Today, the primary training challenge lies in completing joint qualification
requirements (JQRs), which include hands-on evaluations and job-specific training tasks.
Previously, JQRs had to be completed during real-world missions, leading to delays and
backlogs. However, the maturation of the Persistent Cyber Training Environment (PCTE) now
allows much of this training to occur continuously, dramatically accelerating achievement of
training readiness requirements.
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When looked at holistically, the improvements in manning, training, and acquisition ca-
pabilities give USCYBERCOM unprecedented ability to organize, train, and equip the force.
These gains are measurable and supported by data. But the question remains, “Could a new
cyber service do this better?” Maybe—but we must ask: at what cost, and compared to what
alternatives?

Establishing a new cyber service will take years, with no guarantee of success. It would
require significant bureaucratic overhead, divert expert personnel from current operations,
and consume valuable time and funding—resources we cannot afford to divert. It would also
disrupt USCYBERCOM’s execution of its new authorities. Further, deciding which responsi-
bilities stay with the Command and which transfer to a new service would invite internal
competition and confusion, just as USCYBERCOM is gaining momentum. There are also strate-
gic risks. Funding a new service means either cutting from existing warfighting efforts or
seeking substantial budget increases—an unlikely outcome, considering that the Pentagon is
already facing tight budgets and Department of Government Efficiency (DOGE) efforts to find
ways to save money. Standing up a new service now would create friction, slow operational
progress, and dilute focus at the worst possible time. Instead, we need our entire security
establishment focused on preparing for strategic conflict with powerful and sophisticated
adversaries, not on resolving administrative disputes and building a new bureaucracy.

In summary, a new cyber service risks doing more harm than good. It could exacerbate
personnel issues by pulling talent from the field to staff a new headquarters. It could duplicate
functions already performed by USCYBERCOM and the services. It could confuse chains of
command, delay capability development, and reduce the Department’s ability to respond
quickly to fast-emerging threats. The development and operational employment of our cyber
forces must continue and must keep pace with the capabilities of our adversaries. The fastest,
least risky, and most cost-effective way to do this—without disrupting our nation’s current
cybersecurity posture—is to empower USCYBERCOM to fully execute the authorities it already
possesses. The stakes in cybersecurity are too high, and the timeline too urgent, to gamble on
structural experiments. A new cyber service is not the answer.
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During my time as the Principal Cyber Advisor (PCA) for the Department of the Navy, I came to
the conclusion that the Navy and Marine Corps were trying to fight a 21st-century cyber fight
with a 20th-century manpower model. Our most pressing cyber problem was structural; we
had built a force that could not scale at the rate the evolution of the cyber threat environment
demanded. The gap between expanding operational demand and the number of trained
operators serving in the military was widening, not narrowing.

Out of my experience came the ideas for a Cyber Mission Support Framework (CMSF), a
structure to orchestrate the scaling up of the U.S. military cyber force. The CMSF would enable
two practical paths to mobilizing the full national cyber workforce: “mission augmentation”
by bringing in external industry cyber personnel, and modern “cyber proxies” permitted
with guidance to conduct the equivalent of modern cyber privateering. The rationale is that
the U.S. already has the cyber talent it needs to meet its mission demands, it just does not
have all of that talent inside the military.

Mission augmentation is the more immediate and conservative option, using vetted, cleared,
highly experienced industry teams and capabilities to reinforce government cyber operations
at the points where existing forces are saturated or outpaced. Modern cyber proxies is the
more ambitious and yet historically grounded idea, enabling authorized private teams to
conduct narrowly defined cyber operations in support of national objectives with government
control or oversight. When I left the Navy, it was clear to me that without approaches like
these, we risked entering the next major conflict at an operational disadvantage, not because
our forces lacked skill, but because we lacked enough of them.

Mission augmentation and cyber proxies should be viewed today as necessary instruments
of national power. The underlying argument is simply that we must build the mechanisms
to reconnect the full spectrum talent we already have in government and industry, or we
will continue to fight with only a fraction of the trained force available. This essay explains
why Sailors and Marines continue to leave cyber roles despite believing in the mission; how
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the private sector has inadvertently become a reservoir of trusted, trained cyber operators;
why organizations like the Military Cyber Professionals Association are indicators of national
potential rather than evidence of loss; and why commands in theaters like the Indo-Pacific can-
not rely solely on existing force generation models to withstand the opening cyber pressures
of a future conflict.

Working in the Department of the Navy, I learned quickly that every readiness discus-
sion circled back to the same uncomfortable truth: we simply did not have enough trained
operators to meet the missions we were already executing, let alone new ones that were
coming. The Navy and Marine Corps were committed to growing the force, and we spent
years attempting to modernize career paths that were designed for a different era. Creating
cyber designators, building a path that could retain technical talent, convincing promotion
boards that operational value did not always look like traditional sea-shore rotation - all of it
was necessary and all of it was progress. Yet none of it moved fast or far enough to close the
gap.

I watched Sailors and Marines who loved the mission come to a crossroads where the
institution simply failed to show them a professionally rewarding future. Their departure was
not always about the personnel system in a bureaucratic sense; it was often about identity,
purpose, and the overarching service’s inconsistent articulation of what these operators
were supposed to become. We were asking recruits to master an entirely new operational
discipline, but we struggled to show them why their work was important or where that
discipline fit inside the larger warfighting construct. But even with reforms, the broader
service still struggles to fully integrate cyber operators into its self-conception. This disconnect
matters. When cyber operators cannot see how their capabilities are valued or when the
path from operator to leader feels uncertain, they look elsewhere. The irony is that these
individuals still believe deeply in the mission. They do not drift from national service; they
drift from an organizational structure that has not always made room for them.

The problem is not a simple readiness shortfall; it is a structural blind spot. We train an
exceptional workforce, but we are only willing to use part of it. The rest, the majority of
it, is thriving in industry, often with access to better tools, broader experience, and greater
technical depth than when they wore the uniform. I spent years, working within the system,
to build a sustainable workforce for the Navy before fully appreciating that the broader
workforce already existed outside it. We simply had no mechanism to reconnect those people
to national missions when the need arose. If we could not grow enough cyber operators
inside the building, perhaps the answer was to recognize that the force available extended
beyond the building.

The United States has now reached a point where ignoring that reality has real strategic
consequences. We continue to train cyber operators as if time is on our side, as if adversaries
will wait patiently for us to produce the workforce required to match them. They will not.
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China recruits cyber talent at a scale we cannot replicate inside government pipelines. Russia
pulls from a criminal ecosystem that functions as an auxiliary force whenever it needs one.
Iran and North Korea mobilize technically literate citizens by compulsion when necessary.
The U.S., bound by higher standards and a slower personnel system, cannot simply “catch
up” by building more schoolhouses or creating more billets.

And yet, unlike our adversaries, we have something they do not, a large population of
trusted cyber operators working in the private sector. They did not stop being who they were
when they left. In many cases, they improved. They learned new technologies, worked on
problems unavailable inside government, matured technically and operationally, and became
part of an ecosystem that oftentimes moves faster than federal programs. Our mistake has
been treating those people as a loss rather than as available national depth accessible with
the proper structural innovations.

Organizations like the Military Cyber Professionals Association present a view of the real
opportunities to maximize the skills and abilities of the total military cyber population - in
and out of uniform. This association brings together former operators, instructors, analysts,
planners, reservists, and technical specialists who helped build the Cyber Mission Force (CMF)
and the service cyber components. These individuals remain deeply connected to the mission
and maintain operational mindsets long after leaving government service. They volunteer to
train others, swap tradecraft, and sustain the community’s culture. This is not a dispersed,
unreachable diaspora. It is a latent national cyber reserve—self-identified, self-motivated,
and structurally untouched by existing government mechanisms. The talent problem is not a
lack of talent. It is the absence of a bridge to that surrounding community.

It is important to acknowledge that these ideas are being explored at the same time as an
active debate over the creation of an independent cyber service. That discussion reflects a
shared recognition that existing structures are insufficient for the demands of the domain,
and it is both necessary and overdue. The concepts outlined here are not a substitute for
that effort, but a parallel path, one that addresses immediate operational scale and readiness
challenges regardless of how the long-term service-level question is ultimately resolved.

CYBER MISSION SUPPORT FRAMEWORK (CMSF): THE MISSING LAYER OF U.S.
CYBER FORCE STRUCTURE

A practical mechanism for harnessing this broader workforce is the Cyber Mission Support
Framework (CMSF). CMSF is the structured model that defines how the government can
lawfully, predictably, and rapidly integrate civilian cyber expertise into federal missions. It is
not contracting as usual, and it is not ad hoc surge support. CMSF provides a force generation
model that integrates uniformed forces, government civilians, and the tens of thousands of
highly trained cyber professionals working in the private sector. It recognizes that national
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cyber power is distributed, not centralized, and that the U.S. must build a repeatable way to
mobilize that power when required. CMSF, properly implemented, becomes the missing layer
of U.S. cyber force structure, the mechanism that transforms a talented but untapped civilian
workforce into a coherent national asset.

Operationally, CMSF establishes a standing pool of pre-cleared, continuously vetted cyber
professionals whose skills align with government mission sets, defensive operations, threat
hunting, operational technology security, exploit development, or target analysis. These
individuals remain in the private sector but maintain readiness standards appropriate to
their role, similar in spirit to the reserve components supporting other warfighting domains.
They can be activated rapidly because they never lose their operational currency.

Legally, CMSF provides the defined authorities, oversight structures, and reporting mecha-
nisms needed to integrate civilian teams into military or federal cyber operations. It clarifies
their status under U.S. law and international norms, specifying when they are acting in
support of national defense, what boundaries govern their actions, and how liability and ac-
countability are enforced. CMSF ensures the government does not improvise legal authorities
under crisis; it builds them in advance, in peacetime, with transparency and discipline.

Strategically, CMSF provides the scalability that traditional training pipelines cannot achieve.
Because the framework is built around an expandable pool of civilian talent, the government
can grow capacity without expanding billets or building new organizations. CMSF creates a
ladder of responsibility: at the lowest tier, embedded support to existing government teams;
at a middle tier, outcome-based mission execution; and at the highest tier, fully authorized
auxiliary "proxy" operations, a step short of modern cyber privateering. It is the bridge that
makes privateering viable, legal, and governable.

If the U.S. is going to present mission augmentation, or ultimately auxiliary/proxy constructs,
as credible instruments of national power, the organizations involved must demonstrate
more than technical skill. They must prove they can function as operational entities. They
must be able to plan coherent cyber operations that align effects with the commander’s intent,
understand intelligence gain/loss, and frame risk in ways senior leaders can act on. They
must be able to coordinate, synchronize, and deconflict with government forces, working
within established authorities, participating in joint targeting cycles, and ensuring that their
operations don’t collide with existing activity. They must show measurable performance,
mission impact expressed through clear measures of effectiveness, measures of performance,
response timelines, recovery outcomes, access persistence, cost avoidance, or any other metric
that demonstrates operational value. And they must show how this scales. Demonstrating
how a cadre becomes a reserve, how a reserve becomes a network, and how that network
maintains readiness will determine whether augmentation becomes policy or remains a
thought experiment. A single successful team is interesting; a repeatable, expandable model
is transformative.
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To make augmentation viable, the Pentagon must embrace a proactive, continuous vet-
ting model. The key to immediate integration is continuous program access and trust. This
continuity requires creating a new personnel status, perhaps akin to a cyber equivalent of
the Individual Mobilization Augmentee (IMA) program for cleared industry personnel. The
government must be willing to sponsor and sustain existing security clearances for these
teams. In turn, they must fully participate in mandatory, no-notice operational readiness
drills and maintain strict compliance with defined security protocols.

This model shifts the burden from relying solely on government-owned billets to leveraging
industry-held capacity. The government must establish secure mechanisms, such as designated
and pre-approved sensitive compartmented information facilities (SCIFs) within partner
industry locations or dedicated deployable tactical SCIFs, allowing these vetted teams to
integrate classified operations without sacrificing security integrity. Augmentation isn’t just
contracting for staff; it is establishing a trusted, standing reserve of capability that can be
activated on an accelerated timeline.

As the CMSF matures, it can extend naturally into a more ambitious construct rooted in
American history: modern cyber privateering as proxy forces. As a practical mechanism, it
means delegating tightly bound mission authority to private entities staffed largely by former
government operators. The U.S. Constitution explicitly empowers Congress to issue letters of
marque. The Geneva Conventions and the Tallinn Manual outline conditions under which
civilians may lawfully participate in conflict under state authorization. The U.S. has relied
on auxiliaries many times: privateers, civilian pilots in World War II, and state-approved
maritime security. Only the domain has changed.

Cyber proxies in the form of privateers or active auxiliaries would allow certain opera-
tions, against sanctioned-state infrastructure, cybercrime networks, or other pre-authorized
adversary systems, to be executed by independent but regulated teams operating under
government oversight. Unlike traditional contracting, these teams could shoulder part of
the readiness burden themselves, offsetting cost through seized assets or repurposed infras-
tructure. A cryptocurrency wallet used to finance hostile operations could be seized and
split under statutory direction. A botnet attacking U.S. ports could be dismantled, with its
infrastructure repurposed for training. The financial model encourages readiness without
requiring constant government funding while preserving accountability and lawful control.

For this concept to move from theory to national instrument, the legal and policy framework
must be robust and transparent. This will require new legislation or a highly defined Executive
Order to accomplish three key objectives.

First, authority and scope must be defined with clear policies. The government must
specify the precise nature of permissible actions, disruption, collection, asset seizure, and
the adversary or geographical boundaries in which they may be applied. A review body,
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perhaps a cyber marque commission, must be empowered to issue, evaluate, and revoke
these authorities.

Second, strict rules of engagement must govern operations. Privateering teams cannot
operate as free agents. Their actions must be bound by auditable reporting mechanisms and
real-time government oversight to ensure they remain aligned with national strategy and do
not unintentionally escalate conflict.

Third, liability and accountability must be unambiguous. Operators acting within autho-
rized bounds must receive appropriate legal protection, while actions beyond those limits
must result in immediate revocation and legal consequences. This balance of protection and
accountability ensures discipline, predictability, and professionalism.

Critics warn about escalation or unpredictability, but those concerns misunderstand the
framework. These teams would not be freelancers or vigilantes. They would be authorized,
monitored, held to defined boundaries, required to report, and aligned to national strategy.
Their freedom of maneuver would not come from ambiguity but from carefully constructed
authority—just enough autonomy to act at the speed the domain demands, but not enough to
jeopardize stability or national objectives.

The reality is simple: the U.S. will never have enough cyber operators inside government
to meet every mission demand. That is not a critique; it is a condition of the domain. But
the U.S. already has enough cyber operators when it considers the full national workforce.
The talent does not need to be recreated. It needs to be reconnected. What I saw at the
Department of the Navy convinced me that the military can no longer rely solely on internal
force-generation models. The people we need are already out there—trained by us, trusted
by us, still committed to the mission. Industry is not a separate ecosystem. It is the second
half of our cyber workforce. Recognizing that fact, and building the mechanisms to act on it,
may be the determining factor in whether the United States enters the next conflict prepared
or outmatched.
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INTRODUCTION

U.S. Cyber Command (USCYBERCOM) came of age in May 2018, with its elevation to be the
Joint Force’s tenth unified Combatant Command. Much has changed since then, but much
has remained constant as well.

USCYBERCOM’s development unfolded according to the prompting of operational experi-
ence. Lessons learned by operators on keyboards (and the leaders standing behind them) not
only shaped the command’s development, but also the progress of cyberspace policy, strategy,
and doctrine for the Department, the nation, and its allies.

The Command thus represents an ongoing experiment in not only force employment but
also in force generation and force design. As with cyberspace itself, USCYBERCOM’s evolution
is not yet complete – even if no major conflict in cyberspace intervenes over the next few years
to drive more rapid and sweeping changes. As the nation considers the organization of cyber
forces, USCYBERCOM’s successful functions would have to be employed—or re-created—in
whatever organizational construct performs military functions in cyberspace for the United
States.

The history to follow seeks to inform any such reconsideration of how the U.S. military
organizes its cyberspace capabilities. Current debates over such topics sometimes proceed
without reference to the basic facts and chronology. This is not a “case study” to verify some
academic theory of military innovation, or an advocacy brief for some other organization
altogether; its methodology follows the art and science of history to establish what has been
occurring since 2018 and interpret, where possible, why it did so. Readers are free to cite its
findings as they like – but they should be able to agree on the factual outline it presents.

ORIGINS AND CONSTANTS

USCYBERCOM came into existence as a sub-unified command of U.S. Strategic Command
(USSTRATCOM) in 2010. Then as now, USSTRATCOM housed the Joint Force’s global strike
“functions,” and cyber capabilities had been within its remit since 2002. The newly created
command for cyber functions assembled pre-existing USSTRATCOM joint cyber elements (one
offensive, and one defensive) into a four-star component. The new command worked at Fort
Meade, Maryland, and so USSTRATCOM headquarters in Nebraska afforded it considerable
autonomy. While USCYBERCOM never received the full package of resources validated at
its inception, this cloud held a proverbial silver lining for the command. USCYBERCOM
leaders building the new component had to improvise and find creative ways to employ the
command’s modest forces and staff (Warner 2020)

The Command has always operated under several constants. These both enabled and
channeled its operational development, and hence its evolution, both before and after 2018.
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Foremost among those constants has been the “dual-hat” command arrangement with
the National Security Agency (NSA), whose director serves as USCYBERCOM’s commander.
The brand new USCYBERCOM in 2010 inherited this relationship between the nation’s mili-
tary cyberspace operational capacity and its primary signals intelligence and cybersecurity
provider—a relationship dating back to 2003 (Warner 2015). The dual-hat proved crucial to
the construction of the new command’s capability. For offensive mission support at least, the
Command remains dependent on NSA (which now receives real assistance from USCYBER-
COM as well), and the unity of effort synergized by the dual-hat arrangement has benefited
both organizations – and the nation itself.1

Two other, built-in policy and legal constants still affect the Command’s evolution. The U.S.
Constitution rightly erected walls to protect the civil liberties and privacy of U.S. persons.
Military operations, again rightly, must respect those boundaries, which in effect separate
military from law enforcement and administrative functions. This affects cyber operations
in foreign space—where it is quite possible to touch the data of U.S. persons or allies—and
even on military networks in domestic space. Adversaries in cyberspace, however, care not
for our constitutional order. Indeed, they exploit the temporary sanctuary they can gain from
American military and law enforcement measures by hopping back and forth across the
boundaries of U.S. legal jurisdiction.2 Such behavior is rarely effective for long in physical
space, but in cyberspace a bad actor might require only seconds to accomplish his mission
and move on safe from U.S. responses. Even a day or two of operational freedom can allow
an adversary to harm national interests. USCYBERCOM, like the rest of the U.S. government,
has not solved this problem.

Civil liberties and privacy protections combine with programmatic considerations to com-
plicate the defense of the military’s own networks. The Command directs the operation and
defense of the Department’s systems, but not their construction or administration. Individual
armed services purchase much of the information technology (IT) of the entire organization,
and Pentagon officials program, plan, budget, and authorize the use of that equipment. That
means that the officer most accountable for defending the military’s systems—the Commander
of USCYBERCOM—sometimes has little say in decisions that embed new risks in those same
systems.

1. The Secretary of Defense and the Director of National Intelligence sponsored a joint study of the dual hat relationship in
2022. The Senior Steering Group’s findings are not public, but have been publicly summarized by various leaders. For instance,
Lt. Gen. John D. Caine (U.S. Air Force, retired) cited them in his written answers to confirmation questions from the Senate in
March 2025: “The 2022 Joint Study on the Dual-Hat” recommended the dual-hat arrangement not only be maintained but
strengthened. I continue to agree with the findings of that study. The dual-hat arrangement provides the ability to look across
both organizations and has empowered both USCYBERCOM and NSA to fulfill their missions better than each could do alone. It
promotes agility and enables intelligence to be operationalized rapidly. It also facilitates relationships with key foreign allies
and partners.” (U.S. Department of Defense 2025)
2. The Federal Bureau of Investigation (FBI) and U.S. Secret Service handle many of the law enforcement functions in domestic
cyberspace, while the Department of Homeland Security (DHS) protects critical infrastructure.
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Finally, expertise has always been short. Top cyber talent demands high premiums—which
even the U.S. government cannot afford at the scale it requires. This shortage affects the
military, the government, industry, and the nation as a whole. Every agency and industry
needs a bigger slice of the talent pie, and the pie is growing only slowly. In one regard, however,
USCYBERCOM has proved an exception to this rule. It has seen a remarkable continuity in
leadership, with many of its leaders having had prior experience overseeing cyberspace
missions, and a growing cadre of personnel with fluency in the relevant issues, capabilities,
and teams they direct.

EVOLUTION

Having noted what has not changed in USCYBERCOM’s institutional environment, we can
survey other aspects of the Command that look very different from 2018. In listing the changes,
it is important to note why these changes occurred. The causes of change varied, of course, but
many stemmed from larger changes in what planners like to call the “threat environment.”
Leaders in Washington, the Pentagon, and the Joint Force called for increased cyber defenses
against increasingly sophisticated hostile actors across a series of international crises. At the
same time, they also grew more comfortable employing cyber operations as planners and
operators demonstrated competence and delivered results.

To begin with, USCYBERCOM is bigger. In Fiscal Year 2018, it spent $600 million and
employed roughly 6,100 military and civilian personnel in its Cyber Mission Force (CMF) and
headquarters. Seven fiscal years later, the comparable numbers were almost $3 billion and
more than 6,300 people, with the higher budget due primarily to the Command’s increased
influence over military cyber spending.

The growth in resources paralleled a boost in the Command’s administrative authorities.
In 2024, USCYBERCOM began exercising “enhanced budget control” over the funds that the
services expended to sustain the respective formations that they presented to CMF (Hartman
2025). The Command is hiring staff and building offices to implement these functions. This
suite of new powers collectively gives USCYBERCOM a closer resemblance to U.S. Special
Operations Command (USSOCOM)—the combatant command that Congress built up into
a quasi-service with unique authorities for manning, training, and equipping the nation’s
special operations forces. USSOCOM was indeed the model for adding comparable (though
less extensive) program and budget clout to USCYBERCOM’s portfolio.

The Command has also fashioned a fuller organizational structure. In a sign of the confi-
dence that the Department has placed in USCYBERCOM, it now has two sub-unified commands—
the Cyber National Mission Force (CNMF) and the Department of Defense Cyberspace Defense
Command (DCDC)—which catalyze each other’s missions. It also owns a reporting component,
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Joint Task Force (JTF) Ares.3 Command components also work with broader operational
authorities. These are not so much new as better understood and increasingly synergized;
offensive cyberspace missions have been governed by White House guidance issued in 2018,
and defensive orders issued by the Command are now standard practice (as opposed to the
novelties they once seemed to the Pentagon and the Joint Force (Norton 2020)). It is also
building the infrastructure essential to support operations in, through, and across cyberspace
(GAO 2020).

A pair of catalytic events drove the acceptance of USCYBERCOM as a preferred partner
for cyberspace operations. First came the effort to defend the 2018 mid-term elections from
foreign influence and interference. General Paul Nakasone (U.S. Army) had just arrived as
commander when he received this task, and he directed that the Command’s effort would
proceed in concert with NSA’s. This arrangement—personified in the NSA and USCYBERCOM
co-leads of the Russia Small Group (RSG) that General Nakasone established to defend the
elections—set a precedent followed ever since in cyberspace campaigns. USCYBERCOM would
act only when and where doing so did not imperil NSA’s foreign intelligence mission; and
NSA would facilitate the Command’s success. The two organizations quickly learned that
synchronized efforts produced operational synergy, especially in defending friendly networks.
RSG’s leaders also found that their combined insights were invaluable to inter-agency, allied,
and industry partners, who were pleased to take such cues and act under their own authorities
to frustrate pernicious cyber actors (Nakasone 2019b).

The defense of the 2018 mid-terms provided further benefits for the nation. It helped to calm
political acrimony over foreign influence in U.S. elections, which is one reason why members
of Congress publicly applauded RSG’s contributions (Nakashima 2019). Second, the election
defense success in 2018 validated the Command’s concept for impairing malicious cyber
actors and other online adversaries before they penetrated friendly networks or harmed their
targets (an approach General Nakasone referred to as “persistent engagement” or “defend
forward” (Nakasone 2019a)). This denial of sanctuary in cyberspace for foreign military and
intelligence actors helped convince other U.S. government agencies, as well as allies and
partners, that sustained operations and collaboration with the Command could boost their
own security and would not escalate to armed conflict.

The war in Ukraine marked another learning moment for USCYBERCOM. Russia’s mobiliza-
tion and threats in 2021 prompted concerted actions to harden military information systems
(especially in Europe), as well as concerns that a conflict could spread to the North Atlantic
Treaty Organization (NATO). The war that followed in 2022 taught the Command and its

3. CNMF is the commander’s Joint Force element; it was created in 2014. DCDC was formerly Joint Force Headquarters-DoD
Information Network (JFHQ-DoDIN) until May 2025. In its new, Congressionally mandated form, DCDC “directs cyberspace
operations to achieve unified action in the security, operation, and defense of the DoDIN to assure DoD priorities and freedom
of maneuver across the competition continuum.” JTF-Ares dates to 2016, but has been repurposed from its original, counter-
terrorism mission.
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partners sobering lessons about the pervasiveness and impact of cyberspace operations—and
the importance of collaboration with allies and industry. Command personnel worked to
contain the conflict and present options to decision makers; they would re-double such efforts
when Israel was attacked by Hamas in October 2023 (Haugh 2024). The cyber “fronts” in
both conflicts can be compared with the intensifying drone war over Ukraine. Neither cyber
missions nor unmanned vehicles have determined the outcome of these struggles. But they
nonetheless demand leadership attention and significant resources – not to mention better
intelligence, higher bandwidth, secure systems, electronic agility, and faster innovation and
acquisition cycles.

Operational success in these events depended in part on readiness. USCYBERCOM has
largely solved this problem (at least the aspects of it more easily measured), which dogged
it for several years. CMF teams measure readiness according to criteria analogous to those
employed to appraise fighter squadrons and infantry battalions. While the metrics naturally
differ, the principle is the same: a commander needs to know whether the force elements
assigned to him or her are mission capable (Stanton and Tilton 2020). CMF teams long suffered
from the general dearth of talent required to perform DoD’s expanding cyber missions, but
the services and the Command collaborated over time to expand training opportunities,
boost recruitment, and enhance retention rates. As a result, CMF attained foundational (C2)
readiness in 2024, and should be able to sustain that level even while expanding the force by
the 14 new teams slated to be operating by FY 2028 (Hartman 2025).4

WHERE IS USCYBERCOM NOW?

The prospect of a regional conflict precipitating U.S. military intervention recently became
real in the Twelve-Day War between Israel and Iran. The Chairman of the Joint Chiefs of
Staff publicly commended USCYBERCOM’s support to the Joint Force in this affair (Brown,
Blakely, and Dawber 2025). A future such contingency, especially in the Pacific, could be
more costly and drawn out. This possibility underscores the imperative to balance competing
resource demands between planning for contingencies versus engaging current threats that
are exploiting U.S. and allied systems today, all while sustaining a reserve for unexpected
events—like the Twelve Day War. There is no easy solution to this conundrum for Command
leaders. A good answer, therefore, is less a matter of striking the “right” balance, but rather
teaching the right people to ask the right questions—and ensuring they hear clear answers—
when the next crisis breaks.

USCYBERCOM might enjoy a measure of patience as it navigates the above dilemma. It
has successfully defended the military’s topline networks from penetration—no mean feat,
given the skills of adversaries (witness comparatively recent intrusions in other sensitive

4. Note that even CMF teams that are not deemed fully ready can and have detailed capable mission elements to reinforce
cyber operations led by other teams.
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networks, such as the Russian exploitation of several U.S. government systems via SolarWinds
software (Nakasone 2021; Konkel 2025)). The Command also played a role in negating the
online presence and appeal of terror groups such as al-Qaeda and ISIS—which ran a slick,
multi-national media empire only a decade ago (Nakasone 2020).

The long counter-terror fight in cyberspace illustrated a key aspect of USCYBERCOM’s oper-
ations. The Command has a comparatively light footprint in absolute terms. As a presence in
cyberspace, it is dwarfed by other U.S. government entities that perform communications
and security functions—and they in turn consume only a fraction of the data and bandwidth
used by the corporate search, IT, and social media giants (some of which sponsor activities
that more than resemble USCYBERCOM’s). The Command’s missions must therefore hit the
right targets in the right way. USCYBERCOM often has more impact by showing government,
industry, and allied partners where they can affect matters in cyberspace. The Command
became a locus for other people’s counter-terrorism actions, and has continued this oper-
ational pattern, where appropriate, in other missions. While it can act, it often enables by
prompting others, thus building collaboration and amplifying effects that partners have more
authority to deliver. Adversary malicious activity is hampered either way—which is the point
of persistent engagement.

USCYBERCOM is also working to grow the capacity of foreign allies and partners. This
effort proceeds on three levels. As noted, the Command’s persistent engagement approach has
garnered attention on several continents and is informing the ways in which various allies
build and task their own cyber forces (Pegram and Tinker 2025). Second, USCYBERCOM hosts
a growing allied presence in its operational discussions and exercises, learning from partners
as they learn from the Command, and practicing the sort of collaboration that could be crucial
in a future contingency (U.S. Cyber Command Public Affairs 2024). Finally, USCYBERCOM’s
cooperative “hunt forward” missions alongside host-nation teams on their national networks
contribute to their security while enabling the Command to capture new malware samples
and observe adversary tradecraft in the wild (Nakasone and Sulmeyer 2020). All three of
these examples of cooperation encourage and prompt a growing range of partners to work
more effectively to suppress common adversaries.

WHERE IS USCYBERCOM GOING?

USCYBERCOM is more capable than in 2018. It performs more missions faster, sustains its pace
longer, and more often makes opponents respond to its initiatives (rather than only responding
to theirs). Today it does everything it could do in 2018, and many things it couldn’t do then.
These changes occurred as a result of several factors, including leadership continuity, tactical
innovation, and operational flexibility. That innovation and flexibility should be viewed not
only as causes but as outcomes of the Command’s increased organizational maturity. They
also, however, bespeak larger constraints—or competitions for resources and focus—that may
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one day limit the Command’s potential capacity (Pomerleau 2025). The fact that the Command
has continually had to improvise suggests that cyberspace operations have long been seen as
exotic and risky—not to mention have consistently been under-resourced (by the calculations
of the Department’s own programming officials).

USCYBERCOM’s future remains hazy. If the Command is radically altered or even retired, its
functions will almost certainly have to be continued in different arrangements. Indeed, there
is no likely future in which the U.S. does not require military elements to sustain operations
in defense of Joint Force systems and U.S. interests in cyberspace.

If USCYBERCOM has a long future, it will continue to evolve with the dynamics of cyberspace
and changing threat pictures. Institutions can live longer if they adapt to their changing
environments and continue to demonstrate their value. USCYBERCOM’s effective capabilities
and successful functions will have to be employed—or re-created—in whatever organizational
construct performs military functions in cyberspace for the United States.
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Bring Cyber to the Tactical Edge: The Case for Decommissioning USCYBERCOM

Similar proposals for enhancements to USCYBERCOM have suggested a �SOCOM-like" model.

This would increase its authorities over the training, assignment, and career progression for

Service personnel involved in cyber operations, and also provide a separate system devel-

opment acquisition budget (Smalley 2022; Pomerleau 2025b). During the `war on terrorism'

era, Congress gradually increased USSOCOM authority over planning and conducting special

operations, directing the particulars of special operations training, and the acquisition of

tailored equipment (Panella 2025). Some of these were Title 10 authorities previously assigned

(and some perhaps still assigned) to the Services (USSOCOM 2025). Critics have argued that US-

SOCOM routinely violates the acquisition rules applicable to the overall military Department

with considerable impunity (Capobianco and Phillips 2018).

Unlike USCYBERCOM, however, USSOCOM provides a Theater Special Operations Command

(TSOCs) to regional COCOMs. TSOCs are �a sub-uni�ed command of the geographic combatant

command and the source of expertise in all areas of special operations [providing] the geo-

graphic combatant commander with a separate element to plan and control joint SOF in his

theater [and] ensure SOF capabilities are considered throughout the entire planning process

and that SOF are fully integrated into both peacetime and wartime planning� (USSOCOM

2025). USSOCOM can also provide to the COCOM joint special operations task forces (JSOTFs),

�quick reaction command and control elements that can respond immediately to regional

emergencies� (21). Of note is that the TSOCs are under the command (at least nominally) of

the geographic COCOM, not USSOCOM. A side note is that recruitment and retention might

actually be improved if cyber operations were under the aegis of USSOCOM, since cyber

operators would perceive themselves as part of a highly elite force�cyber SEALs, as it were.

Providing Theater Cyber Operations Commands (TCOC) under the command of the geo-

graphic COCOMs might be an e�ective way to bring cyber to the tactical edge�or at least to

COCOM headquarters. But this would of necessity entail a reduction of direct USCYBERCOM

control over cyber operations. Perhaps if USCYBERCOM is to be retained as an independent

entity, the model for its future organizational responsibilities should be that of U.S. Transporta-

tion Command (USTRANSCOM) rather than USSOCOM. USTRANSCOM provides a global-level

`strategic' service: the movement of joint forces into and within combat theaters for whichever

geographic COCOM requires this service. USTRANSCOM assets are operationally directed

by the geographic COCOMs. USTRANSCOM does not itself plan or engage in direct combat

operations within a speci�c region, but refers to itself as providing �enabling capabilities� 1.

Direct combat is the exclusive responsibility of the regional COCOM.

1. https://www.ustranscom.mil/
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CONCLUSION

Loosening "the One Ring to Rule them All" ?

Ultimately, the proposal to decommission USCYBERCOM, and recommission its elements in a

new con�guration, is based on three premises. First, a cybered war against a technological

peer/near-peer will not be fought exclusively within cyberspace as a �cyber domain.� It

will also be conducted by tactical units physically `closing with the enemy' (which might be

conducted at both short- and long-ranges). Second, the need for cyber warfare capability

embedded within units at the tactical edge is greatly increased by the nature of a future war

against a technologically capable enemy with a greater number of tactical units, under a high

level of electromagnetic warfare in which connectivity with headquarters is signi�cantly

curtailed. A third premise is that the priorities of individual COCOMs rarely match those

of their counterparts and thus set up di�culties in the supported/supporting concept that

supposedly ensures close trans-regional and trans-functional collaboration.

The third premise warrants further discussion. A noted (and perhaps natural) tendency of

individual COCOMs is to disregard the requirements of other COCOMs and tenaciously �ght

for every asset and dollar that they perceive as necessary to complete their own missions.

Inevitably, appetites outstrip supply, and intense mission focus a�ects collaboration. Each

COCOM wants to be the resource priority for the Pentagon. This a�ects functional as well as ge-

ographic COCOMs, and there is no reason USCYBERCOM is not immune to this desire�and the

inevitable consequences it brings. In theory, the Chairman of the Joint Chiefs and the Joint Sta�

would determine the allocation of resources (Lunkenbaugh 2025). However, each Combatant

Commander�including Commander, USCYBERCOM�has a direct, Congressionally-mandated

command relationship with the Secretary of War that, in many cases, will trump Joint Sta�

recommendations. This reality a�ects the relationship between the regional COCOMs and

USCYBERCOM. As an open source describes, this issue is �with limited resources what gets

the focus?...is Cybercom doing things that are of most interest to that combatant comman-

der or are they working on targets that are of less interest to them, but of more interest to

USCYBERCOM, which are typically CNMF targets� (Pomerleau 2025a).

Adding the three premises together with the assumption that future war�ghting will be

a multi-domain engagement against a technological near-peer carried out by necessarily

semi-autonomous units at the tactical edge, it is fair to ask whether the current USCYBERCOM

(to say nothing of an independent Cyber Force Service) is the optimal organizational structure

to ensure victory. Should there be a separate, independent USCYBERCOM or should tactical

cyber operations be embedded within the geographic COCOMs, with the `strategic level' CNMF

functions under USSTRATCOM or USSOCOM with their global mission responsibilities? Should

USCYBERCOM hold the `one ring that rules all' in cyberspace, or should those with `rings'

�ghting on the tactical edge determine the full use of non-kinetic as well as kinetic �res?
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To some extent, this is the debate already occurring over questions of cyber force generation

and employment. Yet this debate is conducted through proxy arguments that ignore what

may be the unacknowledged elephant in the room, namely, USCYBERCOM. It is well worth

asking if this command is still �t for mission and, if so, whether more traditional models for

providing forces to other geographic and functional combatant commands would be more

e�ective in bringing military cyber to the tactical edge.
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The essays in this volume collectively address a wide range of questions related to the debate
about force generation and employment in cyberspace. Among the authors, there is a near-
universal consensus that the status quo could—and should—be improved in meaningful
ways. The overarching sentiment that major changes are needed is widely shared. However,
the diagnosis of the problem and the remedies o�ered vary dramatically.

We first take stock of where the arguments and evidence presented within the pages of
this special issue lead us by focusing on two key dimensions of debate:

(1) How di�ering perspectives of the cyberspace-as-domain question shape views about
force generation and employment decisions; and

(2) What timing considerations and risks associated with di�erent proposals imply about
the costs and benefits of incremental versus radical change.

We then identify enduring challenges that nearly all proposals must wrestle with regarding
the perennial competition for talent, defense of the homeland, and relationships with cyber
intelligence organizations. Finally, we conclude by outlining directions for future work on
these critical topics.
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WHERE DOES THE DEBATE LEAD US?

The array of options presented in this special issue o�er policymakers much to consider and
promising ideas to work with. Across the articles, we identified two key issue areas that help
make sense of the di�erent assumptions at work and the trade-o�s involved: the question
about cyberspace as a domain, and the question of timing surrounding reforms.

The Domain Question

Despite the lack of consensus on what cyberspace fundamentally represents, it is clear that it
constitutes a multi-faceted, highly-dimensional problem space. When considering the future
of force generation and employment, di�ering (and sometimes conflicting) proposals are
heavily influenced by the perspectives and assumptions of their proponents. Is it a military
domain pure and simple, a domain with special distinctions, or something else, such as a
ubiquitous substrate? The intent of asking these questions is not to rehash longstanding fights
about the definition or meaning of cyberspace. Rather, the answers one gives are significant
because they connect to the core questions at the heart of this special issue.

By and large, authors tended to adopt, implicitly or explicitly, a singular view of cyberspace.1

These views, in turn, seemed to exert a great deal of influence on the proposed solutions. At
the risk of oversimplification, the more that a given author or authors saw cyberspace as
unique, the more radical their proposals were relative to the status quo. In contrast, those
who believed cyberspace is essentially a warfighting domain—albeit one with distinctive
characteristics—tended to advance solutions that were more evolutionary in nature.

It is worth considering the possibility that cyberspace is many things at once—a domain of
warfare, a domain of near-constant competition, and a globally ubiquitous societal substrate.
When it comes to a hot war, the reality is that cyber is essential to the fight. In addition to
supporting kinetic operations, it has its own independent e�ects on the battlefield. It is also the
case that each of the armed services has long relied on cyberspace and digital infrastructure
for essential functions and kinetic operations, rendering it distinct from more traditional
domains. To complicate matters, there is a substantial amount of cyber activity that occurs
in peacetime and during state-on-state competition, below or orthogonal to the traditional
threshold of conventional armed conflict.

By privileging one of these perspectives over the others, decision-makers may inadvertently
constrain the decision space and fail to fully accommodate the variety of environments and
missions in which cyber is employed. It remains an open question whether cyber in war
requires di�erent organizational constructs and force employment mechanisms than those
used in relentless cyber warfare among states outside armed conflict. Tangredi, for example,

1. This reflects how much of the literature handles the cyberspace as a domain question. See, for example, Demchak (2022),
Fischerkeller, Goldman, and Harknett (2022), Healey (2013), Lynn (2010), and Rid (2013)
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o�ers an interesting and provocative organizational solution: to give combatant commanders
control over cyber operations and assets needed in the event of armed conflict within their
geographic theaters, and let U.S. Cyber Command (USCYBERCOM) handle the daily ongoing
national mission set. And yet, even the adoption of this proposal would not alleviate the
reality that services would still need their own indigenous capabilities to remain operational,
another testament to the multifaceted nature of cyberspace. Either way, it is imperative that
proposals for organizational reform or replacement su�ciently address the many faces of
cyber operations.

The Timing Question

A second key strategic challenge consistently highlighted in this special issue pertains to
timing. For those interested in more radical change, two questions that must be addressed
more comprehensively are the time required to implement significant change and the vul-
nerabilities that may arise during the transition. For example, how feasible is it to create a
new cyber service or a digital command without exposing the United States and its allies
to unacceptable risk in the process? In other words, even if one accepts these proposals as
sound, there remains the thorny question of how to implement them with su�cient urgency
and speed to deny adversaries the ability to exploit the transition. USCYBERCOM was created
over 15 years ago, and it has taken many years for the Command to develop the operational
capacity it has today. To paraphrase Francis Bacon—courtesy of Warner and Goldman in this
special issue—the cure shouldn’t be worse than the disease.

It is equally important not to let those advocating for more incremental change o� the
hook. If radical transformation introduces risks, taking only smaller steps comes with its own
challenges. Timing issues manifest di�erently here. Rather than determining how best to
bridge the gap between radical change and e�ective implementation, the evolutionary camp
must explain how to address known, longstanding problems before the threat environment
degrades further or adversaries preempt the small improvements, rendering reforms too
little, too late. If necessary reforms to USCYBERCOM or the nation’s cyber force generation
take years or longer to materialize, it could always be argued in retrospect that the potential
disruption caused by more radical change would have been more timely and worthwhile—so
long, of course, as those solutions would have actually fixed the underlying issues.

The complexity of strategic timing risk opens the possibility for interesting policy choices
and unusual bedfellows. In theory, someone could intellectually align with the evolutionary
camp and yet support radical change based on a practical assessment that their preferred
option – incremental change – incurs too much risk by taking too long due to a lack of
bureaucratic urgency. Alternatively, one may believe that radical change is warranted but
seek to mitigate disruption risk by ultimately supporting incremental change as the least
bad option in a highly dynamic geopolitical environment. Either way, both policymakers
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and analysts must compare and contrast proposed reform solutions and the risks associated
with the speed or delay of enacting them to ensure more favorable outcomes for cyber force
generation and use.

ENDURING CHALLENGES AND OPPORTUNITIES

Moving beyond the underlying assumptions about the fundamental nature of cyberspace
and the timing risks of incremental versus radical change, the articles in this special issue
speak to several enduring challenges that any viable solution must address.

First, there is the seemingly relentless talent shortfall. Competition for high-end cyber talent
is fierce. The U.S. military is competing with a vibrant private sector. One key question arising
from this special issue is whether and how the proposed force generation and employment
models help on this front. It is often and reasonably posited that a separate service, whether
an independent cyber force or a full-fledged department, will help recruit and retain new
talent (Lonergan and Montgomery 2024). If prospective recruits see a professional cyber
community they want to be part of, with a mission focused on achieving outcomes they care
about, they may be more likely to sign up. Or perhaps prospective recruits might be more
attracted to and more likely to be retained in military service if USCYBERCOM more e�ectively
marketed the intriguing and compelling aspects of its missions and overall impact. The same
applies to the services’ recruitment and career management, which could more e�ectively
engage cyber warfighters by clarifying doctrine and delegating cyber power to the tactical
edge (Lawrence 2025). In any scenario, critically, the organizational culture must be a fit.
Comparative analyses that address these talent-related issues would be valuable.

Second, there is the question of the home front. In any war involving the U.S., one of the
primary means by which an adversary would try to reach out and touch the homeland
is through widespread digital disruption of critical infrastructure (O�ce of the Director of
National Intelligence (ODNI) 2023). There is debate about the likelihood and feasibility of
this. Regardless, the U.S. must prepare for this possibility. This raises di�cult questions about
how to draw appropriate lines between externally facing entities, such as the military and
the intelligence community, and those that are internally facing, such as the Department of
Homeland Security and law enforcement. Additionally, there are the challenges and opportu-
nities involved with public organizations interacting with, relying on, and perhaps delegating
some missions to the private sector, which controls key resources and employs much of the
critical talent needed to defend the homeland. Understanding how reforming or replacing
the existing model of military force generation and employment will enhance or detract from
the ability to coordinate with domestically focused agencies and commercial actors is critical.
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Third, the perennial question of intelligence remains (Lindsay 2025). Debates about whether
the U.S. needs a separate cyber service or whether e�ective reform is possible do not neces-
sarily imply that the so-called dual hat arrangement—in which the director of USCYBERCOM
also directs the National Security Agency (NSA)—must disappear (Chesney 2020; Sulmeyer
2017). But for some of the proposals, including the more radical suggestions to decommission
USCYBERCOM or build out a new digital command, the thorny issue of how to partner with
NSA and deconflict where necessary is incredibly important. The prospect of a separate cyber
service has significant implications for NSA and the broader dynamics of cyber intelligence.
At present, USCYBERCOM and NSA are increasingly assuming responsibility for key aspects
of training previously handled by the armed services. If a separate cyber service is created, it
will raise questions about how to resolve new tensions between these organizations.

ENVISIONING THE FUTURE(S)

A key strategic challenge for shaping the future of cyber force generation and employment is
to carefully consider what happens next. Providing the rationale for one choice or another
requires more than just fixing what is broken today. It also requires explaining how the
proposed fix is expected to adapt to an uncertain future, such as a world of more authoritarian,
competently digitized, and hostile states. Future research is needed on a range of questions,
from how military bureaucracies cope with organizational and technological change to how
to more e�ectively allocate limited resources and responsibilities in the event of war.

In the context of the military bureaucracy, does a separate cyber service ease or aggravate
turf battles? Does a new cyber service, or a more empowered USCYBERCOM, cause the Army,
Navy, Marines, Air Force, and Space Force to abandon cyber, or, conversely, do they invest in
whatever service-specific cyber talent they must retain? If there were no USCYBERCOM, would
the remaining combatant commands be more or less e�ective in acquiring the specialized
cyber talent they need from the existing services?

Then there are questions about emerging technologies and the allocation of scarce resources
during future warfare. Does an expanded USCYBERCOM or a new cyber service struggle as the
traditional services redirect resources, recruitment bonuses, and talent to artificial intelligence
(AI)? What visions of the future occupy the minds of military and civilian decision-makers
likely to enact these policies? How do these proposals provide a feasible and future-proof
operational response to unknown developments in robotics, AI, and quantum technologies?
Choose wrong, and American competition, deterrence, and warfighting could all su�er.

Taken together, the contributions in this special issue make one point unmistakable: the U.S.
cannot a�ord to treat cyber force generation as a technical afterthought or a bureaucratic
reshu�e. It is a strategic choice about how it will fight, compete, and endure in an environ-
ment where the domain, the battlefield, and broader society are increasingly intertwined
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in cyberspace. Whatever policymakers ultimately opt to do, delay and drift are themselves
decisions—and ones that will be exploited by capable adversaries and paid for in lost talent,
fragile partnerships, and vulnerable infrastructure. The task now is not to wait for a perfect
design, but to move deliberately toward resilient arrangements that can evolve, absorb shocks,
and integrate public, private, intelligence, and military strengths faster than rivals can pull
them apart.

There are no risk-free options on the table. Radical change invites temporary vulnerability,
while incrementalism invites a lack of needed urgency and potentially long-term obsolescence.
However, the collective wisdom in this special issue makes it clear: the current model is
under internal strain and external threat. We must move beyond admiring the problem to
implementing solutions that survive contact with the future. Time is the one resource we
cannot generate, and our adversaries are not waiting for us to finish the debate.
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