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EDITORIAL

Widening the Aperture: A Global Perspective
on Cyber Resilience of Critical Infrastructure

Patrick J. Davis*

Army Cyber Institute, West Point, NY, USA

The cyber defense of critical infrastructure is a national security imperative. The articles
in this special issue of The Cyber Defense Review focus on cyber resilience and examine its
role in enabling global power projection. Adversaries actively target, and have successfully
infiltrated, the information technology (IT) and operational technology (OT) systems that
underpin all sectors of critical infrastructure. In the United States, Presidential Policy Directive
21, issued in 2013, emphasized the importance of resilience—the ability of critical systems
to recover quickly from threats ranging from cyberattacks to natural disasters. It identified
sixteen sectors whose assets are considered so vital that their incapacitation would have "a
debilitating effect on security, national economic security, national public health or safety." The
directive’s core tenets still underscore modern approaches to building resilience: unity of effort
across levels of government and between sectors, risk-based management of vulnerabilities,
and effective cross-border information sharing.

Critical infrastructure is a fundamental necessity for sustaining human health and safety;
defending it against adversaries who play by different rules requires "whole of society" strate-
gies and carefully engineered defenses that draw from multiple disciplines. Knowing that
we heavily depend on the services provided by our complex, interconnected, and digitally
vulnerable infrastructure, we must plan to fight through disruption when key systems are
inevitably compromised or degraded. If necessary, we must also know how to operate and
survive in analog mode. Additionally, due to the pervasive nature of the global threat and
the spread of advanced technology, we must transition from a narrow focus on domestic

* Corresponding author: patrick.davis@westpoint.edu

Disclaimer: The views expressed in this work are those of the author(s) and do not reflect the official policy or position of
their employer(s), the U.S. Military Academy, the Department of War, the U.S. Government, or any subdivisions thereof.
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coordination to one that embraces international collaboration. While the focus of this is-
sue is rather U.S.-centric, we posit that the challenges and implications are applicable in
global contexts. Major international alliances already acknowledge the defense of critical
infrastructure as a technical imperative. The North Atlantic Treaty Organization (NATO), the
European Union (EU), the Quad (India, Japan, Australia, and U.S.), and AUKUS (Australia,
United Kingdom, and U.S.) are seeking to establish technical interoperability standards to
protect the digital ecosystem underpinning energy grids, transport, and military logistics—a
landscape characterized by the convergence of IT and OT, where defense is often hampered
by incomplete visibility and authority gaps at jurisdictional boundaries and civil-military
seams.

NATO has long recognized that cyberattacks on the critical infrastructure of a member
nation could trigger Article 5. The alliance is operationalizing this concept by treating civilian
energy and transport networks as dual-use military assets requiring active defense. They
launched the NATO Integrated Cyber Defence Centre (NICC) and updated their Cyber Defence
Pledge to focus on resilience by design. Rather than merely patching vulnerabilities, the al-
liance is driving member states to adopt federated data-sharing mechanisms that allow for the
real-time exchange of threat intelligence without exposing the proprietary commercial data of
private operators, who own the vast majority of this infrastructure. The EU-NATO Task Force
on Resilience of Critical Infrastructure conducted technical assessments on the vulnerabilities of
cross-border and cross-sector dependencies, acknowledging, for instance, that a cyberattack
on a port management system in one country can create a logistical bottleneck that grounds
NATO reinforcements in another. The Task Force also seeks to harmonize cyber resilience
standards across the EU’s NIS2 Directive and NATO’s defense requirements to eliminate secu-
rity gaps, such as those affecting transnational pipelines and undersea fiber optic cables. In
the Indo-Pacific, the Quad is working on establishing common software security standards,
improving threat information sharing, and addressing vulnerabilities in global supply chains
for critical technologies like semiconductors. The Quad’s Senior Cyber Group is focused on
reducing reliance on high-risk suppliers for components like 5G hardware and Supervisory
Control and Data Acquisition (SCADA) systems. Simultaneously, the AUKUS Pillar II initiative
is developing and fielding advanced capabilities to protect critical communications networks
and infrastructure.

Artificial intelligence (AI) can enhance the detection of dormant intrusions within OT net-
works, where pre-positioned adversaries live off of the land, sometimes for years, prepared
to cause disruption when activated. Defending against this threat requires complete visibility
of OT assets. In September 2025, the U.S. Cybersecurity and Infrastructure Security Agency
(CISA), the Federal Bureau of Investigation (FBI), and the UK’s National Cyber Security Center
(NCSC), alongside international partners, issued joint guidance prioritizing the creation of a
"Definitive Record" for OT assets. It encourages operators to transition to dynamic automated
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asset inventories, which enable full-scope environment monitoring for operational discrep-
ancies, unauthorized changes, or insecure configurations. Crucially, this Definitive Record is
also a prerequisite for enforcing technical standards and adapting Zero Trust principles to
the OT environment. This is a complex undertaking; security solutions cannot add latency
or overhead to sensitive cyber-physical processes and legacy industrial controllers cannot
support computationally heavy authentication protocols or security enhancements. Instead,
the focus must be on native device security, strict network micro-segmentation, and rigorous
identity governance to contain lateral movement and prevent cascading failures.

As geopolitical tensions increase, cyber defenses are stress-tested daily in theaters like
Ukraine, where kinetic warfare has converged with cyberattacks on civilian critical infras-
tructure. The current security environment is distinguished by the unprecedented pace at
which emerging technologies are being weaponized. Autonomous systems, AI, quantum
computing, and distributed ledger technologies are poised to change entire industries and are
already altering the calculus of defense. Paradoxically, these technologies are force multipliers
for both attacker and defender; threat actors can use AI to enhance and automatically execute
phases of the cyber kill chain, while defenders can sift through large heterogeneous datasets
in real-time and better detect and respond to anomalies. While the frontier of how these
emerging technologies are used in civilian and military contexts is constantly expanding, the
strategic importance of data is unchanged. Data serves as the foundational digital substrate
upon which these systems operate and are secured. The integrity of AI training data, oper-
ational data, and the encryption standards that secure them are paramount. Here, there is
work to do to protect against new attack vectors, and to prepare technology environments
for a post-quantum future.

This special issue explores different techniques and practical applications of cyber resilience
across high-stakes sectors. Our contributors examine vulnerabilities in healthcare, energy,
water and wastewater, and transportation system sectors. While this issue does not include a
deep-dive technical analysis into every sector—only addressing Energy in part and omitting
especially critical sectors including Financial Services and Food & Agriculture—this does not
diminish their importance. Indeed, sectors like Finance have long established mature re-
silience models through Information Sharing and Analysis Centers (ISACs) and public-private
partnerships that other sectors would do well to emulate. The necessity of a systemic "whole
of society" approach is central to the March 2023 recommendations from CISA’s Resilient
Investment Planning and Development Working Group. The report urges the government to
take an integrated approach to federally-funded research, development, and innovation to
move beyond siloed defenses to address the cascading dependencies of modern infrastruc-
ture. Today’s threat landscape suggests that smart, coordinated investment in cyber defense
research and development is now a shared global imperative.
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Many of the insights presented in this issue are transferable across sectors and borders.
Scholars and practitioners working in the cyber and critical infrastructure domains may
find value in engaging with known gaps, assessing the efficacy of established operational
frameworks and strategies, and considering how these might continue to evolve in theory and
practice. The sophistication of our technical architectures cannot outpace the capability and
capacity of the cyber workforce that is charged with defending them. Moreover, even the most
advanced systems will fail without a foundation of trust—the essential cohesive that enables
public-private partnerships and international alliances to function at speed. Consequently, the
defense of critical infrastructure remains, at its core, a human endeavor. When AI agents can
autonomously conduct cyberattacks and generate cascading effects, they easily exceed the
protection afforded by traditional human-scale cyber defenses. We are now forced to grapple
with an uncertain future caused by the proliferation of agentic AI, making it necessary to
consider how the capabilities of human teams and global alliances can be enhanced by AI
teammates. Securing this future requires a dual evolution: the rapid integration of innovative
security technologies into our defensive architectures, and the deepening of the human trust
that remains our most asymmetric advantage.
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EDITORIAL

Cyber Resilience and Power Projection
Introduction to Volume 10 Issue 2

Karen Guttieri*

Janos LLC, Palo Alto, CA, USA

The assumption that the United States homeland is a sanctuary from attack no longer holds.
Americans now depend so deeply on cyber-enabled IT and OT systems that rivals—whether
strong or weak—can reach directly into the infrastructures that support U.S. military power
and social stability. What once appeared to be distant “away-game” contests now routinely
materialize at home: within the systems of military installations, logistics networks that sustain
readiness, and civilian systems on which mobilization depends. These intrusions do not
resemble declared hostilities. Instead, they unfold as hybrid campaigns marked by ambiguity:
state-directed actors working through criminal proxies, covert exploitation disguised as
routine network activity, and operations deliberately crafted to obscure attribution and intent.

The Jack Voltaic research program, launched by the Army Cyber Institute in 2016 (ACI,
n.d.), anticipated these dangers by exposing civil–military interdependencies and highlighting
how disruptions to local utilities, ports, and emergency services can cascade into operational
effects. Jack Voltaic exercises demonstrated that resilience is a socio-technical practice: it
must be rehearsed, shared, and built across critical infrastructure and government sectors.
This special issue extends that lineage as interdependencies grow more consequential and
adversaries exploit them with increasing sophistication.

* Corresponding author: kguttieri@icloud.com

Disclaimer: The views expressed in this work are those of the author(s) and do not reflect the official policy or position of
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WHY THIS SPECIAL ISSUE, WHY NOW?

Recent incidents show that competitors are already shaping the domestic battlespace by
pre-positioning inside the critical infrastructure that supports force projection.

Chinese-sponsored Volt Typhoon access persisted for years inside networks around U.S.
military installations (Lewis 2023). In August 2025, the FBI warned that Russia’s Federal Secu-
rity Service Center 16 had been detected collecting data from networking devices in multiple
U.S. critical infrastructure sectors (FBI 2025). Such activities are troubling because the Army
relies heavily on off-post utilities, logistics networks, and communications systems it does
not control. As Lt. Gen. Maria Barrett observes in her Senior Leader contribution to this issue
"Resilient Dependencies: Preparing to Fight Through Cyber Disruption", Army resilience involves
dependencies “in ways few understand well enough to sufficiently advise commanders on
risk to mission.”

From the state-level perspective, Michaela Lee shows that the civil domain is contested
not only because adversaries pre-position there, but because the U.S. lacks any functioning
coordination architecture to defend the civil–military seam. Installations depend on state-
regulated utilities, locally managed water systems, and privately operated transportation
networks, yet there is no mechanism to align authorities or information sharing across these
boundaries. Adversaries target this civil-military seam not only for espionage or profit, but
for strategic leverage—for latent power they can activate during crisis.

Together, these military and civilian perspectives capture a strategic inflection. The logic of
nuclear deterrence encouraged great powers to avoid direct contact for fear of catastrophic
escalation. Cyberspace, by contrast, creates incentives for continuous contact—probing, ex-
ploitation, and positional maneuver below the threshold of armed conflict (Fischerkeller,
Goldman, and Harknett 2022). As a Russian diplomat observed in 2021: “The war [in cy-
berspace] is underway and unfolding very intensively” (Tass News Agency 2021). If this is
true—and the evidence suggests it is—then deterrence in the traditional sense has already
failed. The U.S. cannot rely on being untouchable; it must be prepared to operate in an
environment where intrusion, not abstention, is the norm.

Much of the vulnerability stems from the same technological sophistication that has given
the United States its military advantage. Today, the ability to project power is inseparable from
cyber-reliant IT and OT systems. Mobility, logistics, command and control, energy distribution,
transportation networks, telecommunications, and even municipal water depend on digital
infrastructure that adversaries can—and demonstrably do—touch in peacetime. U.S. doctrine
captures these interdependencies through Mission-Relevant Terrain in Cyberspace (MRT-C),
which recognizes that systems essential to mission success often lie outside military control
(Joint Chiefs of Staff 2018). Because the infrastructures that enable action are already contested,
whole-of-nation resilience has become a decisive factor for credible power projection.
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REFRAMING CYBER RESILIENCE

Cyber resilience is widely invoked but unevenly understood, in part because it fuses two
concepts—cyber and resilience—that each carry different meanings across communities
(Dupont et al. 2023). NIST’s (2021) widely cited definition emphasizes preparation, absorption,
recovery, and adaptation. This framework is influential, but in practice it is often interpreted
through a static, technocentric enterprise-risk lens. By contrast, the UK Government (2022)
Resilience Framework emphasizes anticipation, prevention, and whole-of-society responsibil-
ity. These different emphases reveal deeper cultural and strategic assumptions about what
resilience is and how it should be practiced.

In my framing article for this project (Guttieri 2025), I argued for a dynamic conception
of resilience as a practice—an operational logic rather than a steady state. Civilian and
corporate actors typically understand resilience as maintaining operations or managing risk
through measures such as shifting workflows, pausing services, or relying on backups. Military
forces operate under different constraints: whether they can pause depends on the threat
environment and mission requirements. In contested or degraded conditions, any pause
risks losing tempo or initiative, so their resilience logic centers on sustaining action through
disruption. This logic is already visible in routine practice. Units may shift logistics convoys to
manual procedures when automated systems degrade or fail. Communications teams may
improvise alternative pathways when automated routing collapses. Cyber defenders can
exploit adversary errors, as occurred during the disruption of the TrickBot botnet in 2020.
Together, such adaptations illustrate a military conception of resilience rooted in fighting
through disruption, adapting in contact, and preserving initiative. The U.S. must signal to
adversaries and allies alike that power projection remains credible even under sustained
cyber pressure.

Reframing resilience for cyber competition requires moving beyond traditional notions of
resilience as robustness (hardening) and rebound (restoring normal operations). Scholars
such as David Woods and Chris Demchak illuminate why. Woods (2015) emphasizes grace-
ful extensibility—the capacity to stretch performance at system boundaries—and sustained
adaptability, the ability to reorganize across cycles of stress. When a cyberattack disrupts
automated scheduling at a rail yard, the ability of logistics teams to shift rapidly to manual
dispatch—improvised yet sufficient to preserve deployment tempo—is an example of graceful
extensibility. When civil–military exercises such as Jack Voltaic or Cyber Yankee reveal weak
points and prompt procedural changes in subsequent cycles, the organizations involved
demonstrate sustained adaptability. Demchak (2021) complements this perspective by under-
scoring the importance of slack in time, collective proactive arrangements, and opportunities
for action—the temporal and organizational maneuver space essential for preventing cascad-
ing failure. These insights resonate with the experience of Ukraine, which has had to mobilize
and fight from an already degraded baseline (President’s Council of Advisors on Science
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and Technology 2024). Ukraine’s distributed adaptation under relentless cyber, kinetic, and
disinformation attacks demonstrates that resilience often emerges not as the preservation
of normalcy but as the capacity to act, reorganize, and maintain initiative despite systemic
disruption. As Gen. Barrett argues, “time is ammunition,” and commanders must assume
disruption as the baseline rather than a deviation.

CURATING A VIEW OF CYBER RESILIENCE AND POWER PROJECTION

The contributors to this special issue collectively push toward a more meaningful construct
of cyber resilience while acknowledging the dilemmas that emerge in practice. This special
issue begins with the domains where cyber defense is enacted—the sectors, technologies,
and missions that must be protected—and gradually transitions toward the human and
institutional systems that enable preparedness, coordination, and learning. By following this
progression from practice to capacity, the issue traces a continuum of readiness, showing
how the defense of critical infrastructures depends not only on technological innovation but
also on education, governance, and collaboration across boundaries.

Sector-Specific Resilience

The opening section, Sector-Specific Resilience, grounds the reader in the operational realities
of cyber defense. These contributions illuminate how vulnerabilities manifest in different
infrastructures and how innovation can both strengthen and complicate resilience efforts.
Pavlova and Albert’s “Defending Health Security: Securing Healthcare Infrastructure against
Ransomware” advances a novel “cyber health security” framework, positioning healthcare
protection as an essential component of national defense and examining how ransomware
attacks threaten both societal stability and public trust. Artusy’s paper “Autonomous Vehicles in
Critical Infrastructure: Technologies, Vulnerabilities, and Implications” explores how advances in
artificial intelligence and sensor fusion transform transportation systems while introducing
new ethical and cybersecurity dilemmas for both civilian and military applications.

Operational and Strategic Framing

The second section, Operational and Strategic Framing, zooms out from specific sectors to
the systemic level of coordination, command, and policy. McNatt, Yoo, Welte and Sinclair’s
"Pulling the Thread: A Campaign Approach to Mission Thread Defense of Force Projection" exam-
ines how ARCYBER is redefining defensive cyberspace operations through a mission-driven
campaign model, highlighting the interdependence between logistics, force mobility, and
cyber readiness. Janosek’s "Toward a Global Framework for Cyber Threat Intelligence Sharing"
complements this view from a governance perspective, underscoring how international legal
frameworks and data privacy regimes must evolve to support secure, ethical, and interopera-
ble information sharing among allies and partners. Finally, Dempsey and Grotto’s "Ensuring
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the Cyber Resilience of Critical Infrastructure Serving Domestic Installations: Questions for Senior
Leadership" examines the defense sector’s dependencies on contractor-operated systems,
calling for clearer standards and procurement clauses to secure operational technologies
vital to Department of War installations. Together, these contributions articulate the strategic
dimension of resilience—one grounded in trust, policy alignment, and mission continuity.

Exercising Resilience

Building on these operational insights, the third section, Exercising Resilience, turns to the re-
hearsal of preparedness—the practices through which defense capabilities are tested, learned,
and strengthened before crises occur. Lohmann and Brown’s "Voices from Cyber Yankee:
Lessons for Strengthening Critical Infrastructure Cyber Protection" offers a practical reflection on
interagency coordination during regional military–civilian exercises. Schwartz and colleagues’
"Access Denied and Sector Down: Introducing Resilience Games for Critical Infrastructure Pre-
paredness" introduces resilience games—serious games with wargaming elements—to explore
systemic vulnerabilities through participatory simulation. Finally, "Preparedness Wargaming
for Critical Infrastructure Resilience: Taiwan Digital Blockade Wargame" by Vogt, Kollars, and
Poznansky extends the discussion to a geopolitical theater, illustrating how scenario-based
exercises can inform national and allied resilience strategies in times of conflict. These contri-
butions demonstrate that readiness is cultivated not only through technology, but through
iterative learning, collective rehearsal, and trust-building across institutions.

Educating and Empowering the Workforce

Last but not least, Educating and Empowering the Workforce closes the issue with a forward-
looking focus on human development—the continuous investment in skills, partnerships,
and education that sustains national resilience. Chance, Franke, and Zwarg’s "Strengthening
Cyber Resilience by Building Critical Infrastructure Communities: the C-CIC Pilot Study" brings a
sociotechnical perspective, exploring how intentional online networks can foster trust and
mutual support among infrastructure operators. Hauptman’s "A Human-AI Teaming Approach
to Closing the Talent Gap in Critical Infrastructure" proposes practical questions to assess the via-
bility of integrating AI teammates into infrastructure teams, offering a human-centered design
perspective on automation and workforce augmentation. Nti Asare, Shackelford, Chun, and
Powazek’s "Protecting Communities while Training Future Cybersecurity Professionals: Lessons
from the Consortium of Cybersecurity Clinics" examines how the rapid expansion of cyberse-
curity clinics is transforming education into a direct instrument of resilience, connecting
students, professionals, and communities through hands-on engagement with real-world
cyber challenges. These papers affirm that technological advancement must be matched by
educational innovation and sustained human capacity-building.
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RESILIENCE TRADEOFFS

Taken together, the contributions in this issue surface a pattern that may not be immedi-
ately apparent when reading each article in isolation: resilience practices carry costs and
expose structural tensions. As systems become increasingly interconnected, automated, and
civil–military in nature, strengthening resilience requires navigating cross-cutting pressures
that recur across the special issue.

Efficiency vs. Slack

Optimization and automation improve steady-state performance but compress the temporal
and organizational margin needed to maneuver through disruption. Artusy shows how AI-
enabled transportation systems accelerate decision-making and tightly couple infrastructure,
increasing brittleness when anomalies cascade. Schwartz and colleagues reveal through
virtual exercise environments that rapid disruptions can quickly outpace organizational
absorption capacity, while Lohmann’s analysis of the Cyber Yankee exercise exposes how
high-tempo conditions reveal coordination gaps across agencies. Optimized civilian life-
lines—transport schedules, utilities, emergency-response processes—operate efficiently in
steady state but often lack the buffer required for mobilization under cyber duress. These
findings highlight that resilience requires restoring that maneuver space, whether through
redundancy, practiced improvisation, or deliberate slack.

Interdependence vs. Exposure

Civil–military and cross-sector dependencies create operational leverage while simultaneously
expanding the pathways adversaries can exploit. Resilience demands governance architec-
tures capable of managing dependency risk across the civil–military ecosystem. McNatt and
colleagues show how mission-thread analysis maps dependencies that create friction in
mobilization and identifies where anticipatory slack is required. Dempsey and Grotto identify
governance gaps in the OT systems that support domestic installations; because most MRT-C
is civilian-owned, the Department of War (DoW) often lacks visibility into vendor practices or
the authority to enforce resilience standards. Vogt’s Taiwan blockade scenario highlights how
partners differ in authorities, thresholds, and tempo, creating seams adversaries can exploit.
Janosek demonstrates that cyber threat intelligence sharing creates structural interdependen-
cies that are essential for early warning but widen organizational attack surfaces.

Our Senior Leader Perspectives echo these vulnerabilities: Gen. Barrett notes the Army’s
reliance on civilian utilities, logistics networks, and communications systems outside DoW
control, while Lee highlights how fragmented authorities complicate coherent whole-of-
government response.

10 | THE CYBER DEFENSE REVIEW



K. Guttieri

Information Sharing vs. Sovereignty and Control

Timely information sharing enhances situational awareness but is constrained by legal
authorities, jurisdictional boundaries, and sovereignty concerns. These constraints are not
simply bureaucratic obstacles; they shape what organizations can see, share, and act upon
during fast-moving crises. Janosek shows how cross-border CTI sharing faces privacy rules,
liability concerns, and jurisdictional limits. The Taiwan Digital Blockade Wargame and the
Cyber Yankee experience illustrate how classification regimes, authorities, and policy barriers
can impede rapid sharing among agencies and partners. Domestic seams—municipal, state,
federal, and DoW—create similar friction as organizations operate under different legal
regimes. Jack Voltaic repeatedly revealed these challenges: agencies often held fragments of
the operational picture but lacked mechanisms to exchange them quickly under stress. These
patterns demonstrate that resilience requires controlled permeability across institutional
boundaries—trust, authorities, and governance arrangements that enable lawful, rapid,
interoperable flows of information.

Human Capability vs. Investment

Human judgment, trust, improvisation, and shared mental models provide the deepest reser-
voir of adaptive capacity, but developing and maintaining these qualities requires sustained
institutional investment. Chance, Franke and Zwarg show how trust networks create “cogni-
tive slack” that enables rapid coordination. Nti Asare and colleagues highlight cybersecurity
clinics as a model for distributed human capacity, but these depend on sustained institutional
support. Hauptman argues that the cyber talent gap has itself become a national-security
risk and explores how human–AI teams may expand cognitive bandwidth while introducing
new risks of bias, opacity, and reliance on proprietary systems. Schwartz and colleagues
emphasize the importance of iterative rehearsal and safe-to-fail experimentation for sustained
adaptability. The Jack Voltaic series reinforced that such capacities cannot be improvised
during crisis and instead must be developed through sustained, repeated engagement. The
planning of the exercise is as important as the exercise itself, yet many busy managers fear
they cannot spare the time required for thorough preparation.

THE JACK VOLTAIC LINEAGE

As noted, the Army Cyber Institute’s Jack Voltaic series1 (ACI, n.d.) opened dialogue on
civil–military interdependencies and how cyber disruption to local utilities, ports, and emer-
gency services could cascade into national-level effects on mobilization.

This special issue extends the Jack Voltaic lineage in several key ways:

1. https://cyber.army.mil/Our-Work/Jack-Voltaic/
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(1) Operationalizing resilience. Mission-thread analysis, MRT-C, and governance reform
translate resilience into doctrine, authorities, and planning.

(2) Socializing resilience. Cyber clinics, communities of practice, and cross-sector exercises
demonstrate how resilience must be cultivated, not presumed.

(3) Expanding resilience. Sector-specific analyses push beyond technical continuity toward
societal stability, human security, and coalition cohesion.

Across these contributions, a model emerges: resilience for power projection requires
extensibility, adaptability, and shared responsibility across military, civilian, and private
partners. Authors emphasize practical mechanisms that build these capacities, including:

• Installations as regional resilience hubs
• Mission-thread analysis for anticipating friction before crisis
• Social capital as a resilience multiplier
• Exercises and clinics for generating learned adaptability
• Governance and contracting reforms for securing MRT-C
• Controlled permeability mechanisms for lawful, rapid information sharing across juris-
dictions and sectors
• Human–AI teams for expanding cognitive and operational capacity
• Whole-of-society engagement for distributing resilience across communities

Together, these elements form a strategy for contested mobilization—preserving operational
freedom of action in an environment where adversaries seek positional advantage long before
a crisis materializes.

CONCLUSION: RESILIENCE AS AN OPERATIONAL IMPERATIVE

Across the contributions in this issue, resilience emerges not as a checklist or static attribute but
as a practice shaped by structural tensions. Robustness and efficiency harden systems against
expected conditions yet risk brittleness when disruptions exceed design assumptions. Exten-
sibility and adaptability enable maneuver under stress but require slack, redundancy, and
organizational diversity. These dilemmas are evident throughout this issue: automation com-
presses slack; interdependence widens exposure; information sharing is constrained by law;
and human capability depends on long-term investment. No single organization—military,
municipal, state, federal, or private—can defend critical infrastructure alone. Resilience re-
quires joint rehearsal, shared situational awareness, and governance appropriate to our
condition of interdependence. The contributors in this issue apply these insights to doctrine,
policy, and practice, demonstrating that resilience has become the operational logic of credible
power projection. Resilience in the cyber era is a continuous operational imperative—one
that strengthens the technical, organizational, and social capacities required to fight through
degradation and project power under sustained cyber pressure.
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Resilient Dependencies: Preparing to Fight
Through Cyber Disruption

Lt. Gen. Maria B. Barrett
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In a volatile threat environment, the Army’s readiness and ability to execute missions at home
and abroad increasingly hinge on digital dependencies spanning commercial software, IT/OT
infrastructure, utilities, and the organic industrial base. This opener frames a cohesive approach
to mission thread resilience across the Unified Network, emphasizing three imperatives: partner
early and often with program managers, vendors, contractors, and local utilities to rehearse
crisis response and establish shared understanding; procure secure by design capabilities with
transparent vulnerability disclosure and rapid patching; and make data informed, commander
owned risk decisions that enable formations to “fight through” disruption. Drawing lessons from
the Army Cyber Institute’s Jack Voltaic workshops and the inaugural Army Defensive Cyberspace
Operations Optimization Conference, the article illustrates how civil military interdependencies
can cascade and how rehearsals reveal hidden assumptions. A “fort to port” vignette, where
a cyber compromise of national rail switching triggers operational delays, shows the value of
synchronized public-private response, near real-time operational data, and flexible branches and
sequels. The piece calls for acquisition leaders to weigh vendor track records on zero days and
patch latency, signals the need to report and coordinate through ARCYBER’s Information Warfare
Operations Center and NETCOM’s Global Cyber Center, and argues for a whole-of-nation model
akin to the Civil Reserve Air Fleet to surge cyber resilience. Ultimately, it celebrates the tenacity of
signal and cyber professionals and invites continued thought leadership that prevents strategic
surprise in cyberspace while transforming how the Army teams, trains, and fights in and through
a contested homeland.
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Lt. Gen.Maria B. Barrett assumed command of U.S. Army Cyber Command
(ARCYBER) on May 3, 2022. A Massachusetts native, Barrett was commis-
sioned as an Army second lieutenant via the Reserve Officers Training Corps
program in 1988 after graduating from Tufts University with a B.A. in In-
ternational Relations. Prior assignments include tours as Deputy Director
of Current Operations, J-3, U.S. Cyber Command (USCYBERCOM); Deputy
Commanding General, Joint Force Headquarters—Cyber, ARCYBER; and
Deputy Commander (Operations), Cyber National Mission Force, USCYBER-
COM. She has commanded units at the company, battalion, brigade, and
command level, including service as Commander, 160th Signal Brigade,
Third U.S. Army, and Commander, U.S. Army Network Enterprise Technol-
ogy Command, her position prior to commanding ARCYBER. Barrett has also
earned master’s degrees in National Resource Strategy from the Industrial
College of the Armed Forces (Eisenhower School) and in Telecommunica-
tions Management from Webster University.

OPENING

The volatility of today’s world requires unceasing diligence in assessing risk to our Army
organizations, units, and their missions. Threats in the cyber domain targeting our digital
dependencies will always challenge the Army’s combat readiness and ability to fulfill peace
and wartime missions. Cyber events like the Colonial Pipeline disruption, and physical events
like Hurricane Helene require shared trust and collaboration with commercial and municipal
infrastructure partners that underpin the core functionality of our Army installations and
nation. I strongly applaud the Army Cyber Institute at West Point (ACI) for its success in the
Jack Voltaic® series of workshops, which have brought much-needed awareness and focus
to the complexity of civil-military interdependencies. I also commend ACI’s other invaluable
contributions to the Army and operational force, as exhibited by products that make us think
critically about how we team and train to tackle our Nation’s cyber challenges. Continued
thought leadership is a command imperative if we are to optimize support to the Army’s
operational force in areas like mission thread defense and national policy analysis. Here, ACI
stands at the frontier, on mission to prevent strategic surprise in cyberspace.

OPERATIONALIZING SUPPORT FOR CAPABILITY DEPENDENCIES

This past January, the Army Cyber Command (ARCYBER) hosted the first Army Defensive
Cyberspace Operations Optimization Conference (ADCyOC). The event spanned the gamut,
leveraging robust academics to baseline Army command stakeholders’ knowledge of mission
thread analysis and information technology (IT) and operational technology (OT) depen-
dencies on critical missions. Every intrusion the ARCYBER team analyzes, whether DoD
or commercial domain, confirms a core tenet that the Army’s cybersecurity and mission
resilience is increasingly dependent on other entities and service providers in ways few
understand well enough to sufficiently advise commanders on risk to mission. Our cyber
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force must acknowledge this understanding gap and evaluate the risk of these dependencies
in order to buttress Commanders’ decision-making.

I offer three thoughts below on addressing our mission thread resiliency:

1) Partner for External IT/OT Dependency Support for Critical Operations

Program Managers, service providers, contractors, and infrastructure owners must under-
stand the critical Army mission their technology (e.g., software) or infrastructure (e.g., mu-
nicipal water, internet service circuit) is supporting. Start a healthy conversation between
your Army organization and those organizations on which you depend. Ask how you can
rehearse crisis response and continuously reinforce trust and shared understanding of impact
“left of crisis”. As ARCYBER operates and defends the Army’s Unified Network, we engage
with contractors and industry liaisons who provide network and data capabilities. Events
like CrowdStrike in 2024 highlight that even advanced, well-resourced global conglomerates
are susceptible to commercial software and IT infrastructure providers. That event did not
disrupt Army networks, but it focused us on where a company’s “first-call” should go in the
future. Vendors often report to Army program or contracting offices costing valuable time for
synchronizing an effective response. Time is ammunition in cyber operations. They should re-
port critical cybersecurity information directly to ARCYBER’s Information Warfare Operations
Center (IWOC)—the command responsible for assessing risk and developing remediation
plans, or to NETCOM’s Global Cyber Center, the nexus of the Army’s Unified Network. Bottom
line: this issue is operational, not contractual.

Today, we constantly remind software and hardware vendors that their support, trans-
parency, and leadership are vital to our Army missions; they are an extension of our network
security. While imperfect, collaboratively thinking through ‘likely’ and ‘most dangerous’ cyber
scenarios in advance has paid off with our commercial partners who value candor in their
teaming with us.

IT and its dependencies are not the only concern for network owners and mission com-
manders. OT and the physical infrastructure it supports (for example, water and energy
utilities) also impact Army missions. As with technology vendors, garrison leaders and senior
mission commanders should continuously connect and collaborate with local agencies and
utility providers to build relationships that optimize a shared understanding of capabilities,
initial response actions, and most likely and/or threatening scenarios that could adversely
impact services. ACI’s Jack Voltaic workshops demonstrate the value in communities that
openly discuss concerns, coordination points, and mutual support capabilities so that we
avoid cascading failures caused by unvalidated assumptions.

The Army’s on-premises OT within the organic industrial base (OIB) is a similar cause of
concern. The Army manages critical missions that support global force projection and logistics
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for the Joint Force. We should better understand our OIB dependencies on vendors, utility
providers, and other critical infrastructure and key resources (CIKR) such as transportation
and chemical ecosystems. Commanders overseeing these OIB missions should understand
the dependencies fully within their control, and those that require special partnership, coor-
dination and/or rehearsal to optimally mitigate service disruption.

2) Secure By Design | Expedient and Transparent Vulnerability Disclosure

We must start making purchasing and contracting decisions based on risk. A key first step is for
our industry partners to better understand our risk profile and methodology. When deployed,
I would never send a Soldier outside the berm with faulty body armor. Nor would I accept
this risk on our network perimeter, within our mission command or business systems, or in
other critical functions. We must stop acquiring technology and capabilities from vendors that
are not developing products that are secure by design. Vendors’ DevSecOps processes must
include responsive and transparent vulnerability disclosure, matched by expedient patch
delivery or effective risk mitigation. Software development in unsecured environments invites
unseen long-term risk that is unacceptable in our critical warfighting systems. Accepting the
risk of such software must be a decision of last resort.

While some acquisition programs are mandated to procure technology that meets high
security standards, we are at an inflection point where everything we connect to the Unified
Network is a potential avenue of approach for adversaries, exposing our critical missions
and giving them the opportunity to hold our data at risk. Leaders with acquisition authority
must be armed with the right questions, intelligence, and framework to analyze product
risk. We should seldom, if ever, acquire a product from a vendor with a history of zero-day
vulnerabilities that took months to patch. Our technology requirements will continuously
grow as the Army increasingly employs artificial intelligence (AI) capabilities. Those advances
must be informed by both our real-time understanding of the threat and the vendor’s track
record and reputation.

3) Data-Informed Decisions and Fighting Through Disruption

Army and Joint leaders understand that we likely will never have enough cyber defense
capacity to fully defend all mission and terrain against a dedicated adversary. They also know
we may need to “fight through” a disruption. Consider the following “fort to port” scenario:

INDOPACOM tensions cause an Army division to mobilize to its Seaport of Debarka-
tion (SPOD). Troops load their equipment onto trains at their installation railhead
and depart on the several hundred-mile trip to the SPOD. Halfway to the SPOD, the
Cybersecurity & Infrastructure Security Agency (CISA) alerts the Army that U.S. rail in-
frastructure has been compromised by a malicious cyber actor, and as a precautionary
measure, rail operations have been halted nation-wide pending further assessment.
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What does the Division Commander do next?

The Division Commander could request available cyber forces to expedite restoring
rail operations. USCYBERCOM and DHS are likely already working to assess and re-
solve the situation. However, with elevated global tensions, Army cyber forces may
already be committed against other existing cyber mission priorities.

Assume the rail operators determine they must physically inspect the functionality of
hundreds of automated switching devices along the track and projects requiring at
least fourteen days to restore rail operations. The division G4 projects that a ground
movement to the SPOD will take at least nine days.

There are several ways to tackle this hypothetical scenario. A cyber response team may
either be unavailable or otherwise not aligned with the commander’s optimal scheme of
maneuver. However, our cyber forces in overwatch can be just as effective without ‘boots on
the ground.’ Advances in technology now allow commanders and staffs to access more data
in near real-time, with which to see options and make more timely decisions. Less complexity
allows them to focus on the fight to their front. S6/G6 teams provide vital assessments to the
commander on risks to data, platforms, and networks. This is key given our interdependence
on commercial capabilities. Commanders still own the risk to their mission as well as the
options they have to mitigate that risk. Fostering optimal operational transparency with
commercial partners on which the commander’s mission depends is crucial.

CYBER OPERATIONS MAY NOT BE SILVER-BULLET REMEDIES TO DISRUPTION

Having routinely participated in U.S. Forces Command’s (FORSCOM) Rehearsal of Concept
(ROC) Drill for a mass deployment and mobilization of U.S. Forces in support of a combatant
command, “fight through” was the crux of my pitch describing to commanders the cyber
realities of operating in, through, and from a contested homeland. Leaders who anticipate
likely branches and sequels, triggered by technological disruption that are designed to disrupt
movements and operations, are more likely to decide on successful alternative paths and are
more resilient than those who don’t.

A COHESIVE APPROACH TO CYBER DEFENSE

Every day, I’m encouraged by the tenacity of our Army signal and cyber professionals who
operate and defend the Army’s Unified Network. This is the backbone of Army data-centric
operations. Still, I harbor a healthy respect for the malice and capabilities of our most formi-
dable adversaries. Dominating cyberspace will require continuous investment and vigilance.
While ARCYBER continues to adapt to meet the challenges of a domain evolving at warp-
speed, we must align with national programs that partner industry and the DoD to confront
them head on. I eagerly welcome collaboration among public and private sectors to establish
trustworthy mechanisms that more effectively allow us to engage experts in troubleshooting
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and responding to cyber emergencies. Programs like the Civil Reserve Air Fleet demonstrate
the power and willingness of American industry to support national security endeavors and
achieve a “whole-of-nation” approach to national defense.

This year marks the Army’s 250th anniversary—our cyber forces continue to demonstrate
the tenacity, innovation, and perseverance that have been our hallmarks since 1775. I’m
honored and proud to be a part of our continued transformation. Please enjoy this volume of
The Cyber Defense Review. I thank each of you for serving as a catalyst in making our cyber
force the best it can be.

Respectfully,
mbb
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U.S. military power projection increasingly depends on civilian critical infrastructure outside
Department of War (DoW) control. Recent cyber campaigns—including China’s Volt Typhoon
pre-positioning in energy grids, water systems, and transportation networks—have systemati-
cally targeted the “civil-military seam” where DoW authority ends but operational dependencies
continue. Federal-state-local coordination architecture is inadequate to defend this seam. Mili-
tary installations often depend on state-regulated utilities, locally-managed water systems, and
privately-operated transportation networks, yet lack formalized coordination mechanisms with
these entities. Resource constraints at state and local levels, jurisdictional fragmentation, and
classification barriers preventing information sharing leave installations vulnerable to disruption
of surrounding civilian infrastructure. DoW’s December 2024 directive requiring installations to
coordinate “beyond the fence line” with state and local governments acknowledges this challenge
but lacks an implementation framework. This article proposes operationalizing military installa-
tions as regional cyber resilience coordination nodes, or “seeds,” from which federal-state-local
partnerships develop.

Keywords: cyber resilience, critical infrastructure, power projection, military readiness, civil-military
seam
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INTRODUCTION

In September 2024, reports emerged that U.S. telecommunications firms had been compro-
mised by Chinese hackers (Krouse, McMillan, and Volz 2024). Subsequent reports revealed
that Salt Typhoon, a Chinese state-sponsored cyber espionage group, had compromised at least
600 companies across more than 80 countries (Viswanatha and Krouse 2025). The campaign
was primarily an intelligence operation, but it also demonstrated persistent access to net-
works critical to civilian and military everyday communications. When combined with Volt
Typhoon pre-positioning in energy grids, transportation networks, and water and wastewa-
ter systems, a clear strategic picture emerges: adversaries are systematically mapping and
infiltrating civilian critical infrastructure. Protecting critical infrastructure from sophisticated
cyber threats is not merely a homeland security task; it is a fundamental prerequisite for
maintaining military readiness, ensuring the lethality of the force, and projecting power in a
contested world.

Cyber threat actors often disregard jurisdictional boundaries and distinctions between
federal, state, and local authorities. They exploit the very interdependencies that make our
society efficient and connected: information and communications technology, cloud-native
services, shared utilities, and global supply chains. Karen Guttieri (2025) persuasively argues
that these threats are most critical at the “civil-military seam,” where there are gaps between
military systems and assets controlled by the Department of War (DoW) and civilian-owned
and -operated installation support infrastructure essential to military operations.

This article proposes operationalizing military installations as coordination nodes, or
“seeds,” for regional cyber resilience, providing the federal-state-local coordination framework
required by DoW’s December 2024 policy directive to establish resilience “beyond the fence
line.”
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The stakes are clear. As a recent Cyberspace Solarium 2.0 report documents, U.S. military
power projection depends on 18 commercial seaports, 69 civilian airports, 40,000 miles of
commercial rail, and countless municipal utilities—all outside DoW direct control (Fixler,
Montgomery, and Lane 2025). The 2025 Annual Threat Assessment of the U.S. Intelligence
Community identified the threat even more clearly:

If Beijing believed that a major conflict with Washington was imminent, it could
consider aggressive cyber operations against U.S. critical infrastructure and military
assets. Such strikes would be designed to deter U.S. military action by impeding U.S.
decision-making, inducing societal panic, and interfering with the deployment of U.S.
forces (ODNI 2025).

By identifying China’s cyber campaigns against defense critical infrastructure as a top-tier
threat, the Office of the Director of National Intelligence (ODNI) openly flags this challenge;
the current federal-state-local coordination architecture is insufficient to defend the civil-
military seam. What does operational cyber resilience look like from the perspective of a
county office responsible for managing municipal water systems that serve nearby military
installations? Do federal strategies adequately translate into actionable guidance for local
utilities, transportation authorities, and emergency managers? And most critically: how
can the U.S. bridge the persistent gap between federal recognition of cyber threats and the
state/local capacity necessary to address them?

THE THREAT LANDSCAPE: CIVILIAN INFRASTRUCTURE AS CONTESTED
TERRAIN

For many adversaries of the U.S., civilian infrastructure is an attractive target in geopolitical
cyber conflict. Electrical grids, telecommunications, transportation networks, and health
systems increasingly have become fair game, marking a stark evolution from past decades,
when military operations largely avoided civilian targets under international norms.

The inconsistent application of deterrence strategy by the U.S. and others has helped
adversaries undermine such norms. Today, adversaries see civilian infrastructure not just as
collateral, but as a pressure point. It can be exploited for strategic leverage, political disruption,
financial gain, and psychological effect, often as part of hybrid or pre-kinetic strategies.

Russia’s cyber operations against Ukraine since 2022 are real-world demonstrations of
adversary strategies targeting civilian infrastructure to degrade military response. Russia
systematically attacked Ukrainian power grids, water systems, and telecommunications
in an attempt to disrupt military logistics and undermine civilian morale simultaneously.
Blackouts, disrupted logistics, and widespread distributed denial-of-service (DDoS) attacks
caused societal and military disruption in tandem. Ukraine’s resilience offers instructive
lessons. Through rapid repair capabilities, distributed generation, international partnerships
(including Starlink satellite communications and the Cyber Defense Assistance Collaborative),
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and prior experience with Russian cyber tactics, Ukraine maintained critical capabilities
despite sustained attacks (Smith 2022; Simonite 2022).

In 2020, Iranian actors attempted to manipulate Israeli water treatment systems to increase
chemical dosing levels—potentially endangering the health of civilians (Jeffries et al. 2022).
In 2023, Iranian actors compromised programmable logic controllers used by water and
wastewater organizations. Such examples show how civilian infrastructure is no longer
collateral; it is strategic.

The People’s Republic of China’s campaigns further illustrate the trend toward pre-positioning,
that is, infiltrating critical infrastructure well before any overt conflict. Unlike traditional
espionage operations, Volt Typhoon demonstrated deliberate pre-positioning in operational
technology (OT) systems controlling physical infrastructure. The campaign targeted telecom-
munications networks, energy grids, water systems, and transportation infrastructure, which
are precisely the sectors essential to military power projection. Technical analysis revealed
sophisticated tradecraft, where adversaries utilized living off the land (LOTL) techniques that
leverage native system utilities to avoid detection while maintaining persistent access for
years (CISA 2024).

These tactics indicate a fundamental shift in how adversaries approach conflict, blending
traditional military strategies with asymmetric cyber operations that target civilian infras-
tructure. This shift demands that the security of critical infrastructure is elevated to the same
level of care and political importance as is the case for traditional national security assets.

The Dissolution of the Perimeter

For years, cybersecurity doctrine was anchored in the notion of the perimeter—a virtual
boundary defending internal systems from external threats. However, the emergence of
cloud-native architectures, remote workforces, Internet of Things ecosystems, and software
supply chains has dissolved this boundary. Today, organizations rely on software-as-a-service
(SaaS) providers for key business processes and depend on code libraries developed by
unknown third parties. Meanwhile, many critical infrastructure providers still rely on legacy
systems that were never designed to withstand cyberattacks. Attack surfaces have expanded
exponentially, as has the number and sophistication of adversaries.

While DoW has adapted to this evolving challenge through Zero Trust principles, the civilian
critical infrastructure upon which installations depend operates under different constraints.
Implementing Zero Trust architectures is challenging in environments with legacy OT that
don’t easily integrate with modern authentication mechanisms. Resource constraints further
complicate critical infrastructure entities’ ability to adopt Zero Trust security architectures or
maintain continuous monitoring capabilities.
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In the new threat landscape, cyber resilience cannot be confined to firewalls or access
control lists. A vulnerability in a widely used open-source component can place everything
from hospital record systems to water utilities at risk. Resilience, therefore, must be systemic:
it must anticipate unknown risks, account for interdependencies, and incorporate recovery
into its very design.

The Convergence of Threat Actors and Insignificance of Attribution

The line between nation-state and criminal cyber actors is increasingly blurred, and this
poses challenges for how the United States responds to cyberattacks. Sophisticated criminal
groups now possess capabilities once reserved for intelligence agencies, and they frequently
operate under tacit approval, or even direct guidance, of adversary governments. The Conti
ransomware group, for example, operated with impunity out of Russia and, in some cases,
appears to have shared resources and targets with state-sponsored actors. North Korea’s
Lazarus Group has conducted both state espionage and high-profile cryptocurrency theft to
fund the regime.

For the U.S. federal government, the distinction between state and non-state actors matters
significantly. Intelligence agencies have different authorities and restrictions based on the
nature of the adversary, and any diplomatic or military responses hinge on clear attribution
to a foreign government. However, for state and local governments or operators of critical
infrastructure who are often on the front lines of these intrusions, the identity of the attacker
is much less relevant. Whether a hospital system is taken down by a ransomware gang or a
nation-state adversary, the operational consequences are the same: catastrophic.

This convergence benefits adversaries by creating plausible deniability and complicating
coordinated response strategies. Intelligence agencies have limited authority to act domesti-
cally, while civilian critical infrastructure providers often lack insight into the sophistication or
intent of attackers. The result is paralysis in moments of crisis and fragmentation in long-term
strategy. The challenge is paradoxical; the United States must simultaneously prepare for
strategic cyber conflict (such as one involving China and Taiwan) while also attempting to
counter highly distributed, persistent ransomware attacks across sectors. Although counter-
strategies, operational considerations, and effects of these threats are unique, both can cause
comparable damage and disruption, particularly at the civil-military seam.

The Information Domain as Target and Enabler

Cyber-capable adversaries do not need to physically destroy infrastructure because non-
kinetic cyber disruption can achieve similar effects without triggering escalatory action. In
the information domain, data flows between military and civilian systems are targets for
exploitation. Consider mobilization as an information-intensive process. When personnel
receive deployment orders, they access information through commercial internet connections.
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Logistics systems track equipment movement through civilian transportation networks,
generating data about timing, routes, and cargo. Each of these information flows potentially
reveals operational patterns, timing, and intentions to adversaries with access to civilian
infrastructure.

Russia has used these tactics to great effect in its war with Ukraine. In addition to disruptive
attacks, Russia has targeted Western logistics entities and technology companies involved in
the coordination, transport, and delivery of foreign assistance to Ukraine (CISA 2025). Adver-
saries targeting civilian infrastructure can exfiltrate data revealing military dependencies and
timing, manipulate data to cause operational confusion (e.g., incorrect fuel delivery schedules,
altered cargo manifests), or deny access to data systems, forcing manual operations that slow
mobilization.

The Civil-Military Seam as Battlespace

The “civil-military seam” describes where DoW authority ends but operational dependencies
continue. This boundary manifests across four dimensions. Physically, it is the installation
fence line separating military-controlled assets from civilian-owned infrastructure. Jurisdic-
tionally, it divides federal military authority from state and local regulatory control over, for
example, utilities, transportation, and telecommunications. Operationally, it separates DoW’s
cybersecurity standards and resources from civilian operators’ often-limited capabilities.
Informationally, it creates barriers between classified threat intelligence held by military and
federal agencies and uncleared civilian infrastructure operators who need that intelligence
to defend critical systems.

Adversaries exploit these seams through several mechanisms. They target civilian infrastruc-
ture knowing that DoW cannot unilaterally defend it. They leverage jurisdictional complexity,
understanding that unclear roles and responsibilities create gaps in coverage. They exploit
resource disparities, recognizing that small municipal utilities lack sophistication to detect
nation-state intrusions.

The strategic implication is that resilience cannot be achieved through military hardening
alone. If surrounding infrastructure degrades, military installations degrade with it. Con-
versely, securing civilian infrastructure serves both civilian essential services and military
readiness, making resilience a shared civil-military imperative.

THE INTERDEPENDENCY FRAMEWORK: IDENTIFYING MILITARY
DEPENDENCIES ON CIVILIAN INFRASTRUCTURE

Consider Joint Base Lewis-McChord (JBLM) in Washington State, home to I Corps and the only
Army power projection platform west of the Rocky Mountains. The base depends entirely on
Tacoma Power for electrical service to operate climate control systems that protect sensitive
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equipment, power logistics systems that coordinate deployment and sustainment, maintain
communications networks, and sustain force health protection for personnel and families.
In the case of an extended outage, the base is required to be able to independently sustain
operation of mission-critical facilities for at least fourteen days (Secretary of the Army 2020).

To address risks to military energy resilience, the Department of War has focused extensively
on “inside the fence” backup power systems and microgrids. JBLM recently put forward plans
to construct a microgrid to sustain critical facilities, noting that only 35% of their airfield’s
critical facilities have backup generators in place, and none have alternative sources capable
of providing continuous long-term power (Under Secretary of War Comptroller 2024).

On-site resilience strategies such as microgrids are necessary but insufficient, given the
heavy reliance of bases on civilian infrastructure. For example, JBLM supports approximately
30,000 active duty service members, as well as nearly 295,000 civilians, family members,
and local retirees who are also connected to the base. Many of them live in the surrounding
region and are also dependent on civilian critical infrastructure for basic services (Military
OneSource 2025).

In recognition of this challenge, DoW issued a new policy in December 2024 that requires
components to include considerations “beyond the fence line” in their infrastructure resilience
strategies. This policy includes a requirement to:

Undertake planning and assistance with State and local governments to ensure ef-
ficient preparedness and resilience of essential transportation, logistical, or other
necessary resources outside of a military installation that are necessary in order to
maintain, improve, or rapidly reestablish military installation mission assurance
and mission-essential functions (Under Secretary of Defense for Acquisition and
Sustainment 2024).

This new policy reflects a growing recognition that defense communities are crucial for
delivering mission capabilities and projecting power. However, the policy intention currently
lacks the enforcement mechanism necessary to ensure resilience against a Volt Typhoon-level
threat. A notable challenge is that dependencies between installations and civilian networks
are inherently multi-dimensional:

• Physical – electricity, water, fuel, and transportation.
• Digital – telecommunications, industrial-control systems, and logistics data.
• Human – workforce, contractors, and emergency-response capacity.

Because these dependencies span multiple jurisdictions, accountability is fragmented, and
it is challenging to identify and map all potential vulnerabilities and their cascading effects.
While the following survey is not exhaustive, it aims to provide an overview and examples of
sector-specific implications that impact resilience at the civil-military seam for U.S. military
installations.
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Sectoral Implications

Energy. Grids and fuel logistics are primary operational enablers. OT vulnerabilities in electri-
cal grids and pipelines, combined with distributed ownership and regulatory fragmentation,
make the energy sector a high-leverage target for adversaries seeking to delay or complicate
force projection. The May 2021 Colonial Pipeline ransomware attack exposed vulnerabilities
in the U.S. fuel logistics system; although non-OT billing systems were compromised, uncer-
tainty about system integrity led Colonial to preemptively shut down 5,500 miles of pipeline
delivering 45% of the total fuel supply for the East Coast, which is home to multiple military
installations (Mittal 2024).

Transportation and Ports. Strategic sealift and heavy equipment movement depend on com-
mercial ports, railways, and intermodal connectors. Recent analysis by the Foundation for
Defense of Democracies states that 90% of military equipment deploys through commercial
seaports, such as the Port of Jacksonville, which handles military cargo for U.S. Central Com-
mand and U.S. Southern Command operations (Fixler, Montgomery, and Lane 2025). Rail
infrastructure moves heavy equipment that cannot be transported by road or air. Strategic rail
corridors from Fort Riley, Kansas to ports on both coasts carry tanks, artillery, and armored
vehicles for overseas deployment. These rail networks are owned and operated by private
companies—BNSF Railway, Union Pacific, and CSX Transportation—whose dispatch systems,
signaling networks, and logistics software are potential cyber targets. Because many of these
strategic assets are privately operated under federal safety regulation, a cohesive nation-level
response depends on extensive public-private coordination.

Water and Wastewater. Military installations require water for human consumption, equip-
ment cooling systems, firefighting, medical facilities, and food service operations. Most instal-
lations receive water from municipal systems managed by local governments or regional
authorities. While some systems have mature cybersecurity programs, many small and mid-
sized municipal systems operate with minimal cyber staff and outdated OT. The Oldsmar
incident and other intrusions highlight the potential for public health consequences and
operational degradation if water treatment or distribution systems are manipulated (Jeffries
et al. 2022). The risk is particularly acute for hospitals. The CDC notes that emergency water
storage capacity at hospitals typically lasts under two hours, whereas backup power may last
for multiple days (Centers for Disease Control and Prevention and American Water Works
Association 2019). This asymmetry makes water infrastructure disruption potentially more
operationally significant than power outages.

Telecommunications and Data Networks. Military installations rely on commercial internet ser-
vice providers for daily administrative functions, coordinating unclassified logistics, commu-
nicating with personnel, and storing non-classified data on cloud-based platforms. Persistent
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adversarial access to carrier networks enables them to analyze traffic, conduct man-in-the-
middle operations, and establish routes for denying or manipulating connectivity. The Salt
Typhoon incident highlights the strategic value of pre-positioning within telecommunications
infrastructure. The broader ecosystem’s components— including Domain Name System (DNS),
routing, backbone fiber, and mobile networks— are vulnerable to both observation and
disruption.

JBLM alone depends on at least 15 distinct civilian critical infrastructure entities. Other
military installations have similar profiles and must also navigate numerous operational
relationships with municipal entities, critical infrastructure operators, and state and local
officials. The remaining sections of this article will lay out the challenges and opportunities
for stronger coordination and resilience across the civil-military seam.

STATE AND LOCAL PERSPECTIVES: BRIDGING FEDERAL STRATEGY AND
OPERATIONAL REALITY

Federal cyber strategies often assume state and local entities will implement federal guidance
and priorities. The reality is much more complex. States face competing demands for limited
resources: education funding, healthcare costs, infrastructure repair, and numerous other
priorities. Cybersecurity competes with these pressing needs, often without dedicated funding.

Resource Constraints and Competing Priorities

Federal strategies and guidance establish national priorities but often have limited funding or
operational support for state and local implementation. This creates a strategic disconnect: fed-
eral plans assume state capacity that doesn’t exist, while states may struggle to operationalize
federal guidance without corresponding funding or technical assistance.

This resource disparity manifests in several ways. State budgets often operate under bal-
anced budget requirements and tax revenue constraints that limit discretionary spending,
leaving little fiscal flexibility for cybersecurity investments that lack dedicated funding streams.
States also struggle with significant personnel constraints, often unable to compete with the
federal government and the private sector for cyber talent. Technology gaps exacerbate this
issue, as many state and local systems operate on outdated legacy technology with deferred
upgrades and a history of poor vulnerability management. Furthermore, training deficiencies
mean cybersecurity awareness remains inconsistent, and the issue as a whole struggles to
compete for executive attention against more immediate, visible challenges.
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Jurisdictional Complexity and Authority Gaps

Critical infrastructure protection involves overlapping federal, state, local, and private sector
authorities. Utilities are regulated at the state level, but interstate transmission is regulated
at the federal level. Water systems are locally managed but federally regulated for quality
without federal cybersecurity standards. Telecommunications are federally regulated, but
state commissions maintain some limited oversight over them. This fragmentation means no
single entity has comprehensive authority or visibility.

Private sector complications add complexity. Most critical infrastructure is privately owned.
States can regulate entities within their jurisdiction, but enforcement mechanisms are limited.
The Colonial Pipeline decision to shut down, for instance, while rational from a corporate risk
perspective, created cascading effects that state and federal authorities had limited ability to
prevent or mitigate.

Information Sharing: The Persistent Barrier

Many of the most frustrating gaps in federal-state coordination involve information sharing.
Classification systems designed for the federal government create barriers preventing effective
cooperation with state and local partners. Federal threat intelligence is often classified, which
prevents it from being shared with state officials who lack clearances. While some state
officials maintain clearances, most stakeholders at the operational level—including utility
operators, emergency managers, and local officials—typically do not. This means actionable
threat intelligence never reaches the people who must respond to it.

Even when state officials hold clearances, “need to know” determinations may prevent
sharing. Amid uncertainty, private sector infrastructure operators may fear that reporting
cyber incidents will trigger regulatory consequences, lawsuits, or public disclosure that can
damage their reputation. Years of inconsistent federal engagement with states on these matters
have created trust deficits. These structural barriers impede information sharing even when
it is in the best interest of all parties to cooperate.

Coordination Gaps at the Civil-Military Interface

Given the gaps stated above, it is no surprise that military installations and surrounding
civilian infrastructure often operate as separate worlds, despite deep operational interdepen-
dencies. Many installations lack regular engagement with local utility operators, emergency
managers, or municipal officials. Communication occurs only during crises, which can result
in mistrust and unfamiliarity with each others’ procedures. Military installations may not
understand civilian infrastructure vulnerabilities or operational constraints, while civilian
operators may not understand military mobilization requirements, critical timing windows,
or priority needs during crises.
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A realistic scenario illustrates these gaps: A cyberattack disrupts a power grid during hurri-
cane response. The military installation must mobilize for disaster relief while continuing
to support its own mission. The civilian population needs power for life safety. State-level
emergency management coordinates response but lacks visibility into military requirements.
The military installation operates backup generators but needs fuel resupply through civilian
logistics networks that were disrupted by hurricane damage and cyberattack. Who makes pri-
oritization decisions? Through what mechanism? Based on what pre-established framework?
Currently, such scenarios are often resolved through ad hoc coordination and improvisa-
tion—approaches that usually fail under stress.

Recent incidents demonstrate that these gaps are not theoretical. Winter Storm Uri caused
cascading failures across Texas’s electrical grid in February 2021, affecting multiple military
installations including Fort Hood, Fort Sill, Fort Polk, and Fort Riley (Gabram 2021). While
these installations maintained backup generation capacity consistent with DoW requirements,
the broader grid collapse created secondary effects the military could not address unilaterally.

The Electric Reliability Council of Texas (ERCOT), which operates the state’s independent
grid, had no formal coordination mechanism with military installations. As the crisis un-
folded, installations were treated as large commercial customers rather than entities with
national security missions. No pre-established protocol existed for installations to communi-
cate operational criticality to ERCOT operators, who needed to make load-shedding decisions.
Consequently, some installation facilities experienced rolling blackouts alongside civilian
neighborhoods, despite housing mission-critical operations.

Fuel resupply for backup generators became critical as the storm persisted beyond the
typical 72-96 hour backup durations assumed by DoW planning. However, civilian fuel dis-
tribution networks were themselves compromised by power outages at pumping stations,
refineries, and other pipeline infrastructure. Natural gas production facilities also lost power
and were unable to pump gas to power plants, creating a cascading feedback loop that ex-
tended the crisis. The incident revealed fundamental coordination gaps. While installations
understood their dependency on civilian infrastructure, no mechanism existed for real-time
coordination with ERCOT, the Texas Division of Emergency Management, state energy of-
fices, or fuel distributors. Information sharing was informal and episodic (Busby et al. 2021).
The Texas winter storm illustrated what the DoW’s December 2024 directive seeks to ad-
dress: installations cannot achieve resilience inside the fence line when surrounding civilian
infrastructure fails.

Having identified the gaps in the current structures, the following section proposes an
operational framework for addressing them.
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REGIONAL RESILIENCE AS STRATEGIC READINESS: MOVING FROM
AWARENESS TO INTEGRATION

Military bases are among the most resource-intensive and infrastructure-dependent insti-
tutions in the nation. Their operational readiness depends on local utilities that are often
managed by civilian and private sector entities with limited cybersecurity capabilities and
resources. Because of this, resilience must be reciprocal. It is not enough for bases to harden
their own networks and build internal redundancies. They must also actively assist their host
communities in building resilience and institutionalizing coordination across federal, state,
and local domains. The central requirement is not new technology or statutory authority, but
an operational framework that aligns defense readiness with civilian continuity.

The “Seeds” Concept: Installations as Coordination Nodes

The core recommendation is to utilize military bases as coordination nodes—or “seeds”—for
unifying federal, state, and local cyber defenses at the civil-military seam. Military installations
offer unique advantages: their geographic distribution across the country (approximately
800 DoW installations across 50 states) covers a significant portion of critical infrastructure;
active, reserve, and guard personnel have organic cyber capabilities based on private and
public sector experience; installations have a strong, institutionally-stable presence in their
communities; existing command structures and security clearances facilitate federal coordi-
nation; and they have a clear and direct operational interest in the security of surrounding
infrastructure (Under Secretary of Defense for Acquisition and Sustainment 2024).

The “seeds” metaphor is deliberate. Installations don’t control surrounding ecosystems but
provide growth opportunities from which broader resilience capabilities develop. This is
not militarization of domestic infrastructure. Rather, it leverages existing military presence
to bridge persistent federal-state-local gaps in cyber defense coordination—the same gaps
adversaries actively exploit.

Consequently, installation commanders should treat engagement with state and local
infrastructure partners as a normal function of readiness rather than a discretionary activity.
Regular exchanges of information on critical dependencies, joint participation in regional
planning forums, and inclusion in state or regional-level resilience exercises will create a
shared understanding of operational risk. Such practices would also clarify the thresholds at
which local disruptions become national security concerns.

Institutionalizing Routine Coordination

Experience from both cyber incidents and natural disasters demonstrates that the nature of the
relationships established before a crisis determines the effectiveness of the response. Formal
structures—such as standing working groups that link installations, National Guard cyber
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units, emergency managers, and utilities—can convert episodic cooperation into habitual
coordination. Over time, these relationships form a regional network capable of identifying
interdependencies, rehearsing response procedures, and coordinating restoration priorities.
The value lies not in creating new organizations but in normalizing contact across the existing
ones.

Routine coordination also enables the development of clear protocols for rapid coordination
during actual cyber incidents. This reduces the risk of improvised responses. Participants
know whom to call, what information to share, and how decisions get made.

Integrating Resilience into Readiness Frameworks

Resilience must be treated as a measurable dimension of military readiness. Operational
plans that assume assured access to power, water, and digital connectivity should incorporate
the risk of local infrastructure disruption and the time required to restore essential services.

Joint vulnerability assessments could help map critical dependencies and single points of
failure that could affect multiple customers, including installations. This coordinated mapping
would enable military and civilian partners to identify mutually reinforcing investments that
could be fulfilled through programs such as the Defense Community Infrastructure Program.

Aligning Incentives and Information Flows

Persistent information asymmetries continue to be a significant impediment to joint resilience.
Classified threat reporting seldom reaches those who operate the systems upon which instal-
lations depend, while local operational data rarely informs federal planning. The DoW, the
ODNI, and the Cybersecurity and Infrastructure Security Agency should continue refining
methods to share actionable intelligence at appropriate classification levels.

Parallel adjustments to grant programs and infrastructure funding mechanisms could
incentivize civilian operators to adopt security measures that also enhance military continuity,
ensuring that national defense and economic resilience advance together rather than in
parallel.

Embedding Resilience in Strategic Culture

Ultimately, resilience should be recognized as a strategic attribute of power, rather than a
support function. Adversaries seek to exploit friction within the national enterprise, assuming
that the fragmentation of responsibilities will slow response and recovery. Countering that
assumption requires a culture of planning that anticipates degradation. Integrating civilian
infrastructure resilience into national defense planning would demonstrate that the United
States can sustain operations under prolonged pressure—an assurance that contributes
directly to deterrence credibility.
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CONCLUSION: RESILIENCE AS A SHARED IMPERATIVE

Military readiness and civilian critical infrastructure cybersecurity have become inextrica-
bly linked by technology, logistics, and shared vulnerabilities. As cyber threats grow more
sophisticated and indiscriminate, resilience will depend on hardened systems and on trust,
coordination, and sustained partnership across jurisdictions.

Adversaries systematically exploit the gap between federal cybersecurity strategy and
under-resourced state and local implementation. Closing this gap requires recognizing that
military installations and civilian communities share vital interests in resilient infrastructure.
A more resilient power grid, for example, serves residential customers, businesses, hospitals,
and military installations simultaneously. This is not a zero-sum competition; it is an alignment
of interests.

The December 2024 DoW directive provides the policy mandate. But policy without im-
plementation mechanisms falls short. The future of the nation’s cybersecurity will not be
determined by technological advancements alone, but by our ability to foster seamless, collab-
orative resilience across jurisdictional, sectoral, and organizational boundaries. This requires
new governance models spanning public and private sectors, intelligence sharing mechanisms
balancing security with accessibility, and funding that prioritizes infrastructure resilience.

Military installations and their host communities represent natural starting points for col-
laboration. This article has proposed leveraging military installations as regional coordination
nodes—"seeds" from which federal-state-local partnerships can grow through formalized
structures: standing working groups, joint vulnerability assessments, shared threat intelli-
gence, and rehearsed crisis response protocols. By building regional cyber resilience ecosys-
tems around these critical locations, the nation can develop scalable models demonstrating
that collaborative cyber defense is operationally feasible.

The path forward requires political will, sustained commitment, and modest resource
investment, but the alternative is continuing a fragmented approach that allows adversaries
to methodically map and infiltrate the civilian infrastructure foundation of American military
power. Whether the United States can defend this foundation depends not on recognizing the
threat—which is clear—but on implementing the collaborative partnerships that will drive
national resilience.
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Ransomware attacks pose a significant threat to the United States, particularly when they target
the healthcare sector. State-affiliated and cybercriminal groups exploit vulnerabilities across
healthcare networks, supply chains, and software systems, causing financial and operational
disruptions and undermining national security. These incidents are increasing in frequency,
sophistication, and impact, signaling a deepening cybersecurity crisis. Healthcare remains a
prime target due to its reliance on interconnected legacy systems, weak cybersecurity baselines,
sensitive patient data, and the need to maintain continuity of care. Large-scale breaches, such as
the Change Healthcare incident, underscore ransomware’s devastating implications for public
health and safety. This paper introduces cyber health security theory, extending the notion of
human security into the cyber domain. It posits that the integrity of health systems, data, and
care is foundational to national security. Attacks on healthcare infrastructure are direct assaults
on sector resilience and individual well-being, with cascading effects on economic and societal
stability, and strategic power. Drawing on three case studies and related mitigation strategies,
this analysis highlights the urgent need for stronger cybersecurity measures, public-private
collaboration, and targeted policy reforms. Strengthening cyber resilience in healthcare is a
national security imperative for protecting citizens and preserving societal stability.
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INTRODUCTION

Cyberspace is a key operational domain where threat actors project power and exert influence
(Fischerkeller, Goldman, and Harknett 2022). States and their proxies have long exploited vul-
nerabilities to penetrate networks, exfiltrated sensitive data in cyberespionage, manipulated
information ecosystems through coordinated influence campaigns, and leveraged plausible
deniability to maintain strategic advantage with minimal risk. Exerting pressure on states by
attacking critical infrastructure is part of this toolbox to project power. The interconnectivity
of critical infrastructure––its systems, services, and supply chains––raises the potential for
cyber-attacks to cause large-scale disruptions and affect civilian populations. In this way,
ransomware attacks—cyber intrusions that encrypt a victim’s data or systems and demand
payment for decryption or restored access—constitute a significant strategic threat to the
United States (U.S.), with far-reaching implications for national security, economic and societal
stability, and public health and safety.

Data breaches can serve as a tool in geopolitics, and recent attacks on U.S. healthcare
infrastructure have been linked to cybercriminal groups operating from Russia, Iran, China,
and North Korea. Russian ransomware-as-a-service (RaaS) groups such as Black Basta, LockBit,
and BlackCat are the main source of ransomware attacks against U.S. healthcare organizations,
alongside Qilin, associated with the North Korean state actor Moonstone Sleet (Health-ISAC
2025). While attribution to Chinese groups in recent healthcare-specific ransomware incidents
are less documented, state-backed actors have persistently targeted U.S. critical infrastructure,
including healthcare, for espionage and disruption (CISA, FBI and HHS 2020). Iranian-affiliated
actors, notably the Cyber Av3ngers, compromised healthcare ICS by exploiting vulnerabilities
and defacing systems with political messages. These attacks highlight the urgent need for
enhanced cyber resilience and coordinated national response strategies in healthcare.

This paper examines the growing threat of ransomware attacks against U.S. critical health-
care infrastructure by addressing the question: Through what mechanisms do ransomware at-
tacks on healthcare infrastructure translate from technical disruptions into threats to national
security? To illustrate how harm to the population resulting from these attacks delegitimizes
U.S. resiliency, this paper adopts a health security framework and adds to the theoretical
space by presenting a case for cyber health security theory. The first section of the paper
analyzes how ransomware attacks on critical healthcare infrastructure pose a challenge to
national security. The second section details the actors, tactics, and impacts of such attacks to
demonstrate resulting harm, and broader implications for national security through a health
security lens. The third section illustrates individual and national harm posed by these attacks
through three case study briefs including attacks against UnitedHealth, Ascension Health,
and Conceptions Reproductive Associates. The paper concludes with a discussion and a set of
policy recommendations.
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REFRAMING CYBER-ATTACKS ON HEALTHCARE AS A NATIONAL SECURITY
CHALLENGE

If a critical infrastructure sector lacks resilience, it poses severe risks to the communities that
depend on the essential services it provides. Thus, a lack of resilience represents a threat at
the local, state, and federal levels. To assess how attacks on health infrastructure jeopardize
national security, it is important to conceptualize resilience in relation to health security.
The paper advances two complementary understandings of resilience: (1) cyber and critical
infrastructure resiliency, and (2) human or community resiliency.

Cyber resilience is commonly defined by the National Institute of Standards and Technology
(NIST 2019), as “the ability to anticipate, withstand, recover from, and adapt to adverse
conditions, stresses, attacks, or compromises on systems that use or are enabled by cyber
resources”. Concerning critical infrastructure resilience, NIST specifies it as: “the ability to
reduce the magnitude and/or duration of disruptive events to critical infrastructure. The
effectiveness of a resilient infrastructure or enterprise depends upon its ability to anticipate,
absorb, adapt to, and/or rapidly recover from a potentially disruptive event”.

Expanding on these definitions, Guttieri (2025, 111) emphasizes the need to “fight through”
disruption rather than merely recover from it, arguing that:

“Resilience is not just the capacity to withstand. It is the ability to fight through, to
adapt in contact, and to preserve freedom of action when it matters most. In an era
of persistent cyber conflict, it is lethality’s indispensable partner. Without it, military
power is built on an unstable foundation. With it, national defense becomes adaptable,
enduring, and credible.”

Building on this perspective, the present paper adopts a whole-of-society approach, including
social, organizational, and human behavior factors. It follows an integrated definition of
cyber and infrastructure resilience as: the ability to anticipate, prevent, withstand, recover
from, adapt to, and fight through adverse conditions, stresses, attacks, or compromises on
critical infrastructure and cyber systems.

The second dimension, human or community resilience, draws on the framework proposed
by Wulff, Donato, and Lurie (2015), which envisions resilience as fostering healthy individ-
uals and thriving communities. A resilience-centered approach offers concrete strategies
to promote sustainable, long-term well-being in communities facing adversity or disaster.
While resilience captures the adaptive capacities of systems and communities, it can be more
effectively situated within the broader theoretical framework of health security, which is
recognized in both international relations and public health scholarship.

The Healthcare and Public Health (HPH) Sector is one of the 16 critical infrastructure
sectors identified by the Department of Homeland Security (DHS) and the Cybersecurity
and Infrastructure Security Agency (CISA). In this paper, “critical healthcare infrastructure”
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encompasses the full scope of the HPH sector defined by CISA—not only hospitals but also
medical device manufacturers, clinics, supply chains, and logistical operations. CISA defines
the HPH sector as, “protecting all sectors of the economy from hazards such as terrorism,
infectious disease outbreaks, and natural disasters.” “Because the vast majority of the sector’s
assets are privately owned and operated, collaboration and information sharing between
public and private sectors is essential to increasing resilience of the nation’s Healthcare and
Public Health Critical Infrastructure” (CISA, n.d.[b]).

EXTENDING HEALTH SECURITY THEORY INTO THE CYBER DOMAIN

The designation of healthcare as critical infrastructure implies that (cyber-induced) disrup-
tions can have cascading, nationwide consequences. Attacks on hospitals, clinics, and care
facilities, therefore, hold the potential to undermine U.S. national security. This threat is
particularly salient when viewed through the lens of health security theory.

Health security is a subfield of human security theory, which integrates harms to individuals
and perceptions of insecurity into the broader national security paradigm (Peterson 2002).
Malik, Barlow, and Johnson (2021) define health security as all aspects of public health that
protect the vital core of human lives. Similarly, the U.S. Centers for Disease Control (CDC)
defines it as the protection against threats that make people and nations insecure, emphasizing
that global health security exists when strong and resilient public health systems can prevent,
detect, and respond to infectious disease threats (Centers for Disease Control and Prevention
2024).

Although traditionally focused on communicable and infectious diseases or other natural
risks to individual security, health security also concerns protection against acute health
vulnerabilities, risks, and threats (Šehović 2020). Traditional frameworks have emphasized
protection against naturally occurring hazards such as infectious disease outbreaks, pan-
demics, and bioterrorism (McInnes and Lee 2006; Davies 2008; Aldis 2008; Fidler 2003).
Much of this literature has traced the rise of health security to the 1990s, when crisis such as
HIV/AIDS, SARS, and avian influenza reframed disease as both a national and international
security concern (Rushton 2011; Caballero-Anthony 2006). Scholars have since cautioned
against the securitization of health: Elbe (2010) and Wenham (2019) warn that framing health
as security can distort priorities and justify exceptional measures, while Hanrieder and
Kreuder-Sonnen (2014) analyze how emergencies reshape governance at the World Health
Organization (WHO).

Cyber Health Security Theory

Building on this foundation, while remaining mindful of the risks to improperly securitize
healthcare infrastructure resiliency, this paper extends health security theory into the cyber
domain. Specifically, we argue that ransomware and other technologically mediated attacks
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constitute health-security threats because they undermine both the individual—the founda-
tional unit of security in human-security thinking—and the systems that enable care delivery.
Our framework therefore:

(1) centers the individual as the irreducible referent object of security;
(2) expands health security beyond biological threats to include cyber-attacks on healthcare

infrastructure;
(3) links systemic resilience with human and community resilience, recognizing that cy-

ber disruptions harm patients, communities, and the state’s ability to provide essential
services;

(4) treats cyber-attacks on health infrastructure as national security threats due to their
cascading harms that extend from the personal to the societal to the geopolitical level.

Cyber health security theory thus asserts that attacks on critical infrastructure are threats
to national security because of the catastrophic effects present to individuals. Thus, the theory
bridges the gap between traditional notions of the individual in human security approaches,
with the broader notions of health security that keep national security as the referent object.
In this understanding, health security is national security; or put another way, an attack on a
state’s citizenry via health infrastructure or health systems is a threat to all national security.

In this expanded view, health security should also encompass human-engineered threats
in cyberspace. Ransomware attacks on hospitals or healthcare networks are not merely
disruptions of IT systems but assaults on the health and safety of populations. By targeting
medical data, devices, and care delivery systems, ransomware produces the full spectrum of
harms recognized in health security theory: physical harms (e.g., delayed surgeries, increased
morbidity, and mortality), psychological harms (including trauma, stigma, loss of dignity, fear
of seeking treatment), and systemic harms (such as the erosion of institutional trust, and
cascading failures across interdependent sectors).

Just as pandemics or biothreats have been treated as health-security issues (Albert, Baez, and
Rutland 2021), so too should cyber-attacks on healthcare infrastructure, which compromise
individual well-being, community resilience, and national security. Within this framework, re-
silience becomes central: the stronger the individual, community, and infrastructure resilience,
the more secure the nation-state.

This paper examines disruptive ransomware attacks on healthcare infrastructure, arguing
that their growing volume and intensity inflict not only technical and operational harm but
also societal harm, manifested in severe and lasting effects on staff, patients, and communities.
Despite the growing scale of such attacks, their direct and cascading effects and impacts on
individuals, communities, and society remain under-investigated. While several reports have
examined ransomware and its impacts (MacColl et al. 2024), few have addressed how such
harms should inform national security and resilience strategies (Oz et al. 2022). The Royal
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United Services Institute (RUSI) recently noted significant knowledge gaps in understanding
the national-level impact of ransomware, making it challenging to assess the true severity of
such harm (MacColl et al. 2024). The remaining gap creates the risk that governments will
not prioritize and properly resource responses to ransomware.

Our analysis aims to fill that gap by critically examining the impacts of ransomware attacks
on providers and individuals, situating them within broader national security concerns. In
doing so, the paper positions effective prevention, response, and recovery from ransomware
attacks as a national security priority. The framing offers a novel contribution to the field
of cyber defense by demonstrating how these impacts matter for power positioning––and
should be factored in––national security strategies. The following section examines the na-
ture and extent of the harms resulting from ransomware attacks targeting U.S. healthcare
infrastructure.

RANSOMWARE ATTACKS ON U.S. HEALTHCARE INFRASTRUCTURE: ACTORS,
TACTICS, AND IMPACTS

Overview and key actors

Ransomware attacks – malware-based cyber-attacks characterized by blocking access to a
device or/and encrypting valuable data for ransom – have intensified in frequency. According
to NCC Group (2025), ransomware attacks in 2024 reached record levels, with 5,414 published
incidents worldwide, an 11% increase compared to 2023. The Joint Cybersecurity Advisory
identified ransomware as one of the most acute cyber threats to the U.S. (CISA, FBI and HHS
2020), the most targeted country globally, accounting for over 50% of recorded cases (Bleih
2025).

Ransomware attacks have evolved in sophistication over the years. Malicious actors operate
in organized groups, prominently under RaaS. This model involves collaboration between
criminals who develop and maintain the infrastructure and tools behind the operations, and
affiliates who conduct operations for a share of profits (Microsoft 2022), effectively lowering
the technical and financial threshold for conducting cyber-attacks.

Healthcare and emergency services are among the most targeted sectors. The U.S. Federal
Bureau of Investigation (FBI) reported 444 ransomware-related incidents in healthcare in 2024
(238 ransomware threats and 206 data breach events), making healthcare the most targeted
critical infrastructure sector (American Hospital Association 2025). Well-documented cases
include McLaren Health Care (Alder 2025a), Boston University’s Framingham Heart Center for
Vein Restoration (Alder 2024c), and telehealth platform ConnectOnCall (Alder 2024d). Threat
actors view healthcare as a high-reward, low-resistance target. Medical facilities and services
operate in data-rich environments and rely heavily on digital and interconnected systems
(Abbou et al. 2024). Rapid digitization and widespread use of networked medical devices have
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greatly expanded the attack surface, while cybersecurity, data privacy, and response measures
have been treated as secondary concerns. The sector’s dependence on legacy systems and
outdated software introduces additional vulnerabilities. Third-party contractors and vendors
in the healthcare supply chain further increase vulnerability points. The attackers employ
phishing as a leading vector to deploy ransomware, and social engineering tactics is leveraged
in most data breaches (Fox 2023).

Although ransomware campaigns are financially motivated, these attacks increasingly
combine political and ideological motives. For instance, the Conti RaaS group publicly pledged
support for Russia’s invasion of Ukraine in 2022 (Dudley 2022). According to the FBI and the
Department of Homeland Security intelligence, Conti planned simultaneous ransomware
attacks on numerous U.S. healthcare facilities (Krebs 2022). U.S. officials also observed close
ties between Evil Corp, a Russian cybercrime syndicate responsible for several healthcare
attacks in the U.S. (Office of Information Security 2022), and Russia’s Federal Security Service
(FSB) (U.S. Department of the Treasury 2019). These operations weaken U.S. economic and
societal resilience and serve adversarial interests. Research indicates that Russian intelligence
agencies maintain a range of symbiotic relationships with cybercriminals, providing sanctuary
jurisdiction, plausible deniability, and at times co-opting their operations for strategic purposes
(Nershi and Grossman 2023).

North Korean criminals have targeted a wide range of sectors for financial purposes,
including healthcare facilities. Most of these attacks have been directed at the U.S. and South
Korea, both in volume and impact, with an increasing degree of scale, sophistication, and
strategic value. In 2022, the U.S. Department of Justice indicted North Korean national Rim
Jong Hyok for conspiracy to commit computer hacking and money laundering. Believed to be
a member of the Andariel hacker group, controlled by the Reconnaissance General Bureau,
Rim allegedly orchestrated ransomware attacks against 17 healthcare entities across 11 U.S.
states (Landi 2024). The Qilin RaaS, associated with North Korea and believed to cooperate
with the Moonstone Sleet threat group, has become a leading ransomware actor targeting
healthcare (Moody 2025). Illicit proceeds from these operations are often traced to the North
Korean regime’s weapons programs developing nuclear and submarine capabilities (Bae
2025).

Evolving tactics and patterns of harm

Ransomware coercive tactics have evolved as organizations improve defenses, secure backups,
and resist ransom payments. Originally focused on encrypting victims’ data and demanding
payment for decryption, attackers increasingly shift to double and triple extortion, exfiltrating
data and threatening public disclosure to maximize leverage with reputational damage. A
larger radius of victim organizations and even patients can be extorted as secondary targets.
Multiple ransomware operators have published stolen medical data following breaches ––
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prominent cases include stigmatized diagnoses alongside personally identifiable information
in Australia’s Medicare health insurance breach (SBS News 2024), mental health records
in the Vastaamo clinic attack in Finland (Ghanbari and Koskinen 2024), medical records of
minors in a ransomware attack against the Scottish National Health Service (Martin) and
blood test data in a hack of the National Health Service blood testing company in England
(BBC News 2024). In some cases, perpetrators explicitly publicize leak sites to amplify harm;
for example, detailing that stolen data included nude images of patients, information related
to sexual and reproductive health, or other sensitive diagnoses, alongside protected health
information (PHI), potentially linked to personally identifiable information (PII) (Pavlova
2024). The resulting coercive distress over data misuse and stigma increases pressure on the
organizations to pay ransom. Such attacks clearly meet the conditions to constitute a threat to
health security and thus, to national security. By disrupting medical care, leading to poorer
health outcomes, and exposing patients’ medical and private data for further victimization
(Pavlova 2025), these incidents threaten both individual lives and societal resilience.

Ransomware also causes reputational damages, especially when media scrutiny reveals
failure to comply with security standards (Pattnaik et al. 2023). Given the highly regulated
nature of U.S. healthcare data, any unauthorized disclosure carries regulatory and legal
risk to the organization. The sensitivity of health information increases the value of stolen
data for extortion, pressuring organizations to pay to prevent exposure. When public trust
erodes, communities lose confidence in the provided care and institutions, undermining social
stability and national security, and harming both medical staff and patients. These cumulative
impacts highlight the need to prioritize preparedness and recovery, and the impacts should
guide risk assessments, resource allocation, and policy innovation (Agrafiotis et al. 2018). As
argued earlier, and demonstrated in the following section, attacks on healthcare infrastructure
are attacks on health security, violating the core of public health security by imposing physical,
emotional, and psychological harm.

To structure the assessment of these effects, Agrafiotis et al. (2018) introduced a taxonomy
of five harm types––physical/digital, economic, psychological, reputational, and social and so-
cietal. This can inform countries on cost-effective measures for the prevention and mitigation
of demonstrable cyber-enabled harms, including indirect or secondary effects. Similarly, the
CyberPeace Institute’s Harms Methodology (CyberPeace Institute 2024) identifies overlapping
categories such as physical, psychological, deprivation, societal, environmental, and harm to
international peace and security. Assessing the full extent and sequence of harms remains
challenging due to limited quantitative and qualitative data about the incidents and multi-
tiered causality. Therefore, case studies present an important contribution in documenting the
impacts of ransomware attacks against healthcare. Such analysis enables mapping the level
and extent of experienced harms, as opposed to speculating about potential harms (Horne,
Mott, and MacColl 2024).
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RESEARCH OBJECTIVES

The following comparative case study illustrates how ransomware attacks pose a significant
threat to national security, particularly in the context of health security theory.

Our main research question is: Through what mechanisms do ransomware attacks on health-
care infrastructure translate from technical disruptions into threats to national security?

The analysis also addresses several sub-questions: first, which structural and organizational
factors amplify or mitigate the national-level impacts of ransomware attacks in the healthcare
sector? Second, how do different forms of harm (technical, operational, and societal) interact to
undermine resilience and public trust? Third, what governance gaps (detection, coordination,
communication) emerge across cases, and how do they shape the capacity to contain cascading
harm? And finally, how can the novel concept of cyber health security advance understanding
of the link between digital infrastructure failures and human security at scale?

CASE STUDY ANALYSIS

To address our research questions, we analyzed three major ransomware incidents that
affected the U.S. healthcare sector and had implications for national security. The cases
feature different foreign ransomware groups with varied tactics and have documented
forensic, operational, and societal impacts. The selection observed a purposive sampling
technique (Carr et al. 2018) to conduct a brief case study analysis.

The analysis applies a structured coding scheme and harm taxonomy. The coding scheme
traces the attack lifecycle, from initial access and lateral movement to encryption and extortion.
The harm taxonomy differentiates:

(1) technical harms (data breaches, system outages),
(2) organizational harms (operational disruption, financial loss, reputational damage),
(3) societal harms, including individual (compromised data, delayed or denied care, psy-

chological distress), community (disruption of continuity of services, erosion of trust
in institutions) and national-level harms (systemic fragility that adversarial states can
exploit).

This framework maps how technical vulnerabilities cascade into societal consequences. Each
case features a matrix demonstrating the specific parameters of the attack and response, fol-
lowed by a comparative analysis that explains the cases in relation to the research objectives.

Case 1: UnitedHealth/Change Healthcare breach (February 2024)

Change Healthcare, a UnitedHealth Group-owned U.S. company providing revenue and pay-
ment cycle management services, connects healthcare providers, payers, and patients. On
February 21, 2024, the company detected a ransomware attack and disconnected infected
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networks, later attributing the incident to BlackCat/ALPHV. This Russian-speaking RaaS spe-
cializes in multi-stage intrusions that escalate through double and triple extortion tactics,
including data theft, publication threats and DDoS attacks (Martin 2023). On March 3, 2024,
UnitedHealth reportedly paid a $22 million ransom, but the payment did not secure the stolen
data. On March 13, Change Healthcare obtained a copy of the stolen files to assess the breach,
and between June 20, 2024, and January 14, 2025, affected individuals were notified (Change
Healthcare 2024). The U.S. Department of State later offered rewards of up to $10 million
for information leading to the identification or location of the perpetrators (Alder 2025b).
The Office for Civil Rights opened an investigation to determine if the breach was the result
of a failure to comply with the HIPAA Security Rule standards. The attack forced Change
Healthcare to shut down its entire network, causing widespread outages across the healthcare
sector. Disruptions affected billing systems, insurance claims, and prescription fulfillment,
halting revenue cycles for providers and threatening the financial viability of healthcare
organizations nationwide (Alder 2025b).

Because Change Healthcare’s works as a vendor to both providers and insurers, the attack
exposed a vast array of personal and medical data (Alder 2025b). In May 2024, UnitedHealth
CEO Andrew Witty testified before Congress that a third of all American’s health data may have
been compromised (Abrams 2025). The company’s data breach notification later confirmed
that the ransomware attack exposed a “substantial quantity of data” belonging to a “substantial
proportion of people in America”, with early estimates ranging from 100 to 190 million affected
individuals (Abrams 2025). Stolen data included health insurance information, medical record
numbers, providers and diagnoses details, billing and claims data, payment information,
and government identifiers. UnitedHealth stated that it had not identified evidence of active
misuse of the stolen data (Change Healthcare 2024).

Since June 20, 2024, Change Healthcare has provided a notice to help individuals understand
what happened, detailing which information might have been impacted, and providing
guidance to protect privacy, including a complimentary credit monitoring and identity theft
protection services (Change Healthcare 2024). A third-party firm was hired to monitor the
dark web for leaked data (Alder 2025b). Nearly 50 lawsuits were filed, and UnitedHealth
estimated the cost of the breach to $2.46 billion (Change Healthcare 2024). The cyber-attack
has been described as “the most significant and consequential incident of its kind against
the U.S. healthcare system in history,” highlighting the vulnerability of critical healthcare
infrastructure to cyber threats (CMIT Solutions, n.d.). This incident was not only an attack on
systems but also an assault on people, exposing vast amount of personal and medical data
and producing long-term insecurity in ways that health security scholars describe as threats
to the “vital core of human lives” (McInnes and Lee 2006; Aldis 2008).

At the individual level, the compromise of diagnoses, insurance identifiers, and financial
information undermined privacy, financial stability, and mental health—echoing Stoeva’s
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(2020) argument that health security must include both psychosocial and systemic dimensions
of vulnerability. At the community level, widespread delays in billing, claims processing, and
prescription fulfillment disrupted continuity of care, eroded trust in providers, and dispro-
portionately burdened vulnerable populations, aligning with Davies’s (2008) and Rushton’s
(2011) observations that health insecurity often exacerbates inequality and uneven access to
essential services.

At the national level, the incident demonstrated how the concentration of key functions in
a single clearinghouse can create systemic fragility, where compromise of one node cascades
across the entire healthcare ecosystem. From a health-security perspective, this exemplifies
how resilience failures in critical health infrastructure become matters of national security.
The securitization literature warns that such crises justify extraordinary state intervention
(Elbe 2010; Wenham 2019). This case illustrates how ransomware attacks against healthcare
simultaneously undermine patient security, community resilience, and the nation’s ability to
protect its citizens.

Table 1. Change Healthcare Attack Matrix

Exploited
vulnerabilities

Citrix access with compromised credentials; missing multi-factor authentication (MFA)
enabled lateral movement and data exfiltration before ransomware deployment;
prolonged breach detection.

Attack tactics Multi-stage intrusion; double extortion (encryption + exfiltration + threats to publish
stolen data); exit scam after ransom payment without data suppression.

Causal chain Missing MFA on Citrix + stolen credentials → multi-stage intrusion → exfiltration +
encryption + extortion → clearinghouse shutdown → Rx/claims/billing paralysis →
provider cash-flow crisis + delayed care → population-scale exposure and
national-level response.

Mitigation Success Rapid network isolation to contain spread; large-scale notification and monitoring;
cross-sector coordination.

Failure Attack detection ∼9 days after initial infiltration (delayed containment); ransom
payment failed to secure/suppress stolen data and RaaS executed an exit scam; vendor
concentration produced cascading impacts.

Harms Technical Theft of vast PHI/PII/financial data; confidentiality compromise of ∼190 million
Americans; risk to data integrity (claims/billing accuracy); multi-week outages
impacting availability (2 weeks to 3 months for some providers to normalize);
disruptions across U.S. hospitals and providers.

Operational Nationwide outages in prescription fulfillment, claims processing, and billing; revenue
cycles interrupted for weeks; $2.46B reported cost; ∼50 lawsuits; OCR investigation on
HIPAA Security Rule compliance; dark-web monitoring initiated.

Societal Widespread exposure of medical/identity data; delayed/denied care and pharmacy
disruptions; erosion of trust in healthcare infrastructure; national-level attention
(including $10M reward for perpetrators); threat to national health security.

Case 2: Ascension Health (February 2024)

Ascension Health, a nationwide healthcare organization operating 118 hospitals and multi-
ple care facilities, including services for low-income populations and senior living facilities
(Ahmed 2024; Greig 2024), suffered a major cyber-attack in 2024. The intrusion began on
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February 29, but the data breach remained undetected until May 8, disrupting clinical op-
erations across six states upon detection. The Black Basta RaaS group was identified as the
perpetrator. The cybercriminal gang uses aggressive double extortion tactics, selecting victims
to maximize impact, rather than having a broad, indiscriminate approach. Its tactics leverage
phishing, software vulnerabilities, and social engineering, supported by obfuscation methods
to evade detection (CISA 2024a; Flashpoint 2024). A joint U.S. cybersecurity advisory warned
the healthcare sector about the Black Basta’s activities (Alder 2024b).

The attack was launched when an employee downloaded a malicious file disguised as
legitimate content, locking providers out of electronic health records, communication systems,
and systems utilized to order tests, procedures, and medications (Pradhan and Wells 2024).
Multiple facilities lost access to electronic records for weeks. A nurse in Michigan reported
that the outage was “put[ting] patients’ lives in danger,” while other affected staff described
delayed or lost lab results, medication errors, and an absence of routine safety checks via
technology to prevent potentially fatal mistakes. At Ascension St. John Hospital in Detroit,
clinicians waited up to four hours for computed tomography (CT) scans of patients with
strokes or brain bleeds (Shamus 2024). Another nurse in Kansas nearly administered the
wrong narcotic dose, relying on paperwork when electronic patient data became unavailable.
Across several states, medical staff reported that patient care was severely compromised
(Pradhan and Wells 2024).

It took the hospital network weeks to restore every facility’s access to the internet and
records systems, and patient wait times tripled during the recovery process (Greig 2024).
Ascension reported an 8-12% drop in patient volume between May and June compared to
2023, attributing the decline to the disruptions caused by the incident (Ahmed 2024). This
event clearly demonstrates how ransomware attacks produce health insecurity that cascades
from the individual to the national level, undermining both care delivery, patient safety, and
resilience.

The data potentially accessed in the breach included personal information, medical data
(e.g., record number, dates of service, lab test types, procedure codes), payment details (credit
card and bank account numbers), insurance information, and government identifiers. On
December 20, 2024, Ascension notified the Maine Attorney General that 5.6 million individuals
were affected in the breach (Alder 2024a). Impacted patients were offered 24 months of credit
monitoring, a $1 million insurance reimbursement policy, and identity theft recovery services
(Freedman 2025). There was no evidence that patient electronic health records were directly
compromised following the attack (Ahmed 2024).

The financial consequences for the provider were substantial. The attack caused delays
in revenue cycles, claims submission, and payment processing. For the fiscal year ending
June 30, 2024, Ascension reported $1.4 billion in recurring operational losses, equivalent to a
-4.9% margin (Arghire 2024; Vogel 2024). Class-action lawsuits were filed by patients in Texas,
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Illinois, and Tennessee over exposure of sensitive health data (Greig 2024). The attack also
compounded the downstream effects of the Change Healthcare breach, intensifying systemic
stress on national healthcare operations (Ahmed 2024).

The Ascension’s ransomware attack exemplifies how cyber incidents manifest as health
insecurity across multiple levels. At the individual level, patients endured delayed diagnostics,
postponed surgeries, and lapses in medication safety—directly endangering life and health.
These harms echo McInnes and Lee (2006) and Aldis (2008), who argue that health security
must prioritize the protection of individuals as the foundational unit of security. At the com-
munity level, prolonged electronic health record outages and system lockouts forced hospitals
to revert to paper-based processes, leading to longer wait times, ambulance diversions, and
reduced patient capacity. This aligns with Davies (2008) and Rushton (2011), who note that
health insecurity deepens inequities in access to care.

At the national level, the compromise of a system spanning 118 hospitals revealed the struc-
tural fragility of a large U.S. healthcare network, confirming Stoeva’s (2020) multidimensional
framework that ties hazards and exposure to resilience and governance.

From the perspective of securitization theory, such widespread disruptions necessitate
extraordinary state responses to protect population health (Elbe 2010; Wenham 2019). The
Ascension case illustrates that ransomware is not merely a technical or financial incident, but
a profound health-security breach, cascading from individual harm to systemic vulnerability,
ultimately threatening national resilience and security.

Case 3: Conceptions Reproductive Associates (April 2024)

Conceptions Reproductive Associates of Colorado is a women’s healthcare and fertility orga-
nization, providing a range of fertility testing and treatment services (Strauss Borrelli PLLC
2024). In early 2024, the clinic suffered a ransomware attack detected in mid-April 2024.
The threat actor infiltrated legacy systems and extracted data files of approximately 80,000
patients and their associates (Peintener 2024; Culhane 2025). The attack was attributed to
the INC_RANSOM group (BreachSense, n.d.), a cybercriminal gang with indicators of Russian
affiliation. INC_RANSOM employs a multi-staged attack strategy, combining spear-phishing,
vulnerability exploitation, and double extortion tactics to maximize damage and enforce
ransom payments. The group has been linked to the exploitation of a critical Citrix NetScaler
vulnerability, which allows attackers to bypass multi-factor authentication and hijack legiti-
mate user sessions (Vectra AI, n.d.).

The breach exposed personal identifiers, medical information (including test results, di-
agnostic imaging, and vital signs), government identification and financial details such as
account and credit card numbers (Business Insider 2025; Ortega 2024). Public notification
began on November 25—six months after detection— a delay that allegedly violated HIPAA
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Table 2. Ascension Health Attack Matrix

Exploited
vulnerabilities

Employee downloading a malicious file; phishing; RaaS leveraged software
vulnerabilities and social engineering; prolonged undetected breach causing delayed
response; gaps in electronic data systems containment and least-privilege allowed
rapid propagation.

Attack tactics Double extortion targeting high-impact systems, using phishing, software
vulnerabilities, social engineering, and obfuscation techniques to evade detection.

Causal chain Malicious file downloaded by employee → RaaS intrusion → systems locked (EHR,
phones, test/procedure ordering) → weeks-long outage → delayed care, postponed
surgeries, ambulance diversions → increased wait times and medical errors → drop in
patient volume + operational losses → lawsuits and regulatory filings → national-level
healthcare disruption and security concerns.

Mitigation Success Paper and manual fallbacks sustained minimal continuity; eventual restoration of
internet and systems access across facilities; notification to affected individuals;
provision of 24-month credit monitoring, insurance reimbursement, and identity-theft
recovery services.

Failure Delayed detection (attack began Feb 29, detected May 8), indicating insufficient
monitoring, privilege controls, and electronic data system containment; prolonged
operational paralysis; EHR data not confirmed compromised, but system unavailability
persisted; endpoint hygiene and attachment isolation likely inadequate.

Harms Technical Potential exposure of personal, medical, payment, insurance, and government ID data
for 5.6 million individuals; system lockouts caused multi-week unavailability of EHRs
and communication systems.

Operational Clinical operations disrupted across six states; postponed surgeries and appointments;
ambulance diversions; medication errors; nurses forced into ad-hoc manual
workarounds; tripled wait times; 8–12% YoY drop in patient volume (May–Jun); $1.4B
loss with –4.9% operating margin; multiple class-action lawsuits.

Societal Patient care compromised with life-threatening consequences; elevated clinical risk
(e.g., delayed stroke/bleed CTs, medication safety lapses); reduced patient volume;
community-wide delays and safety hazards; strain on providers; systemic vulnerability
highlighting national health security risks and erosion of public trust in healthcare
continuity.

requirements (Culhane 2025). Attacks against sexual and reproductive health data pose par-
ticularly serious risks. Exposure of such information can cause long-term harm to women,
discourage access to healthcare, and lead to discriminatory access to services (Pavlova 2024).
Recent ransomware incidents have increasingly involved sensitive and stigmatized data,
including records of sexual orientation, gender, reproductive status, and biometric informa-
tion (MacColl et al. 2024; Pavlova 2025). Wong (2024) observes that “Russian hackers ‘train’
for state-sponsored operations by conducting ransomware attacks against Western states,
targeting victims based on how personally devastating their leaked data might be”. These
dynamics illustrate how ransomware attacks on reproductive health providers threaten
patient privacy and safety, inflict psychological and social harm, underscoring their relevance
to the national security agenda.

The Conceptions ransomware incident reveals how cyber-attacks intersect with deeply
personal domains of health security. At the individual level, the exposure of reproductive and
fertility data carried the risk of stigma, discrimination, psychological and even physical harm,
threatening what McInnes and Lee (2006) describe as the “vital core” of personal well-being.
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At the community level, breaches of reproductive health data risk deterring women and
marginalized groups from seeking care, reinforcing Davies’s (2008) concern that health
insecurity amplifies social inequities (such as inability to pay for care or travel, rural residence,
and limited autonomy) and barriers to essential services (Pavlova 2025).

At the societal and national levels, adversarial actors can weaponize such breaches to
sow distrust, exploit cultural and political sensitivities, and undermine confidence in health
institutions—an effect Stoeva (2020) emphasizes in her multidimensional account of health
security, where governance and resilience are equally critical as hazard response. In this
light, ransomware impacts extend beyond data compromise; these attacks reshape patterns of
access, erode institutional legitimacy, and challenge state capacity to uphold secure, equitable
health systems.

Table 3. Women’s Health Clinic Attack Matrix

Exploited
vulnerabilities

Legacy systems; Citrix NetScaler flaw allowing MFA bypass and session hijack;
spear-phishing; limited security staffing and elevated exposure due to legacy
infrastructure.

Attack tactics Multi-stage intrusion; double extortion (exfiltration + leak threat) leveraging highly
sensitive reproductive data

Causal chain Legacy/Citrix exposure + spear-phishing → INC_RANSOM intrusion + data exfiltration
→ extortion leveraging sensitive reproductive data → erosion of trust + delayed
notification → deterrence from care + heightened psychosocial harm.

Mitigation Success (Limited evidence) Eventual identification of breach scope and notification of affected
individuals.

Failure Notification latency (six-month delay undermining risk mitigation); legacy systems and
incomplete MFA/patching enabling intrusion.

Harms Technical Confidentiality breach affecting ∼80,000 individuals (PHI, PII, financial data, test
results, imaging). Operational impacts not quantified.

Operational Notification delay triggered HIPAA compliance scrutiny; reputational damage; costs for
forensic investigation, response, and notification (amounts not publicly disclosed).

Societal Long-term gendered harms; psychological distress and stigma; chilling effect on
care-seeking; potential exacerbation of inequities and disparities in healthcare access;
erosion of trust in healthcare provision; national security risks from exposure and
potential weaponization of sensitive health data, with implications for social cohesion
and public health resilience.

Cross-Case Comparative Analysis: Pathways from Cyberattacks to National
Security Threats

The comparative examination of the Change Healthcare, Ascension Health, and Conceptions
Reproductive Associates incidents highlights distinct but interrelated mechanisms through
which ransomware attacks against healthcare systems cascade into national security con-
cerns. Five recurring patterns emerge across cases: vulnerability drivers, attack dynamics,
response capacity, harm distribution, and governance and resilience factors. Vulnerability
patterns show how specific weaknesses serve as entry points for widespread disruption. At-
tacks dynamics details how attacker behavior interacts with those vulnerabilities to produce
cascading effects. The remaining factors track escalation from technical failures to operational
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paralysis, social destabilization, and erosion of institutional trust. Together, these patterns
outline the causal pathways by which local cyber incidents escalate into systemic threats.

Patterns of vulnerability. Each case exposes a unique configuration of vulnerabilities that
magnified the consequences of attack. Change Healthcare demonstrated the dangers of sys-
temic concentration: the absence of multi-factor authentication on Citrix systems allowed
credential compromise, while the organization’s national clearinghouse function created a
single point of failure for claims and billing across the U.S. healthcare economy. Ascension
Health revealed the risks inherent in human-technical interface failures: an employee’s mis-
taken download, combined with inadequate endpoint isolation and monitoring, paralyzed
six state-wide hospital networks. Conceptions Reproductive Associates, by contrast, exem-
plified under-resourced cybersecurity capacity: outdated legacy systems and minimal staff
oversight enabled a relatively small breach to produce psychosocial harm. Across cases, inter-
dependence without redundancy emerged as the key vulnerability vector—whether through
centralized infrastructure, dispersed but poorly governed systems, or small clinics lacking
defensive capacity––and compounded by excessive or poorly controlled access privileges that
allowed attackers to move laterally and escalate their impact.

Attacks tactics and escalation. While all attackers employed multi-stage intrusions and extor-
tion tactics, their objectives and escalation logics diverged. BlackCat/ALPHV sought maximum
systemic leverage by targeting a national intermediary whose paralysis could coerce payment
through sheer scale. Black Basta aimed for high operational disruption, focusing on direct
interference with patient care to generate urgency. INC_RANSOM exploited data sensitivity, us-
ing reproductive health information to inflict reputational and psychological pressure. These
differences illustrate how ransomware operations have evolved from opportunistic crime
into adaptive strategies aligned with victims’ societal salience. The targeting of healthcare,
where human life and trust are at stake, maximizes coercive power and political symbolism.
These cases clearly exemplify how ransomware attacks support the cyber health security
theory framework as threats to national security.

Detection and response capacity. Response timelines varied but were decisive in determining
harm severity. Change Healthcare detected the intrusion nine days after initial compromise,
too late to prevent exfiltration, and its ransom payment failed to suppress data publication.
Ascension required over two months to detect and isolate the breach, relying on paper-
based fallbacks during disruptions that preserved minimal continuity but generated clinical
risk. Conceptions identified the incident within weeks but delayed public notification for six
months, compounding regulatory exposure and community mistrust. Across cases, temporal
lag (between infiltration, detection, containment, and disclosure) proved central. Each delay
amplified cascading consequences: data exposure in Change Healthcare, clinical paralysis in
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Ascension, and psychosocial trauma in Conceptions. Thus, speed of detection and transparency
of communication are as critical to national resilience as technical containment.

Distribution and cascading of harms. Although all incidents inflicted multi-layered damage, the
dominant harm type differed. Change Healthcare produced economic and systemic harm: a
$2.46 billion cost, nationwide billing paralysis, and exposure of 190 million citizens. Ascension
Health caused operational and clinical harm: delayed diagnostics, medication errors, and
direct threats to patient safety, accompanied by $1.4 billion in losses. Conceptions generated
psychosocial and ethical harm: stigma, discrimination, and deterrence from reproductive care,
magnified by the gendered nature of the data. These variations confirm that ransomware is a
multidimensional security hazard. Technical breaches quickly cascade into organizational
disruption, which in turn yields social destabilization, regulatory, and public pressure. The
resulting erosion of trust in healthcare systems constitutes a strategic vulnerability at the
national level.

Governance and resilience factors. Across cases, three governance failures explain escalation
trajectories:

• Concentration without redundancy (Change Healthcare) magnified systemic risk.
• Distributed operations without adequate oversight (Ascension) extended recovery time.
• Limited compliance and communication capacity (Conceptions) deepened psychosocial
impact.

Conversely, partial successes, such as network isolation (Change Healthcare) and manual con-
tinuity procedures (Ascension), show that resilience depends not only on technical defenses
but on organizational adaptability and human coordination. Effective cyber health security,
therefore, requires a whole-of-society approach integrating technological safeguards, human
judgment, and transparent communication.

These findings shed light on the mechanisms linking cyber incidents to national security
concerns. Technical vulnerabilities and governance gaps interact with operational dependen-
cies, social trust, and data sensitivity to generate cascading harm. When healthcare systems
fail, the result is not confined to service interruption; it is a crisis of human security that un-
dermines confidence in institutions and challenges the state’s capacity to protect populations.
These insights reinforce the central argument of cyber health security theory: safeguarding
digital health infrastructures is inseparable from safeguarding the vital core of human life,
and thus an essential component of national security strategy.
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FROM HEALTH INSECURITY TO NATIONAL SECURITY THREAT: DISCUSSION
AND POLICY RECOMMENDATIONS

The comparative analysis above identified five recurring mechanisms through which ran-
somware incidents in healthcare escalate from local technical disruptions to national-level
insecurity. Building on these empirical insights, this discussion interprets their broader theo-
retical significance through the lens of cyber health security and translates them into concrete
governance and policy recommendations.

There are four main clusters of recommendations (Table 4), encompassing both novel
contributions and refinements of well-established ideas that remain underdeveloped in this
context. Together, they include the reinforcement of existing policies, proposed revisions to
current practices, and the introduction of new measures.

Table 4. Summary of Cyber Health Security Clusters and Key Recommendations

Established recommendations Novel recommendations
Strategic and
institutional
integration

Recognize ransomware as a national security
threat (McInnes and Lee 2006; Aldis 2008)
Integrate health systems into national security
planning (WHO 2018; Brown et al. 2022)
Mandatory incident reporting (CIRCIA 2024; U.S.
Congress 2015)
International cooperation (Five Eyes, Counter Ran-
somware Initiative)

Designate key healthcare operations as Health
Security Critical Functions
Make cybersecurity a condition for Medi-
care/Medicaid participation
Establish Health Security Activation Protocol
(HSAP)
Adopt Ukraine’s “radical disclosure and sharing”
model.

Operational
and
infrastructural
backbone

Privacy-by-design and data protection strategies
(Saltarella et al. 2024; Mitra et al. 2023)
Regular risk and supply chain vulnerability assess-
ments
Redundant, segmented security systems
CISA’s Cybersecurity Performance Goals
Security-by-design for supply chains (CISA 2024c)

Comprehensive data collection and standardized
incident methodologies
Health-Cyber Reserve Corps for surge capacity
Early safeguards for emerging technologies (AR/VR,
AI-assisted telehealth).

Societal and
psychological
resilience

Psychological harm recognition (Pavlova 2024)
HIPAA Breach Notification Rule
Credit monitoring and mental health support for
breach victims

Greater transparency in reporting downstream
harms
Health-Security Harm Registry
Clearer distinctions between system-targeted and
individual-targeted attacks.

Economic
continuity and
accountability

Cyber insurance as soft regulator (Adriko and
Nurse 2024b)
Financial safeguards for cyber-related health
crises
Public-private partnerships for resilience invest-
ments
CISA’s Joint Cyber Defense Collaborative expanded
to include healthcare-specific working groups

Accountability frameworks for private sector ac-
tors in health tech
Regular review of cyber insurance policies and
state support for uncovered infrastructure
Incident classification to include dignity and eco-
nomic security impacts
Public-private bond programs.

Strategic and Institutional Integration: Embedding Cyber Health Security into
National Security Doctrine

Ransomware attacks on healthcare are not merely technical disruptions or financial crimes;
they represent national security threats when viewed through health security theory, which
emphasizes the protection of the “vital core” of human life (McInnes and Lee 2006; Aldis
2008). Health security spans hazards, exposure, resilience, and governance (Stoeva 2020).
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Ransomware produces cascading harms at the individual (compromised data, delayed care,
psychological distress), community (service disruption, erosion of trust), and national levels
(systemic fragility exploitable by adversaries). Thus, digital vulnerabilities become health
insecurity and, ultimately, national insecurity.

To address this, the federal government should designate key healthcare operations—claims
processors, e-prescribing systems, oxygen supply chains, trauma centers—as Health Security
Critical Functions, similar to energy and financial sectors. This aligns with the WHO’s frame-
work on essential public health functions and calls for integrating health systems into national
security planning (WHO 2018; Brown et al. 2022). Such designation mandates redundancy,
resilience testing, and prioritized protection. Cybersecurity must be reframed as a condition
of participation in the national healthcare system, not just an administrative requirement.
Medicare and Medicaid reimbursements should be contingent on baseline safeguards (e.g.,
MFA, segmented networks, immutable backups), aligned with CISA’s Cybersecurity Perfor-
mance Goals. Prompt cyber incident reporting and information sharing must be mandatory,
closing coordination gaps identified under the Cybersecurity Information Sharing Act (U.S.
Congress 2015) and Cyber Incident Reporting for Critical Infrastructure Act (U.S. Congress
2022).

The Cybersecurity Information Sharing Act of 2015, which established CISA, should be
reauthorized and expanded to address health security harms (Ribeiro 2024). Ukraine’s model
of “radical disclosure and sharing” during the invasion—rapid intelligence sharing and
declassification—offers a compelling precedent. CISA’s “Ukraine tensions plan”, joint exercises
with infrastructure owners, and pre-ransomware notification initiatives reflect this approach
(Zegart 2022; Vasquez 2023; CISA 2022; CISA and FBI 2022). The U.S. should adopt similar
strategies. Incident classification should account for physical, financial, psychological, and
societal harms, including impacts on dignity and economic security, to better inform response
and resilience planning.

A Health Security Activation Protocol (HSAP) should be established to define thresholds
for national-level responses to large-scale cyber disruptions. When triggered, HSAP would
mobilize federal and state agencies (HHS, FEMA) to coordinate containment and recovery,
operationalizing resilience theory (Guttieri 2025). In this light, a Health-Cyber Reserve Corps
of vetted cybersecurity engineers and clinical IT specialists should be established to support
hospitals during prolonged outages, maintaining essential care amid cyber disruption. Mea-
surement must also evolve. Existing reporting systems still focus narrowly on financial loss
or the number of records breached, missing broader health security harms.

At the international level, the U.S. should reinforce global cooperation, cyber norms, and
accountability mechanisms through continuous engagement with the International Counter
Ransomware Initiative and the Five Eyes alliance. A compelling example was presented
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in joint sanctions by the U.S., UK, and Australia against perpetrators of the Medibank ran-
somware attack (U.S. Department of the Treasury 2024). Clear redlines must be established
to reaffirm that some critical infrastructure, like healthcare, are off-limit targets. Coordi-
nated sanctions, payment tracing and seizing, and law-enforcement collaboration can help
dismantle ransomware networks and deter future attacks.

Operational and Infrastructural Backbone for Resilience

Building resilience against cyber-attacks on critical healthcare infrastructure requires com-
prehensive data collection and standardized incident methodologies (HHS 2022). Quantitative
and qualitative indicators reveal vulnerabilities, enabling preventative and restorative strate-
gies. Data-driven and patient-centered approaches highlight harms beyond financial loss,
improving resource allocation, risk assessments, and incident response planning. Standard-
ized methodologies support regulatory and policy development by identifying sector-wide
patterns (WHO 2024).

Healthcare providers must adopt privacy-by-design principles (Saltarella et al. 2024) and
data protection strategies: they must understand what data is collected (privacy-by-design),
how it is stored (data protection strategy; Mitra et al. (2023)), who has access to it (privileged
access strategy; McConomy and Leber (2022) and Mandru (2024)), and where it will end
up following any data-related transaction. Organizations should identify their ‘crown jew-
els’—critical and sensitive data assets requiring the highest protection. The White House
Executive Order 14117 (2024) on sensitive personal data underscores data as a national
security imperative. The order puts a clear requirement on the private sector to closely know
their data and the nature of its sensitivity. We recommend following these guidelines and
tracking which organizations are abiding by them.

Cybersecurity readiness must include regular risk and supply chain vulnerability assess-
ments, redundant and segmented security systems, clear delineation of responsibilities, and
early safeguards for emerging technologies like AR/VR and AI-assisted telehealth. Cybersecu-
rity must be a continuous enabler of healthcare—not a compliance checkbox. Leadership
should invest in cyber hygiene programs, continuity testing, and regular crisis exercises
(CyberPeace Institute 2022). CISA’s Cross-Sector Cybersecurity Performance Goals provide
baseline practices for mitigating risks across critical infrastructure (CISA, n.d.[a]). The National
Security Memorandum (NSM) extends these principles by promoting minimum security
standards and resilience across essential services (CISA 2024b; The White House Office of
the Press Secretary 2013). Finally, healthcare providers must secure their medical supply
chains using security-by-design principles (CISA 2024c) to limit systemic vulnerabilities. These
measures should be mandatory, not voluntary.
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Societal and Psychological Resilience: Translating Human Harms into
Governance Insight

Harms caused by ransomware attacks unfold across temporal and social scales. Technical
and operational harms are almost immediate, while economic and psychological harms may
surface later, depending on the service affected. Victims of healthcare data breaches experience
psychological insecurity, violation, and trauma, especially when medical and personal data
are exposed together. Once breached, data may circulate indefinitely, making harm effectively
permanent (Pavlova 2024). Incident reporting remains inconsistent and incomplete, impeding
research into cascading effects. Organizations must determine how far downstream to assess
harm and what is appropriate to include, especially for cyberattacks targeting healthcare,
where both immediate and long-term reliance on the provided services is pronounced. Greater
transparency on the multiple tiers of impacts would improve understanding and benefit
organizational, community, and national resilience.

Timely communication and transparent reporting are crucial in reducing psychological
harm during crises. Under HIPAA’s Breach Notification Rule, providers must notify individuals
of PHI breaches within 60 days (HHS 2023). Organizations should offer credit monitoring,
identity theft recovery, insurance reimbursement, and mental health support to affected
individuals. More proactive, empathetic, and timely engagement with victims and staff, and
clearer distinctions between system-targeted and individual-targeted attacks are needed to
increase resilience against aggressive ransomware tactics. Measurement must evolve beyond
financial loss or records breached. A dedicated Health-Security Harm Registry should be
established to capture the full spectrum of consequences that health security theory highlights:
delayed surgeries, diverted ambulances, mortality incidents, and psychological harms to
patients and staff. Such a registry aligns with the RUSI framework (MacColl et al. 2024) on
cyber harms and would ensure that policy decisions reflect the true human and systemic
costs of cyberattacks, not just economic metrics.

Economic Continuity and Accountability: Sustaining National Health Security
Readiness

Protecting health sector supply chains from cyber disruptions is a critical part of national
power positioning amid intensifying ransomware operations by foreign actors. Financial safe-
guards for cyber-related health crises should be established, and accountability frameworks
for private sector actors in health tech must be created. Incentivizing resilience investments
through public-private partnerships and monitoring economic impacts of cyber health events,
combined with targeted regulatory pressure, can improve cybersecurity posture and recovery
planning. A key element would require major medical suppliers to report cyber vulnerabil-
ities to HHS’s Health Sector Cybersecurity Coordination Center (HC3). Vendors should also
provide a software bill of materials for connected medical devices regulated by the Food and
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Drug Administration (FDA). The Federal Trade Commission (FTC) should oversee a minimum
cybersecurity framework for healthcare technology providers, with penalties for negligence
that leads to patient harm or service interruptions. Finally, to encourage proactive resilience,
CISA’s Joint Cyber Defense Collaborative (JCDC) should expand to include healthcare-specific
working groups. A public-private bond program, funded by vendors and government agen-
cies, could help finance cybersecurity modernization in smaller hospitals and critical medical
logistics hubs.

Cyber insurance, intended as a soft regulator, has fallen short of strengthening cyber
defenses. Policies often lack standardization, fail to incentivize security improvements, and
discourage transparency due to fears of premium hikes or denial of coverage (Adriko and
Nurse 2024a). Claims may be denied if attacks are deemed “warlike” or nation-state actions
(Wolff 2024). Some cybercriminals specifically target insured entities to increase ransom
payment success. Regular review of cyber insurance policies and state support for uncovered
infrastructure is crucial as threats evolve. Incident classification should account for physical,
financial, psychological, and societal harms, including impacts on dignity and economic
security, to better inform response and resilience planning.

Taken together, these measures extend health security theory into the digital domain.
They recognize that ransomware simultaneously undermines the individual, the commu-
nity, and the nation. By embedding healthcare infrastructure within the national security
apparatus—through designation, funding conditions, emergency protocols, and harm-based
accountability—the U.S. can move from reactive containment to a coherent cyber health
security strategy.

CONCLUSION

Cybersecurity is inseparable from national security. The U.S. faces challenges in defending
against foreign actors deploying cyber capabilities for destruction, disruption, and malicious
influence. Cyber threats intensify, posing risks to critical infrastructure, resilience, and indi-
vidual and community well-being. Adversarial states and cybercriminals increasingly exploit
healthcare vulnerabilities to gain strategic and psychological leverage. To project national
power in cyberspace, the U.S. must adapt to changing circumstances, ensure public support for
a strategy combining resilience and preparedness, and deterrence by denial and accountabil-
ity measures. A collective defense of healthcare, spanning federal agencies, private vendors,
and citizens, should be embedded within a coherent cyber health security strategy. This way,
cybersecurity principles can be integrated with public health goals, ensuring comprehensive
protection against cyber threats that disrupt critical healthcare services, endangering patient
safety, data integrity, and national resilience.
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Autonomous vehicles (AVs) are quickly emerging as a critical component of the Transportation
Systems Sector (TSS), one of the essential infrastructure sectors designated by the Department
of Homeland Security (DHS). While autonomy is not a new concept, advancements in artificial
intelligence (AI), real-time data processing, and sensor fusion have accelerated the deployment
of AV technology in both military and commercial civilian sectors. These technologies enable
AVs to operate with varying levels of autonomy but also introduce significant cybersecurity,
legal, and ethical challenges. As AV integration into critical infrastructure scales and military
reliance on interconnected autonomous systems grows, ensuring cyber and operational resilience
becomes a national security imperative to guard against cyber-physical threats. This article
explores the technological foundation of AVs, their military and commercial applications, and
the cybersecurity risks impeding safe deployment. We examine specific frameworks, such as the
commercial SAE autonomy levels (1-5) and military adaptations like the Robotic Combat Vehicle
(RCV) program, alongside key cybersecurity threats, including remote hacking, GPS spoofing,
and Denial-of-Service (DoS) attacks. This analysis highlights the immense potential and inherent
vulnerabilities of AV technology as it becomes more deeply integrated into civilian and military
systems. The paper concludes by addressing critical cybersecurity measures, including strong
encryption and AI model training, to mitigate these risks and enhance AV security in commercial
and defense applications.
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INTRODUCTION

Autonomous vehicles (AVs) are integral components of the Transportation Systems Sector
(TSS)-one of the Department of Homeland Security’s (DHS) sixteen critical infrastructure sec-
tors (CISA 2022). TSS consists of various modes of transportation essential for the movement
of both people and goods, and autonomous ground vehicles are now among them. Although
the concept of autonomously operated vehicles is not novel per se, their commercial applica-
tions and implementation into military systems have introduced both clear efficiencies and
significant vulnerabilities. AVs include a number of complex and robust integrations of artifi-
cial intelligence (AI), real-time data processing, and geospatial mapping. These foundational
technologies, however, expand the attack surface and introduce new cybersecurity threats.
Algorithmic limitations and a growing dependence on existing infrastructure become critical
vulnerabilities. Furthermore, the deployment of AVs raises novel legal and ethical concerns.

As AVs become increasingly embedded within both civilian and military transportation
networks, they function not only as vehicles but as cyber-physical platforms deeply dependent
on the integrity and reliability of other critical infrastructure systems and data that support
their operation. This reliance creates strategic vulnerabilities, exposed to the disruption of
digital enablers such as Global Positioning System (GPS), mobile 5G communications, and
cloud-based control architectures. Threats can directly impair mobility operations, logistical
continuity, and broader defense readiness. Cybersecurity and operational resilience are there-
fore not ancillary concerns: they are foundational requirements for the secure deployment of
AVs within national infrastructure.

Technological advances are double-edged swords. In this particular case, the advent of
autonomous technology in both military and civilian settings presents many potential ben-
efits along with new vectors of vulnerability ripe for exploitation by U.S. adversaries (Gut-
tieri 2025, 95). AVs expand the national cyber-physical attack surface by linking AI-driven
decision-making systems, sensors, and cloud-connected infrastructure, thereby intertwining
transportation with other critical infrastructure sectors (National Counterintelligence and
Security Center 2022). Because AVs rely on the continuous exchange of data and constant
connectivity, a ‘successful’ cyberattack could cascade across logistics and emergency services,
underscoring the need to integrate AV cybersecurity into broader national resilience and
infrastructure protection frameworks (NHTSA, n.d.). Accordingly, it would make logical sense
to conceptualize cyber resilience as integral to a sustained national strategic posture (Demchak
2021). This framework of considering cyber resilience will help position the U.S. in a more
strategically favorable position on the world stage, where progressively sophisticated cyber
threats are constantly emerging.

This article provides a high-level overview of the technologies underpinning AV systems and
examines their use in commercial and military contexts. The article then analyzes the impact
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of AVs on critical infrastructure and discusses key cybersecurity vulnerabilities, concluding
with a high-level snapshot of the legal and policy landscapes for the technology.

Levels of Autonomy

The Society of Automotive Engineers (SAE) provides a helpful standardized taxonomy of
levels of vehicle automation. According to this framework, Levels 1 and 2 necessitate driver
assistance features and are not classified as fully autonomous systems. Levels 3-5 represent
higher levels of automation that culminate with full autonomy. Vehicles classified at either
Level 4 or 5 are capable of operating without human intervention when automated systems
are engaged; however, Level 4 systems still allow for human oversight in specific conditions
(SAE 2021). Commercially available technologies such as Google’s Waymo cars are currently
considered Level 4: they are fully autonomous in the sense that humans are not directly
driving the vehicle, but can still provide guidance for the vehicle in new or unknown situations
(Ackerman 2021). As of this writing, Level 5 autonomy—representing full automation without
any human intervention in all driving conditions—has not yet been achieved.

Technologies Used in Autonomous Vehicles

AVs integrate a diverse range of technologies and computational systems to operate with
varying levels of autonomy. These technologies typically include AI, high-definition real-time
geospatial mapping, advanced perception systems such as LiDAR (Light Detection and Rang-
ing), radar, and Vehicle-to-Everything (V2X) communication. Most AVs employ a combination
of LiDAR, radar, GPS, cameras, high-definition maps (including Simultaneous Localization
and Mapping (SLAM)), sensor fusion, and Inertial Navigation Systems (INS) to accurately
perceive their surroundings, determine their position, and navigate within their environment.
However, certain AV systems prioritize camera-based perception and AI-driven computer
vision over LiDAR, relying on deep learning algorithms and real-time image processing to
interpret the driving environment and make navigation decisions.

Each of these technologies contributes to the vehicle’s capacity for operating with greater
levels of autonomy and accuracy, as well as its ability to adapt to unexpected environmental
changes. By integrating AI, advanced sensor systems, high-definition mapping, and real-time
data processing, AVs can more effectively perceive, interpret, and react to dynamic road
conditions. Consequently, this causes a reduction in reliance on human intervention and
increases operational reliability. AI serves as the basis for the ‘intelligence’ of AVs, leveraging
subfields of AI, including machine learning (ML), neural networks, and generative AI (genAI)
to process sensory data and make real-time driving decisions. AI significantly improves
the vehicle’s ability to predict and react to dynamic road conditions (Bojarski et al. 2016).
LiDAR enhances both object detection and depth perception, creating a high-resolution 3-
dimensional model of the AV’s surroundings. This is critical for obstacle avoidance and precise
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navigation in complex, evolving environments (Shan and Englot 2018). Radar can add an
additional layer of perception, particularly in adverse weather conditions where LiDAR and
cameras are less effective.

GPS and INS work together to maintain accurate vehicle positioning: GPS provides more
precise global location data, while INS compensates for GPS signal disruptions by tracking
motion and orientation through accelerometers and gyroscopes (Groves 2013). SLAM algo-
rithms allow AVs to build and refine maps of their environment in real-time, improving
localization and adaptation to previously unknown geographies (Durrant-Whyte and Bailey
2006). Sensor fusion rapidly combines and processes incoming sensor data to improve the
accuracy, reliability, and robustness of the autonomous system. This helps AVs detect obstacles,
road conditions, pedestrians, and infrastructure signals more accurately than relying on a
single sensor modality. Lastly, V2X communication enhances vehicle decision-making by
enabling AVs to exchange real-time data with other vehicles and infrastructure. This improves
efficiency and safety through cooperative maneuvering and collision avoidance (Papadimi-
tratos et al. 2009). The collective use of all of these technologies reduces the need for human
intervention, bringing AVs closer to achieving full autonomy.

MILITARY AND COMMERCIAL APPLICATIONS OF AUTONOMOUS VEHICLES

While the commercial development of AVs has garnered public attention for decades, the
U.S. Army has simultaneously pursued its own applications through various initiatives. Au-
tonomous combat vehicles offer the potential to reduce casualties on the battlefield, where
over 50% of casualties historically occur during the transport and delivery of supplies in
combat zones (Muller 2019). The Army’s initial endeavor focused on the “leader-follower”
robotic vehicle deployment program, which utilized AV technologies to enhance force pro-
tection and sustainment. In March 2023, the “leader-follower” program was replaced by the
Autonomous Vehicle Transport System, which aims to expand these autonomously driven
capabilities further (Luckenbaugh 2023).

A few months later, the Army shifted its focus to leveraging commercial autonomous
driving technologies for implementation in convoy operations (Eversden 2023). The shift was
driven by a desire to accelerate the adoption of emerging capabilities readily available in
the commercial sector. This new direction included a prototyping competition managed by
the Defense Innovation Unit (DIU)—the Ground Expeditionary Autonomy Retrofit Systems
(GEARS). GEARS sought vendors to equip existing military vehicles with reliable unmanned
operational capabilities (Harper 2023). The program’s goal was to integrate both hardware
and software to enable autonomous functions, including convoy operations and navigation,
while maintaining an open architecture to facilitate future upgrades.
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The Army is also developing a Robotic Combat Vehicle (RCV) program as part of its “Next
Generation Combat Vehicle” series, designed to function directly in combat scenarios (Feickert
2025). This ongoing program aims to develop a family of unmanned, combat-ready vehicles
that can operate collaboratively with manned vehicles. The RCV’s mission set has been
expanded to include reconnaissance, execution of complex tactical maneuvers, and direct
self-defense when attacked. As of October 2024, the Army planned to select one vendor from
a 2023 Army Request for Prototype Proposal (RPP) to proceed with the platform prototype
design and build phase of the RCV program (John 2023). Although current RCVs incorporate
advanced sensors, they remain dependent on soldiers for operation; testing in 2024 revealed
that one control vehicle with a crew of five soldiers was necessary for the deployment of
two RCVs. The progression toward greater autonomy will be heavily influenced by funding
considerations and how well RCVs perform in battle-simulated environments. While the
aforementioned SAE standards apply to commercial automotive applications, it is reasonable
to infer from publicly available information that the RCVs currently operate at an equivalent
of approximately Level 3 autonomy.

CRITICAL INFRASTRUCTURE IMPLICATIONS

AVs have become more embedded within critical infrastructure due to their reliance on
and integration with interconnected cyber-physical systems that underpin modern trans-
portation networks. The security of such networks extends well beyond individual vehicles,
encompassing mobile communication protocols such as 5G, GPS navigation systems, cloud-
based command and control systems, and the physical infrastructure that supports these
technologies. Such dependencies magnify the potential negative impact of cyber and physical
disruptions, which can cascade through many sectors, thereby threatening broader national
resilience. The breadth of this exposure necessitates robust risk management and mitigation
strategies, combined with cross-sector coordination to safeguard these interdependent sys-
tems from increasingly sophisticated threats. Effective risk management for AVs within critical
infrastructure involves continuous threat identification, timely vulnerability assessments,
and implementation of layered cybersecurity controls. Collaboration across interdependent
critical infrastructure sectors will proactively mitigate emerging threats, ensure reliability,
and lead to increased resilience.

In military operations, AVs play critical roles in autonomous logistics, reconnaissance, and
force mobility. To simultaneously reduce personnel risk while also enhancing operational
flexibility and responsiveness, the resilience of these platforms is vital. Disruptions may
impair mission-critical capabilities and strategic mobility. Addressing these vulnerabilities
requires adherence to established cybersecurity frameworks from the National Institute of
Standards and Technology (NIST), such as NIST SP 800-37, Risk Management Framework for
Information Systems and Organizations (Joint Task Force 2018), and NIST SP 800-82 Revision
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3, Guide to Operational Technology (OT) Security (Stouffer et al. 2023), alongside integrated
policies that unify civilian and military cybersecurity efforts. This comprehensive approach
helps to ensure that the deployment of AVs strengthens, rather than jeopardizes, national
security objectives across both civilian and defense domains.

CYBERSECURITY VULNERABILITIES AND MITIGATION STRATEGIES

As has been an evident trend over the last decade, cybersecurity attacks are becoming increas-
ingly prevalent, and malicious actors are becoming more sophisticated. AVs are not immune to
such attacks. Although autonomous technologies are not yet widespread and remain limited
to select commercial applications, their expansion to buses and other public transportation
will increase the vulnerabilities of related critical infrastructure. Understanding potential
threat vectors will significantly mitigate potential damages and threats to human life, while
also raising awareness of legal liability issues. Some of the potential vulnerabilities for both
commercial and subsequently military AVs include data breaches and privacy concerns,
remote hacking and unauthorized access, GPS spoofing and sensor manipulation, and Denial
of Service (DoS) attacks. Although each of these present significant potential harm to users
and those around them, mitigating measures can be taken to reduce such risks considerably.

Data Breach and Privacy Considerations

There are clear legal concerns around AVs, including liability, data breaches, and potential
exposure of user data. This particular topic is broad and has been extensively examined in
academic analyses, articles, and books. To remain within the scope of this article, the analysis
here will provide a high-level overview rather than engaging in an in-depth legal examination.
In constantly evolving and multi-faceted environments with AVs, the information security
considerations impact not only the integrity of data, but also the physical security of the
passengers and those around them. Consequently, robust security practices are critical to both
informational and physical safety by securing the information and data. A primary security
objective is to maintain the confidentiality, integrity, and availability of data.

AVs may generate and collect substantial amounts of data during operation: while not an ex-
haustive list, this may include real-time and geolocation data, synced device data, and driving
habits. AVs are also vulnerable to malware infections via over-the-air software updates. Miti-
gating strategies can be implemented at several levels, including multi-layer authentication,
intrusion detection systems (IDS), robust encryption practices, multi-factor authentication,
and AI model training to ensure the security of deep learning models. Typically, AVs utilize
Advanced Encryption Standard (AES) 256 and secure communication protocols, including
Transport Layer Security (TLS), to protect data transmitted between the vehicle, infrastructure,
and cloud environments (Rossi, Tiffiny 2019). AVs increasingly incorporate generative AI
(genAI) models to enhance decision-making, communication with operators, and further
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advance autonomous capabilities. Such models rely on a vast amount of training data to
‘learn’ and subsequently make effective decisions during the deployment of the technology
(Muller 2024). Ensuring that genAI models are trained on high-quality and integrity-verified
data provides safeguards for reducing biases, improving real-world adaptability, and mitigat-
ing safety risks associated with unpredictable driving conditions. Curated datasets further
help AVs respond accurately to edge cases, diverse environmental conditions, and complex
scenarios, ultimately enhancing reliability and trust in autonomous systems.

Remote Hacking, Unauthorized Access, GPS Spoofing, and Denial of Service

Remote hacking involves exploiting security vulnerabilities in an AV’s communication net-
works, such as the Controller Area Network (CAN), to gain unauthorized access and manipulate
critical vehicle functions, including steering, braking, and acceleration (Adly et al. 2023). Ma-
licious actors may also exploit vulnerabilities in internet-to-vehicle commands. This was
evidenced by a Kia vulnerability exposed in 2024, where attackers could send unauthorized
commands to other vehicles simply by substituting a victim’s identifier (e.g. an email address)
into an Application Programming Interface (API) request, which the backend system failed to
authenticate before routing the command to the victim’s vehicle (Greenberg 2024).

When cars rely on GPS for navigation, sending false location data to an AV can be detri-
mental: inaccurate or manipulated location data compromises the vehicle’s ability to navigate
correctly. Not only is this disruptive and potentially harmful to the passengers in the AV, it
can also disrupt the integrity of vehicle-to-vehicle (V2V) communications, vehicle-to-network
(V2N) communications (which enable AVs to connect to the cloud for navigation and real-
time updates), and vehicle-to-pedestrian (V2P) communications which enable AVs to interact
with pedestrians through mobile devices or sensors. Denial-of-service (DoS) and distributed
denial-of-service (DDoS) attacks can target the AV’s network bandwidth or processing capacity,
potentially impacting all of these safety-critical services and functions. The degradation of
the AV’s ability to properly receive, interpret, or transmit data and interface with external
systems can result in severe consequences (Durlik et al. 2024).

THE LEGAL AND POLICY LANDSCAPE

The proliferation of AVs introduces critical legal and policy challenges. Examining these
implications is crucial for a comprehensive understanding of the emerging AV landscape.

Legal Liability Standards

At a high level, legal liabilities for AVs follow in part traditional paths of product liability,
strict liability, negligence, and, of course, breach of contract. While software embedded in
commercial vehicles is not new in itself, the autonomous component alters the nature of risks
and may impact the legal framework of responsibilities. Increasing levels of autonomy seem
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to necessitate a shift in this legal framework, but is that necessary? Proponents of change may
argue that responsibility and control no longer stem directly from a human decision-maker,
as in a traditional vehicle. Additionally, causation becomes more attenuated and removed
with increasing levels of autonomy. Conversely, some legal scholars argue that traditional
legal frameworks are sufficiently robust to resolve the liability question. Regardless of the
type of human control technology, is it not still true that the car manufacturer is responsible
for its platforms, including embedded technology (joint liability considerations aside)?

The courts are still grappling with the conundrum of how to address AVs as more cases
come to the fore. Many such cases have settled out of court, removing the opportunity for
courts to set precedent where applicable. This question will undoubtedly become more critical
as the levels of autonomy in commercially available vehicles increase and the number of
such vehicles in use proliferates.

Policy

At the policy level, although federal legislation regarding autonomous vehicles has been
proposed, no such framework currently exists. There is no single federal law that explicitly
regulates AVs, though the National Highway Traffic Safety Administration (NHTSA, n.d.)
provides guidance for best practices around AV safety . Many states have adopted legislation
attempting to address AVs but this mirrors the piecemeal state-by-state approach that is
present in privacy laws today (Baker Donelson 2024).

NIST has provided guidance on the evolving topic, although it does not create a binding set
of standards as of this writing. Several relevant frameworks apply to the technology within
AVs, including the NIST Cybersecurity Framework (CSF), to help address cyber risk and vulner-
ability management for the technologies within the AVs. NIST SP 800-53, Security and Privacy
Controls for Information Systems and Organizations (NIST 2020), provides a comprehensive
catalog of security and privacy controls. Although not directly written for AVs, this document
offers guidance on cyber risk management to support system resilience for such vehicles.
NIST Internal Report (IR) 8534, Feature Description for Assessing Autonomous Vehicle Perfor-
mance (Hajjaj et al. 2024), provides a standardized framework for evaluating AV features,
specifically to help support consistent assessment of performance, safety, and cybersecurity.
While there are other relevant publications and guidance, it is worth acknowledging that a
specific framework for AVs could be a worthwhile endeavor.

CONCLUSION

AVs represent a significant technological advancement with far-reaching implications for both
commercial and military operations. The implementation of AI, LiDAR, GPS, SLAM, and other
emerging technologies continues to push AVs toward greater autonomy, yet fundamental
challenges remain, particularly regarding security vulnerabilities and operational limitations.

76 | THE CYBER DEFENSE REVIEW



D. Artusy

While the commercial sector has made strides in deploying AVs for public and private use,
the military’s approach, as evidenced by initiatives like the leader-follower program and its
successors, demonstrates a commitment to leveraging AVs for combat and logistics applications
that strive for higher levels of autonomy.

As AVs become more integrated with and reliant upon critical infrastructure sectors and
networks, their security is intricately linked to the resilience of these interconnected systems.
Consequently, cybersecurity threats such as data breaches, remote hacking, and GPS manipu-
lation pose mounting risks that must be addressed through AI-driven security models and
real-time monitoring systems. Along with a more robust and transparent legal landscape, this
will undoubtedly bolster cyber resilience. Ensuring the safe and ethical deployment of AVs re-
quires continued investment in security infrastructure and AI governance to shape the future
of autonomy across industries. Such coordinated efforts will enhance U.S. cyber resilience
and mitigate vulnerabilities, playing a vital role in defining the evolution of autonomous
technologies across both civilian and military domains.
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The U.S. military’s ability to rapidly project power around the globe is a cornerstone of American
defense strategy, and adversaries leverage denial strategies across domains to disrupt this capabil-
ity. Recent cyberspace exploitation campaigns have infiltrated U.S. critical infrastructure, raising
concerns about the military’s ability to project decisive force during crises. Increasing cyber
resilience for force projection requires transitioning from an asset-focused approach to a more
proactive, mission-driven approach for defensive cyberspace operations (DCO). U.S. Army Cyber
Command (ARCYBER) is implementing a campaign approach to address the cross-organizational
challenge of increasing cyber resilience by leveraging partnerships to facilitate collaboration,
leading the process of identifying critical systems, and producing plans to align requirements with
resources. ARCYBER works closely with the Total Army (Active, Guard, and Reserve) and Joint
and Interagency partners to promote effective collaboration, providing a common framework to
translate organizational missions into cyberspace defense priorities. ARCYBER defends the Army’s
mission threads by maneuvering forces and hardening networks. Beyond proactive mitigation,
the logistics enterprise must be prepared to “fight through” or bypass disruptions that penetrate
defenses, ensuring mission success even in contested environments.
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INTRODUCTION

“In any kind of operation, there are two things you must get right. . . you have got to
have your command and control in place, and you have got to have a robust, reliable
logistics system.” - LTG (R) Paul Mikolashek 1

In the summer of 2017, chaos erupted at the Copenhagen headquarters of Maersk, the
multinational shipping giant, as employees scrambled across open-plan offices to unplug com-
puters, watching in horror as more screens flickered to black. A Russian cyber actor deployed
malicious software (malware) known as NotPetya against Ukraine, which spread far beyond
the country’s borders. The cyberattack exploited a vulnerability in the Windows update mech-
anism to irreversibly encrypt an infected computer’s master boot record, preventing it from
finding its own operating system. The infected systems and the data residing inside them
were effectively destroyed. Maersk’s operations, which accounted for a fifth of global shipping
capacity across 76 ports and nearly 800 ships, came to a standstill, suffering over $300 million
in damages. The disruption exposed the vulnerability of modern commerce’s interconnected
systems to cyberattacks (McQuade 2018). This scenario highlights the potential for similar
disruptions to defense critical infrastructure (DCI) and the joint logistics enterprise (JLEnt)
during a major contingency operation.

As America’s rivals grow more adept at cyberspace exploitation, there is an ongoing debate
about how the United States can best secure itself in this domain. Recently, multiple cyber
exploitation campaigns have infiltrated U.S. critical infrastructure, raising concerns about the
U.S. military’s ability to respond in a crisis. Proposed responses to these threats include new
regulations, adjustments to roles and responsibilities across the national security enterprise,
expanding the cyber workforce, and placing greater emphasis on “defending forward” and
imposing costs on rivals (Segal 2025). U.S. Army Cyber Command (ARCYBER), as the Army’s
service cyberspace component, is responsible for operating and defending the Army’s portion
of the Department of Defense Information Network (DODIN), and when directed, other DODIN
and non-DODIN networks (HQDA 2017). How can ARCYBER contribute to these emerging
solutions and proactively mitigate threats to U.S. military force projection? Addressing this
requires understanding both the nature of cyber risks and ARCYBER’s unique advantages.

The complexity of cyber threats and limited resources often creates a default organizational
preference for relegating cyber risk to technical commands and staff directorates. This status
quo approach relies on asset- and compliance-based cyberspace security measures, which
are necessary but not sufficient for establishing cyber resilience. The intangible nature of
the cyberspace domain and the lack of institutional cyber knowledge often exacerbate this
incentive, making operational planners hesitant to integrate cyber considerations into their
operations. Furthermore, the technical cyber workforce may not always be familiar with

1. Quoted in Klug (2023)
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operational staff priorities and may struggle to communicate technical cyber information
in a way that is useful to operational staff. This often results in a lack of shared cyber risk
understanding across organizations. This separation creates a disconnect between operational
mission requirements and technical asset dependencies, hindering the Army’s ability to
optimize its cyberspace defense posture in a contested environment.

The ability to project power across transoceanic distances is increasingly challenged by
rivals working to disrupt this capability across domains. Increasing cyber resilience in Army
force projection requires transitioning from an asset-based approach to a more proactive,
mission-based approach for defensive cyberspace operations (DCO). ARCYBER’s campaign
approach involves partnering with key stakeholders, identifying defense requirements, and
developing plans that align requirements with resources. Effective collaboration across orga-
nizations requires a shared understanding of the strategic environment, cyber threats, and the
challenges inherent to the cyberspace domain. To achieve this, ARCYBER works closely with
the Total Army (Active, Guard, and Reserve) and Joint and Interagency partners. Through this
collaborative effort, ARCYBER leads the process to enable supporting commands to analyze
their mission threads, identify critical systems, and submit defense requirements. Finally,
ARCYBER develops plans that synchronize cyberspace defense requirements and resources
to mitigate threats to Army missions proactively. Through this approach, ARCYBER aims to
empower commanders to make risk-informed decisions and improve overall operational re-
silience. Ultimately, this approach enhances the Army’s ability to project power in a contested
cyberspace environment.

This article is organized into four main sections. The first section provides a foundational
understanding of the strategic cyber threat to the JLEnt. The second section highlights the
unique challenges associated with cyber resilience. The third section details ARCYBER’s
approach to enhancing cyber resilience through partnerships, process, and plans. The fourth
section looks beyond cyber resilience in logistics to highlight other critical functions and
discuss logistics concepts that aim to improve overall operational resilience in a contested
environment.

UNDERSTANDING THE LANDSCAPE

The Cyber Strategic Environment

According to cyber persistence theory by Harknett, Fischerkeller, and Goldman (2023), cyber
actors continuously pursue initiative persistence to shape the contemporary cyber strategic
environment. This pursuit of initiative persistence is driven by the underlying structure of
cyberspace—a set of ever-changing digital conditions that incentivize state actors to con-
tinuously engage in cyber operations against other states to set security conditions to their
advantage. Unlike nuclear or conventional models, which rely on coercion, these cyberspace
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operations occur within a framework of persistent engagement, allowing rivals to contin-
uously exploit vulnerabilities in pursuit of strategic advantage. Consequently, cyberspace
engagements are best seen as continuous bouts of constant competition between rivals seek-
ing cumulative outcomes through, primarily, cyber faits accomplis, which are efforts to seize
and exploit digital terrain before an adversary can react.

Since the early 2010s, the strategic cyberspace competition for initiative persistence has
evolved as part of the intensifying security competition between U.S. alliance networks and
an increasingly cooperative Eurasian entente comprising China, Russia, Iran, and North
Korea. The U.S. military’s ability to project power rapidly across the globe is the foundation for
American defense policy in this dynamic security environment (Busler 2022). Force projection,
or “the ability to [deploy and sustain] the military instrument of national power from the
United States or another theater in response to requirements for military operations,” relies
on the JLEnt through DCI (Joint Chiefs of Staff 2022b, GL-10). Logistics is “planning and
executing the movement and support of forces” (Joint Chiefs of Staff 2023b, GL-5), and DCI is
the “Department of Defense and non-Department of Defense networked assets and facilities
essential to project, support, and sustain military forces and operations worldwide” (Joint
Chiefs of Staff 2023a, GL-5). Cyber persistence theory, along with the observed evidence,
strongly suggests that the contemporary cyber strategic environment poses significant risks to
the U.S. military’s power projection. Prudent planning, therefore, demands that U.S. military
planners anticipate that potential adversaries will not wait for a crisis to contest America’s
ability to generate, project, and sustain its forces. Instead, rivals will continuously seek to
pre-position on DCI to enable denial-by-disruption strategies calibrated to degrade U.S. force
projection (van Ovost 2022). In short, rivals will use cyber faits accomplis to shape security
conditions to their advantage.

By contesting logistics and force projection, adversary denial strategies could significantly
hinder operational effectiveness and strategic decision-making. A denial strategy is a military
approach aimed at undermining an adversary’s ability to achieve their objectives, particularly
in territory or political goals, by making the costs of pursuit prohibitively high, thereby
forcing them to reconsider or concede (Pape 1996; Borghard and Lonergan 2017). With
respect to military strategy, “logistics remains a means, circumscribes the potential ways,
and plays a vital role in determining the time horizon necessary to achieve the desired ends
depending on the level of risk” (Klug and Leonard 2025, 2). By contesting U.S. military force
projection, adversaries can impact strategic decision-making by reducing options, delaying
responses, and increasing risk. This disruption extends to the operational level of warfare,
where commanders and staff “use operational art through campaign design and planning to
sequence and sustain battles” (Benson 2025, 100). Therefore, the U.S. military must increase
its operational resilience, with cyber resilience as a critical component, to counter these
adversary denial strategies and maintain its strategic edge.
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The 2022 National Defense Strategy (NDS) acknowledged that today’s contested environment
poses a threat to U.S. strategic coherence. To counter this, the NDS prioritized resilience as
a cornerstone of America’s ability to deter attacks and prevail in armed conflict. Defining
resilience as “the ability to withstand, fight through, and recover quickly from disruption,”
the NDS emphasized the importance of cyber resilience in mitigating cyber risk across “a
growing surface of vital networks and critical infrastructure" (DoD 2022, 8). Cyber risk in-
volves the potential for damage caused by the exploitation of vulnerabilities in information
systems, considering both the likelihood of an attack and the impact if it occurs (Jabbour and
Poisson 2016). Cyber risk has a reciprocal relationship with cyber resilience, in which risk
informs resilience, and resilience in turn mitigates risk. Cyber resilience involves anticipating,
withstanding, recovering from, and adapting to disruptions to systems that utilize or depend
on cyber resources (NIST 2021). Cyber resilience is essential for maintaining operational
resilience. With military operations increasingly reliant on digital technology, cyber risks
amplify overall operational risks (Thomas 2024). Mitigating these threats is an increasingly
complex challenge, driven by the rapid proliferation of information systems and the growing
sophistication of exploits from both rival nation states and cybercriminals.

Cyber Threats

The information technology (IT) and operational technology (OT) systems underpinning U.S.
critical infrastructure and the JLEnt have become increasingly automated and interconnected.
IT encompasses devices such as laptops, software, and networking tools for communication
and productivity. OT encompasses systems such as industrial control systems (ICS), supervi-
sory control and data acquisition (SCADA), and programmable logic controllers (PLC). These
cyber-physical connections enable remote monitoring and control of dispersed equipment
(Parfomak and Jaikaran 2021), but their interconnectivity introduces greater cyber risks.

In IT and OT systems, disconnects are often revealed between the desired functionality and
the actual behavior of the implemented code. These discrepancies create vulnerabilities in the
digital landscape which offensive and defensive cyberspace operations teams continuously
vie over for advantage. The effectiveness of cyberspace operations depends on identifying
these underlying weaknesses. Detecting weaknesses in a target system requires a skilled
team of specialists; this team includes operators who gain and maintain access, analysts
who identify vulnerabilities, and developers who create exploits for operators to deploy.
Exploitation efforts must start long before a crisis arises because operational effectiveness
demands deep system knowledge. Moreover, once an exploit is used, its discovery, followed
by patching or system hardening, limits its effectiveness for future use (Libicki 2012; Lin
2010; Smeets 2022).

The ongoing struggle over exploiting and protecting vulnerabilities has led to the emergence
of various types of offensive cyberspace operations (OCO), each with distinct objectives and
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methods. To better understand how threats gain an advantage in cyberspace, it is essential to
grasp the types of effects OCO can produce and the mechanisms used to achieve those effects.
Unlike actions in the conventional strategic environment, vis-à-vis the application of land,
sea, or air power, OCO cannot substitute force for exploitation. This is a consequence of the
clandestine character of cyberspace exploitation, as actors must obscure their intentions and
activities to prevent defenders from rapidly closing off vulnerable avenues of approach and
to avoid escalation. Additionally, since OCO relies on subverting system vulnerabilities clan-
destinely, political scientist Lennart Maschmeyer (2021) argues that an operational trilemma
constrains the effectiveness of cyberspace operations: the speed with which vulnerabilities
can be identified and exploited; the intensity of the effects generated; and the degree of control
over a system and the effects delivered. Achieving optimal results simultaneously in all three
areas is not possible.

OCO consists of cyberspace exploitation and cyberspace attack activities. Cyberspace ex-
ploitation involves access creation; intelligence, surveillance, and reconnaissance (ISR) ac-
tivities; and preparation for effects delivery (Joint Chiefs of Staff 2022a). One example of
this activity is Volt Typhoon, a Chinese state-sponsored cyber actor that compromised the IT
networks of multiple U.S. critical infrastructure sectors across the continental United States
and territories such as Guam. In addition to ISR in cyberspace, Volt Typhoon’s actions appear
to be aimed at pre-positioning themselves within networks for potential lateral movement to
OT assets, with the intent to disrupt critical functions during a moment of crisis or military
conflict (Jaikaran 2024; CISA 2024). Cyberspace attacks deliver effects. U.S. military doctrine
distinguishes between system denial effects—which reduce a system’s functional capacity
(degrade), temporarily deny access (disrupt), or irreparably deny access (destroy)—and system
manipulation that creates physical effects (Joint Chiefs of Staff 2022a).

According to international relations scholar Max Smeets (2022), cyber effects are primarily
generated through three mechanisms: Distributed Denial of Service (DDoS), data manipulation,
and system manipulation. First, DDoS attacks overwhelm a target system with a flood of
data packets from multiple compromised sources. DDoS attacks are among the simplest and
cheapest to execute, typically affecting only publicly accessible websites. Though temporary,
their impact can be significant (Borghard and Lonergan 2017). A notable example is the
2012-2013 DDoS attacks by Iranian cyber actors against nearly 50 U.S. financial institutions,
which disrupted access to public websites and incurred substantial mitigation costs (Warner
2020).

The second mechanism is data manipulation, where an attacker with the necessary access
can modify, delete, or encrypt data (Smeets 2022). This action destroys value and renders
digital resources unusable. Depending on the nature of the data targeted, entire systems may
be rendered non-functional, as seen in the NotPetya attacks on Maersk. A similar example
is the May 2021 Colonial Pipeline cyberattack, in which the DarkSide ransomware group
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encrypted the company’s IT billing systems. While there was no evidence that the company’s
OT systems were compromised, they were also shut down as a precaution. This attack crippled
the operation of the largest fuel pipeline in the United States, halting the flow of gasoline,
diesel, and jet fuel along the East Coast. The resulting disruption led to widespread fuel
shortages, price hikes, and panic buying, causing significant economic and logistical challenges.
Ultimately, Colonial Pipeline paid a ransom to regain access to its systems, citing the critical
importance of its infrastructure and its responsibility to the nation (Nakashima, Torbati, and
Englund 2021; Bogage 2021).

The third mechanism is system manipulation, which is typically achieved through OT
systems (Smeets 2022). Manipulating a system can cause it to perform a regular function at a
time or in a way that is not desired. In 2000, a disgruntled former employee of Maroochy Water
Services in Queensland, Australia, exploited vulnerabilities in the sewage control system,
releasing over 750,000 gallons of raw sewage into public waterways over several weeks.
In extreme cases, system manipulation can alter a system’s processes in ways that result
in physical destruction. For example, in 2007, researchers conducted the Aurora Generator
Test at Idaho National Labs to demonstrate how a cyberattack could physically damage the
electric grid. Using malware to manipulate a diesel generator’s circuit breakers produced
abnormal torques, ultimately causing its destruction. Perhaps most notably, in 2009, a cyber
actor exploited the PLCs controlling the centrifuges at Iran’s nuclear enrichment facility
in Natanz. The malware modified the centrifuges’ operation, causing physical damage to
between 1,000 and 2,000 of the devices (Zetter 2014).

While cyber effects cannot entirely halt U.S. military force projection, these effects can
introduce Clausewitz’s “fog, friction, and chance” into critical nodes of the logistics enterprise,
causing cascading disruptions across operations. Military cyberspace operations weaponize
friction in the contest between opposing military systems (Rovner 2020). The intensity of
cyber effects against DCI will, however, be constrained by Maschmeyer’s trilemma. At the
outset of a conflict, adversaries will have a finite number of exploits available. As these effects
are delivered and mitigated, adversaries will need time to identify new vulnerabilities and
develop additional exploits. They must choose whether to concentrate their effects early in
the conflict or to sequence them for sustained disruption.

These cyber resource constraints make targeting vulnerabilities in military logistics particu-
larly appealing. Logistics operations often rely on information sharing and partnerships with
commercial entities that may have inconsistent cybersecurity measures. These inconsistencies
can create exploitable conditions that offer adversaries high potential payoffs. Gaining insight
into logistics operations early in a conflict through cyberspace exploitation offers invaluable
intelligence on U.S. intentions. DDoS attacks on public-facing websites can hinder cooperation
with commercial partners, while altering or destroying data can introduce inefficiencies and
necessitate duplicative efforts. Logical and physical destruction effects require costly and
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time-consuming mitigation efforts. These disruptions reverberate through tightly coordinated
logistical operations, causing delays in the logistics chain and creating narrative vulnerabilities
regarding U.S. capability and commitment (Dougherty 2023).

CROSS-ORGANIZATIONAL CHALLENGES FOR DEFENSIVE CYBERSPACE
OPERATIONS

Enhancing cyber resilience for critical missions in the face of increasingly sophisticated cyber
threats is a significant challenge for defense planning that requires extensive collaboration. In
theory, the malleability of cyberspace should favor the defender, but in practice, the scale and
complexity of modern information systems leave ample opportunity for exploitation (Libicki
2012). Adversaries seek to disrupt force projection by targeting dependencies within mission
threads, where a cyber effect can create cascading delays, miscoordination, and mission
failures. Mission threads are “operationally driven, technically supported descriptions of
the end-to-end set of activities required to execute a mission or mission task” (CJCS 2022,
A-5–A-6). Cyber resilience is a critical component of mission assurance, a doctrinal process that
seeks to ensure that everything needed to carry out essential functions—including people,
equipment, facilities, networks, and supply chains—remains operational and resilient, no
matter the environment or situation (DoD 2018). The challenge of mitigating cyber risk
lies in the requirement for “analysis beyond a specific portion of cyberspace, geographic
area, or organizational responsibility,” and the need for units to “apply systems thinking to
understand the processes, components, dependencies, and interactions from both a technical
and organizational perspective” (HQDA 2024, 1–2).

The traditional approach to managing cyber risk often focuses on network operations for
functionality and security. However, this approach places too much reliance on the technical
workforce to mitigate cyber risk. This tendency stems from the organizational and technical
complexity of network analysis and risk communication. Operational planners often over-
look cyber considerations due to the intangible nature of cyberspace and a general lack of
institutional cyber knowledge. At the same time, technical personnel are often unfamiliar
with operational priorities and struggle to communicate technical information in a way that
is useful to operational planners. As a result, cyber risk is frequently relegated to specialized
organizations such as the G-6/J-6 staff directorate or a cyberspace operations headquarters.
The disconnect between operational and technical planners creates a gap in understand-
ing between operational mission requirements and technical asset dependencies (Corbari
et al. 2024).

The involvement of multiple stakeholders with varying roles and authorities further com-
pounds the complexity of mitigating cyber risk to force projection. This challenge is particu-
larly pronounced when Mission Relevant Terrain-Cyber (MRT-C) systems, such as logistics
networks owned by private sector entities, reside outside of the DODIN. The authority to
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address active threats on a network is fragmented, depending on whether the threat occurs
on a private or public sector network and whether the nation is engaged in armed conflict.
Consequently, responsibility for countering threats to Army networks is spread across Federal
Law Enforcement, Homeland Security, and Homeland Defense activities. This fragmenta-
tion of authority impacts both preparedness and response times in peacetime and wartime,
complicating the ability to address emerging threats swiftly.

ARCYBER has identified these challenges and adapted its approach to solving them over
time. In 2020, a Homeland Defense planning effort in support of Headquarters, Department
of the Army (HQDA) initially highlighted the complexities of determining and acting upon
Army cyber protection interests in the homeland. This effort ultimately led to the Army
Force Projection (AFP) planning effort. Utilizing Mission Thread Analysis (MTA), the AFP
effort revealed the need for a broader Army-wide initiative to address these issues. This
requirement, in turn, led to the development of the DCO-Optimization effort and the Army
Defensive Cyberspace Optimization Conference (ADCyOC). These complementary planning
efforts aim to define and document the Army’s cyberspace defense requirements more
accurately, empowering ARCYBER to direct forces and harden networks more effectively.
Moreover, these efforts help identify dependencies where the Army requires Interagency
support. While national cyber policy continues to evolve, the Army must be prepared to
advocate for its interests with Interagency partners effectively.

ADOPTING A CAMPAIGN APPROACH TO INCREASE CYBER RESILIENCE

To address emerging challenges in cyberspace, ARCYBER has refined its partnerships, pro-
cesses, and planning to mitigate cyber risk and de-conflict overlapping efforts. In response
to increasingly sophisticated cyber threats, ARCYBER has refined the MTA process to better
employ defensive cyberspace forces and close the gaps in cyberspace defense that tradi-
tional asset-based, compliance-driven, and reactive security measures leave unaddressed.
By decomposing mission threads into operational and technical requirements, MTA enables
proactive risk mitigation through the identification of MRT-C. MRT-C includes the components
of the cyber terrain such as devices, links, applications, and protocols that are essential to
the operation of a critical asset or the successful completion of a mission. Mapping MRT-C
allows defensive cyberspace forces to maneuver more effectively and harden networks in
support of mission owners (HQDA 2024; Corbari et al. 2024). DCO seeks to “defeat the threat of
a specific adversary and/or to return a compromised network to a secure and functional state”
(Joint Chiefs of Staff 2022a, II–4). Defensive cyberspace forces need a deep understanding of
network architecture, cross-organizational mission dependencies, and prioritized directives
to proactively mitigate risk and respond swiftly to incidents.
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Leveraging Partnerships

The cross-organizational challenge of cyber resilience in force projection requires partner-
ships across the Department of War (DoW), the Total Army, and the Interagency. The unique
knowledge, relationships, and authorities of these partners complement ARCYBER’s capabili-
ties. Building relationships with these partners before a crisis is crucial to their effectiveness
in times of need. While Interagency partners and Total Army defensive cyberspace forces
may not be ideal for emergency response, they are well-suited for cyberspace defense require-
ments that involve long-term collaboration with MRT-C owner and operators, both on and off
the DODIN. Army Reserve and National Guard defensive cyberspace forces have developed
capabilities leveraging their long-term relationships with MRT-C owners throughout the
United States, as well as their experience with commercial technology partners.

Force projection requires a collaborative approach between service and joint stakehold-
ers in cyberspace operations, homeland defense, logistics, and mobilization. While HQDA
provides institutional oversight and coordination, key stakeholders span various operational
functions. In cyberspace, this includes U.S. Cyber Command (USCYBERCOM), DoD Cyber De-
fense Command (DCDC), and ARCYBER. Homeland defense relies on the collaboration of U.S.
Northern Command (USNORTHCOM) and U.S. Army North (ARNORTH). Logistics success
hinges on the combined efforts of U.S. Transportation Command (USTRANSCOM), the Defense
Logistics Agency (DLA), Army Materiel Command (AMC), U.S. Army Transportation Command
(ARTRANS), and other service transportation components. Finally, effective mobilization ne-
cessitates seamless integration between Forces Command (FORSCOM), the Office of the Chief
of Army Reserve (OCAR), the National Guard Bureau (NGB), and First Army. This intricate
system-of-systems underscores the criticality of collaboration in protecting DCI and ensuring
successful mobilization and force projection.

Cyber effects pose a significant threat to DCI; yet, without adequate support for collaboration,
Interagency partners may lack the awareness and preparedness necessary to effectively
mitigate these attacks, thereby increasing cyber risk. These partners include the Department
of Homeland Security (DHS), which encompasses Homeland Security Investigations (HSI), the
Federal Emergency Management Agency (FEMA), and the Cybersecurity and Infrastructure
Security Agency (CISA); the Department of Justice (DOJ); and various state, local, and tribal
governments, including their law enforcement components. Experience has shown that the
Interagency is sometimes unaware of DoW and Army requirements, leaving them unprepared
to respond to cyberattacks on DCI vital to DoW missions. This knowledge gap is a policy issue
stemming from the unclear division of responsibilities between Homeland Security and
Homeland Defense mission sets and authorities.

To address these coordination issues, engaging with interagency partners before a crisis
is essential. By sharing off-DODIN DCI protection requirements with Interagency partners

90 | THE CYBER DEFENSE REVIEW



D. McNatt, E. Yoo, J. Welte, and P. Sinclair

while campaigning in competition, the Army can give them ample time to prepare and
take proactive measures. This preparation can include collaborating with the private sector
and developing legal strategies to counter malicious cyber actors (MCA) when necessary.
Building relationships between the interagency and MRT-C owners and operators during this
phase can also facilitate a more effective response to MCAs targeting MRT-C. This approach
is analogous to how a local fire department works with businesses to identify potential fire
hazards and develop tailored response plans, ensuring they are better equipped to respond in
an emergency. Taking a proactive and collaborative approach strengthens collective defenses
and improves the ability to respond to cyber threats.

Leading the Process

ARCYBER has adopted a campaign approach to optimize Army DCO and proactively mitigate
risk to critical missions such as force projection. This approach is an iterative process of
continuous improvement that requires collaboration across stakeholders to identify MRT-C
and defend the Army’s vital missions. This process is structured around the annual ADCyOC
to facilitate a shared understanding across the Army enterprise, and bi-weekly working
groups, which provide regular touchpoints with stakeholders. This structured process enables
ARCYBER to collaborate with stakeholders across the Army, providing a common framework to
translate Army missions into actionable cyberspace defense priorities. It enables stakeholders
to advocate for their priorities, allowing ARCYBER to engage with units and gather the technical
information needed to plan and execute DCO effectively.

MTA supports this campaign approach by providing a framework for organizations respon-
sible for planning major operations, contingencies, or institutional functions to collaborate
with ARCYBER. Through this analysis, organizations can translate their missions into mission
threads, MRT-C, and actionable cyberspace defense requirements. This approach shifts the
focus from individual assets to a more holistic understanding of mission vulnerabilities, en-
compassing those that extend beyond organizational boundaries. By clearly mapping MRT-C,
MTA enables commanders to make better-informed decisions regarding resource allocation
of defensive cyberspace forces and risk mitigation to support a mission (HQDA 2024).

To achieve this comprehensive understanding, operational planners and technical pro-
fessionals must collaborate to identify and analyze mission threads. Operational planners
from the G-3 and G-5 staff directorates work with technical signal and cyber professionals to
decompose their mission essential tasks. MTA involves identifying, defining, and depicting
mission process threads (MPT), which outline the conceptual flow of the task, and mission
engineering threads (MEngT), which capture the technical components required to execute
each step. Mission owners use the MPTs to “depict the process of a mission as a series of
steps or actions required to achieve successful accomplishment” (Corbari et al. 2024, 42).
The MEngT includes the components, both physical and digital, necessary to execute each
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step in the MPT successfully. When analyzing the MEngT, planners must carefully scope the
requirements to prevent over-analysis and avoid wasted effort. Common models for MEngT
analysis include the cyberspace layer model (persona, logical, physical) and network layer
models, such as the Open Systems Interconnection (OSI) Model. Critically, staff must also
identify any external dependencies, such as electrical power and satellite connectivity (HQDA
2024; Corbari et al. 2024).

Effective MTA results in a clear depiction and understanding of the organization’s MRT-
C, highlighting the cross-organizational dependencies between mission owners and asset
owners (Corbari et al. 2024). This information is captured within the Mission Assurance
Risk Management System (MARMS) through the Mission Assurance Decision Support System
(MADSS) and Strategic Mission Assurance Data System (SMADS) (CJCS 2023). Identifying and
depicting this cyber terrain creates situational awareness of dependencies, uncovers vulnera-
bilities, and supports resource allocation decisions for maintaining operational continuity.

This comprehensive understanding of MRT-C, achieved through MTA, allows commanders
to make informed risk assessments and operational decisions. With a clearer understanding
of the cyber risks to their mission threads, commanders can more effectively decide whether
to avoid, mitigate, or accept risk. Actions to address these risks “may include changing how
the capability is employed, mitigating the risk throughout the mission thread, reengineering
portions of the mission thread, or preparing to operate with diminished capabilities [or falling
back on analog processes]” (HQDA 2024, 3). Commanders may also elevate the risk to a higher
echelon for further action (HQDA 2024).

Furthermore, identifying MRT-C through MTA informs other critical processes such as
determining defense requirements, positioning forces, informing task critical asset (TCA)
nominations, and identifying DCI. A TCA is “an asset that is of such extraordinary importance
that its incapacitation or destruction would have a serious, debilitating effect on the ability of
one or more DoD or OSD Components to execute the capability or mission-essential task it
supports” (DoD 2018, 19). In addition to TCA and DCI identification, MTA provides a more
comprehensive understanding of the vulnerabilities tied to those resources. When cyberspace
defense requirements are based on a detailed knowledge of MRT-C, intelligence collection
efforts are more focused and defensive cyberspace forces can deploy sensors on the network
more effectively, resulting in a more agile and responsive defense that enables defensive
cyberspace forces to address incidents swiftly.

Beyond the tangible actions taken, fostering a psychological “perception of control” is
crucial for cyber resilience. When effective staff collaboration empowers leaders to project a
sense of control while they “fight through” a cyber disruption, it sustains trust and cohesion
within their organizations, reducing the risk of cascading disruptions across their functions
(Thomas 2024).
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Producing Plans

ARCYBER increases cyber resilience across the Army enterprise by developing plans that
align requirements and resources. First, ARCYBER advocates for resources by consolidating
Defense Requirements Statements (DRS) from across the Army enterprise and facilitates
their inclusion in USCYBERCOM’s mission alignment process. The DRS uses a straightforward
format, enabling mission owners to describe their cybersecurity needs clearly. This stan-
dardized approach facilitates a better understanding of individual requirements and guides
mission owners in providing essential information for DCO planning and prioritization. US-
CYBERCOM’s mission alignment process, in turn, leverages these DRS submissions to inform
their decisions regarding mission prioritization and the alignment of cyber mission forces
across military services and Joint Force Headquarters-Cyber (JFHQ-C) (Corbari et al. 2024).
Finally, USCYBERCOM’s Combatant Command Campaign Plan (CCP) and annual orders process
operationalize these forces across the cyber enterprise.

Second, ARCYBER operationalizes near-term requirements to proactively mitigate cyber risk
across the Army through its own annual orders process. When Army organizations identify
their MRT-C and cyberspace defense requirements, they often lack the organic resources
and expertise to fully defend their mission threads. Collaboration with supporting Army
commands allows ARCYBER to capture defense requirements in its annual orders and align
forces to missions. ARCYBER defends the Army’s mission threads by maneuvering forces and
hardening networks. These forces include cyber protection teams (CPTs), which can deploy
mission elements forward to hunt and clear threats from networks and harden them against
future compromise. CPTs can also monitor MRT-C on an ongoing basis. In addition to CPTs,
Network Enterprise Technology Command’s (NETCOM) Regional Cyber Centers (RCC) work
with ARCYBER’s G-36 and the Cyber Protection Brigade (CPB) to leverage enterprise-wide
analytics in support of identified cyberspace defense requirements (Barrett 2024). ARCYBER
also utilizes cyber red teams and cyber readiness inspection activity (CRIA) teams to identify
vulnerabilities and enable defense of MRT-C. Requirements that exceed ARCYBER’s capacity
can be referred to the Cyber National Mission Force and Interagency partners (Corbari et
al. 2024).

Lastly, ARCYBER captures long-term planning requirements to increase cyber resilience
across the Army through its campaign support plan (CSP) and contingency planning. ARCY-
BER’s CSP aligns with USCYBERCOM’s CCP and HQDA’s Army Campaign Plan (ACP). Through
these processes, ARCYBER collaborates on longer-term operational and institutional initia-
tives to strengthen cyber resilience in critical Army missions such as force projection. These
initiatives may include operational partnerships, network modernization, force structure
adjustments, and the fielding of new capabilities. This planning is most effective when in-
formed by MRT-C and cyberspace defense requirements from across the Army enterprise.
ARCYBER also incorporates these requirements into its contingency plans, enabling a more
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rapid response in a crisis to support operation plans (OPLANs). Effective collaboration across
the Army enterprise facilitates planning that bolsters cyber resilience in both campaigning
and contingency response efforts.

PREPARING TO “FIGHT THROUGH” DISRUPTIONS

Achieving broader operational resilience requires mission thread defense of other critical
functions and more wholistic concepts for operational risk mitigation across the logistics
enterprise. MTA allows other critical functions, such as multinational operations, ISR, long-
range precision fires, command and control, and integrated air and missile defense (IAMD), to
shift focus from individual assets toward a broader understanding of mission vulnerabilities.

While proactive mitigation of cyber risk enhances overall operational resilience, the logistics
enterprise must be prepared to “fight through” disruptions caused by cyber effects that bypass
efforts to protect and defend MRT-C. The logistics community recognizes the challenges of
the current contested environment and is developing concepts to strengthen operational
resilience in the face of denial effects across domains. Integrating logistics planners earlier in
the planning process can improve operational resilience by ensuring that courses of action
are more aligned with logistics capacity, rather than accepting risks to sustain operations that
were conceived without proactive logistics input (Hughes 2024).

Chris Dougherty (2023), a researcher at the Center for a New American Security (CNAS),
developed a framework for responding to the contested logistics environment through an
adaptive logistics approach. Central to the framework is the persistent challenge that “rein-
forcements take too long to arrive from the United States or other theaters to defend allies
and partners or counterattack from a position of strength” (11). To enable forward forces to
persist and build combat power, Dougherty proposes an adaptive logistics strategy that can
transition from efficient methods to more resilient ones, based on threats, operational needs,
and the status of infrastructure.

Dougherty’s (2023) adaptive logistics strategy has forward, theater, and enterprise compo-
nents. He offers three elements in enhancing resiliency in forward logistics. First, forward
forces should moderate their operational tempo to minimize attrition by doing less and avoid-
ing destruction. Second, the U.S. military should preposition forces and materials in dispersed,
secure locations to reduce reliance on resupply from rear areas. Third, Army forces should
prepare to “live off the land” by sourcing fuel and other essential materials locally, thereby
reducing their dependence on uninterrupted resupply. At the theater level, intermediate
basing operations could further strengthen theater logistics by supporting multiple defensible
lines of communication. At the enterprise level, accurate and timely information enables a
responsive and efficient “pull” model where logistics meets operational demand “just-in-time.”
In a contested environment where information is degraded, logistics must shift to a robust
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and sufficient “push” model, which relies on anticipating needs and moving resources during
windows of opportunity. With a risk-informed understanding of the cyber threat, comman-
ders are better equipped to “fight through” disruptions by combining cyber and operational
mitigation activities.

CONCLUSION

As the Army navigates today’s contested cyber environment and evolving fiscal realities,
leaders must not lose sight of the fact that sustained investment in cyber resilience will
remain a strategic necessity. The ability to project force and sustain operations will hinge
on the Army’s ability to mount effective cyber defenses that can anticipate, withstand, and
recover from persistent threat activity. ARCYBER’s campaign approach provides a starting
point, but its success will depend upon a long-term commitment from military leaders,
planners, and technical experts. By prioritizing proactive cyberspace defense measures,
integrating cyber resilience into force planning, and fostering collaboration, the Army can
ensure that its logistics enterprise remains resilient in the face of ever-changing threats. The
alternative—waiting until a crisis to react—risks ceding the initiative to adversaries already
operating in a persistent state of cyber engagement. The Army’s ability to fight and win in a
cyber-contested battlespace is precisely what hangs in the balance.
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Establishing a trusted global framework for cyber threat intelligence (CTI) sharing is essential
to collective cyber resilience, deterrence, and defense. The lack of a global framework for CTI
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compliant mechanisms for CTI exchange. Policy disparities and resistance to change remain
key obstacles. This article examines essential elements of effective CTI sharing—data security
with validation, anonymization, and authorization— and proposes trust-based practices that can
be implemented within existing legal frameworks. As cyber threats grow in sophistication and
complexity, routine, responsible CTI sharing must become a global norm. International and U.S.
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critical infrastructure, and strengthen collective defense. Transparent, trusted sharing not only
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INTRODUCTION

In 2025, the global strategic landscape is constantly transforming, characterized by shifting
international alliances, emerging and cooling conflicts, and changes in U.S. leadership ex-
pectations and policies. As the U.S. Department of War (DoW) focuses on its core warfighting
mission, its ability to project power globally has become critically dependent on the successful
cyber defense of critical infrastructure at the civil-military seam. This critical defensive mis-
sion falls largely to civilian agencies, the private sector, and international partners, making
their collective resilience a critical component of national power. To meet these demands, the
U.S. and its treaty allies, along with close security partners in Europe and the Indo-Pacific,
should advocate for a clear, legal, and workable blueprint for CTI sharing.

In the United States, the National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-150, Guide to Cyber Threat Information Sharing, is the standard that defines
CTI (cyber threat information) and its associated concepts. It defines CTI as “any information
that can help an organization identify, assess, monitor, and respond to cyber threats. [CTI]
includes indicators of compromise; tactics, techniques, and procedures [TTPs] used by threat
actors; suggested actions to detect, contain, or prevent attacks; and the findings from the
analyses of incidents” (NIST 2016, ii). NIST SP 800-150 provides foundational guidelines for
organizations to establish goals, develop rules, and effectively participate in CTI sharing
communities. NIST SP 800-61r3, Incident Response Recommendations and Considerations for
Cybersecurity Risk Management, later adapted the definition of CTI (cyber threat intelligence)
to refer to “threat information that has been aggregated, transformed, analyzed, interpreted,
or enriched to provide the necessary context for decision-making processes” (NIST 2025). For
the purposes of this paper, CTI refers to the actionable knowledge derived from collecting
and analyzing threat data, which provides the necessary context for an organization to
make informed decisions to predict, prevent, and mitigate cyberattacks. CTI for purposes
of this article does not include traditional intelligence, such as human intelligence or signal
intelligence, for which their intelligence is under the ownership, control, and direction of the
respective nation-state government.

NIST SP 800-160 Volume 2, Developing Cyber-Resilient Systems: A Systems Security Engineering
Approach defines cyber resilience as the ability to maintain required capability in the face of
adversity (NIST 2021, 65). As such, based upon the ability and need to maintain a certain level
of defensive posture, one could view resilience as a dynamic state (Guttieri 2025). Similarly,
coordinated CTI sharing is a practice intended to deter adversaries, demonstrate readiness
through allied joint responses, and shape the cyber environment by denying attackers the
element of surprise.

This article asserts that by understanding and simplifying legal frameworks, diminishing
fear, and fostering trusted CTI sharing mechanisms, nations and industries can overcome

100 | THE CYBER DEFENSE REVIEW



D.M. Janosek

political and operational barriers to cyber defense collaboration. Effective CTI sharing di-
rectly enhances cyber resilience and enables power projection in the classic sense – assured
movement from fort to port to theatre – by ensuring the availability, trustworthiness, and syn-
chronization of digital systems that run rail, air, and sea lift, terminals, pipelines, distribution
nodes, and weapons systems.

The article begins with a discussion of the need for CTI sharing and introduces prevalent
frameworks, and then proceeds in parts. First, it defines the legal and policy mandates
shaping CTI sharing in the United States and the European Union, while acknowledging areas
of uncertainty. Second, it addresses implementation, focusing on data security and validation,
anonymization, and authorization. Third, it evaluates structural and practical challenges to
implementation. The article concludes by reaffirming the strategic necessity of CTI sharing
for resilience and power projection.

THE NEED FOR CTI SHARING

Effective cyber defense requires shared situational awareness across the entire digital ecosys-
tem, a state unachievable by any single entity operating in isolation. CTI sharing creates this
collective understanding by disseminating critical digital artifacts, such as IoCs and adversary
TTPs, that inform stakeholders on what to look for and what defensive measures to implement.
Early dissemination of CTI is paramount, as it allows defenders to proactively address threats
before they can fully materialize, transforming one organization’s detection into another’s
prevention. This proactive, collaborative posture is especially vital for protecting critical
infrastructure, where the consequences of a successful attack can cascade across society,
impacting everything from financial stability to public safety.

From a military perspective, when allies and industry effectively share CTI, mission com-
manders are better able to keep to schedules, reduce friction at strategic mobility nodes, and
avoid cascading delays. In other words, they can deliver the right forces, equipment, and
munitions to the fight on time. Failure not only reduces resilience and ability to project power
but also risks mission accomplishment and endangers the warfighter.

Allied states and their industries operate under different statutory and regulatory frame-
works, complicating cross-border and public-private CTI exchange. As a general rule, practi-
tioners appreciate the clarity in rules and trusted processes, as expectations are stated upfront
(Washington State Department of Licensing v. Cougar Den, Inc. 2019). Clear expectations and
clear consequences for not meeting expectations can therefore improve the overall effec-
tiveness of CTI sharing (Feinman 2014, 527–529). Establishing CTI sharing functions in an
organization requires an abundance of resources, including highly skilled practitioners and
trained professionals (Berndt and Ophoff 2020).
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Entities Coordinating CTI Sharing

In the U.S., non-profit Information Sharing and Analysis Centers (ISACs) have been established
as member-driven organizations to facilitate CTI sharing within specific critical infrastructure
sectors and sub-sectors. The National Council of ISACs was formed in 2003 and currently
coordinates between 28 sector-specific ISACs. The Council strives to maximize the flow of
information between owners and operators of private-sector critical infrastructure, as well as
with the government. ISACs help protect facilities, personnel and customers from cyber and
physical security threats and other hazards by maintaining situational awareness throughout
the sector (National Council of ISACs 2025). The European counterpart is a government-
appointed multi-national non-governmental organization (NGO) called Connect2Trust, which
facilitates CTI sharing between governmental and private sources. Thus, on both continents,
an intermediary acts as a broker and organizer of CTI sharing and disclosure processes. The
utility and effectiveness of the structure, operation, and development of ISACs are the subject
of ongoing research (Buckley et al. 2024).

CTI Sharing in Action

Although ISACs and NGOs had been established to provide valuable services, cyber events
such as NotPetya in 2017 and SolarWinds in 2020 exposed their limitations. They highlighted
the need for smaller, more agile trust communities that operate without a third-party interme-
diary. Such groups, built on carefully vetted membership, could share real-time information
on adversary tactics, trends, and actors with greater agility. The NotPetya and SolarWinds
incidents illustrate how delays in detection and disclosure allowed adversaries to amplify
damage across industries and borders.

NotPetya initially targeted Ukrainian systems before cascading worldwide, demonstrating
the need for international CTI dissemination to manage crises. Early indicators of malware
release and spread were available, but the lack of timely cross-border exchange further
exposed multinational companies such as Maersk and FedEx, which sustained billions of
dollars in damages. The total global damage from NotPetya is estimated at more than $10
billion (Greenberg 2018). Furthermore, it was reported that the National Security Agency
(NSA) was aware for five years that security breaches had released the EternalBlue hacking
tool that Russian hackers employed on NotPetya, but had not shared the information globally
or with Microsoft, the company most directly affected (Nakashima and Timberg 2017).

In the 2020 SolarWinds compromise, the Russian Foreign Intelligence Service (SVR) cor-
rupted a routine and trusted Orion software update to create a backdoor for their espionage.
The compromise affected roughly 18,000 Orion customers, including numerous governments
and commercial enterprises. Slow detection and uneven disclosure across sectors allowed
the campaign to persist for months, suggesting that more agile and trusted CTI sharing might
have reduced its impact (Bueno 2021). The U.S. Government Accountability Office (GAO)
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cited federal agencies’ technical and bureaucratic information-sharing restrictions, lack of
a centralized forum for communication, and limited evidence collection as having led to
undesirable outcomes in the SolarWinds response (GAO 2022).

Although it found fault with many aspects of the SolarWinds response, the GAO also noted
some ways in which CTI was effective in that case. Where there was cooperation, the GAO
found that federal agencies more quickly identified the scale of the incident and were able
to provide increased access to patching. The collective response also provided a valuable
opportunity for the government and the private sector to build mutual trust in a critical
moment (33–34).

The response to global disruptions caused by the Emotet and Trickbot botnet campaigns
are two examples of effective international responses enabled by CTI sharing. The take down
of the Emotet botnet in 2021 was the result of a coordinated, years-long multinational effort
(Department of Justice 2021). European Union (EU) agencies Europol (for law enforcement
cooperation), Eurojust (for criminal justice cooperation), and UK’s National Crime Agency
facilitated the sharing of technical indicators, including server locations, IP addresses of
infected hosts, and malware update routines. This information enabled multiple countries
to coordinate legal and technical actions in real time, playing a key role in taking down the
global botnet. Without cross-border CTI and judicial cooperation, Emotet would likely have
persisted (Bisson 2021). Its takedown is often cited as a model for future international cyber
operations (Europol 2021).

In the months leading up to the 2020 U.S. elections, United States Cyber Command and indus-
try partners disrupted one of the world’s largest botnets, TrickBot, from attacking American
targets. The disruption was not just a crime-fighting action but also a matter of national secu-
rity (Vavra 2020). The U.S. Department of the Treasury (2023) identified TrickBot’s alignment
with Russian objectives and members’ ties to the Russian SVR. The botnet’s command and
control (C2) servers were distributed across multiple countries. Legal orders were obtained in
several jurisdictions instructing internet service providers (ISPs) to cut off communications
and block access to the content on the botnet’s servers. Microsoft’s Digital Crimes Unit led the
takedown in coordination with industry partners (ESET, Symantec, the Financial Services
ISAC, ISPs, telecom providers) and governmental entities, including cybersecurity emergency
response teams (CERTs) and law enforcement. Intelligence sharing was critical; partners
exchanged C2 server IP addresses, domains, malware samples, infected host telemetry, and
actor TTPs (Microsoft Threat Intelligence 2020). Microsoft used this intelligence to obtain a
U.S. court order, which allowed the lawful seizure of TrickBot infrastructure inside the United
States. At the same time, global partners synchronized sink-holing, server takedowns, and
domain blocking actions abroad.

Highlighted by these examples, real-time sharing of intelligence, tactics, trends, and known
adversarial actors in cyber defense is necessary to stay ahead of cyber adversaries. National
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security and economic security are bolstered by solidified multinational cross-sector collabo-
ration within established trust communities (Europol 2021).

LEGAL AND POLICY MANDATES

As countries and partners aspire to share CTI, it is crucial to consider the common denomina-
tors of international frameworks and the legal standards they must meet. Partners and trusted
circles that share CTI must adhere to these frameworks and standards to ensure compliance
with international law. This section surveys U.S. and EU legal instruments most relevant
to CTI sharing; it does not attempt a comprehensive global survey. Where appropriate, it
notes implications for close allies in other regions. The author has found nothing in U.S. and
international law that prohibits CTI sharing. There are minimum standards and expectations
for sharing CTI established by the initiatives and mandates described in the following sections.

European Union

The EU’s approach to CTI sharing is built upon a triad of key regulations. The NIS2 Directive
mandates a standard level of cybersecurity across critical sectors. It facilitates voluntary
threat information exchange, while the Digital Operational Resilience Act (DORA) provides a
more specific framework to ensure the operational continuity of the financial industry. Both
of these frameworks operate under the strict data privacy requirements of the General Data
Protection Regulation (GDPR), which governs the lawful processing of any CTI that contains
personal data.

EU Directive 2022/2555, known as the NIS2 Directive (Network and Information Systems),
establishes a unified legal framework to enhance cybersecurity in 18 critical sectors across
the EU. It also calls on member states to implement national cybersecurity strategies and
collaborate with the EU for cross-border reaction and enforcement (European Commission
2025). Compared to its predecessor, the NIS2 Directive expands the scope of ‘essential’ and
‘important’ entities. It strengthens incident-reporting obligations for these entities, which
enhances CTI sharing by establishing timelines for early warnings and incident notifications.
The EU Agency for Cybersecurity (ENISA) supports the implementation of NIS2 as part of its
mandate and work program (European Union Agency for Cybersecurity 2023). NIS2 incidents
reported by one sector of essential services can be a valuable source of threat intelligence for
others (European Commission 2025).

DORA is a regulation introduced by the EU to harmonize and strengthen the digital re-
silience of information and communications technologies (ICT) supporting the financial sector.
An EU regulation is directly applicable law across all EU member states, and it went into effect
in January 2025 (EU DORA 2023). For the financial industry, DORA acts as a sector-specific law
that takes precedence over the more general NIS2 Directive. The regulation establishes a com-
prehensive framework built on five key pillars: ICT risk management, incident management
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and reporting, digital operational resilience testing, ICT third-party risk management, and
information sharing arrangements. DORA explicitly encourages financial entities to establish
arrangements to voluntarily exchange CTI to bolster collective resilience (EU DORA 2023).
Given that banking security is critical to market confidence and the daily operation of the
economy, sanctioned CTI sharing is vital for proactive defense and operational continuity.

GDPR establishes uniform data-protection standards across the EU and sets conditions for
lawful processing and cross-border transfers, controlled by the individual member states
(European Union 2018). As of May 25th, 2018, individual data privacy is a fundamental right in
all EU member states. GDPR’s harmonized rules give organizations legal certainty about how to
share and give individuals control of their data through enforceable rights. The GDPR contains
173 detailed recitals that explain the purpose, context, and intent, and 99 binding, enforceable
articles, or rules. Although transfers within the European Economic Area (EEA), consisting of
the EU plus Iceland, Liechtenstein, and Norway, are treated as domestic, transfers from the
EEA to non-EEA countries require a valid international transfer mechanism. These include
Standard Contractual Clauses (SCCs)—the EU’s model data-protection clauses—accompanied
by transfer impact assessments and supplementary measures such as strong encryption with
EU-held keys.

Sharing is GDPR-compliant when the processing has a lawful basis, respects purpose
limitation and data minimization, and applies appropriate security. Thus, CTI sharing should
be structured to reduce or avoid the inclusion of protected personal data. For example, in
the author’s experience, reports can pseudonymize user identifiers by hashing emails or
hostnames, or by aggregating event details. Instead of raw log lines detailing specific IPs,
user identifiers, or exact timestamps, CTI reports might summarize using an Autonomous
System Number (ASN) to identify a network on the internet (such as a cloud provider) and
then summarize activity per hour.

United States

The United States CTI sharing regime is anchored by the Cybersecurity Information Sharing
Act of 2015, referred to as CISA 2015, which provides liability protections to encourage
voluntary, bidirectional threat intelligence exchange between the private sector and the
government (De et al. 2025). This framework is operationally managed by the Cybersecurity
and Infrastructure Security Agency (CISA) within the U.S. Department of Homeland Security.
This incentive-based system is underpinned by foundational standards from NIST, whose
frameworks guide organizational security practices. For sectors like the Defense Industrial
Base (DIB), participation is further structured by mandatory compliance programs such as
the Cybersecurity Maturity Model Certification (CMMC), which verifies that contractors meet
the required NIST standards to protect sensitive government information.
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The U.S. government encourages industry to share both information and threat data to
enhance resilience and preparedness (National Security Agency 2023). The former Director
of NSA, General Paul Nakasone, stated at page 5 of the 2023 Report: “Our intelligence and
cybersecurity relationships with our allies and partners are a strategic asset that will increas-
ingly factor into our competition with our rivals, especially in technological competition.”
NSA increasingly advocates for public-private partnerships.

CISA operates voluntary no-cost programs that facilitate near real-time sharing through
its Automated Indicator Sharing (AIS) platform. CISA also provides liability protections that
encourage industry partners to share actionable CTI with the government in ways that protect
sources and methods (De et al. 2025). CISA’s liability protection for industry partners’ sharing
CTI with the government includes an immunity provision. This provision is recommended for
consideration by all trusted partners and their home countries to facilitate sharing without
fear, provided certain parameters are met.

U.S. DoW’s CMMC 2.0 is a tiered cybersecurity program for defense contractors (Department
of Defense Chief Information Officer). CMMC 2.0 maps required practices to the NIST security
control families, which are categories of related security requirements, including access
control, incident response, and system and information integrity. These obligations shape
how contractors collect, store, share, and retain sensitive cyber data (Department of Defense
Chief Information Officer; NIST 2016). The DoW Chief Information Office (CIO) requires
its vendor base to satisfy CMMC 2.0 requirements within a defined timeline in order to
conduct defense business with the DoW. This CMMC 2.0 certification dictates how Controlled
Unclassified Information (CUI) and Federal Contract Information (FCI) must be managed and
defines requirements for how it can be shared. Under CMMC 2.0, handling data of higher
sensitivity and classification triggers increasingly rigorous standards. The levels range from 1
to 3, with level 3 being the most strenuous in terms of achieving and sustaining the security
of the DIB (Department of Defense Chief Information Officer). The CMMC 2.0 requirements
align with NIST compliance standards and frameworks, which aid in both alignment and
assurance of compliance in storing, handling, and sharing of data (NIST 2016).

Implications of the Transatlantic Divide

While both the U.S. and EU frameworks aim to enhance collective cyber defense through the
voluntary exchange of CTI, they are built on fundamentally different philosophies. The U.S.
model is incentive-based, using the liability shields in CISA 2015 to remove legal barriers and
encourage market-driven, public-private collaboration. Contrast this to the EU philosophy
which employs a regulatory, top-down approach through the NIS2 Directive, which includes
cybersecurity mandates for critical entities to create a trusted, harmonized ecosystem where
structured, voluntary sharing can occur. This distinction reflects the differences between the
U.S. and EU approaches.
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The Center for Strategic and International Studies (CSIC) published an article, “U.S.-EU Tech
Tensions: Escalation or Diffusion?”, characterizing the differences in cultural attitudes toward
technology regulation:

The European Union governs primarily through the precautionary principle, which
is the idea that technologies should not be deployed until proven safe for public use.
The United States, on the other hand, has pursued an approach more closely aligned
with the “move fast and break things” ethos, wherein technology is deployed and
then regulated later if deemed harmful (CSIS 2025).

This fundamental divergence in international CTI frameworks is a microcosm of a broader
transatlantic divide over the regulation of modern digital technology. This systemic friction
impedes global cooperation. The EU’s precautionary, ex-ante approach, which seeks to regulate
technologies like artificial intelligence (AI) and protect intellectual property before widespread
harm can occur, clashes with the U.S.’s more ex-post, market-driven model that prioritizes
innovation and addresses harms after they arise. This conflict is playing out as a form of
economic warfare, characterized by threats of retaliatory tariffs and competing standards
for critical technologies like semiconductors. Thus, U.S. digital technology export controls
create highly dynamic and complex geopolitical dilemmas that complicate CTI sharing. This
regulatory battleground extends directly into the Indo-Pacific, where key allies are forced
to navigate between the competing U.S. and EU models, further fragmenting the digital
ecosystem and creating legal and technical barriers that prevent the seamless, trusted CTI
exchange necessary for a truly effective global defense.

Lastly, mutual interest enhances collective cyber defenses, economic security, and national
security of all partners, especially with allies. According to The Tallinn Manual on the In-
ternational Law Applicable to Cyber Warfare, Rule 5 specifies that nation-states cannot use
their cyber infrastructure in a manner that will produce adverse consequences to another
nation-state (Schmitt 2013, 11–12), and it follows that partners in a trusted community should
likewise not seek to harm a partner’s infrastructure or reputation.

ENHANCING INTERNATIONAL CTI SHARING AND COORDINATION

Enhancing international CTI sharing and coordination will require more than navigating
these complex geopolitical dilemmas and disparate regulatory frameworks; other tensions
must also be addressed—for example, between GDPR data-minimization requirements and
some U.S. sharing practices, and between differing breach-notification timelines. These fric-
tions can be mitigated through technical and procedural safeguards such as anonymization,
pseudonymization, role-based access, and clear purpose limitations documented in a sharing
agreement (NIST 2016). Entities operating critical infrastructure or supporting national secu-
rity should structure CTI exchange around a set of common principles, including establishing
a lawful basis to process and share, data minimization and anonymization, ensuring secure
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transfer and storage, defining clear decision rights and accountability mechanisms, and
consulting local counsel for outlier jurisdictions.

The Journal of Cybersecurity recently published an article promoting research on CTI sharing.
The authors, Abraham, Bélanger, and Daultrey (2025), observed that the "unique nature of
CTI, where the fusion of raw threat data with human insight [occurs], distinguishes itself
from other forms of information exchange, complicating traditional models of data sharing".

Key Pillars for International CTI Agreement Implementation

Successful implementation of international CTI sharing will require three key ingredients:
data security and validation, anonymization, and authorization to maintain and share. These
key pillars of implementation are derived from the author’s experience as a deputy CISO and
CEO, and the sharing of CTI best practices for an effective program.

Data Security with Validation. All participating entities must demonstrate a clear commitment
to maintaining the integrity and accuracy of shared data. Such due diligence is essential to
prevent false positives and reduce alert fatigue within cybersecurity operations. Prior to
dissemination, contributors should conduct fundamental validation checks to ensure data
reliability. This due diligence includes confirming that indicators are current and functioning
correctly (for example, verifying that a detection rule triggers an alert in a controlled envi-
ronment); ensuring that the observed activity is corroborated across multiple data sources
(such as device logs, network logs, and centralized logging systems); verifying that traffic from
shared gateways is not being double-counted; and confirming that timestamps are properly
synchronized and aligned across all sources.

Anonymization. Masking sensitive data that companies and individuals want to keep se-
cret and that cannot be traced to the original source is key. Trusted partners must agree to
anonymization unless exigent circumstances exist. The exceptions and exigent circumstances
should include definitions and scenarios, along with collaborative processes for swift res-
olution. Emergencies evolve quickly. One challenge of anonymization is that the affected
entity or victim can still be identified in high-profile incidences or breaches. This has been
confirmed to the author by the Federal Bureau of Investigation. This risk remains even if all
parties adhere to anonymization protocols. This risk has been confirmed to the author by
Connect2Trust, an official public-private information sharing entity in the Netherlands. An-
other concern for effective anonymization is attribution. Members of the trusted community
should agree, in addition to not sharing anonymized data, that they will similarly not disclose
attribution without explicit permission. Likewise, issues related to disclosure outside of the
trusted community are lessons learned from the author, FBI, and Connect2Trust.
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To ensure consistent and legally sound coordination, participating entities should establish
clear decision rights, specifying which legal determinations fall within their authority and
under what conditions a quorum is required. In addition, organizations should define escala-
tion paths and notification timelines governing when and how CTI may be shared beyond
the trusted community. Establishing these protocols in advance helps prevent uncertainty
and delays during time-critical events. The incorporation of pre-built decision trees further
enhances responsiveness by enabling automated or semi-automated decision-making in
complex situations. As noted in recent research by BytePlus (2025), automating decision
processes through decision trees and other AI-driven mechanisms has become “an essential
component of modern cybersecurity strategy,” allowing security teams to maintain agility
and outpace malicious actors in an evolving threat environment.

Authorization. Authorization is a key tenet in privacy law and regulation. Each member must
have explicit authorization to possess and disseminate the CTI under applicable law and
contracts. Authority may be either blanket (standing authorization under the charter) or
case-specific (per-incident approvals). Government entities, which are often bound by records
and classification rules, must be distinguished from private firms, which are alternatively
bound by contract, privacy, and procurement law. Secondly, each member needs to explicitly
authorize or not authorize the trust community to reveal details of any incident. Having clear
roles and boundaries will ensure the community is self-regulated and behaves as expected,
thereby sustaining trust. The trusted community agreement will include non-disclosure
agreements and should also provide detailed elaboration on authorization. For example, in
the United States, under HIPAA, an entity must obtain the individual’s written authorization
for any use or disclosure of protected health information that is not for treatment, payment,
or health care operations. Strict handling rules apply to access and authorization, as well
as strict prohibitions on sharing beyond consent provided (U.S. Department of Health and
Human Services 2025).

Practical Considerations

Moving from theoretical frameworks to operational reality requires addressing a series
of practical considerations to build durable and effective CTI sharing communities. This
involves proactively establishing clear agreements that define the scope and membership
of the trusted community, creating the necessary legal and financial incentives to foster
sustained collaboration, and formalizing processes for handling sensitive information. These
foundational steps are essential for building the trust and operational agility required to
outpace modern cyber threats.

Agreement upfront. Holistic agreements should be developed in advance to align the interests
of the trusted partners. These agreements may be scoped for a sector or location or tailored
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to address the unique needs of more complex organizations. The shared functionality of the
trusted community matters, so narrowing the scope of partners and data types will streamline
CTI sharing and increase timeliness and efficacy. Businesses with the largest market share,
and thus utmost cyber risk, will benefit because cyber criminals tend to focus on businesses
with the same or similar services and thus target and repeat tactics. The trusted partners
will benefit, as will the overall resilience of the entire sector increase. For example, the
Office of the Director of National Intelligence confirmed in 2024 that Iran-affiliated criminals
and pro-Russia cyber actors gained access to and manipulated critical US industrial control
systems (ICS) in the food and agriculture, healthcare, and water and wastewater sectors in late
2023 and 2024. These attacks highlight sector-focused malicious attacks (Director of National
Intelligence 2024).

Organizations that cover multiple geographies (countries, provinces, or otherwise) or
span multiple sectors may desire to establish and participate in cross-geographical or cross-
sector CTI-sharing organizations and sharing agreements. According to Connect2Trust of the
Netherlands, a proposal is circulating in the EU to consider these sorts of partnerships for
‘organizationally complex’ businesses. This CTI trusted community could, if desired, partner
with non-profits, NGOs, or governmental entities. The trusted community could act as one
“entity” in sharing. Single-entry of CTI for complex organizations will help avoid the additional
work of deduplication and promote expediency and clarity. This is not yet on the radar in the
United States. However, there may be an appetite as global harmonization is a long-term goal
for many stakeholders in the CTI sharing ecosystem.

State secrets. A universal agreement among trusted partners should include provisions for
handling state secrets or information related to national security that may be uncovered
during CTI sharing, if the parties anticipate this challenge based on the sensitivity and criti-
cality of the business. While challenging, this information would need to be submitted to the
appropriate government authority for oversight as the privilege permits the government to
withhold information from disclosure when its release would jeopardize national security
interests such as implicating classified operations or intelligence sources (Cassman 2015).
In the context of CTI sharing, the doctrine presents both a safeguard and a constraint: it
protects sensitive methods and data from exposure yet can also inhibit the transparency and
collaboration essential to building collective cyber resilience. Balancing the protection of state
secrets with the need for trusted cross-sector CTI exchange remains a critical policy and legal
challenge. Establishing clear guidelines for declassification, anonymization, and authorized
sharing can help reconcile national security imperatives with the broader goal of global cyber
defense.
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Aligned incentives and immunity protection. Private companies should be encouraged to share
CTI with incentives that increase their willingness to collaborate. Companies would be com-
pensated through tax credits, benefits, or other forms of compensation deemed appropriate.
Without market incentives, the private sector will see less investment in CTI sharing, weaken-
ing its effectiveness. The importance of incentives were discussed decades ago in a hearing of
the United States House Select Committee on Homeland Security:

In homeland security, private markets do not automatically produce the best result.
We must therefore alter the structure of incentives so that market forces are directed
toward reducing the costs of providing a given level of security for the nation, instead
of providing a lower level of security than is warranted. Given the significance of
the private sector in homeland security settings, structuring incentives properly is
critical (Orszag 2003).

Creating incentives for cross-border CTI sharing is a greater challenge. One idea is for
governments to provide tax incentives to organizations for sharing CTI within sanctioned
operational trusted communities. Trusted partner agreements should provide legal immunity
if certain approvals can be given. Further, encouraging companies to share more effectively
and legally will be seen as an added protection measure. More exploration and research are
needed so that the most effective incentive structures can be defined, evaluated, and achieved
through strategy, diplomacy, and advocacy.

Based on the author’s direct experience, it is critical that participation is agreed to in
advance. Tightly held, smaller, and highly trusted partner arrangements are likely to be most
effective. Trust between people is the key ingredient in life (Science News Today 2025). A
tightly woven trust community may not need intermediary brokers, the absence of which
may, in some cases, increase agility, effectiveness, sustained trust, and consistent sharing.

CONCLUSION

Establishing a robust framework for CTI sharing is no longer optional—it is a strategic ne-
cessity as adversaries grow more sophisticated and persistent. Nations and organizations
that prioritize structured, lawful CTI exchanges strengthen collective defense, enhance the
security of global commerce, and reinforce national resilience. Existing international and
domestic legal frameworks provide a foundation for cooperation rather than a barrier, though
occasional restrictions on the disclosure of certain vulnerabilities must be addressed through
policy refinement. With appropriate safeguards for data protection, anonymity, and account-
ability, both public and private entities can leverage CTI sharing to mitigate risks and improve
situational awareness across sectors.

Trusted, authorized partners must institutionalize these mechanisms to protect critical
infrastructure and economic stability. As the digital battlespace continues to evolve, proactive,
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transparent, and trust-based CTI sharing remains central to deterring adversaries, safeguard-
ing the global digital ecosystem, and projecting credible cyber power. Future policy efforts
should focus on harmonizing cross-border CTI governance, while research should explore
operational models that translate trust and accountability into sustained, multinational col-
laboration.
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Department of War (DoW) installations in the United States are heavily dependent for electricity,
natural gas, drinking water and wastewater treatment, telecommunications, and rail transporta-
tion on critical infrastructure owned and operated by contractors, whether inside or outside
the fence. The availability of these services is controlled by operational technology (OT) that is
uniquely vulnerable to cyberattack. The regulatory structure for U.S. critical infrastructure cyber-
security is spotty, with jurisdiction divided among federal, state, and local governments. Assets
inside-the-fence fall outside the utility regulatory structure entirely. DoW can use its procurement
power, through contract clauses or requirements, to improve the cybersecurity of the OT in the
critical infrastructures it depends on. However, there is no contract clause for the OT of utilities
outside the fence, and the standard that DoW currently relies on for utilities inside the fence was
not designed for OT. Key questions need to be addressed by senior leadership, beginning with a
survey of the OT of utilities to identify internet-capable products or configurations, the presence
of China-made equipment, and the use of OT devices with known security vulnerabilities. The
DoW needs to accelerate the development of contract clauses or requirements that specify a set of
prioritized controls for OT.
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POWER PROJECTION DEPENDS ON CONTRACTOR-OWNED AND -OPERATED
CRITICAL INFRASTRUCTURE

Department of War (DoW) installations in the United States—our “readiness platforms” to
fight and win wars—depend upon civilian critical infrastructure for essential services.1 Instal-
lations use procurement contracts to buy electricity, natural gas, drinking water, wastewater
treatment, telecommunications, rail transportation and other services from non-DoW providers
outside the fence. These span a range of business models, including investor-owned utilities,
non-profit cooperatives, and bureaus or departments of municipalities or regional govern-
ments.

In addition to purchasing critical utility services from commercial providers outside
the fence, the DoW has a long-running program of privatizing and expanding inside-the-
fence services, including electricity generation and storage, drinking water distribution, and
wastewater treatment. Often the entities that build and operate on-base capacity are the same
utilities that operate off-base. DoW has invested and is continuing to invest billions of dollars
to improve the resilience of these on-base assets through investments in backup capacity and
efficiency (DoD Comptroller 2023, 2024).

Whether on-base or off, critical infrastructure serving domestic military installations op-
erates within a cyber-contested environment, exposed to adversaries seeking to disrupt
the deployment of military resources by interrupting the critical utility services necessary
for timely operations. “A sophisticated adversary can disrupt force deployment and cause
units to miss the Required Delivery Date (RDD) by targeting commercially owned critical
infrastructure and local municipal sectors” (Army Cyber Institute 2021, 42).

The Army’s Critical Infrastructure Dependencies Are Easy to Map

Detailed information about outside-the-fence critical infrastructure service providers for
Army installations is easily found online using basic to intermediate open-source research
techniques. Information about inside-the-fence infrastructure is patchier but often discov-
erable through open-source methods as well. As a proof of concept, our graduate research
assistant compiled detailed (unpublished) dossiers on two Army installations, focusing on
their electricity, natural gas, water, and freight rail dependencies.

The research drew on a mix of publicly available resources, including documents posted
on the installations’ websites; local, state, and federal environmental and other reports;
government databases at all levels; corporate press releases and news articles; and open-
source maps and satellite images. For example, the U.S. Energy Information Administration’s

1. The phrase “readiness platforms” was used by a senior leader at an Army installation we visited as part of our research for
this article.
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Energy Atlas includes a map of electric generation facilities and transmission lines, giving
anyone a starting point for identifying the resources that serve DoW installations (EIA, n.d.).

The dossiers assembled by our graduate student included maps, descriptions of specific
equipment, and supply chain dependencies. The student was even able to identify one critical
infrastructure provider’s use of a specific industrial control system with a known, internet-
facing vulnerability (later patched). Each dossier took an estimated 20-30 hours to develop.
We assume that adversaries have spent more time than that and have complied dossiers of
much greater depth. (We do not address here the reasons why so much information about
critical infrastructure is readily available from public sources.)

Adversaries Are Pre-Positioning in Domestic Critical Infrastructure, with Intent

In February 2024, federal agencies warned that cyber actors sponsored by the People’s Re-
public of China had pre-positioned themselves on the networks of U.S. critical infrastructure
with the goal of conducting disruptive or destructive cyberattacks in the event of a major
crisis or conflict with the United States (CISA 2024f). Earlier, Russia too was found in U.S.
critical infrastructure (CISA 2018), and there have been several successful, albeit small-scale,
Iranian attacks on local water supply systems. In 2024, it became apparent that the PRC
state-sponsored group known as Salt Typhoon had burrowed deep into America’s telecom-
munications networks, listening to audio calls in real-time and obtaining call records data on
millions of users (Sanger and Barnes 2024; CISA 2025).

The intent of America’s adversaries to use infrastructure compromise to support their mili-
tary objectives has been on display throughout Russia’s campaign against Ukraine, beginning
in 2015 and continuing, though largely unsuccessfully, through the 2022 invasion (Colling
2024; Mueller et al. 2023). The threat has come directly to the doorstep of the U.S. military:
In October 2024, American Water Works Company, a public utility that supplies drinking
water and wastewater treatment services to 18 DoW installations in the U.S., reported that
it had discovered “unauthorized activity” in its computer systems (Industrial Cyber 2024).
While the company said that none of its water or wastewater facilities or operations had been
negatively impacted, it did not specify the number or nature of systems affected or provide
any details about the attack vector. Among the company’s contracts with the U.S. military is a
50-year agreement to operate water and wastewater utility services for the Army Garrison at
West Point (American Water 2025).

One threat vector is the presence in U.S. critical infrastructure of equipment made in China.
For example, 80% of the ship-to-shore cranes at U.S. ports were produced in China. Many of
these cranes are internet-connected, meaning that, by design, they may be controlled, serviced,
and programmed from remote locations and thus are vulnerable to cyberattack (U.S. Coast
Guard 2024). From 2006 through 2023, the U.S. imported almost 450 electrical transform-
ers from China. Of these, more than 360 were the large transmission system transformers
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necessary for the operation of the grid. The U.S. has also imported from China hundreds of
millions of inverters, many with internet connection features, used in solar panels, electric
grids, manufacturing, and water and wastewater systems (Weiss 2024). On-base resources
are not immune. Projects intended to “island off” DoW installations from dependency on
commercial networks may themselves use products made in China (Select Committee on the
Chinese Communist Party 2024).

Awareness of the cybersecurity risks of China-made products has grown in recent years,
but regulatory responses have emerged more slowly and only on a sector-by-sector basis,
with major gaps. China-made switches are now banned from U.S. telecommunications net-
works, and a mandate to rip-and-replace the huge embedded base of China-made switches is
underway, at a cost just shy of $5 billion (FCC 2025). In contrast, there is no option to rip-and-
replace China-made ship-to-shore cranes, because there are no feasible alternative sources,
so the regulatory response focuses on risk mitigation (U.S. Coast Guard 2024). It has been
reported that the Department of Energy (DoE) has been examining electric power equipment
for security vulnerabilities (Mcfarlane 2025), but the scope and outputs of the reviews have
not been made public and in any case there is no regulatory mandate to heed them. A 2020
DoE order that prohibited certain utilities from procuring specific bulk power equipment
from China was revoked in 2021 (DoE 2021). While China is a major supplier of equipment
used in drinking water systems (Shinde 2025), we could find no program specifically aimed
at vetting China-made devices in drinking water infrastructure.

THE UNIQUE VULNERABILITY OF OPERATIONAL TECHNOLOGY

Whether a critical infrastructure asset is on-base or off-base, it relies on operational technol-
ogy (OT). OT systems, also called industrial control systems (ICS), measure and control vital
parameters of physical devices essential to the operation of real-world processes (NIST 2023,
8). OT systems control electricity generation and distribution, oil and natural gas pipelines,
drinking water and wastewater systems, and rail systems, among many others. A cyberattack
on an OT system could transfer control over these critical parameters to the attackers, enabling
malicious alteration that could cause malfunction or even total system outage (Microsoft
Threat Intelligence 2024).

Many OT systems lack security measures. They often contain legacy products that are
no longer supported by vendors and cannot be patched or updated to protect against new
vulnerabilities (NIST 2023, 37). As the Cybersecurity and Infrastructure Security Agency
(CISA) and the National Security Agency (NSA) warned in 2020, “Legacy OT assets that were
not designed to defend against malicious cyber activities, combined with readily available
information that identifies OT assets connected via the Internet . . . are creating a ‘perfect
storm’ of 1) easy access to unsecured assets, 2) use of common, open-source information
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about devices, and 3) an extensive list of exploits deployable via common exploit frameworks
. . . ” (NSA and CISA 2020).

“Forget the myth of the air gap”

Traditionally, OT devices had no connectivity and the air gap between OT and an enterprise’s
information technology (IT) infrastructure was relied on as the primary guarantor of OT
security. That has long since changed. Many OT systems are now routinely connected to
corporate networks via Ethernet, Internet Protocol, and wireless devices. (One of the chal-
lenges of critical infrastructure cybersecurity is that often no one fully knows how the OT and
IT of a given system are connected or could be connected.) While this integration supports
new capabilities, it significantly reduces isolation for OT from the outside world, making
components discoverable by attackers through internet scanning tools (NIST 2023, 28) and
increasing the likelihood that their vulnerabilities can be exploited by determined adversaries.

It is likely that even on-base capabilities have network connections that allow remote
access, despite the DoW’s goal of “islanding” its installations from public networks. As long
ago as 2011, Stefan Woronka, Siemens’ director of Industrial Security Services, said, “Forget
the myth of the air gap – the control system that is completely isolated is history” (Byres 2011).
As another analyst concluded, “The benefits of remote access connections into ICS are so
significant that many organizations now rely on these types of connections in their day-to-day
operations” (Mathezer 2021). Adding to the problem, the discovery of rogue communication
devices embedded in some China-made solar power inverters (Mcfarlane 2025) suggests that
connectivity features can be secretly built into products that are assumed to have no such
capability.

And yet, security frameworks for OT still recommend air-gapping. Unified Facilities Code
(UFC) 4-010-06, the DoW’s standard for cybersecurity of the control systems of on-base facilities,
states, “Do not allow control systems to be publicly accessible over the Internet,” but in the very
same sentence it recognizes that internet connectivity is a reality, saying, “if this capability is
required, it must be restricted access and carefully implemented by IT professionals” (DoD
2023).

The vulnerability of OT systems is evidenced by the steady stream of alerts and advisories
issued by CISA announcing newly discovered flaws in ICS devices (CISA, n.d.[b]). Not in-
frequently, OT devices use default passwords or are not even password-protected (Swidch
2024; CISA 2023, 2024e). Others do not protect the integrity of messages during transmission,
either by utilizing strong encryption or implementing other sufficiently mitigating controls
(CISA 2024b). One industrial control product that was the subject of a recent CISA advisory
(CISA 2024c) has four software vulnerabilities attributable to weaknesses on the list of the 25
most dangerous software weaknesses compiled by the MITRE Corporation (2024). Microsoft
reported in 2023 that 78% of industrial network devices monitored by Microsoft Defender for
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IoT (Internet of Things) had known vulnerabilities (Microsoft 2023). Many of these devices had
default passwords or no passwords at all. On top of these product flaws, human operators may
fail to implement controls, such as robust passwords, override or disable security features,
misconfigure systems, or take other actions that render systems vulnerable (Ribeiro 2024).

Adversarial Attacks on OT: A Closer Look

In July 2020, CISA and the NSA warned that cyber actors had shown their willingness to
conduct malicious cyber activity against critical infrastructure in the U.S. by exploiting internet-
accessible OT (NSA and CISA 2020). In May 2024, U.S. and allied agencies warned that pro-
Russia hacktivists were targeting and gaining remote access to small-scale OT systems in
North American and European water and wastewater systems, dams, energy, and food
and agriculture sectors (CISA 2024a). The attackers exploited modular, internet-exposed ICS
through vulnerable software and human-machine interfaces, often using default passwords
or guessing weak passwords. In October 2024, CISA and partner agencies warned that Iranian
cyber actors were using brute force and other techniques to compromise organizations across
multiple critical infrastructure sectors, including healthcare and public health, government,
information technology, engineering, and energy (CISA 2024d).

An April 2024 report from Mandiant concluded that Russian hackers had infiltrated a
Texas water facility and caused a system malfunction that forced a water tank to overflow
(Mandiant 2024). Mandiant linked the activity to Sandworm, a hacking operation affiliated
with Russia’s military intelligence. This was not the first attack on a water system. In November
2023, “CyberAv3ngers,” a cyber actor connected to the Islamic Revolutionary Guard Corps,
attacked the Aliquippa, Pennsylvania water plant, shutting down a pressure regulation pump,
requiring operators to take manual control of the system (Vasquez and Vicens 2023). In a
detailed analysis, CISA and partners later warned that CyberAv3ngers were targeting and
compromising an ICS device made by the Israeli manufacturer Unitronics, used not only in
water and wastewater systems but also in energy, food and beverage manufacturing, and
healthcare (CISA 2023). The targeted devices were exposed to the internet and were still using
their default passwords.

Microsoft researchers found that other OT-focused threat actors used the same methodology
in multiple other attacks: “Attackers can, and do, obtain visibility on OT devices that are open
to the internet using search engines, identify vulnerable models and open communication
ports, and then use the contextual metadata to identify devices that are of special interest,
such as ICS systems in water plants or other critical facilities. At that point, a weak password
or an outdated system with an exploitable vulnerability is all that stands between them and
remote access to the system” (Microsoft Threat Intelligence 2024).
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THE DOW ENERGY RESILIENCE PROGRAM

Historically, DoW built, owned, operated, and maintained its inside-the-fence utility systems.
In the 1990s, however, the DoW accelerated a move to privatize its on-base utilities (Converge
Strategies 2024, 9–10). The privatization effort was promoted by Congress in 1997 with the
adoption of 10 U.S.C. § 2688, granting to the secretaries of the military departments the
authority to convey a utility system, or part of one, under their jurisdiction to a municipal,
private, regional, district, or cooperative utility company or other entity (United States Congress
1997). As of January 2017, DoW had transferred ownership of more than 600 of its electricity,
water, natural gas, and wastewater utilities to private entities (GAO 2018, 2020b). (The number
today is undoubtedly higher.) According to a 2024 report, investor-owned utilities serve more
than 300 major military installations, while more than 125 rural electric cooperatives serve
DoW installations in 41 states (Converge Strategies 2024, 10). Under this transformation,
the non-DoW civilian provider is responsible for any investments required to upgrade and
maintain the on-base utilities.

Congress has adopted a series of laws addressing DoW dependencies, especially with
respect to energy resilience, starting at least as early as 2006 with the adoption of 10 U.S.C.
§ 2911, Public Law 109–364, Sec. 2851 (United States Congress 2006). As amended over
the years, § 2911 directs the Secretary of War to “ensure readiness of the armed forces for
their military missions by pursuing energy security and energy resilience.” It encourages
installations to develop energy-production infrastructure inside the fence and implement
energy resilience features, such as microgrids, to ensure energy availability even when the
installation is not connected to sources located off the installation. In another provision, 10
U.S.C. § 2926, Congress directed DoD to “ensure the types, availability, and use of operational
energy promote the readiness of the armed forces.”

Congress took a further step with Section 316 of the 2021 National Defense Authorization
Act (NDAA), Public Law 116-283, codified at 10 U.S.C. § 2920: “The Secretary of Defense shall,
by the end of fiscal year 2030, provide that 100 percent of the energy load required to maintain
the critical missions of each installation have a minimum level of availability of 99.9 percent
per fiscal year” (United States Congress 2021). “Energy” is defined as electricity, natural gas,
steam, chilled water, and heated water. 10 U.S.C. § 2920 also requires that “black start” exercises
be conducted to evaluate the ability of installations to perform critical missions without access
to off-installation energy resources. In a “black start exercise,” delivery of energy provided
from off an installation is terminated before backup generation assets on the installation are
turned on, to assess the ability of the backup systems to start independently, transfer the load,
and carry the load until energy from off the installation is restored.

Each of the military departments has issued policies requiring critical missions to operate
independently of the grid for up to 14 days (Converge Strategies 2024, 4). The law requires
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the Secretary of each military department and the head of each defense agency to plan for
the provision of energy resilience and energy security for installations, emphasizing the use
of full-time installed energy sources rather than emergency generation. The Army has set a
target requiring each installation to install a microgrid by 2035 (Converge Strategies 2024, 4).

In response, DoW is investing billions to build more energy facilities on military bases.
For FY 2025 alone, the budget request included $732.2 million ($636 million in construction
projects and $96.2 million in planning and design funds) to prioritize projects that support
energy resilience for critical mission requirements (Owens 2024; DoD Comptroller 2024).
Further information about the progress of the effort can be found in annual reports that DoD
filed with Congress, at least through fiscal year 2023 (DoD 2024a).

However, from a cybersecurity perspective, efforts to expand on-base energy capacity may
be irrelevant because the very same utilities that provide services from outside the fence may
be selected for inside-the-fence construction and they may incorporate the very same ICS
devices and China-made components that make them vulnerable outside the fence. A recent
experience at Camp Lejeune illustrates the problem. In 2022, the Marine Corps awarded
Duke Energy a $22 million utility energy service contract for the design and construction
of a microgrid at the base (Duke Energy 2022). The project included upgraded electrical
infrastructure, 5 megawatts of on-site natural gas-fired generation, a 5.4-megawatt battery
energy storage system, integration of an existing solar photovoltaic system, and a microgrid
controller. The project was based on the premise that, while many installations have backup
generators, microgrids offer performance advantages that help operators manage the power
load and everything plugged into the grid, in order to be able to redirect power to critical
missions that require an uninterrupted energy supply during outages. However, Duke Energy
installed batteries manufactured in China that had features making them vulnerable to remote
compromise (Select Committee on the Chinese Communist Party 2024). In an effort to create
on-base resilience and independence from the public grid, the Marine Corps had ended up
bringing a cyber vulnerability inside the fence.

Even with these efforts and others to build inside-the-fence capacity, in 2020 the GAO
estimated that nearly all military installations in the U.S. still depend on outside-the-fence
providers for some of their electricity and 63 percent rely to some degree on their surrounding
communities for each of five commodities: electricity, water, wastewater, telecommunications,
and natural gas (GAO 2020a). Also, the 600 utilities that had been privatized as of January 2017
represented only 23 percent (601 of 2,574) of the DoD’s utility systems (GAO 2018). While the
number of privatized systems is certainly higher today, it seems likely that the DoW continues
to own and operate substantial inside-the-fence critical infrastructure.
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THE REGULATORY LANDSCAPE: A PATCHWORK QUILT, WITH MAJOR GAPS

Utilities outside the fence from which DoW acquires essential services (electricity, natural
gas, water, wastewater treatment, telecommunications, and rail transportation) are governed
by a patchwork of federal, state, and local regulations. Privatized utility systems on DoW
installations are not regulated by utility commissions (Converge Strategies 2024, 10). The U.S.
does not have a single, comprehensive cybersecurity law that applies across all sectors. Instead,
it relies on sector-specific rules, some of which are based on specific statutory authority,
some of which are based on pre-internet laws. Many of the sectoral cybersecurity laws and
regulations that do exist—such as those for health records, for financial services data, and for
federal government information systems, plus a growing number of state laws—focus solely
on IT systems, not OT, and aim only to protect personal information, not the availability of
the underlying services. For critical infrastructure, the regulatory framework is spotty, with
significant gaps.

Electric Power Systems

Responsibility for cybersecurity of the electric power system is shared among the Federal En-
ergy Regulatory Commission (FERC), state public utility commissions, and local governments.
The Federal Power Act is one of the few federal statutes expressly granting a regulator (FERC)
authority to adopt cybersecurity requirements. Working with an industry body, the North
American Electric Reliability Corporation, FERC has developed and regularly updates a set of
critical infrastructure protection (CIP) standards. However, these requirements apply to only
part of the electric power grid, known as the “bulk electric system.” Although some utilities
may apply the CIPs throughout their networks, they do not formally cover smaller generation
resources or the local facilities that deliver power to DoW installations. Facilities outside the
scope of the FECR CIPs are subject to state and local regulation.

Natural Gas Pipeline Network

The regulatory framework for the U.S. natural gas pipeline network is likewise segmented,
creating a significant jurisdictional seam between high-capacity transmission and local dis-
tribution. Following the 2021 Colonial Pipeline ransomware incident, the Transportation
Security Administration (TSA) issued a series of Security Directives that impose mandatory
cybersecurity and incident reporting requirements on the owners and operators of critical
interstate natural gas transmission pipelines. However, the mandate of these federal directives
terminates where transmission systems connect to local distribution companies (LDCs). These
LDCs, which are typically regulated at the state level, manage the final delivery of gas to
end-users, including military installations.
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Railroads

U.S. railroad regulation is bifurcated between two primary federal agencies, creating a complex
compliance landscape for rail operators. The TSA has issued security directives for freight and
passenger rail. Concurrently, the Federal Railroad Administration (FRA) has issued detailed
rules, standards and instructions governing the installation and maintenance of signal and
train control systems, notably 49 C.F.R. Part 236, specifically including processor-based systems
and components. A critical limitation of this framework, however, is that these FRA provisions
are focused on the safety and reliability of traditional electro-mechanical systems and do
not fully address the distinct cybersecurity vulnerabilities inherent in the newer, internet-
connected OT devices that are becoming more prevalent across the rail network.

Telecommunications

In the telecommunications sector, the Federal Communications Commission (FCC) has largely
left cybersecurity to voluntary industry decisions (Dempsey 2025). The FCC has a rule requiring
notification to the Commission and to affected customers when there has been a breach of
customer identifying information and call detail records, but the Commission has no rule
aimed to protect the security of communications themselves. As of this writing, the Senate’s
version of the intelligence authorization act for fiscal year 2026, S.2342, includes a provision
aimed at the cybersecurity of providers of telecommunications service to the intelligence
community (United States Senate 2025), but there is no comparable language in the House
bill and it is uncertain whether the provision will survive industry opposition.

Drinking Water and Wastewater Treatment

The federal legal framework for the safety of the nation’s drinking water, including systems
serving military installations, is primarily based on the America’s Water Infrastructure Act
(AWIA) of 2018, Public Law 115-270. Section 2013 of the AWIA, codified at 42 U.S.C. § 300i-2,
required community water systems serving more than 3,300 people to conduct a one-time
risk and resilience assessment and to review it every five years to determine whether it
should be revised. Section 2013 also requires covered systems to develop an emergency
response plan that shall include strategies and resources to improve the resilience of the
system, including the physical security and cybersecurity of the system (United States Congress
2018). However, the law only obliges utilities to certify their completion of the assessment and
emergency plan to the Environmental Protection Agency (EPA). It does not require submission
of the assessments or plans themselves, limiting the agency’s oversight of their substance and
effectiveness.

Under a separate provision of the federal Safe Drinking Water Act, states are required
to conduct surveys of the facilities, equipment, and operations of public water systems to
evaluate their ability to deliver safe drinking water. In March 2023, the EPA attempted to
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enhance this framework by issuing an interpretation that would have included cybersecurity
in these state-led audits. However, several states and water sector groups challenged the rule in
court, alleging the agency had exceeded its authority, and the EPA withdrew its interpretation
in October 2023 (Horne and Dempsey 2023). This left only voluntary action. CISA and the EPA
offer resources, threat intelligence, and technical assistance, but there are no specific federal
laws or regulations requiring any cybersecurity controls for drinking water and wastewater
treatment.

Executive Orders

In addition to the above, executive orders and statutes related to cybersecurity could have
application to the procurement of critical infrastructure services. Exec. Order 13800 (2017),
Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure, requires that
each agency head “shall use” the Cybersecurity Framework (CSF) developed by the National
Institute of Standards and Technology (NIST) “to manage the agency’s cybersecurity risk,”
which could include the OT of critical utilities on which the agency depends. In addition,
under the Federal Information Security Modernization Act (FISMA) (United States Congress
2014), the NIST Risk Management Framework (RMF) is considered mandatory for federal
information systems (NIST 2018, 2016). However, we are not aware of any direct use of
these authorities to regulate the OT cybersecurity of utilities providing service to the federal
government. Moreover, as discussed in more detail below, the CSF and RMF are not standards
but rather open-ended frameworks best thought of as planning and oversight guides that
organizations can use to develop cybersecurity plans and conduct self-assessments.

A 2024 mandate from the Office of Management and Budget, based on Exec. Order 14028
(2021), Improving the Nation’s Cybersecurity, requires developers providing software to the
federal government to attest that they followed certain secure software development practices
(CISA 2024g). However, this requirement applies only to software purchased by federal
agencies, not to software used by the utilities from which the government purchases electric,
water or other services. Exec. Order 14144 (2025a), Strengthening and Promoting Innovation
in the Nation’s Cybersecurity, included measures intended to promote the use of artificial
intelligence to identity vulnerabilities in OT, but those provisions were repealed by President
Trump in June 2025 with Exec. Order 14306 (2025b), Sustaining Select Efforts To Strengthen
the Nation’s Cybersecurity and Amending Executive Order 13694 and Executive Order 14144.

In addition, there is a NIST guide on OT security described in greater detail below, NIST
Special Publication (SP) 800-82r3, Guide to Operational Technology (OT) Security (NIST 2023).
It is not directly mandatory but has been relied on by the DoW for inside-the-fence utility
construction.
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Local Regulation

This patchwork of regulatory coverage means that the cybersecurity of critical infrastructure
supplying utility services to military installations is highly fragmented. For example, in the
case of Ft. Carson, the installation receives gas, electricity, water, and wastewater treatment
services under a General Services Administration (GSA) area-wide contract with Colorado
Springs Utilities (CSU), a municipally-owned entity. The regulator for CSU is the city council of
the City of Colorado Springs. Title 12 of the Code of the City of Colorado Springs establishes
certain rules for utilities under the city’s jurisdiction. In addition, the city council has adopted
Utilities Rules and Regulations (URR) (CSU 2024). The URR is organized into a general section,
affecting all services, followed by service-specific sections: electric, natural gas, water, and
wastewater service. The city council of Colorado Springs periodically reviews and approves
tariffs for CSU, such as the Natural Gas Rate Schedules (CSU 2023a). Each tariff incorporates by
reference a set of Line Extension and Service Standards (LESS), one each for water, wastewater,
gas and electric service, written by the utility (CSU 2025, 2023b). Collectively, the URR, the
tariffs, and the LESSs establish the regulations, rates, and terms and conditions for the CSU’s
services, including those provided to Ft. Carson.

However, we found nothing in any of these documents (the URR, the tariffs, or the Line
Extension and Service Standards) that specifically addresses the cybersecurity of the OT that
manages the operation of the electrical, natural gas, or water systems that serve Ft. Carson.
Nor is there anything regarding OT cybersecurity in the City Code of Colorado Springs, city
ordinances, or Colorado state statutes.

THE PROCUREMENT FRAMEWORK

In the absence of a comprehensive regulatory framework for critical infrastructure cyber-
security, the DoW can use its procurement contracts to impose cybersecurity standards on
the utilities from which it procures goods and services, whether on-base or off. However, at
present there is no contract clause specifically addressing OT.

To purchase electricity, natural gas, water, wastewater treatment, and steam from utilities
outside the fence, the DoW normally works through the GSA. The GSA’s authority to pro-
cure utility services for U.S. federal executive agencies is outlined in 40 U.S.C. § 501 (United
States Congress 2002) and Part 41 of the Federal Acquisition Regulation (FAR) (GSA, DoD, and
NASA 2025). GSA frequently uses a type of long-term master agreement called an “areawide
public utility contract” (GSA, n.d.), which lists the terms and conditions for the specific ser-
vice and incorporates all applicable federal contract clauses. Areawide contracts provide a
pre-established contractual vehicle for ordering utility services. Under FAR Part 41, federal
contracting officers for a particular agency and location are generally required to procure
utility services through the applicable GSA areawide public utility contract. Generally, the
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price of the service and other conditions are detailed in a tariff or rate schedule approved or
established by a utility regulatory body (not the GSA).

Most federal government contracts—including the GSA areawide utility contracts—must
include a clause requiring contractors to apply specified cybersecurity controls to their IT
systems. For civilian agencies, this is FAR 52.204-21, which mandates 15 basic security controls
derived from NIST SP 800-171, Protecting Controlled Unclassified Information in Nonfederal
Information Systems and Organizations (NIST 2024). As its name indicates, NIST SP 800-171 is
aimed at IT and its purpose is to ensure that contractors implement cybersecurity controls
to protect any controlled unclassified information (CUI) they receive from the government.
NIST SP 800-171 is not designed for the OT that monitors and controls the physical functions
associated with electricity generation, natural gas delivery, or water and wastewater systems.
When the DoW obtains utility services under a GSA areawide public utility contract, it must
add Clause 252.204-7012 from the DoD Federal Acquisition Regulations Supplement (DFARS),
Safeguarding Covered Defense Information and Cyber Incident Reporting (DoD 2025), which
imposes for more high-risk situations the full 110 controls in NIST SP 800-171. However, DFARS
252.204-7012, like FAR 52.204-21, does not directly address OT. Its controls are designed to
protect information on IT systems, not to ensure the availability and integrity of physical
processes controlled by OT.

For utility assets inside the fence, the DoW uses a variety of contract vehicles, including
Utilities Privatization Contracts, Energy Savings Performance Contracts, Utility Energy Services
Contracts, and contracts under the Energy Resilience and Conservation Investment Program
(SERDP/ESTCP, n.d.[b]). For utility assets formerly owned by the DoW but since sold to the
private sector or a local government, 10 U.S.C. § 2688 requires that they be operated in a
manner “consistent with energy resilience and cybersecurity requirements and associated
metrics provided to the conveyee.” All Installation Energy Plans must incorporate detailed
cybersecurity plans applicable to any energy projects included in the plan, including any
installation or modification of OT, including control systems (SERDP/ESTCP, n.d.[b]). DoD
Instruction 4715.28, Military Installation Resilience, cites forty-seven references (DoD 2024b).

In a 2019 memo focused on the Utilities Privatization Program (that is, inside-the-fence
resources), the Undersecretary of Defense for Acquisition and Sustainment (2019) directed all
DoD components to ensure that all new and existing utility service contracts included com-
prehensive cybersecurity requirements as outlined in twenty-one referenced DoD directives.
These included DFARS Clause 252.204-7012, which, as noted, does not cover OT. They also
included the UFC 4-010-06, Cybersecurity of Facility-Related Control Systems, discussed in the
next section.
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UFC 4-010-06: the DoW’s Risk Management Framework for OT

To pursue a contract-based approach to the OT security of vital critical infrastructure, the
DoW needs a standard with clear, measurable and enforceable requirements. So far, the
DoW has relied on NIST SP 800-82 Revision 3, A Guide to Operational Technology (OT) Security
(NIST 2023). NIST SP 800-82 is non-prescriptive. It is a risk management framework that
describes issues to be considered, but it specifies neither technologies nor outcomes. It grants
considerable discretion to individual project managers.

Moreover, NIST SP 800-82 Revision 3 was not developed from the bottom up for OT specifi-
cally. Instead, it relies on three other NIST publications designed for IT systems:

• NIST SP 800-39, Managing Information Security Risk: Organization, Mission, and Informa-
tion System View, which provides a framework for an enterprise-level risk management
program (Joint Task Force 2011).
• NIST SP 800-37, Risk Management Framework for Information Systems and Organizations:
A System Life Cycle Approach for Security and Privacy, which provides a structured process
for managing security and privacy risk, including system categorization and control
selection (NIST 2018).
• NIST SP 800-53, Revision 5, Security and Privacy Controls for Information Systems and
Organizations, which contains a comprehensive list of cybersecurity controls for infor-
mation systems and is the ultimate source for NIST cybersecurity documents (Joint Task
Force 2020b). It is supplemented by NIST SP 800-53B, Control Baselines for Information
Systems and Organizations (Joint Task Force 2020a).

NIST SP 800-82 takes the cybersecurity controls in NIST SP 800-53, designed for IT systems,
and considers how they might be applied to OT using the framework of NIST SP 800-37. It is
not intended to serve regulatory or enforcement purposes. It starts with an overview of OT
system topologies and vulnerabilities. Like other NIST cybersecurity documents, it emphasizes
management processes, such as having an OT governance strategy and an OT cybersecurity
policy and communicating them effectively within the organization, coordinating and align-
ing OT cybersecurity roles and responsibilities internally and with external partners, and
integrating cybersecurity risks into corporate risk management processes.

Appendix F, an “OT overlay,” takes the NIST SP 800-53 Revision 5 security controls for
information systems and considers which of them apply to OT and how, with enhancements
and supplemental guidance that apply specifically to OT systems as guided by NIST SP 800-37
(the risk management framework that was also designed for IT).

The challenge for both contractors and project managers is that these NIST documents
are open-ended, leaving it to users to define their own risk tolerances and even their own
criteria for applying the controls. This is a feature of many NIST publications in the field of
cybersecurity; they are not really “standards” but frameworks or guides that tolerate a broad
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range of practices (Choi 2024). For example, the NIST SP 800-53 control for least privilege (AC-
6(1)) states: “Authorize access for [Assignment: organization-defined individuals or roles] to: (a)
[Assignment: organization-defined security functions (deployed in hardware, software, and
firmware)]; and (b) [Assignment: organization-defined security-relevant information],” with
the bracketed parts to be filled in by each organization. Similarly open-ended is AC-3: “Enforce
approved authorizations for logical access to information and system resources in accordance
with applicable access control policies.” Of course, an organization must define its own
access control policies, but an organization with dangerously generous allocation of access
authorizations could comply with this control, as long as it “enforced” those authorizations.

NIST SP 800-82, for OT, piles additional discretion on top of this indeterminacy. For example,
regarding the key issue of network connectivity, it recommends separating OT networks
from corporate networks, expressly acknowledging that using the corporate network for
OT communication could expose OT components to cyberattacks, but, at the same time, it
allows networking: “Practical considerations – such as digital transformation, the cost of
OT installation, or maintaining a homogenous network infrastructure – often mean that a
connection is required between OT and corporate or other IT networks” (NIST 2023, 66).
It allows what it considers a major security control to be bypassed in the pursuit of other
interests.

Based on NIST SP 800-82, DoW has developed three reference documents for its on-base
utility systems:

• UFC 4-010-06, Cybersecurity of Facility-Related Control Systems (FRCS) (DoD 2023). This
document defines a process for identification of cybersecurity requirements suitable for
control systems of any impact rating, with more specific guidance suitable for control
systems of low or moderate impact level. It applies to all planning, design, construction,
renovation, and repair of both new and existing facilities. The control lists in UFC 4-010-06
were generated using the NIST SP 800-82 overlay for low impact systems and the RMF
Technical Advisory Group (TAG) Overlay for moderate impact systems.
• Control System Overlay for Moderate Impact Systems. Published by the RMF TAG, this
document supplements the standard security control baseline with specialized imple-
mentation guidance for moderate-impact systems, addressing the specific vulnerabilities
and requirements of OT. To further refine these standards, both the Navy and Air Force
have developed their own distinct overlays to accommodate their unique control system
architectures and mission-specific contexts (DoD 2023, 23).
• UFGS-25 05 11, Cybersecurity for Facility-Related Control Systems. This Unified Facilities
Guide Specifications (UFGS) document applies broadly to control systems, but it does not
specifically address electrical generation and distribution. It leaves controls for electrical
power system devices blank, stating “Use this subpart if needed to add requirements for a
specific control system type (e.g. electrical distribution etc.), similar to how other control
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systems are covered above” (DoD 2024c). UFGS-25 05 11 includes a set of schedules to
document interconnections with other systems, communications within the network,
wireless, and IP connection, along with an inventory spreadsheet intended to capture
information about every device in a system for review and approval by the appropriate
official (U.S. Army Corps of Engineers 2024; SERDP/ESTCP, n.d.[a]).

UFC 4-010-06 does not dictate specific controls. This is partly because the selection of controls
must be based on a risk assessment that is unique to each system. Also, it is because the security
control baseline that UFC 4-010-06 draws on was developed for standard information systems
and contains security controls that UFC 4-010-06 itself says are inapplicable to control systems,
or “are impractical to implement due to technical or resource constraints.” The RMF process
allows these baselines to be tailored for any given project by removing or adding specific
controls, subject to final approval of the Authorizing Official.

It remains uncertain whether UFC 4-010-06 has resulted in more resilient systems. As the
experience with DFARS 252.204-7012 shows, many contractors fail to implement contractually-
required cybersecurity standards. Even though failure to implement these standards is a
breach of contract exposing contractors to the full range of contractual remedies, up to and
including contract termination, as well as liability under the False Claims Act, contracting
authorities rarely go behind contractor assurances of compliance. The Cybersecurity Maturity
Model Certification (CMMC) process aims to address this problem for certain contracts through
third-party certification. However, CMMC applies only to IT systems. The 2019 guidance from
the Undersecretary of Defense for Acquisition and Sustainment (2019) on utility service
contracts mandated compliance with 21 DoD directives or memos, but there is no publicly
available data on the extent to which contractors have been able to reconcile and comply with
all 21 of them. Moreover, the guidance document that is perhaps most important (certainly
most detailed) regarding OT security, UFC 4-010-06, is a risk management document, meaning
that specific controls are required on a specific project only to the extent required by the
official overseeing that project.

Cybersecurity Standards for Operational Technology

UFC 4-010-06 does not require specific controls and, as explained, the controls it discusses
were not initially designed for OT. To strengthen its use of the procurement power to address
the cybersecurity of the utilities it relies on, the DoW should consider using cybersecurity
controls and practices specifically designed for OT systems. This can be achieved through
a DFARS clause or by issuing requirements or specifications that can be added to contracts.
Given the length of time required to amend the DFARS, it would probably be quicker to
issue requirements or specifications. We understand that the DoW is currently developing
requirements for OT that can be incorporated in contracts.
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One source for such controls is the comprehensive family of standards and technical
reports developed by the International Society of Automation (ISA) specifically for industrial
automation and control systems. ISA standard 62443, Security for Industrial Automation &
Control Systems, applies to all industry sectors, including electric power generation and
distribution. (The International Electrotechnical Commission has adopted 62443, which is
now commonly referred to as ISA/IEC 62443.) ISA/IEC 62443 is not a single document but a
series, defining in a structured fashion the layers of an OT security program. It is designed
around concepts central to ICS, such as security zones and conduits, and focuses on safety
and operational availability, which are different priorities from those of the confidentiality-
focused IT world. Within the ISA/IEC 62443 family, the most detailed reference may be
Part 4-2: Technical Security Requirements for IACS Components. It provides detailed technical
control system component requirements and organizes security into seven foundational
areas: identification and authentication, use control, system integrity, data confidentiality,
restricted data flow, timely response to events and resource availability.

A less comprehensive source of OT controls, but one that may offer prioritized incremental
steps for a phase-in period, was published in January 2025 by CISA and a wide range of
U.S. and international partners. Secure by Demand: Priority Considerations for Operational
Technology Owners and Operators when Selecting Digital Products describes how OT owners
and operators should integrate security into their procurement process when purchasing
industrial automation and control systems as well as other OT products. Also, CISA has pro-
duced cross-sector cybersecurity performance goals, including a range of actionable controls
(CISA, n.d.[a]), which apply to both IT and OT systems and could serve as the source of specific
controls in a contract-based effort to improve the cybersecurity of critical infrastructure
serving DoW installations in the U.S. Other controls and best practices specifically designed
for OT have been issued by CISA (n.d.[c]), by the NSA and CISA (2020), and by the Department
of Energy (DoE, n.d.).

Finally, the National Association of Regulatory Utility Commissioners (NARUC) has partnered
with the U.S. Department of Energy, Office of Cybersecurity, Energy Security, and Emergency
Response to develop a set of cybersecurity baselines for electric distribution systems and
distributed energy resources. The NARUC baselines allow flexibility to system operators. On
interconnection, they state that IT and OT networks should be separated, but they go on
to say that connections may be explicitly allowed for specific system functionality, without
addressing whether additional controls should be implemented to protect connected OT
systems (DoE and NARUC 2020).

IMPLICATIONS FOR SENIOR LEADERSHIP

Senior DoW leadership could start advancing OT cybersecurity by posing some key questions
to relevant components throughout the department:
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Inventory. Is there an inventory and assessment of the DoW’s critical infrastructure depen-
dencies, with specific attention to ICS devices and internet connections? Whether an asset is
inside or outside the fence–

• Is the OT of the utility connected to the internet?
• Is there a bridge between OT and the IT network of its owner or operator?
• Does the utility use ICS devices or other products made in China?
• Was Camp Lejeune the only micro-grid installed for energy resiliency that used China-
made products?
• Does the utility use ICS devices for which CISA has issued a vulnerability alert or advi-
sory?

For inside-the-fence utilities, the inventories collected pursuant to UFC 4-010-06 may be a
good source of this data.

Contract Requirements. Has UFC 4-010-06 in fact been incorporated into contracts for inside-
the-fence construction of energy assets?

• If it has, has anyone assessed whether and how contractors are actually adhering to its
provisions?
• How many contractors subject to UFC 4-010-06 have been granted a POAM (Plan of
Action and Milestones) to address cybersecurity shortfalls and has anyone assessed
whether contractors are meeting them?
• Is there a set of prioritized controls that could be required of outside-the-fence utilities?
• What is the status of the DoW effort to develop OT cybersecurity requirements for critical
infrastructure procurements? Can the process be accelerated?

Paying for Cybersecurity. Efforts aimed at outside-the-fence utilities will have to address
the question of costs. One approach is to ensure that cybersecurity costs are classified as
recoverable. The other is to build security costs into a utility’s rate base so the utility can earn
a rate of return on the expenditures.

The Human Factor. A major challenge in securing OT is the human element, in at least two
regards. First, security standards are meaningless if they can be ignored or overridden by
humans. Second, the DoW, like other government agencies and the private sector, faces a
cybersecurity skills gap, including in terms of contracting officers responsible for procurement
of critical infrastructure and project managers responsible for inside-the-fence construction.

• Does DoW have the skilled personnel to audit OT security for on- and off-base critical
infrastructure?
• Could or should the CMMC system of third-party assessments be extended to critical
infrastructure providers?
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Matching Requirements to the Threat. Is there any evidence that the cybersecurity controls in
UFC 4-010-06 are effective in addressing the vulnerabilities of operational technology?

• Has there been efforts to map the controls in UFC 4-101-06 to OT vulnerabilities and
threats?
• Would the controls in ISA/IEC 62443 be more effective in achieving some desired level
of cybersecurity?

In 2020, CISA was planning an effort to map discovered ICS vulnerabilities to product
lines and configurations to understand the impact and potential consequences of specific
vulnerabilities with the goal of developing configuration gold standards (CISA 2020). This
effort should be revived. DoW should work though available inter-agency processes to support
development of prioritized and measurable controls for OT.

CONCLUSION

Lethality depends on some pretty mundane things, such as electricity, natural gas, drinking
water, and rail lines. An interruption in the availability of any one of these or other critical
infrastructures could disrupt and delay force projection. Yet these services are controlled by
OT that is every bit as vulnerable—possibly even more vulnerable—than the IT that has been
the focus of national cybersecurity policy in recent years. On top of that, we know foreign
adversaries have targeted and succeeded in gaining access to the OT of critical infrastructure.
Efforts to island-off military installations with on-base capabilities may be of no avail, since
inside-the-fence assets may still be connected to IT systems and the internet and may use the
same vulnerable OT devices used outside the fence.

The landscape of critical infrastructure serving domestic military installations is highly
complex and inconsistently governed. The U.S. legal framework for critical infrastructure
cybersecurity is fragmented, with significant gaps. It is unlikely that a comprehensive system
of laws and regulations for OT cybersecurity will be stitched together anytime soon.

Therefore, the DoW should use the lever that, for all its limitations, may be the most flexible
and most impactful: the power to set standards for the services it purchases. The process of
addressing OT cybersecurity should begin, as all cybersecurity should begin, with an inventory
of assets, inside and outside the fence, to identify pathways between OT systems and the
internet as well as vulnerable equipment, including not only China-made devices but also
products made outside of China that contain known vulnerabilities. Such an inventory could
drive mitigation efforts. It could also spur DoW efforts to develop prioritized and measurable
controls for OT that can be required in critical infrastructure procurement contracts, inside
and outside the fence. The field of OT cybersecurity has evolved considerably in recent years;
what was once an off-shoot of IT security now has a growing library of controls and practices.
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Having put so much effort into securing contractor IT with the CMMC process, DoW should
give similar attention to contractor OT.
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INTRODUCTION

When the University of Vermont Medical Center was unable to provide critical patient services
for over two weeks due to a massive cyber-attack in 2020, Emergency Services called the
Vermont National Guard to help with incident response (Barry and Perlroth 2020; Leffler
2023). Responding to this kind of cyber emergency that impacts critical infrastructure was
something the Guardsmen had already trained for together in a training exercise called Cyber
Yankee. It is the involvement of the utilities and critical service operators in the exercises that
makes Cyber Yankee stand apart from others.

“There was a personal relationship between the National Guard and the municipal level and
the infrastructure partners. They understood the capabilities, the experience and the exposure,”
said Col. (Ret.) Richard Berthao. “It is not just the value of the point-in-time training. The cyber-
attack on the Vermont hospital with ransomware where the Vermont National Guard helped, is a
demonstration of a coordinated response of how the exercises help provide training and support
for assessments and resiliency work.”

Col. (Ret.) Berthao, then the IT Director for the Massachusetts National Guard, started Cyber
Yankee in 2014 as a regional exercise among the six New England states. He designed it to
simulate cyber-attacks on civilian infrastructure. Unlike traditional military cyber drills, Cyber
Yankee focuses on real-world systems—power plants, water treatment facilities, hospitals, and
transportation networks—that make up the systems and assets essential to national security,
public health, and economic stability.

In this paper, we share a "voice from the field" that demonstrates how New England states
collaborate across the public-private divide to secure and defend critical infrastructure from
cyber threats. As part of the team that supported training the Unified Coordination Group
(UCG) portion of the exercise, we provided unique and experimental modules on futures-
oriented thinking and a roleplaying cyber tabletop workshop that generated many insightful
comments about the readiness of the UCG to respond to local and state-level cyber incidents.
As we will demonstrate later, personal involvement, either as an observer or as a participant,
is the most impactful factor in developing the relationships that make the UCG, and Cyber
Yankee, a model exercise. We also share challenges and points of friction that make this kind
of collaboration hard, but necessary.

Our observations are based on semi-structured interviews with several founders of Cyber
Yankee, senior cyber leaders within both Active and Guard organizations, and on personal
attendance at Cyber Yankee 2025. In these conversations, we explored questions such as:

• What are best practices and coordination frameworks for active duty military to train
and be prepared to provide cyber incident response together with utilities and civil
institutions?

142 | THE CYBER DEFENSE REVIEW



S. Lohmann & J. Brown

• Can the Unified Coordination Group concept as defined by CISA’s recently released Cyber
Incident Response Plan (CISA 2025)1 and also practiced by Cyber Yankee serves as a
model, and how can this be improved?
• Does NORTHCOM (U.S. Northern Command)2 already have coordination frameworks in
place for U.S. active duty military defense support of civil authorities that could serve as
a training and preparedness model?

In addition, the authors developed and delivered hands-on workshops for participants
in the Unified Coordination Group track. These workshops facilitated Chatham House rules
conversations about the opportunities and challenges that arise when cyber incident response
spans public, private, government, and military responsibilities, and how the collective cyber
force can address these issues in the future. While Cyber Yankee is not the only way to train
for a compromising cyber event on defense critical infrastructure, its experiments with
Orange Teams, operational technology, joint and multi-national partnerships, and the Unified
Coordination Group track are demonstrably worth sharing with the rest of the cyber force.

Cyber Yankee represents a distinctive innovation within the National Guard’s cyber readi-
ness program, offering realistic, experimental training that directly addresses the growing
threat to critical infrastructure. Drawing on insights from participating leaders and organizers,
the paper argues that the exercise’s principal contribution lies in its deliberate incorporation
of the Unified Coordination Group framework into regional training. Embedding this UCG
component across future National Guard and interagency exercises would significantly en-
hance the coherence and effectiveness of Defense Support to Civil Authorities (DSCA) during
complex and large-scale cyber incidents.

CYBER YANKEE: A MODEL FOR PUBLIC–PRIVATE CYBER COLLABORATION

How the Cyber Yankee Exercise Unfolds

Cyber Yankee is an annual, multi-state cyber defense exercise hosted by the National Guard
across the New England region. Established in 2014, it brings together military cyber units,
federal agencies, state partners, and critical infrastructure utilities to rehearse coordinated
responses to complex cyber incidents. Designed to strengthen public–private collaboration
and to integrate operational technology environments into training, Cyber Yankee serves as
one of the most advanced regional exercises in the United States.

Cyber Yankee typically unfolds over several days and follows a structured progression from
individualized training, team-level orientation, then full-scale operations. The exercise begins

1. The National Cyber Incident Response Plan (NCIRP) describes a national approach to handling significant cyber incidents.
It addresses the important role that the private sector, state and local governments, and multiple federal agencies play in
responding to incidents. It also describes how the actions of all these stakeholders fit together to provide an integrated response.
2. U.S. Northern Command is the Department of War combatant command responsible for homeland defense, civil support,
and security cooperation within its area of responsibility, which includes the continental United States, Alaska, Canada, Mexico,
and surrounding waters.
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with a scenario briefing, during which cyber teams of the National Guard, utility partners,
and state/federal observers receive intelligence updates, threat indicators, and operational
constraints that frame the simulated crisis. The teams then move into network familiarization
and baseline establishment, analyzing the exercise environment—an emulated but function-
ally realistic network with industrial control system (ICS) components representing power,
water, and oil/gas infrastructure.

Daily activities often include situation updates, interagency coordination meetings, and
facilitated discussions with observers from the Cybersecurity and Infrastructure Security
Agency (CISA), U.S. Cyber Command (USCYBERCOM), state fusion centers, and private-sector
utilities. The final day typically involves a culminating event—a coordinated multi-vector
attack designed to stress-test response capacity—followed by an after-action review (AAR)
where teams identify gaps, lessons learned, and recommendations for real-world improve-
ments.

Cyber Yankee uses a red team (cyber adversary) vs. blue team (cyber defender) format for
training the "on keyboard" skills of cyber operators. Once the exercise transitions into active
play, the red team mimics real-world adversaries using tactics like phishing, malware, and
exploitation of industrial control systems (ICS). Blue teams, composed of cyber units-including
members of cyber protection teams (CPTs)-individuals, and civilian defenders of the National
Guard, must detect, respond to, and recover from these attacks.

Blue teams also advise a unique arrangement of Orange Teams, which represent real utility
operators like power and water, and must approve, deny, or request support in accordance
with the current cyber national response framework. Orange teams are normally used as
security educators and knowledge managers to build a culture of good code reviews and
develop training workshops (Mag 2025). At Cyber Yankee, cyber response experts from an
actual utility fill the Orange team and become the person receiving daily situation updates
from the Blue team assigned to their sector. This framework requires that utility owners make
a formal request for assistance to the National Guard just as they would in a real incident (CISA,
n.d.). During this phase, participants must submit Cyber 9-Line reports, escalate incidents to
federal partners, and practice collaborative decision-making under time pressure.

Exercise scenarios are structured to evaluate the effectiveness of incident response co-
ordination 3, the robustness of legal and policy frameworks, the quality of public–private
communication, and the technical resilience of Operational Technology (OT) systems. Cyber
Yankee’s Blue Team–Orange Team configuration has increasingly attracted participants from
across the nation to play roles or assess the exercise, including officials from the U.S. Army, Air
Force, Navy, Space Force, Coast Guard, Department of Homeland Security, FBI, and a range of
critical infrastructure utilities. In recent years, organizers have also made deliberate efforts

3. Research on cyber defense teams provides validated metrics to assess team performance during exercises (Maennel, Ottis,
and Maennel 2017; Granåsen and Andersson 2016).
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to expand participation among industry partners and utilities—particularly in the energy
and water sectors—to strengthen realism and foster broader engagement. Cyber Yankee also
extends participation to State Partnership Program countries that are aligned to the New
England states. In 2025, eleven partner nations sent participants to join Blue teams or to
observe and prepare to join teams in future exercises.

Landscape of National Guard–Led and Participatory Cyber Exercises

Across the United States, comparable cyber exercises are conducted annually at the national
level and in regional formats, as shown in Table 1. These cyber exercises are led either by
National Guard units or are characterized by strong National Guard participation. Collectively,
these initiatives reflect the varied approaches adopted across states and international part-
nerships to address evolving cybersecurity challenges. Each exercise is shaped by its regional
context, operational objectives, and the specific capabilities of participating organizations,
illustrating the adaptive nature of cyber readiness training within the United States.

While these initiatives share similar goals, Cyber Yankee remains distinctive in its integra-
tion of diverse stakeholders and experimental objectives. An international review of sixteen
cyber defense exercises published in 2019 already identified Cyber Yankee as having a high
level of maturity (Brajdić, Kovačević, and Groš 2021). The broader literature also contrasts
multiple exercises, drawing out insights into how they differ in scope, design, and impact on
cyber preparedness (Dewar 2018).

Over time, these exercises illustrate a clear evolution in U.S. and allied cyber defense
readiness. Early initiatives such as Locked Shields (CCDCOE) and Cyber Guard focused primarily
on building technical proficiency, multinational interoperability in simulated environments,
and NATO’s collective defense doctrine (Smeets 2022). Mid-decade efforts, including Cyber
Yankee and Jack Voltaic (ACI 2025), expanded the scope to include public–private collaboration
and the protection of critical infrastructure, highlighting the growing role of the National
Guard as a bridge between federal and state authorities. More recent exercises, such as
Cyber Discovery and Balikatan, demonstrate a shift toward realistic, live-network testing and
international coalition building across the Indo-Pacific. Taken together, these developments
reveal a trajectory from technical training toward integrated resilience-building—linking
military, civil, and industry actors in a unified approach to cyber defense.

As Maj. Gen. Terin Williams, the Special Assistant to the Director of the Army National Guard
for U.S. Army Cyber Matters observed: “What sets Cyber Yankee apart from other non-Guard
cyber exercises is that you have critical infrastructure partners, private, state, and local entities
and the Guard”. She participated in the most recent Cyber Yankee exercise by roleplaying as
an operational technology (OT) operator for the scenario’s fictional city. She emphasized the
importance of maintaining this collaborative model: “That needs to continue with the other
regional exercises.”
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UNDERSTANDING THE CYBER UNIFIED COORDINATION GROUP (UCG)

In 2021, the Cyber Yankee organizers increased the level of inter- and intragovernmental
cooperation by formally incorporating and exercising the concept of a Cyber Unified Coordina-
tion Group (UCG)—the national mechanism through which federal lead agencies coordinate
their response to a significant cyber incident. A UCG brings together the three federal leads
identified in U.S. cyber incident doctrine: the FBI as the lead for threat response, CISA as the
lead for asset response, and the Office of the Director of National Intelligence (ODNI) through
the Cyber Threat Intelligence Integration Center as the lead for intelligence support.

When an incident affects a specific industry, the relevant Sector Risk Management Agencies
(SRMAs) also join the UCG, along with state, local, tribal, territorial, and affected private-sector
partners as needed. Examples of these SRMAs include the Department of Energy for the
Energy Sector, the Department of Homeland Security for sectors such as Communications
and Critical Manufacturing, the Environmental Protection Agency for Water and Wastewater
Systems, the Department of War for the defense industrial base, and the Department of the
Treasury for Financial Services.

The federal framework underpinning these roles (Table 2) was first established in Presi-
dential Policy Directive 21 (PPD-21) on Critical Infrastructure Security and Resilience, which
clarified federal and sector responsibilities and formalized the role of Sector Risk Manage-
ment Agencies (Executive Office of the President 2013). Subsequent legislation, including the
National Cybersecurity Protection Act of 2014 (United States Congress 2014), reinforced the
need for adaptable national cyber incident response structures.

Building on this foundation, Presidential Policy Directive 41 (PPD-41) issued during the
Obama administration in 2016 (Executive Office of the President 2016) defined the federal
government’s approach to coordinating responses to major cyber incidents and formally
established the UCG as the mechanism for integrating threat, asset, and intelligence response
functions. CISA’s most recent National Cyber Incident Response Plan (NCIRP) (CISA 2025),
further operationalizes this model, describing the UCG as the primary forum for ensuring
unity of effort during a cyber crisis. By integrating a UCG-like structure into its design, Cyber
Yankee provides participants with the opportunity to rehearse these national coordination
processes on a regional scale and under realistic operational conditions.

According to CISA, these Sector-Specific Agencies (SSAs)—the predecessors to today’s SRMAs
4— are incorporated into a Cyber UCG whenever a cyber incident affects or is likely to affect
the sectors they represent. SSAs were directed through Presidential Policy Directive 21 in
2013 to ensure that "institutional knowledge and specialized expertise about the sector" is

4. Although the 2013 Presidential Policy Directive 21 referred to federal sector-leads as “Sector-Specific Agencies (SSAs)”,
subsequent legislation and policy clarified and codified the term “Sector Risk Management Agencies (SRMAs).
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available to the President to "carry out incident management responsibilities" and "mitigate
incidents" (Executive Office of the President 2013).

Table 2 provides an overview of these key federal policies and laws—ranging from PPD-
21 to the National Cyber Incident Response Plan—that establish the legal and operational
foundations for the UCG model.

Table 2. Key U.S. Policy and Legal Foundations for Cyber Incident Coordination

Document Year Focus

Presidential Policy Directive 21 (PPD-
21): Critical Infrastructure Security and Re-
silience

2013 Establishes the modern federal framework for critical infras-
tructure security and resilience; clarifies federal roles and de-
fines Sector Risk Management Agencies (SRMAs).

National Cybersecurity Protection Act 2014 Requires development and regular updating of adaptable cyber
incident response plans for critical infrastructure; provides
statutory support for national cyber incident coordination.

Presidential Policy Directive 41 (PPD-41):
United States Cyber Incident Coordination

2016 Defines federal agency roles in significant cyber incidents; for-
malizes the Unified Coordination Group (UCG) as the mecha-
nism for integrated threat, asset, and intelligence coordination.

National Cyber Incident Response Plan
(NCIRP)

2016–2024 Operational plan implementing PPD-41; details how UCGs func-
tion, including activation criteria, membership, and coordina-
tion processes for major cyber incidents.

CYBER YANKEE AND THE UCG APPLICABILITY FOR ACTIVE-DUTY FORCES

The U.S. National Guard within the UCG

Because Cyber Yankee incorporates federal, state, military, and private-sector partners, it
raises the question of whether its coordination model could inform active-duty approaches
to cyber incident response. Could this format work as a tool for active-duty military to train,
mitigate and respond to cyber threats impacting the Department of War?

“Yes, it can,” said Brig. Gen. Christine Rummel, the J-6 director of cyberspace operations
at the North American Aerospace Defense Command (NORAD) and USNORTHCOM. “At the
heart of all incident response, regardless of domain, is trust... The benefit of the National Guard’s
cyber exercises, such as Cyber Yankee, is that it builds that trust; develops tactics, techniques, and
procures (TTPs); builds relationships; and develops contact rosters all before a disaster occurs so
that teams are not trying to determine who is who and what capabilities are available to bring
to bear on the problem set.” Rummel’s emphasis on pre-established trust highlights a core
advantage of National Guard-centric training models: their ability to build interpersonal and
interorganizational relationships long before a crisis.

These relationships are most effective when they are developed and exercised well in
advance of a cyber incident. During the 2020 SolarWinds attack and subsequent federal
response, the National Security Council did not enlist the National Guard Bureau to respond.
According to one analysis, "This failure likely stemmed from a lack of knowledge of the
capabilities of or the process for engaging National Guard entities" (Ihme et al. 2025). Ihme
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et al. (2025) describe the actions the federal C-UCG (Cyber UCG) took in response to SolarWinds,
and they point out that there was some amount of dysfunction within the federal government’s
post-SolarWinds reporting requirements. They state,

Conducting regular interagency training exercises among cyber response agencies,
such as the National Guard’s Cyber Yankee exercise, can simulate real-world cyber
responses, enhance interagency coordination and communication, and promote a
culture of collaboration across all levels of government that breaks down silos and
fosters transparency. Finally, by leveraging Department of War (DoW) entities under
Title 32 and defense support to civil authorities, the National Guard can assist state
and federal governments in cyber protection, detection, and red teaming" (Ihme
et al. 2025).

This is precisely the type of assistance the National Guard is meant for.

Under the current NCIRP, CISA may serve as the executive secretariat for a Cyber UCG,
coordinating with the FBI, ODNI’s Cyber Threat Intelligence Integration Center, Sector Risk
Management Agencies, and affected federal departments as needed (CISA 2025). National
Guard support to these efforts is usually authorized under U.S. Code Title 32 (U.S. Code 1956b),
which allows National Guard forces to remain under state control while being federally
funded. Activation under Title 10 authorities (U.S. Code 1956a), which governs federal active-
duty military forces and are used during war or national emergencies, is reserved for rare
cases (see Figure 1).

One such case occurred during the COVID-19 pandemic, when Title 10 authorities were
used to activate both active-duty forces and the National Guard during Operation Warp Speed:
“We were activated on Title 10 during Operation Warp Speed and deputized under DHS Title 6 to
protect networks associated with the distribution of COVID [vaccines] to protect the Industrial
Control Systems of American manufacturers of the vaccine,” said Lt. Col. Peter Kurek, a member
of the Massachusetts National Guard. Having been involved with the Cyber Yankee exercise
for years, he noted that the level of trust developed in the exercise helped execute the mission
more effectively.

Active Duty Support to Domestic Cyber Incidents

Although Cyber Yankee incorporates elements of the UCG model, active-duty involvement in
domestic incidents follows a different mechanism. For missions outside the Department of
War Information Network (DoWIN), USNORTHCOM operates under the Defense Support of
Civil Authorities (DSCA) framework, which governs how and when DoW forces may assist
civil agencies. The Cyber DSCA process includes participation from CISA, the Department of
War, USCYBERCOM, and USNORTHCOM, and reflects legal authorities distinct from those used
by National Guard units.
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Figure 1. National Guard T10/T32 Authorities, (reproduced from Air Land Sea Application Center (2021)

.
Fortunately, the legal structure for active-duty military to support a cyber incident response

effort if asked already exists. The National Cybersecurity Protection Act of 2014 (Public Law
113-282) stipulates that:

“Federal departments and agencies, State and local governments, sector coordinat-
ing councils, information sharing and analysis organizations (as defined in section
212(5)), owners and operators of critical infrastructure, and other appropriate entities
and individuals, develop, regularly update, maintain, and exercise adaptable cyber
incident response plans to address cybersecurity risks (as defined in section 226) to
critical infrastructure” (United States Congress 2014).

The Department of War’s Role within the Cyber UCG

The Department of War’s role within the Cyber UCG can be even more far-reaching. It provides
cybersecurity assistance to the Defense Industrial Base, helps during civilian emergencies,
and supports civil authorities. US Cyber Command, as the main cyber action arm for the DoW
is directed to exercise with DoW component cyber incident response organizations, and to
train their incident response teams (including assigned cyber protection teams) (DoD 2023).
However, only in rare cases do active duty military provide such assistance if the impact is
outside the DoWIN. An exception occurs when requested by the DoW, a federal lead agency,
or the President, and provides mitigations and threat reports via the National Security Agency
and the DoW Cyber Crime Center (CISA 2025).

Maj. Gen. Terin Williams emphasized this distinction, noting that the UCG model cannot be
applied identically to active-duty forces because their mandates differ. Active-duty military
personnel are usually asked, using DSCA authorities, to come in once for a particular industry

150 | THE CYBER DEFENSE REVIEW



S. Lohmann & J. Brown

or utility cyber incident, whereas the National Guard maintains enduring relationships with
utilities and state agencies. These longstanding partnerships, cultivated through exercises
like Cyber Yankee, enable smoother coordination during an incident.

However, PPD-41 defines the UCG as “the primary method for coordinating between and
among Federal agencies in response to a significant cyber incident as well as for integrating
private sector partners into incident response efforts” (Executive Office of the President 2016).
This means that the military, both active and Guard, should be skilled at navigating a cyber
UCG during operations in which Title 10 forces are acting in a DSCA capacity.

“Just as with any other domain or response action, participants need to understand their left and
right limits, and what authority they are operating under. It’s expected that if called to participate
in a Cyber UCG, that the platform the personnel are responding on is off-DoWIN, where military
have no authority unless requested to provide specific support,” Brig. Gen. Rummel said.

Operating under that authority is especially important in the exercises, Lt. Col. Kurek said.
“In a realistic scenario, military members are not likely to get the direct access to a network as
they do in most current exercises.. . . Somebody from the Guard or the military will not be allowed
to touch the network in the case of an actual cybersecurity incident. To make it more realistic,
you need to have more industry participation where business and utilities are at the keyboard
and to transfer that knowledge from soldiers or airmen to the utilities, to industry,” he said. “In
Operation Warp Speed, we used strategically placed sensors in the industrial networks that fed
into our own monitoring tools and worked with company personnel to address detected activity.”
In this way, military responders can train, assist, and advise their industry partners.

In 2025, Army Cyber Command (ARCYBER) sent several observers from its Future Plans Di-
rectorate to examine how Cyber Yankee’s methods might translate into active-duty formations.
According to Col. Dave McNatt, ARCYBER’s chief of plans and strategy, "Real crisis response will
almost always start off-DoWIN. [Cyber Yankee] is one of the few mature exercises that exposes
Title 10 folk to the system of leaders, planners, operators, and coordinators that would deal with
those incidents. Like the [ancient] Greeks taught us, you have to seek exposure to get better at your
job. Without that experience, everything is theory." His point underscores a central benefit of
Cyber Yankee: well-developed exercises provide both craft knowledge—familiarity with DSCA
and UCG processes—and the practical judgment that comes only from repeated exposure to
realistic, cross-sector coordination. This experiential learning is especially critical as ARCYBER
expands its operational technology (OT) defense capabilities, an area that increasingly defines
national-level cyber response. Col. McNatt also emphasized the broader implications for force
readiness: "There is value in [active duty] participation, but there would be even greater value if
the rest of the regions in this Union did something at the same level of sophistication (and ideally,
calibrated to the [Cyber Yankee] standard)." His comments highlight Cyber Yankee’s role not
only as a regional exercise, but as a benchmark for the level of complexity, realism, and
interagency integration needed across the country.
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LOOKING AHEAD: THE FUTURE OF CYBER YANKEE

As cyber threats evolve, so will Cyber Yankee. According to Col. (Ret.) Woody Groton, who
led Cyber Yankee 25’s UCG training and exercising, there are three future areas within the
exercise that could be war-gamed more specifically: (1) the usability of technology systems
during a cyber crisis, (2) communications and operations between different agencies, and (3)
state-specific cyber response plans and exercises.

In Cyber Yankee 2025, the Army Cyber Institute provided two workshops to address a
whole-of-government response that is central to the UCG. The first workshop used threat-
casting (Johnson and Vanatta 2017)—strategic foresight methodology used to envision and
systematically plan for potential threats (typically 10 years in the future)— to imagine future
scenarios in which the UCG might need to respond. These science-fact–based fictional scenar-
ios emphasized how human factors shape incident communication. The second workshop
demonstrated an experimental cyber tabletop (CTT), inspired by role-playing game mechan-
ics, developed at the University of Indiana. This CTT used a simplified scenario involving
a fictitious military installation affected by cyber disruptions in a nearby city’s traffic and
emergency systems, assigning participants unfamiliar roles to highlight interdependencies
and the complexity of coordinated response.

Future Cyber Yankee exercises are expected to include AI-driven cyberattacks, quantum
computing vulnerabilities, supply chain compromises, and deepfake-enabled social engineer-
ing. The exercise is also likely to expand its focus on resilience and recovery, ensuring that
systems can not only withstand attacks but also bounce back quickly.

Technologies such as Hive IQ-a software that automates malware analysis, manages col-
laboration across teams of the cyber response, and keeps decision makers informed-could
be tested to see how well they work during specific scenarios. In 2025, an experimental
AI-enabled network sensor virtual machine was installed on the Cyber Yankee network to
mirror traffic and conduct further analysis. The red team was able to test cyber effects before
presenting them to blue teams (Cashman et al. 2025). These examples could include how
Operational Technology operators respond to crisis and demonstrate how Cyber Yankee can
serve as a testbed for AI technologies.

Communication and response across USCYBERCOM, the military, critical infrastructure
entities, state governments, and the National Guard during a cyber incident could also be
practiced in a more detailed manner, ensuring incident response occurs smoothly and quickly.
This is a general challenge for cyber incident response. “We need a platform for both communi-
cation and operational coordination between all parties involved in cyber incident response and
right now we do not have it,” Maj. Gen. Williams said.

Finally, specialized state-specific tabletop exercises supported by academics and legal and
policy experts could help improve the training so that an actual incident response runs
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more smoothly. Brig. Gen. Rummel recommended that states that do not currently have
Cyber Protection Teams (CPTs), such as Alaska, would benefit from starting them. Formally
established CPTs, such as those assigned to the 91st Cyber Brigade (Virginia), or Guardsmen
assigned to work with state CIO/CISOs are at the frontlines of state cybersecurity protection.
Every state is varied in its cybersecurity risk profile, but all states have experienced, and
will continue to experience, cyber-enabled attacks and disruptions to normal operations that
could be partially mitigated through prior exercising of the incident response process.

LESSONS FROM PRACTICE: CYBER YANKEE’S IMPACT ON REAL-WORLD
INCIDENT RESPONSE

The Guard’s Response to the UVM Medical Center Attack

The response of the National Guard to the 2020 UVM Medical Center ransomware attack
illustrates how Cyber Yankee’s practices translate into real-world incident response. It was
based directly on the skills, relationships, and coordination patterns strengthened through
the exercise. The Cyber Yankee’s structure—bringing together National Guard cyber teams,
state agencies, federal partners, and operators of critical infrastructure—mirrors the multi-
stakeholder environment that emerged during the UVM response. Through repeated exposure
to complex, multi-vector attacks and sustained coordination with private-sector operators,
Guard personnel had already rehearsed the types of decisions required in large-scale recovery
efforts. These included restoring compromised endpoints, reestablishing trust across hybrid
IT–OT systems, and integrating with external cybersecurity contractors. During the UVM Med-
ical Center incident, these capabilities translated into effective support as Guard teams helped
review and rebuild affected systems, restore functionality in phases, and assist the hospital in
reestablishing critical clinical and administrative services during the following weeks. The
exercise’s emphasis on UCG-style coordination also meant that Guard teams were familiar
with rapid information-sharing protocols, escalation pathways, and cross-organizational
communication, all of which proved essential during the hospital’s prolonged recovery. In this
way, the operational readiness built through Cyber Yankee materially supported the Guard’s
ability to assist effectively in Vermont’s real-world crisis.

After the hospital networks were restored, the Vermont National Guard conducted several
after-action reviews to capture lessons. The most important finding was that pre-existing
relationships with UVM leadership significantly sped up response time and allowed National
Guard volunteers to be available to the hospital system within 24 hours. However, not ev-
erything was as straightforward and quick as an incident response rehearsed in exercises.
According to Col. (ret.) Chris Evans, who was then the unit’s CIO, and dual-hatted as the state
J6, the way the UVM IT staff used the Guardsmen was not the way they trained during Cyber
Shield and Cyber Yankee. Instead, the team was assigned tasks according to individual skills,
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rather than operating as a unified group. As a result, the Vermont Guard refined their state
emergency response procedures to create different "packages" of assistance, formalizing the
process to provide a tailored team or individual skill sets. They also updated their mobilization
procedures to allow for flexible response packages.

Two other key lessons from the UVM incident have shaped the design of the UCG portion
of Cyber Yankee. Col. Evans led the UCG training for Cyber Yankee 21, the year following UVM
and noted that his experiences reinforced the move towards a civilian-led UCG model. This
emphasized his observations that the military was not (and should not be) in the lead for
a cyber incident response on state infrastructure, which was "challenging for type-A people
in the military," Evans said. "It was in Cyber Yankee 22 when they actually started getting more
civilian agencies and federal agencies... it’s really hard. You do these exercises and it’s so hard to
have the military in the background... We’re supposed to be there in a support role and you know,
that’s really, really hard." In Cyber Yankee 25, over half of the UCG attendees were civilians
from federal and state agencies and regional utilities.

Scaling Cyber Yankee Insights: Recommendations for States and Regions

Cyber Yankee’s evolution and successes offer several practical recommendations for other
regions and for active-duty organizations seeking to enhance their cyber incident response
capabilities. These recommendations translate Cyber Yankee’s regionally tested practices into
actionable guidance for other states, regions, and active-duty partners.

Proactively build relationships with critical infrastructure operators. Seek out, meet, and invite
the leadership and cyber technicians who provide critical infrastructure services (especially
power, water, gas/oil, and medical) to military installations to join conversations and exercises.
Often, these have local or county offices with the responsibility to service bases. These partners
can be incorporated into short, scenario-based cyber tabletop exercises (from one hour to
half a day) or invited as full participants in large-scale training events. Military teams should
also train utilities on the federal Request for Support (RFS) process.

Use National Guard exercises to practice real-world coordination mechanisms. Exercises should
explicitly rehearse the initiation and processing of utility RFSs and the use of the Cyber 9-Line
to communicate with U.S. Cyber Command. States should refine timelines for standing up a
cyber UCG and share their best practices with sector-based Information Sharing and Analysis
Centers (ISACs). Even small utilities—such as a one-person municipal water IT team—should
understand how to initiate an RFS and who their state UCG coordinator is.

Adopt and adapt the Blue Team–Orange Team construct. When designing regional, state, or
city-wide cyber exercises, replicate the Blue team / Orange team structure that pairs defensive
cyber teams with utility and industry operators on their own networks. This construct teaches
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cyber protection teams and incident responders about the unique operational constraints
that private utilities face within their own networks.

Develop scenarios that stress Operational Technology (OT) environments. Create scenarios that
force incident responders to protect OT systems. Provide training and education opportunities
to Guardsmen prior to or as part of an annual exercise, such as industrial control systems and
OT courses from SANS. Other scenarios might involve exercising plans for a state’s defensive
continuity of operations plan (COOP) or how a statewide cybersecurity service provider might
integrate multi-sector challenges with OT systems.

Integrate OT Knowledge, Skills, and Abilities (KSAs) into the Joint Qualification Records (JQRs).
Include OT-specific knowledge, skills, and abilities (KSAs) in appropriate Joint Qualification
Records (JQRs) for cyber protection teams assigned to the National Guard. This ensures that
the KSAs are aligned with the legal authorities and mission expectations to respond to a
domestic cyber incident.

Build flexible mobilization and response structures. Create procedures that allow flexible mobi-
lization and response options. If a state normally trains only as a single defensive element, or
in collaboration with another state during exercises, consider how to also exercise individual
mobilization requests for specialized security skills.

CONCLUSION

Despite the efforts of the National Guard, state cybersecurity teams, and even the FBI and
U.S. Cyber Command, adversaries of the U.S. will still find targets to hack and exploit. This
makes it all the more important for all regional National Guard entities, and the government
agencies and the utilities they work with, to continue to practice close cooperation and train
to defend against cyber threats to critical infrastructure. The mandate for a UCG to protect
the nation’s safety and security, and the regional National Guard response groups such as
Cyber Yankee, has never been more urgent.

The evidence of Cyber Yankee’s long-term impact will be in its replicability beyond New
England and in its continued use to prepare industry, utilities, and government and state
entities to respond quickly and effectively to cyber emergencies and future threats. The
expertise gained through deliberate and repeated coordination, especially Cyber Yankee’s
unique use of the Orange Team and the exercise goals for the UCG, is achievable by active
duty and the National Guard alike. Simulating real-world threats and fostering collaboration
across sectors, it ensures that the nation is prepared to defend its most vital systems.
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1 INTRODUCTION

In an era of increasing complexity and interconnectedness, the resilience of critical infrastruc-
ture (CI)—interdependent systems sustaining both civilian communities and U.S. Department
of War (DoW) installations—has become a pressing concern for national and global security.
Both civilian and military readiness, as well as overall societal stability, depend on these in-
frastructures. Their vast scope makes comprehensive defense infeasible, while their criticality
makes inaction untenable. Policymakers and decision-makers must navigate expansive prob-
lems of scope, interdependency, and effectiveness, particularly in ensuring that installations
remain operational even when surrounding infrastructures fail. Because wargaming can
effectively model uncertainty, disruption, and decision-making under pressure, it serves as
a valuable tool for testing resilience strategies, exploring resource allocation trade-offs, and
improving preparedness.

This paper introduces resilience games, a form of serious gaming with wargaming ele-
ments (depending on the purpose and design of the game). As a form of serious game, their
purpose is educational and practical: training decision-makers to sustain system functionality
under continuous stress rather than to achieve battlefield victory (Abt 1970; McGonigal 2011;
Huizinga 1955). Yet, like a wargame, a resilience game can employ structured opposition, role
differentiation, and scenario-based play (Caffrey 2019).

Traditional approaches to preparedness training, such as tabletop exercises (TTXs), have
been valuable for engaging cyber CI stakeholders. However, they are often resource-intensive,
highly classified, and/or narrowly focused on individual sectors. These issues make them
difficult to scale and inaccessible to many civilian and military leaders who need practical
preparation the most, especially those lacking technical expertise or security clearances.
As Demchak (2011) has argued, such fragmented approaches leave leaders ill-prepared
for crises that manifest as whole-of-system disruptions, cascading across interdependent
infrastructures and undermining national resilience. Resilience games are designed to address
these limitations by providing accessible, adaptable, and reusable tools that surface systemic
vulnerabilities and foster cross-sector collaboration in environments where traditional TTXs
would be impractical.

Our conception of resilience gaming arose from DoW-sponsored wargaming research,
specifically within the U.S. Army Cyber Institute (ACI)’s Jack Voltaic (JV) series (ACI, n.d.[a]).
The Rochester Institute of Technology (RIT)’s implementation of JV4.0—the latest iteration—
serves as this paper’s primary case study. The JV4.0 initiative produced both a technical
framework and two resilience games,Access Denied and Sector Down (Bayliss 2025b, 2025a).
Both games have been designed to engage stakeholders across sectors identified by the U.S.
Cybersecurity and Infrastructure Security Agency (CISA), including those that directly support
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DoW installations. Importantly, while Sector Down is a cross-sector game for CI professionals,
Access Denied is an entry-level, nontechnical card game for non-experts.

This paper first provides background on critical infrastructure, resilience, and the concept
and role of resilience games. We then introduce the JV4.0 framework and describe the design
of Access Denied and Sector Down, illustrating their mechanics and briefly summarizing
insights from formative playtesting. Finally, we outline future directions for resilience gaming,
including a broader conceptual scope, more sophisticated resilience measurement approaches,
and opportunities for integration into national resilience strategies.

2 TOWARD A DYNAMIC UNDERSTANDING OF CRITICAL INFRASTRUCTURE

Critical infrastructure (CI) is commonly defined as the interconnected and interdependent
systems that provide essential services to society (Rinaldi, Peerenboom, and Kelly 2001;
Lewis 2014; DHS 2013).In current U.S. practice, the Cybersecurity and Infrastructure Security
Agency (CISA) designates sixteen CI sectors (CISA, n.d.[a]), with Energy, Communications,
Water, and Transportation identified as cross-cutting “lifeline” sectors because they underpin
the functioning of nearly all others. Complementing this sector-based view, CISA’s National
Critical Functions (NCF) framework groups 55 essential functions into four areas—Supply,
Distribute, Manage, and Connect— to support cross-sector risk analysis and prioritization
(CISA 2019, n.d.[b], n.d.[a]; FEMA 2024).

For our two games, we adopted a provisionally more dynamic approach. For context, CI has
traditionally been conceptualized in static terms: specific sectors are designated as “critical”
because their disruption would critically affect national security, economic stability, and/or
public health (CISA, n.d.[b]). Within this framing, resilience refers to the capacity of these
systems to anticipate, withstand, adapt to, and recover from disruption (Boin, Ekengren,
and Rhinard 2021). However, static definitions do not fully capture how crises can alter
priorities in real time. A dynamic view recognizes that specific infrastructures can become
more or less critical depending on evolving circumstances, cascading failures, and shifting
decision-making priorities (Lewis and Petit 2023). For example, a recreational facility may
not be critical under ordinary conditions, but could become critical during a natural disaster
if repurposed as an emergency staging site. This dynamic perspective is central to resilience
games, which are designed to surface such evolving interdependencies, compelling players
to confront changing priorities under stress.

The chief consequence of a dynamic perspective is that criticality—and by extension,
resilience—becomes viewed not as fixed attributes but instead as indicators that reflect
changing states of affairs (Petersen, Lange, and Theocharidou 2020). Infrastructure becomes
critical when its degradation threatens to cause societal disruption (Thayaparan et al. 2016).
Resilience, in turn, can be assessed by how effectively systems resist degradation pressures.
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In essence, resilience becomes a measure of how well something slows down attritional
pressures acting on it (Petit et al. 2013; NIST, n.d.), whether those pressures stem from human
actions (e.g., cyberattacks), non-human forces (e.g., material decay), or uncertain causes (e.g.,
failures in automated systems) (NIST, n.d. Eke 2024).

For resilience gaming, we adopted a simplified, gameplay-oriented approach in which all
infrastructure is treated as epistemologically equal. It is up to players—acting as decision-
makers—to determine which elements are “critical” within a given scenario. This approach
enables games to reveal how values, priorities, and policies shape perceptions of critical-
ity, while giving participants space to practice strategies for sustaining operations under
conditions of uncertainty (Soroudi et al. 2023).

3 GAMIFYING RESILIENCE

The concept of using play for a wide range of learning and training activities is deeply
embedded in culture and has been studied for many years (Huizinga 1955). Serious games,
which are expressly designed for educational, training, or analytical purposes rather than
entertainment (Abt 1970; McGonigal 2011; Huizinga 1955), seem particularly well-suited to
address resilience. Intuitively, there is also an adversarial quality to thinking about resilience
that aligns with wargaming, as though the CI system is in an active struggle against “something”
that is attempting to “defeat” it. Consequently, gamifying resilience can and should draw on
both domains.

We explore the gamification of resilience from both perspectives, namely, wargaming and
serious gaming. Then we will discuss how resilience games concretely converge these two
traditions, as well as the gaps they address by doing so.

3.1 Resilience and Wargaming

From a wargaming perspective, resilience games employ structured opposition, scenario-
based play, and role differentiation (e.g., red vs. blue teams). However, unlike conventional
wargames, resilience games do not prioritize conflict outcomes. Their focus is on sustaining
system functionality under stress rather than achieving battlefield victory. Resilience games
also do not assume a clearly defined human adversary. Instead of limiting adversarial red
teams to overt, intentional human attackers, resilience games can model attritional threats
such as natural disasters, systemic degradation, or ambiguous disruptions that may appear
indistinguishable from random error. For example, a red action might represent a targeted
cyberattack, a cascading technical malfunction, or a stochastic disruption such as a flood or
power outage. Blue teams, in turn, represent infrastructure managers, operators, or com-
munity stakeholders tasked with sustaining operations despite resource constraints and
uncertainty (Williams 1978; Thomas et al. 2019; Pan, Schwartz, and Mishra 2015).
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This design enables resilience games to reflect the dynamic nature of crises. Success is
measured not by defeating an opponent but by adapting, coordinating, and maintaining
essential functions over time. In this way, resilience games build on traditions of educational
and policy gaming—including crisis simulation exercises—but expand into the realm of cross-
sectoral resilience, where interdependencies and cascading failures become key gameplay
mechanics (Williams 1978; Tomaszewski et al. 2020; Laere et al. 2018).

Within broader wargaming theory, this intention-agnostic treatment of the adversary,
along with the implicit redefinition of victory as the continued functioning of a complex
system under sustained stress, positions resilience gaming in an intriguing conceptual space.
Following Caffrey’s (2019) generational taxonomy, wargaming has evolved from abstract
competitions (first generation), to combat-focused simulations (second), to political-military
games addressing national power (third). It is now entering a fourth generation of "peace
games", where stability and cooperation may constitute victory conditions. Resilience gaming
appears to bridge the third and fourth generations: it retains the systemic, whole-of-nation
scope of third-generation games while shifting toward fourth-generation peace games by
redefining success as continuity, resilience, and the prevention of systemic collapse, rather
than the defeat of an adversary (Caffrey 2019).

3.2 Resilience and Serious Gaming

Serious games span a wide range of mechanics and purposes, but they share a common goal:
using play to reveal hidden dynamics, change perspectives, support education and training, or
make abstract challenges more tangible. Resilience games align naturally with this tradition,
as they help players understand evolving risks, interdependencies, and decision-making
pressures under uncertainty.

Many serious games focus specifically on education and preparedness for cybersecurity
and natural disasters. Resilience may be an implicit theme or the explicit focus of play (Laere
et al. 2018; DHS 2023; Schwartz et al. 2023; Thomas et al. 2019; Tomaszewski et al. 2020).
These games demonstrate how interactive systems can model system stressors, reveal points
of fragility, and illustrate the consequences of delayed or inadequate action. Other efforts, such
as Backdoors & Breaches, show how simple, repeatable mechanics can train practitioners to
recognize and respond to cybersecurity incidents, reinforcing procedural knowledge through
structured play (Black Hills Information Security, n.d. Schwartz et al. 2023). Similarly, van
Riel et al.’s (2017) work on gaming for networked infrastructure management illustrates how
games can provide an experimental testbed for analyzing system interdependencies and
decision-making trade-offs in complex environments (van Riel et al. 2017; Laere et al. 2018).
Related efforts such as Black Start, a grid-restoration exercise focused on restarting generation
and re-energizing the network after a blackout, underscore how preparedness activities
translate into accessible, drillable practice for public and practitioner audiences (National
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Renewable Energy Laboratory (NREL) 2025; EIS Council 2025; Foy 2025). Neustart, a board
game developed for German civil protection agencies, likewise explores how communities
can recover and adapt following major disruptions, highlighting how resilience itself can be
gamified as both a process and an outcome (BBK, n.d. Tomaszewski et al. 2020).

3.3 Convergence and Gaps Addressed

Positioning resilience games at the intersection of wargaming and serious gaming helps
clarify the practical gap they are meant to fill. Traditional tabletop exercises are resource-
intensive, and the domains they cover are often limited. Resilience games, in contrast, offer
accessible, replayable formats that scale across sectors and contexts. They operationalize
resilience by transforming what would otherwise be an abstract and contested concept into a
set of playable mechanics that stakeholders can interact with, test, and learn from. In doing
so, they not only make resilience more tangible but also bridge the gap between theoretical
discourse and the practical demands of applied training (Callaghan 2024; Barletta et al. 2023;
Wray et al. 2020).

From a broader perspective, resilience games serve three key purposes. First, they pro-
vide an educational platform that familiarizes stakeholders with systemic vulnerabilities
and interdependencies. Second, they offer a training environment for rehearsing adaptive
decision-making, coordination, and continuity-of-operations strategies. Third, they function
as an analytical testbed in which resilience can be operationalized, measured, and explored
through repeatable scenarios and controlled variations in mechanics.

4 THE JACK VOLTAIC 4.0 TECHNICAL FRAMEWORK

In this section, we will discuss the Jack Voltaic 4.0 Technical Framework. We will briefly go
over the history of the JV series; the design elements of both the overall series and 4.0; and
finally 4.0’s architecture.

4.1 Jack Voltaic

The Army Cyber Institute (ACI)’s JV series represents one of the earliest and most compre-
hensive applications of the resilience gaming concept (ACI, n.d.[a]). When the JV series first
launched in 2016, the concept of a "resilience game" as described had not yet fully emerged.
The JV series has consistently adopted a cross-sectoral approach to cyberinfrastructure, en-
compassing a range of critical infrastructure types rather than focusing on specific ones (ACI
2019a). Importantly, each subsequent iteration of JV expanded the scope of resilience scenar-
ios, from hurricanes coupled with cyberattacks in Houston to multi-sector cyber disruptions
in port cities critical to military force projection (ACI 2019b). Collectively, these exercises
successfully identified critical interdependencies among infrastructure sectors, exposed gaps
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in incident response, and reinforced the importance and value of whole-community partner-
ships. The current portfolio (JV4.0) united the efforts of five organizations (ACI, n.d.[b]). As
part of this effort, RIT developed an open-source, extensible framework (the JV4.0 technical
framework) for running multiplayer and quick-to-tackle tabletop and digital games tailored
to the challenges faced by CI stakeholders (Schwartz et al. 2023).

Importantly, the JV series has implications that extend beyond training value alone. Exer-
cises like JV 4.0 also function as signals of institutional capability and collective readiness—
what may be termed “resilience-based power”. When utilities, ports, municipal agencies, and
other local actors rehearse disruption response, their preparedness inevitably confers tangi-
ble benefits to defense installations that depend on local infrastructure. The public visibility
of such coordination projects credibility into cyberspace, demonstrating not only technical
competence but also whole-community cohesion in the face of complex disruptions.

4.2 Design

The JV series, including JV4.0, is designed to operate in the same educational and training
space as tabletop exercises (TTXs). Government agencies frequently conduct TTXs with CI
stakeholders, including managers, operators, and security personnel, to prepare for disas-
ter scenarios. Yet many of these exercises must quickly adapt to the realities of a modern
workforce with limited time, resources, and technical expertise, making the construction and
reconstruction of a TTX burdensome. An additional challenge is that practical educational
and training exercises must overcome stakeholder reluctance toward cybersecurity topics
while fostering collaboration and encouraging learning.

The JV4.0 technical framework addresses these challenges through three key design prin-
ciples: modularity, scalability, and replayability. By encoding game components such as
vulnerabilities, mitigation strategies, and consequences into configurable structured digital
files (in .csv format), the framework enables seamless translation between tabletop and digital
formats. This approach lowers barriers to adoption: games can be used in classrooms, profes-
sional training sessions, or operational planning contexts without incurring heavy resource
demands. The technical framework deliberately incorporates the adversarial structure of
traditional wargaming while expanding upon how adversaries are conceptualized. Blue
teams represent infrastructure operators or managers responsible for sustaining operations
with limited resources. Red teams, however, may take the form of intentional human attackers,
stochastic disruptions, or ambiguous forces whose effects appear indistinguishable from error
or chance. This design choice reflects the reality of CI crises, where disruptions often arise
from overlapping causes and are not easily attributable to a single actor.

Access Denied is the most entry-level application of the framework (Bayliss 2025a). While
technical CI professionals and experts can engage with it, the game is primarily designed
to introduce entry-level players, students, and non-technical CI stakeholders to the core
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dynamics of systemic interdependency and cascading failure. Its mechanics emphasize
accessibility: players draw cards representing vulnerabilities, mitigations, and events, then
allocate limited resources to maintain functionality. Lightweight and modular, Access Denied
can be tailored to sector-specific contexts and replayed in short sessions, making it an ideal tool
for familiarizing participants with resilience concepts and building comfort with cybersecurity
terminology—potentially serving as a precursor to more formal TTXs.

Sector Down, by contrast, is a more advanced implementation of the framework intended
for more advanced players. Whereas Access Denied focuses on conceptual understanding,
Sector Down models large-scale interdependencies across multiple CI sectors. Its mechanics
force players to make trade-offs under escalating disruption, balancing defense and recovery
strategies with limited resources. By introducing cascading failures, turn limits, and system-
wide collapse conditions (such as the “Doom Clock”), Sector Down challenges participants
to think strategically about resilience at scale, bridging individual sector management with
whole-of-system dynamics.

Together, these games demonstrate how the JV4.0 framework can support multiple re-
silience games with varying levels of complexity. This layered design enables resilience
gaming to meet both educational and professional training needs, while remaining adaptable
for future extensions. Table 1 summarizes the differences between Access Denied and Sector
Down, highlighting how each game targets distinct audiences, objectives, and levels of com-
plexity. During 2024-2025, we conducted formative playtesting at West Point, RIT, and DEF
CON 33 (Village B, n.d.). Playtesters generally found the games to be intuitive and effective at
surfacing interdependencies, although feedback remained anecdotal, and future work will
require more rigorous empirical grounding to validate these preliminary observations.

4.3 Architecture

The JV4.0 technical framework is built to maximize flexibility across platforms and contexts.
At its core, the architecture separates game logic from game content, with all information
about facilities, vulnerabilities, mitigation options, and outcomes stored in structured digital
files in simple .csv format. This decoupling enables the creation of new scenarios and the
modification of existing ones without altering the underlying software and logic. As a result,
the framework supports rapid prototyping, sector-specific customization, and replayability –
qualities essential for both training and analytical applications.

The framework also supports both tabletop and digital implementations. The tabletop
format facilitates face-to-face interaction through physical cards and markers, emphasizing
deliberation and discussion among participants. The digital implementation, built in Unity,
automates key mechanics such as random event draws, cascading failures, and adversary ac-
tions. This dual-mode architecture ensures that resilience games remain accessible in settings
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where digital infrastructure may not be available while also scaling to larger, distributed, or
remote exercises.

Access Denied is implemented as both a tabletop and digital card game. Its architecture
emphasizes speed, simplicity and ease of deployment. Cards representing vulnerabilities,
defenses, and events are drawn from decks and displayed to players. The design makes
Access Denied easy to deploy in short training sessions or classroom settings while remaining
extensible for more advanced use cases.

Sector Down is more complex structurally. Each sector (e.g., energy, water, transportation) has
three facilities, each dependent on distinct resource points (e.g., physical, financial, network).
These interdependencies are encoded directly in the game logic, which enforces cascading
failures when critical facilities go down. The architecture also incorporates the “Doom Clock,” a
turn-based mechanism that accelerates system-wide collapse if critical sectors (such as power)
remain offline for an extended period. In the digital version, Unity automates these cascading
effects and random white-card events, simulating hazards and unexpected opportunities in
real time.

Taken together, these architectural choices demonstrate how the JV4.0 framework supports
both introductory and advanced resilience games. Access Denied provides a lightweight,
accessible entry point, while Sector Down leverages the same underlying architecture to deliver
deeper, system-level challenges. This layered design highlights the framework’s versatility
and its potential to support a broader family of resilience games in future development.

Table 1. Comparison of Access Denied and Sector Down

Feature Access Denied Sector Down

Primary audience Entry-level players, students, and non-
technical CI stakeholders

Advanced players, CI professionals/experts, and
mixed civilian–military teams

Objectives Learn terms, identify vulnerabilities, imple-
ment mitigations, balance limited resources,
and understand lateral movement

Manage cascading interdependencies and priori-
tize resilience strategies across multiple sectors

Complexity Low–Medium (focused on cyber pathways
and direct impacts)

High (integrates cyber + physical threats, cross-
sectoral interdependencies, and cascading risk)

Mechanics Tabletop or digital card-based gameplay, re-
source allocation, basic MITRE ATT&CK and
ICS integration

Digital card-based gameplay, Doom Clock timer, lay-
ered defenses, complex ATT&CK mapping

Duration ∼30–45 minutes ∼60–90 minutes
Educational value Introduces cyber resilience concepts; high-

lights systemic vulnerabilities
Models systemic crises; trains decision-making un-
der uncertainty; emphasizes collaboration

Relation to JV4.0 Accessible entry point to learn key concepts Advanced, strategy-oriented implementation of the
JV4.0 framework, aligned with CISA’s lifelines

5 GAME PLAY AND MECHANICS

In this section, we discuss Access Denied and Sector Down, the two resilience games we
implemented within the JV 4.0 Technical Framework.
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5.1 Access Denied

Resilience in Access Denied models the need to preserve and reinforce existing infrastructure
while managing vulnerabilities under resource constraints. Designed as an introductory
resilience game, it emphasizes how cascading dependencies and limited resources complicate
decision-making. One of the game’s educational goals is to incorporate information from
real cyberattacks into the cards. The 2000 Maroochy Water Services incident in Australia
and the 2016 Kyiv power grid attack in Ukraine both inform the content of the card. The
team designed the cards to highlight the differences between Industrial Control System (ICS)
attacks and network-based cyberattacks. Mitre’s ICS ATT&CK framework was used to create
the cards, along with information from Joseph Weiss’s work on protecting ICS. Figure 2 shows
examples cards. The design goal is to rehearse recognizing threats, choosing mitigations under
constraints, and building network robustness—not just “winning” a duel.

Access Denied is designed for two players (1-vs-1), but can support additional ones. Each
player is both a defender of their own critical infrastructure network and an attacker of
another player’s network, represented by various power and water facilities. Players set up
a sector play area and shuffle two decks (Table 2): a main deck (mixed action cards) and a
facility deck. Each player draws an initial hand of five cards from their main deck. No facilities
in play at the start; one facility enters the player’s network each turn during the facility phase.

Table 2. Overview of card types in the main deck of Access Denied

Category Description

Vulnerabilities (Red) Threats or adverse conditions placed on the opponent (e.g., credential exposure, single-
point-of-failure). Many require spending facility points to play.

Mitigations (Yellow) Controls or responses that counter specific vulnerabilities (e.g., patching, segmentation,
backup procedures).

Instants (Purple) One-shot effects that modify play (e.g., trigger or alter a roll, enable lateral effects, force or
disallow an action) and then go to discard.

Defenses Sector hardening or continuity measures placed only during the defense phase on your
own board to reduce risk or consequences across later turns.

Facility Points (FP) Each facility has an FP value. Players spend FP from their own facilities to play some
Vulnerabilities; successful attacks reduce the opponent’s FP on targeted facilities; facilities
at 0 FP are removed from play.

Hand Economy Players manage a maximum hand of five cards. Draws, discards, and the use of Instants
shape tactical tempo.

Connections Requirement Larger facilities should be supported by more connections. Meeting minimum connection
targets awards end-game bonuses and reinforces interdependency planning.

As for turn structure, play proceeds in rounds. Within each round both players move
through the same phases in order (Figure 1). The game ends when a player runs out of cards
or loses all facilities. Scoring is calculated by subtracting losses from remaining facility points
and adding bonuses for facilities that meet minimum connection targets.
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Figure 1. Turn structure of Access Denied

Figure 2. Examples of Access Denied cards. Top: cards representing information that may surprise players
new to cybersecurity. Bottom: cards representing characteristics of industrial control systems (ICS)
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The first phase of play—Draw/Discard/Discuss— reflects real-world constraints in resilience
planning: players may recognize a critical vulnerability yet lack the immediate resources
to address it, forcing difficult prioritization decisions. Throughout the game, vulnerabilities
emerge dynamically, underscoring the ongoing challenge of identifying, prioritizing, and miti-
gating risks before they escalate. For example, the Lateral Movement card spreads weaknesses
across connected facilities, mirroring real-world infrastructure interdependencies. Long-term
survival depends not only on managing immediate crises but also on sustaining adaptive
capacity over time. In this way, the game mechanics offer a practical model for understanding
and testing resilience strategies in uncertain environments by requiring players to anticipate
risks, allocate resources wisely, and maintain infrastructure interconnectivity.

5.2 Sector Down

Sector Down models CI resilience by simulating sector interdependencies, cascading failures,
and the resource trade-offs between mitigating risk and supporting other sectors. Its aim is to
help stakeholders understand the complexity of cross-sector dependencies and the challenges
of sustaining operations when multiple infrastructures face simultaneous disruption. Red
players act as adversaries—representing both intentional and non-intentional disrupting
forces— seeking to bring sectors down, while Blue players represent sector managers working
to preserve functionality under stress.

Sector Down is an asymmetric game: one Red attacker plays against up to four Blue defend-
ers. Each Blue player controls a sector composed of three facilities, modeled on CISA’s lifeline
sectors (e.g., Energy, Communications, Water, and IT). Red plays against all Blues collectively.
During setup, each Blue lays out a sector board with three facility slots, and Red prepares

Figure 3. Digital game board for Sector Down as seen from the Red player’s viewpoint
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the attacker board (Figure 3). All players draw and maintain a hand of five cards (Table 3).
Each player also receives worker tokens—the resources that power card actions. Blue players
receive two colored workers tied to their sector, while Red players receive their own workers
plus an additional colorless worker that can be used flexibly.

Table 3. Card types and core resources in Sector Down

Category Description

Attacks (Red) Techniques or effects Red uses to degrade or disable facilities, often stronger when a
backdoor is present.

Defenses / Mitigations (Blue) Controls that Blue deploys to block, remove, or reduce the impact of attacks, including
segmentation, hardening, and recovery actions.

Operations / Support (Both) Cards enabling worker movement, cross-sector coordination, or temporary state changes.
White cards (Global events) Not in hand. Revealed every third turn to introduce shocks or benefits that affect all

players.

Workers (Resource) Workers are the primary resource for most actions. Certain cards allow workers to be
shared across Blue sectors, forcing trade-offs between local defense and mutual aid.

Facility state (Status) Each facility is tracked by up/down condition and ongoing effects (e.g., backdoored,
fortified). Blue aims to sustain functionality (keep facilities up across sectors long enough
to ride out the scenario); Red aims to push and hold facilities in a down state.

During gameplay, the Red player views Blue players one at a time and can rotate among
them, with each Blue controlling three facilities that Red may target. Rounds follow a fixed
cycle. Each turn starts with the Red player. For example, Red may launch a brute-force attack
against an authentication point to gain initial access (Figure 5). If successful, Red can then
install a backdoor to maintain persistence and escalate control of the facility. Each Blue player
takes a turn, during which they can attempt to remove backdoors or restore and reinforce
their facilities. Every third turn begins with a White Card phase, which injects a global event
drawn alternately from positive and negative decks.

On any turn, players spend workers to play cards, trigger abilities, and operate facili-
ties. Workers may push “overtime” for a temporary boost, but doing so risks “exhaustion”
(temporary limits) on subsequent turns.

Play continues up to Turn 30 or until an earlier win condition is met:

• Deck exhaustion: if one side’s deck empties, the opponent wins.
• Turn limit: if the game reaches Turn 30, Blue wins by surviving the scenario.
• Total collapse: if all Blue facilities are down simultaneously, Red wins.
• Doom Clock: if half or more Blue sectors are down, or if any Core Sector (Energy, Com-
munications, Water, IT) has two or more facilities down, the Doom Clock starts. Blue has
three turns to recover above the threshold or Red wins.

Certain Blue cards can extend the timeline to allow recovery. Red, in response, can counter
by shortening it to force permanent shutdowns. Blue players may also share their workers
with one another, enabling coordinated support across sectors.
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Figure 4. An example play set for Sector Down starts with the red player bringing down a transmission line
facility controlled by a blue power player. Blue has no resources to restore the facility immediately, but can
remove the backdoor that caused the issues, and then play a card to help defend against future attacks.

Figure 5. Red attempts to brute-force credentials at Blue’s facility; if successful, Red may later install a
backdoor to maintain persistence.

Figure 6. Two power facilities are down, activating the Doom Clock. Blue perhaps would have preferred to
do something else with their turn, but instead, they must bring their transmission lines back online.

The gameplay emphasizes resource scarcity. Every action costs resources (represented by
the worker tokens). Facilities, attacks, and defenses each require specific tokens, forcing Blue
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Table 4. Examples of sector facility types and dependencies

CISA Sector Facility type Facility name Dependency 1 Dependency 2 Dependency 3

Chemical Production Manufacturing plant Energy Water Agricultural
Transmission Warehouse Transportation Water Manufacturing
Distribution Transportation infras-

tructure
Government Defense Transportation

Energy Production Power plant Manufacturing Transportation Water
Transmission Transmission lines Nuclear Dams Manufacturing
Distribution Electric utility provider Information tech. Government Transportation

Water and
wastewater

Production
Transmission
Distribution

Water treatment facility
Water pumping station
Water utility

Government
Government
Information tech.

Emergency services
Emergency services
Government

Dams
Manufacturing
Energy

players to constantly weigh whether to defend their own sectors or divert resources to assist
others, reinforcing the game’s emphasis on interdependence and trade-offs.

Table 4 illustrates simplified interdependencies based on CISA’s lifeline sectors. Each sector
includes three types of facilities—production, transmission, and distribution—linked by three
categories of points: physical, network, and financial. These mechanics abstract real-world
complexity while still surfacing systemic risks, such as the reliance of Water on Power or
Transportation.

A central mechanic is the Doom Clock, which activates if a CISA lifeline sector (Energy,
Communications, Transportation, or Water) remains down for an excessive number of turns
(Figure 6), signaling cascading impacts on dependent sectors (MITRE Corporation, n.d.[b],
n.d.[a]). The clock functions as an “ultimate red team,” introducing a systemic time-based pres-
sure that can overwhelm even well-coordinated blue players. Conceptually, this mechanism
illustrates to the blue player the compounding nature of system fragility.

Here is an example sequence that highlights both the fragility of sector interdependencies
and the constant trade-offs Blue must make between immediate mitigation and long-term
resilience (Slowik 2019; Abrams and Weiss 2008; Weiss 2010). In one playtest, Red launched a
“Man-in-the-Middle” attack against Blue’s power plant facility, intercepting and altering control
messages to inject malicious commands—the disruption followed from those injected actions,
not from interception alone. When the power plant went down, Blue’s communications facility
also lost capacity, thereby limiting its ability to coordinate defenses. This delay meant that
their water facility could not deploy its “technician” card in time to stop a mechanical failure,
compounding the disruption. Within three turns, multiple sectors were degraded, triggering
the Doom Clock and forcing Blue to divert scarce resources into emergency recovery.

Stochastic events can also occur outside direct player control. This introduces a level of
uncertainty that mirrors real-world crises in which both hazards and opportunities may
arise unexpectedly. While some white cards introduce natural disasters or systemic shocks
that exacerbate vulnerabilities, others offer temporary advantages, reflecting emergency
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policy measures or ad hoc community support. For example, the “State of Emergency” card
enables Blue players to mobilize additional workers for overtime, providing greater short-
term defensive capacity. This mechanic highlights how unplanned external factors—whether
disruptive or beneficial—shape resilience and force players to adapt strategies in response to
events beyond their control.

6 PLAYTESTING AND FORMATIVE EVALUATION

We conducted a series of formative playtests during 2024–2025 to refine the games prior to
formal evaluation. The primary goal was to finalize rules, interfaces, and software stability
before conducting a formal evaluation of learning outcomes. We used convenience samples
across five venues, collected facilitator field notes and brief exit prompts, and iterated the
games between sessions. Feedback was qualitative and focused on engagement, clarity, and
design improvements, rather than instructional efficacy. Table 5 summarizes the playtests,
populations, and session foci.

Table 5. Summary of playtests, populations, and session foci

Location / Event Participants Session Focus / Outcomes

West Point (U.S.) ∼10 participants; mixed military/civilian
cyber researchers; median age ∼40+;
mixed gender

Stress-tested interface concepts; scoped problems for
Access Denied and Sector Down; produced first itera-
tion of card language and UI affordances.

MORS Global Critical
Infrastructure Work-
shop (Germany)

20 attendees; military officers and re-
searchers; ages ∼40–60; mixed gender

Design review (presentation only); feedback refined
design goals, scenario scale, and win conditions.

RIT Game-Design
Students (U.S.)

∼25 students; ages 18–22; ∼85% men Focused on networking/pacing for Sector Down and
card balance for Access Denied.

RIT Beta Cohort (U.S.) 12 participants; mixed non-professionals
and professionals

Led to rule-sheet rewrite, instructional video, and ta-
ble playmat; one player recommended classroom use.

RIT Cyber Range (U.S.) ∼10 participants; faculty, staff, students;
ages 18–60; predominantly men

Live Sector Down runs surfaced stability issues
and rule ambiguities; prompted redesign of persis-
tence/backdoor timing and worker exhaustion.

DEF CON Biohacking
Village (U.S.)

∼100 players; preteen–40s; mixed gen-
der; ∼20% international; mostly profes-
sional/expert players

Public validation of Access Denied; gathered player
observations and exit feedback.

Following formative testing, we implemented several refinements across both games. Card
wording was tightened to clarify attack and mitigation triggers, and turn structures were
revised—adding explicit phases in Access Denied and sharpening Red/Blue tempo in Sector
Down. We also adjusted persistence and backdoor timing, improved cues for worker overtime
and exhaustion, strengthened networking stability for multi-client Sector Down sessions, and
enhanced onboarding materials for Access Denied, including a revised rulesheet, playmat,
and instructional video.

Expert testers recommended adding facility-specific vulnerabilities and defenses, as well
as expanding mitigation options. Novice players suggested a quick-play variant, such as
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increasing discard throughput to shorten sessions. We also piloted a justification mechanic in
Access Denied, in which players may propose a defensible off-label mitigation. If all agree that
it is plausible, the card may be used, encouraging reasoned argumentation rather than simple
card matching. These enhancements remain exploratory and have not yet been formally
implemented.

Across playtest sites, Sector Down successfully prompted discussions about interdependen-
cies, trade-offs, and systemic risk under time pressure. Access Denied consistently supported
minutes-to-learn onboarding and recognition-mitigation reasoning. Again, these observations
are preliminary but point to the need for more systematic evaluation.

7 FUTURE PERSPECTIVES

This section focuses on the question: What next? First, we will address how resilience gaming
can be more rigorously evaluated. Second, we will discuss the need to expand the meaning
of criticality in CI. Third, we will strategize how resilience gaming can be integrated into
national resilience strategies.

7.1 Empirical Grounding and Evaluation

The games presented here demonstrate the potential of resilience gaming to model systemic
vulnerabilities and train adaptive responses. However, as noted above, current evidence
remains limited to formative playtests and qualitative feedback from relatively small samples.
These early sessions were valuable for refining mechanics, improving usability, and revealing
early indications of learning, but they do not constitute rigorous validation.

We will therefore conduct a structured evaluation using pre/post instruments aligned with
practitioner taxonomies (CISA Lifelines, MITRE ATT&CK for ICS, and MITRE D3FEND). The
target sample size has yet to be determined, but both practitioner and student cohorts will be
included. Core outcome measures will include: (a) incident-recognition accuracy (mapping
threats to controls), (b) mitigation selection and timing under resource constraints, (c) inter-
dependency reasoning across sectors, (d) and gameplay-embedded metrics for operational
continuity and adaptive coordination. We will also collect participant demographics and
professional roles to identify which stakeholder groups benefit most and under what game-
play conditions (e.g., prior CI literacy, technical vs. non-technical roles). Ideally, we would
also assess the durability of learning via longitudinal follow-ups—through repeated play or
delayed post-tests—across both civilian organizations and DoW users.

7.2 Expanding the Meaning of “Critical” Infrastructure

Resilience games provide an opportunity to understand the role non-critical infrastructure
plays within different scenarios. Not all infrastructure is considered critical, at least not at

VOL. 10, NO. 2 (2025) | 175



Access Denied and Sector Down: Introducing Resilience Games for Critical Infrastructure Preparedness

an immediately intuitive level. Examples include recreational facilities, tourism infrastruc-
ture, and schools—sectors that, while important, do not traditionally fall under the CISA CI
designation (CISA, n.d.[a]). Yet, their presence—or absence—may meaningfully influence
gameplay. A key question is whether including non-critical infrastructure changes player
engagement, alters perceived stakes, or enhances the realism of scenarios. Further research
on using resilience games as a method could help determine how the less urgent non-critical
infrastructure influences player engagement, decision-making, or scenario realism.

More broadly, resilience gaming provides a means to explore the nature of criticality itself.
Traditional approaches treat critical infrastructures as predefined categories essential to
national security, public health, or economic stability. Yet, criticality is context-dependent. Con-
sider again a recreational facility. Although non-critical under normal circumstances, it may
become critical during a weather catastrophe by serving as a staging platform for emergency
services or as a shelter for displaced populations. Similarly, consider what would happen if a
cyberattack on a city’s power grid occurred at the same time as an active shooter incident at
a school. Simultaneous crises force decision-makers to navigate competing priorities. Law en-
forcement, emergency medical services, and crisis response teams must divide their attention
and resources. While the cyberattack might ordinarily take priority, as power grid failures
affect hospitals, emergency communications, and CI operations, the school incident creates
an immediate, visible crisis requiring urgent intervention, thus competing for criticality.
Scenarios such as these introduce new layers of strategic complexity, challenging players to
manage resource allocation dynamically rather than relying on predefined infrastructure
hierarchies. They highlight dynamic criticality: an evolving hierarchy of what matters most
under cascading stress. Future resilience games could explicitly model these shifting priorities,
further enriching their strategic complexity.

7.3 Integration with National Resilience Strategies

Establishing resilience gaming as both a research methodology and a practical training tool
will require broader engagement across stakeholder communities. To do this, future efforts
should focus on:

• Deepening collaboration with CI professionals, policymakers, and cybersecurity experts
to refine mechanics based on real-world needs.
• Clarifying the role of JV4.0 within the broader Jack Voltaic ecosystem by enhancing
other JV initiatives while reinforcing its role as a resilience training platform.
• Encouraging open-source contributions to enable academics, practitioners, and devel-
opers to expand the game framework with new scenarios and mechanics.

Additionally, to solidify resilience gaming as a valuable tool in national security and infras-
tructure protection, further research should:
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• Continue exploring developing the concept of dynamic criticality, where infrastructure
shifts from non-critical to critical status in response to cascading failures—an avenue for
future resilience game development.
• Position resilience games as decision-support tools for governments and private-sector
organizations, aiding in risk assessment and resilience planning.

Finally, resilience gaming carries strategic implications beyond pedagogy. Positioned at
the civic–defense seam, these games function not only as learning tools but also as forms of
strategic signaling. By making collective preparedness visible to partners and adversaries,
resilience gaming complements traditional notions of power projection in cyber defense.

8 CONCLUSION

Resilience games represent a conceptual evolution in gaming for national security, integrating
the strengths of both serious games and wargames. As serious games, they prepare decision-
makers to sustain CI and mitigate cascading failures under systemic stress. As wargames, they
shift the focus from winning on the battlefield to ensuring ongoing operational continuity,
providing a scalable and accessible tool to enhance national security and CI resilience. The
JV4.0 technical framework, demonstrated through Access Denied and Sector Down, shows
how such games can operationalize resilience via structured play, adaptive decision-making,
and cross-sector collaboration.

Resilience gaming remains an emerging field. Future work must establish empirical ground-
ing through systematic evaluations, refine mechanics for measuring resilience outcomes, and
explore the implications of dynamic criticality—including how non-critical infrastructure
influences scenario realism and decision-making. Broader community engagement—from
military installations and utilities to municipal planners—will be key to ensuring relevance
and impact. Pursued with rigor and creativity, resilience games have the potential to become
a valuable instrument for preparedness, risk assessment, policy development, and strategic
coordination. In an era defined by complex, interconnected crises, they offer a compelling
pathway for enhancing collective resilience and, ultimately, safeguarding lives.
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For any developed country, the stable conduct of life for citizens, economies, and militaries—and
the capacity to govern—depends on regular access to data and communications. This reliance
makes communications and data flows a strategic target, not only for criminals but also for
adversaries seeking geopolitical advantage. Defending against such threats is difficult because
communication infrastructures are complex, interdependent systems with no single point of
control. Addressing this challenge requires militaries, governments, and the private sector to
coordinate and plan for attacks and conflict in the cyber domain. This article presents the Taiwan
Digital Blockade Wargame, a scenario-based exercise designed to explore ways to improve the
resilience of Taiwan’s information and communications technology (ICT) infrastructure in the
event of a conflict with the People’s Republic of China (PRC). The wargame intends to identify
overlapping opportunities that militaries, industry, and policymakers could jointly implement
to enhance cyber defense and societal resilience during conflict. Methodologically, the paper
contributes to the emerging practice of “preparedness wargaming," a form of critical infrastructure
game that moves beyond diagnosing weaknesses to generating actionable solutions for resilience
and defense. By framing wargaming as a generative research method, we show how structured
gameplay and facilitated dialogue can surface novel, cross-sectoral strategies not apparent to
any single actor. The article reports on the game design, process, and key recommendations, and
argues that such generative wargames offer a promising tool for anticipating and mitigating
complex, interdependent cyber disruptions in an era of increasing geopolitical tension.
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INTRODUCTION

In the event of a conflict between the People’s Republic of China (PRC) and Taiwan, it is reason-
able to expect that Taiwan’s information and communications technology (ICT) infrastructure
would experience severe disruptions. These disruptions could significantly limit Taiwan’s
ability to communicate internally with its population and externally with the international
community. The Department of War (DoW) needs to better understand the critical vulnera-
bilities of Taiwan’s ICT infrastructure, along with the key capabilities and technologies that
could be used to mitigate threats and restore functionality during conflict. A gap exists in
our knowledge about how to enhance defense and resilience, whether through policy or
technology.

This problem is not unique to Taiwan. Data and internet access are integral to any developed
society. Yet the landscape of stakeholders, managers, and maintainers of what constitutes
data and internet connectivity for nations is by no means simple. Complex interdependencies
leave nations vulnerable to disruption across all aspects of national security, affecting citizens’
daily lives, economic stability, military coordination, and even the ability to govern effectively
(Jansen et al. 2023). Effective defense therefore requires militaries, national governments, and
the private sector to coordinate and plan jointly for attacks on the internet and its enabling
infrastructures. In prior work, we offered early theoretical insights into the concept of “digital
denial”, which we define as an adversary’s actions to isolate a population from connectivity
to data and communications for operational or strategic gain. In that study, we examined
lessons on cyber resilience drawn from Ukraine’s efforts to maintain communications amid
the 2022 Russian invasion (Vogt, Kollars, and Poznansky 2024). However, the value of the so-
called “Zelensky Playbook” did not translate well to Taiwan’s vastly different communications
architecture and geopolitical situation.

As we concluded that Taiwan was much more vulnerable to digital denial operations, we
turned to wargaming to better understand what could be done to better prepare Taiwan for
potential conflict with China. Why a wargame? Wargamers widely agree that wargames are
useful tools for exploring and understanding complex decisions in complex environments
(Haggman 2019). The wargaming community of practice designs games for multiple purposes
but often distinguishes between experiential/educational and analytical approaches —though
this division is contested, with many authors arguing that both objectives can coexist within a
single game construct (Elg 2018). Since our goal was to generate forward-looking solutions, we
turned to critical infrastructure games, a growing subset of wargames focused on problems
related to critical infrastructure defense (Badea et al. 2018). We refer to these types of games as
“preparedness wargaming”. Typically, preparedness games are focused on improving internal
coordination and response processes, which can strengthen the cyber-defense posture of
governments or private entities.
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The difference between these types of games and our own lies in purpose. In most cases,
critical infrastructure games aim to expose where stakeholders fall short of established
standard. Cyberattack games serve a diagnostic function, identifying weak or incomplete
security practices that already exist. For the Taiwan Digital Blockade Wargame, we modified
this model by shifting the focus from diagnosing internal defense processes to generating
investment solutions.

The purpose of this article is twofold. First, it provides an overview of the Taiwan Digital
Blockade wargame and the recommendations it produced, with the aim of informing policy-
makers, cyber defenders, and other stakeholders preparing for potential conflict. Second, it
offers a contribution to the scholarly understanding of wargaming by demonstrating how
such exercises can function as generative tools—capable of eliciting insights from participants
beyond the typical stakeholder set. While traditional wargames often include outside experts
to inspire new ideas, it is uncommon for this generative intent to serve as the primary driver
of game design.

BACKGROUND

Game Setting: The Complexity of the Problem

Taiwan is one of the most digitally connected countries in Asia, with more than 90% of its
population online (CIA World Fact Book 2025). This access is underpinned by a robust ICT
infrastructure supported by multiple on-island telecommunications providers, an interna-
tional network of undersea communications cables, and Taiwan’s power industry, which is
modernizing parts of its legacy energy grid with renewable and smart micro-grid technologies.
Taiwan’s government actively promotes these efforts through the Ministry of Digital Affairs
(MODA), which is responsible for communications and cybersecurity policy, and the Ministry
of Economic Affair’s Energy Administration. However, ongoing disagreements between the
ruling Democratic Progressive Party (DPP) and the Kuomintang (KMT)-controlled legislature
on funding threaten the viability of several government-funded resilience programs.

Taiwan’s domestic ICT infrastructure is supported by three major on-island telecoms
providers offering mobile and fiber access (TaiwaneSim 2025). Chunghwa Telecom, the largest
provider, manages several on-island data centers that support both government communi-
cations and digital civilian economy. Taiwan remains at the forefront of mobile technology
deployment. Chunghwa Telcom has partnered with several multinational corporations to
establish a Centralized Radio Access Network (C-RAN) architecture that enables 5G services
for private users and businesses. Unlike legacy mobile networks that depend on robust base-
station infrastructure, C-RAN consolidates data processing through centralized towers and
facilities, improving efficiency and reducing energy costs (Ericsson 2025). These systems are
underpinned by a dense network of fiber-optic cabling. Reducing energy consumption is a
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major driver of Taiwan’s ICT modernization, as the island’s legacy energy infrastructure has
struggled to meet the nation’s growing power demands.

Taiwan currently relies on fifteen undersea fiber-optic cables to connect to the global
internet (Mok and Huang 2024). These cables have been inadvertently or deliberately severed
at least 27 times, demonstrating their vulnerability during conflict (Wu and Lai 2023). Several
cables route directly through China, increasing exposure to exploitation (TeleGeography
2025). Learning from the war in Ukraine, Taiwan’s leaders recognize the need to harden the
island’s digital infrastructure and have launched initiatives to defend against communications
isolation. Taiwan’s largest telecom company has signed an agreement with EutelSat OneWeb,
which operates a satellite constellation similar to Starlink, to make its mobile network more
resilient (EUTELSAT/ONEWEB 2025). These satellite systems are being integrated into current
and planned communications architecture to help maintain connectivity to the global internet.
Although they have proven resilient to signal jamming (i.e. intentional interference designed
to block or degrade wireless communications), they provide only a fraction of the bandwidth
available through undersea cables.

Established in 2022, the Ministry of Digital Affairs oversees national communications and
cybersecurity policy. It promotes Taiwan’s digital development, enhances government effi-
ciency, develops plans for communications resilience and improves Taiwan’s cybersecurity
posture. In response to repeated undersea cable-cutting incidents, MODA approved the ex-
pansion of microwave relays to connect islands isolated by cable disruption (MODA 2025b).
The Ministry also developed and tested a high-altitude communications balloon for use in
emergency situations (MODA 2025c). MODA has also sought to improve the nation’s cyber-
security posture, reduce online fraud and counter PRC disinformation campaigns (MODA
2025a).

Power generation and distribution are managed by the Taiwan Power Company (Taipower),
under the Ministry of Economic Affair’s Energy Administration. Roughly 80% of Taiwan’s
power comes from coal, oil, and liquified natural gas, nearly all imported via maritime routes,
leaving supply chains vulnerable to disruption (International Energy Agency 2025). Major
power outages have occurred regularly over the past decade, with some blackouts affecting
over five million customers, approximately one-quarter of the population (BBC 2025). These
outages have had serious implications for Taiwan’s industries, especially the power-intensive
semiconductor sector, which has lost hundreds of millions of dollars due to power outages.
To address these challenges, Taipower and government authorities plan to invest $29 billion
in smart-grid and renewable energy infrastructure upgrades by 2030 (U.S. Department of
State 2025). These efforts are focused on solar and wind generation and are supported by
major investments in smart-meters and on-island cloud infrastructure.

Taiwan’s political landscape is dominated by the Democratic Progressive Party (DPP) and
the Kuomintang (KMT), which have alternated control of the national government over the
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last 25 years, leading to substantial shifts in security and defense policies towards the PRC.
As of early 2025, the DPP controlled the executive branch, while the legislature was led by a
KMT led coalition with the Taiwan People’s Party (TPP) (The Economist 2025). To curb DPP
initiatives, the KMT and TPP have sought to cut funding to government agencies, including
MODA, by more than 40% (Hioe 2025). Consequently, Taiwan’s communication- resilience
programs face reduced budgets and delays in implementing already-funded equipment.

Despite these challenges, Taiwan is maintaining its efforts to prepare its civilian population
for potential conflict. In 2024, Taiwan established a Whole-of-Society Defense Resilience Com-
mittee to strengthen civilian defense capacity in several areas, including critical infrastructure
protection (Kepe and Harold 2025). The updated National Cybersecurity Strategy acknowl-
edges that government resources alone will likely be insufficient during crisis and seeks to
augment that capacity with civilian expertise. It calls for expanding domestic technology
and cybersecurity industries to cultivate skilled professionals on-island who could serve in a
cyber-reserve force (Waligora 2025). A more mature and diverse tech sector is viewed as an
enabler to strengthen digital resilience across society.

Although the Taiwan Digital Blockade Wargame did not explicitly examine the implications
of Taiwan’s current political dynamics, it remains critical for U.S. policymakers to understand
that Taiwan’s government and population are not unified in their approach to the PRC.
This means that funding for security initiatives is potentially prone to volatility, which may
necessitate future shifts in infrastructure investment priorities and strategies over the coming
years. External funding sources, therefore, may provide the stability required to enhance
Taiwan’s ICT infrastructure resilience.

Wargaming to Generate New Solutions

Wargames have long been used by the military to train officers, evaluate war plans and
examine new operational approaches (Curry 2012). According to wargaming expert Peter
Perla, a wargame is defined as a “model involving people making decisions in a synthetic
environment of competition or conflict, in which they see the effects of their decisions on that
environment and then get to react to those changes” (Perla 2022, 200). Although wargames
include inputs from operations research and other quantitative methods, it is the focus on
human decision-making and their ability to provide an immersive experience, which make
them distinct from other forms of analysis.

Over the past decades, wargames have been adapted to simulate organizational responses
to real-world problems, including cyber-attacks, natural disasters and public health emergen-
cies. These “preparedness” games frequently bring together stakeholders across government
and industry to test strategies and coordination mechanics, while simultaneously building
trust among the people and organizations that must work together to effectively respond
to a crisis (Fedina and Lucas 2025). For example, the North American Electric Reliability
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Corporation (NERC) and its Electricity Information Sharing and Analysis Center (E-ISAC) de-
veloped a wargame called GRIDEX, which enables utility providers and government agencies
to practice their response and recovery actions in response to cyberattacks (Duncan 2023).
There are numerous examples, but a key feature of these preparedness games is that they are
typically focused on internal stakeholders and organizational processes required to respond
to incidents.

As the threats to Taiwan have intensified in recent years, researchers have increasingly used
wargames to help them understand different aspects of the conflict. Researchers at the Center
for Strategic and International Studies have conducted two wargames examining Taiwan,
one of which is focused on military responses to a major attack and another which examines
economic factors that would likely result from a prolonged blockade of key resources, which
can affect electrical power and other infrastructure (Cancian, Cancian, and Heginbotham
2023, 2025). Earlier this year, researchers at Syracuse placed players in the role of the PRC’s
government and military to study whether the role reversal would generate valuable insights
for U.S planning (Michaels and Williams 2025).

The difference between conventional, cyber and critical infrastructure games lies in pur-
pose. In most cases, critical infrastructure games aim to expose where stakeholders fall short
of established standard. Cyberattack games serve a diagnostic function, identifying weak
or incomplete security practices that already exist. More conventional wargames look for
opportunities or weaknesses in military approaches to a problem. For the Taiwan Digital
Blockade Wargame, we used a blended approach to the scenario, which included elements
of conventional warfare, cyberattacks, electromagnetic warfare and covert sabotage of criti-
cal infrastructure. Instead of focusing on internal defense processes, we used the game to
generate investment solutions.

The practical value of wargaming as a mechanism to interrogate complex contexts and dis-
cover potential solutions is well-established (Hirst 2020). Wargaming as a solution generation
tool is not unique, but it is seldom explicitly articulated as such in the literature. As in much of
the wargaming community, the generative function tends to be embedded in tacitly applied
techniques 1. In this sense, playing the game allows players (while they may also be learning)
and facilitators (while they may be collecting data for sentiment analysis) to move through
an abstraction of reality that stimulates the creation of solutions not previously known to any
individual party prior to game play. In so doing, wargames can produce new insights and
strategies that provide clarity under conditions of complexity and uncertainty (Perla 2022).

1. While we do not elaborate here on the structure and function of communities of practice (COPs), there is a robust literature
on the nature of practice and the knowledge they produce. See for example: (Wenger-Trayner and Wenger-Trayner 2015)
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TAIWAN DIGITAL BLOCKADE WARGAME: GAME DESIGN, SCENARIO AND
PLAY

The Taiwan Digital Blockade Wargame’s overarching objective is to improve the defense of
Taiwan’s critical infrastructure, by bringing in outside perspectives who could potentially help
generate novel solutions to the problems facing Taiwan. This section provides an overview of
the game design. Further details are available in the full game report (Vogt and Kollars 2024).

Participants

In August 2024, we organized game sessions at DEFCON (https://defcon.org) and Blackhat
(www.blackhat.com), two of world’s largest multi-day cybersecurity conventions, which took
place in Las Vegas, Nevada (USA). We recruited 27 players with backgrounds in cybersecurity,
industrial control systems, data center operations, threat intelligence, subsea cabling systems
and other areas. Players were identified and selected in the months preceding the game via
outreach through trusted networks and some social media outreach. Players were invited to
apply for a slot in the game, and the research team selected the participants based on their
technical skill set. Two teams of players were selected and notified prior to the event.

The first iteration of the game was executed in a private conference suite during Blackhat
and included 12 players, whereas the second was executed on the open DEFCON conference
floor and involved 15 players. Each session lasted about 3 hours in total. In each game, players
were placed on three teams, with the goal of having a mix of skills and backgrounds on each
team. For example, there were many players with backgrounds in cyber threat intelligence,
but fewer with direct experience with Industrial Control Systems (ICS) and Supervisory
Control and Data Acquisition (SCADA) systems, so the game team ensured that at least one
person with that expertise was assigned to each team.

Game Overview

The game placed players into the role of advisors to the government of Taiwan. Players were
divided into advisory councils and presented with two conflict vignettes depicting a PRC
invasion of Taiwan in 2030. In the first vignette, the PRC refrained from conventional military
attacks, relying instead on cyber operations, electronic warfare, and sabotage to disrupt
civilian communications and power infrastructure. In the second vignette, the PRC launched
a full-scale kinetic attack, including against critical infrastructure. The PRC’s overarching goal
in both cases was to isolate the Taiwanese government in Taipei from its domestic population
and the international community.

At the start of each round, advisory councils were briefed on the degraded state of Taiwan’s
infrastructure. Teams then discussed what investments Taiwan should make in the coming
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years to mitigate the damage anticipated in 2030. Players then voted for the team whose
recommendations they believe were most effective.

Players’ recommendations were categorized into three investment domains: infrastructure,
cybersecurity, and recovery. Infrastructure investments referred to the purchase of physical
equipment that forms part of the ICT or energy infrastructure. Cybersecurity investments
encompassed software-based solutions or industry best practices aimed at enhancing cyber
resilience. Recovery investments focused on post-attack measures to restore damaged or
inoperable infrastructure. Players were not provided with budgetary constraints and were
encouraged to propose ideas freely.

Game Schedule

The full game session, including the introduction and two gameplay moves, lasted approxi-
mately three hours (Table 1).

Table 1. Overview of Game Activities and Scenario Play Structure

Activity Duration Description

Introduction 30 min Players were divided into advisory councils (teams). The game team and participants
introduced themselves, highlighting their expertise. A briefing followed, outlining the
game’s purpose, Taiwan’s ICT and power context, gameplay mechanics, desired outcomes,
and logistics. Players had time for questions before starting.

Move 1 –
Scenario Play

1 h 15 min The first vignette was presented, describing the initial phase of conflict. The move was
structured as follows:
• Red Action (10 min): Facilitators presented hostile actions and situational changes.
• Team Planning (30 min): Teams discussed mitigation and investment options in
infrastructure, cybersecurity, and recovery.
• Team Presentations – Infrastructure (10 min) followed by Voting (5 min).
• Team Presentations – Cybersecurity (10 min) followed by Voting (5 min).
• Team Presentations – Recovery (10 min) followed by Voting (5 min).

Facilitators recorded discussion points and outcomes.

Move 2 –
Scenario Play

1 h 15 min The second vignette introduced a full-scale kinetic attack. The same cycle was followed:
brief overview (Red Action, 10 min), 30 min team planning, presentations of
recommendations across the three investment categories (10 min each), and individual
voting after each round (5 min each).

Scenario Overview

The scenario presented to players was set on August 6, 2030. Relations between the PRC
and Taiwan had deteriorated to the breaking point due to the re-election of a liberal, pro-
independence party. Rhetoric towards independence was at an all-time high, and several
government representatives had openly called for UN recognition of Taiwan as an inde-
pendent state. The Central Committee of the Communist Party (CCCP) deemed the risk of
Taiwan declaring independence high enough to warrant military intervention and began
preparations for invasion.
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With little chance of surprise, the PRC sought to disrupt Taiwan’s military and civilian com-
munications prior to the assault. To avoid a direct intervention by the U.S., the PRC initially
decided to limit kinetic attacks on the island prior to the launching of amphibious forces.
However, they were willing to conduct operations using cyber, electronic warfare and clan-
destine sabotage prior to the invasion. The Taiwanese government, aware of the impending
attack, had decided to prioritize maintaining government and civilian communications at
peak levels to enable military coordination with allies and show resolve in the face of PRC
aggression.

Vignette 1: Non-Kinetic Attacks. The first vignette presented to players depicted a non-kinetic
campaign preceding conventional military strikes on the island. To justify their actions with
the goal of disrupting civilian infrastructure to support the war effort, PRC accused Taiwan of
illegally using high bandwidth communications to import and export proprietary (Chinese)
materials. Multiple submarine fiber-optic cables connecting Taiwan to the global internet
were physically severed; while cyberattacks targeted cable landing stations, further disrupting
the flow of international internet traffic to the island. The remaining undersea cables running
directly to the PRC mainland remained operational but were monitored by PRC authorities.

In this scenario, the PRC also employed airborne electronic warfare platforms to disrupt
GPS signals and commercial satellite ground stations integrated with civilian ICT infrastruc-
ture. These disruptions were described as episodic, varying according to platform location.
Additionally, data centers hosting email servers for several major internet providers were
targeted with ransomware. While commercial mobile networks remained largely functional,
service degradation occurred in areas suffering electrical power outages.

For each game, players were briefed on the first vignette and shown a map of degraded ICT
infrastructure across Taiwan. Teams then discussed mitigation strategies. Once discussions
were complete, each team presented their recommendations to the other teams and voted.
The winning teams often proposed lower cost, easily distributed systems that could be rapidly
deployed across multiple regions.

Vignette 2: Kinetic Attacks. The second vignette presented to players simulated the opening
phase of a conventional attack on Taiwan’s infrastructure prior to the invasion. The PRC
conducted missile strikes to suppress Taiwan’s air power, close airfields, and ensure that
no aircraft could operate within Taiwanese airspace. Missile strikes also targeted Taiwan’s
power transmission infrastructure but spared power production facilities. Taiwan’s national
command-and-control systems and data centers, including associated power systems, were
hit directly.

Data centers supporting microgrid electrical power distribution were infected with malware
that encrypted data related to customer smart-meter identification and usage. Engineering
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workstations managing industrial control systems responsible for microgrid operations lost
visibility of routers and sensors monitoring power fluctuations. As a safety measure, all
renewable power generation systems connected to microgrids were shut down, reducing
Taiwan’s energy capacity by 20%. Power outages rippled across manufacturing sectors, forcing
most semiconductor manufacturing facilities offline. Malicious cyber actors also targeted
security and traffic control systems taking some offline and causing malfunction in others,
which led to confusion and traffic jams in several urban areas. Meanwhile, PRC forces also
engaged in jamming all remaining microwave and satellite backbone.

Despite the escalation to large-scale conventional attacks in the second vignette, most teams
did not fundamentally alter their strategies or recommendations. Stockpiling communica-
tions equipment and spare electrical-grid components have utility across multiple scenarios,
including those unrelated to inter-state conflict, such as earthquakes or other natural disasters.
This dual-use framing suggests a politically viable pathway for governments to justify certain
expenditures as part of general disaster preparedness rather than explicit war planning.

WARGAME OUTCOMES: PLAYER-DERIVED SOLUTIONS FOR CRITICAL
INFRASTRUCTURE RESILIENCE

Overview of Player Recommendations

Across the two wargames, players generated 65 recommendations aimed at improving Tai-
wan’s critical infrastructure resilience. Approximately 70% focused on infrastructure invest-
ments, including communications systems, power generation and storage, and data backup
and distribution capabilities. Another 20% of recommendations addressed recovery, empha-
sizing the stockpiling of critical spare parts and the development of technical skills among
civilians. The remaining 10% centered on cybersecurity, primarily through cryptography and
related methods to enhance communications security.

Players were not provided with budgetary constraints and were instructed not to constrain
their recommendations based on finances.

In post-game analysis, all recommendations were evaluated and categorized by estimated
cost (high, moderate, low) and implementation timeline (short-term, 1-2 years; medium-term,
2-4 years; long-term, 4+ years). Taken individually, two-thirds of the recommendations were
judged to be low- to moderate cost and executable within one to four years —feasible under
a 2030 conflict scenario. The remaining third were deemed high-cost, long-term or both,
making it unlikely they would be available in a 2030 invasion scenario. Included in the high-
cost group were several recommendations related to the use of modular nuclear reactors,
which were also deemed to be politically unfeasible at this time. These high-cost/long-term
recommendations were excluded from subsequent analysis due to limited practicality.
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Thematic Areas of Recommendation

Communications infrastructure and cybersecurity. Recommendations related to communica-
tions infrastructure and cybersecurity were generally the least expensive and had the shortest
implementation timelines. Many involved adapting or expanding existing technologies, in-
cluding HAM radios, microwave relays, P-LEO satellite communications, long-range radio
mesh networks, and drone- or balloon-based relays to maintain connectivity during disrup-
tion. Players also generated several novel concepts for enabling communications, such as
using Bluetooth-based secure messaging services that function without mobile towers and
implementing cryptographic protocols—including blockchain techniques— to verify message
authenticity and ensure communications originated from trusted sources.

Power generation, data storage, and recovery. Recommendations involving power generation
and storage, data backup and distribution, and stockpiling critical spares were judged to be
more costly and potentially more difficult to implement. Players called for the expanded use
of renewable power generation (wind, solar, and hydro), the establishment of distributed
containerized data centers to provide reliable data backups, and options for stockpiling
critical spares for power generation and network operations. The costs associated with
stockpiling critical spares could vary greatly depending on type, quantity and means of
storage implemented.

Civilian preparedness and skills development. Preparing the civilian population for conflict was
another area discussed extensively by the participants. The amount of training and resources
dedicated to these efforts could range from basic cybersecurity training programs to the
creation of an elite civilian cyber corps. The costs could vary significantly depending on scale,
scope, and depth of programs implemented.

EMERGENT STRATEGIC APPROACHES

Three overarching strategic approaches to enhancing Taiwan’s ICT resilience strategies
emerged during gameplay (Table 2):

(1) the decentralized strategy would distribute lower cost assets across the population
centers, saturating the environment and complicating the PRC’s ability to target critical
nodes

(2) the centralized strategy would concentrate critical infrastructure near targets the PRC
is unwilling to strike

(3) the interior strategy would focus on building infrastructure and stockpiling critical
spares in mountainous areas and the eastern side of the island to enable communications
during a protracted conflict.
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Each strategy requires prioritizing different types of investments to achieve optimal results.

Table 2. Strategic Approaches: Technologies, Benefits, and Drawbacks

Strategic Approach Critical Technologies Benefits Drawbacks

Decentralized - distribute
infrastructure throughout
neighborhoods and towns

Solar power, P-LEO SATCOM,
HAM, LoRa, distributed data,
battery and repair parts

Maximizes civilian
connectivity and self-
sufficiency

High cost; requires civilian
training and willingness to
fight

Centralized - concentrate in-
frastructure around key man-
ufacturing sites

Larger scale wind/solar power
plants paired with data centers,
large-scale battery back-ups

Requires smaller work-
force to operate or main-
tain

Limited number of
locations, population must
relocate to sites

Interior - stockpile equip-
ment in mountainous re-
gions and the Eastern side

Solar power, microwave relays,
ariel comms balloons/drones, P-
LEO SATCOM, HAM, LoRa

Maximizes protection
from attacks

Requires the infrastructure
to be operated in difficult
terrain

Decentralized Systems: Too Many Targets

A decentralized strategy favors the distribution of infrastructure to avoid the pitfalls of
concentrating too many critical assets in one location. This approach can rely on many types
of technologies, including many low-cost off-the-shelf technologies such as HAM radios and
Long Range Radio Access (LoRa) systems. These solutions were among the most frequently
suggested by players and most favorably received during voting sessions.

To be successful, the government would need to prioritize solar power generation, which
can be widely dispersed, and connect it to existing mobile infrastructure. This would enable
communications if large power stations and transformers go offline. The mobile infrastructure
would also need to be locally connected to P-LEO satellite base stations to enable off-island
internet communications. Low-cost communications devices, such as HAM and LoRa radio
systems, could serve as backups if mobile infrastructure is rendered inoperable.

The government would need to invest significant time and resources to train civilians to
operate and repair these systems, as well as stockpiling batteries, repair parts and replacement
systems throughout the country. Well-executed, a decentralized strategy could maximize the
number of civilians able to maintain communications during conflict.

High cost and the willingness of the population to participate in a decentralized strategy
are the primary barriers to its execution. The government could potentially incentivize the
expanded use of solar power through subsidies, but it is likely that much of the equipment
would need to be purchased and distributed with government funds. Training the population
would also require significant resources, without which much of the equipment would be
useless. Taiwan’s military or government could establish civilian training programs or even
establish a civilian cyber corps to help operate the systems, but unless participation was made
compulsory there is a risk that the numbers that receive training would be insufficient.
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Centralized Systems: Targeting May Be Unappealing to Adversaries

A centralized strategy assumes that the PRC may be reluctant to target key manufacturing
sites and certain cultural artifacts, creating safe zones where civilian power and commu-
nications infrastructure could be concentrated. The sites identified by the players included
areas dedicated to the production of semiconductors, along with museums and institutions
housing important Chinese cultural artifacts. The idea builds on the “silicon shield” concept,
which suggests that China would avoid destroying or disrupting industries vital to its own
economy, such as semiconductor imports, which could entice a response from the U.S. who is
also dependent on them (Institute for Security and Development Policy 2025). In this case,
China is still willing to invade Taiwan, but would be unwilling to target key manufacturing
areas with conventional attacks, thereby limiting damage to critical infrastructure located in
these areas. Players advocating for this strategy recommended building up renewable power
infrastructure, data centers, and communications nodes within these zones. This would create
safe zones where civilian refugees could maintain communication and shelter during conflict.

A centralized strategy has several advantages, not least the fact that Taiwan’s government
is already prioritizing renewable power investments, particularly wind and solar projects
located near key manufacturing sites. This approach aligns well with existing national energy
initiatives and could be further strengthened by integrating data centers into these zones,
along with the capability to connect to one or more P-LEO satellite constellations. Such an
integration would allow segments of the population to maintain communications with the
outside world at a relatively low cost. Because the number of locations would be limited, the
infrastructure could be managed by the government or trained private-sector professionals,
reducing the need for large-scale civilian training.

The drawbacks of a centralized strategy include the restricted number of sites available,
meaning that large portions of the population are unlikely to benefit from their existence.
Located primarily along urban coastal areas, these sites would also remain especially vulner-
able to electronic warfare, potentially leading to temporary disruptions to services. Moreover,
because these locations are already deemed to be of high value to the PRC, the development of
additional infrastructure could incentivize the PRC to seize these areas earlier in the conflict
than it would otherwise. Lastly, in the event of a protracted conflict, there is no guarantee the
PRC will limit its conventional strikes on these areas, particularly if it decides to prioritize the
destruction of civilian infrastructure as a key objective of its military campaign.

Interior Shelters: Using Geography as a Strength

The interior strategy leverages Taiwan’s geography by positioning power and communications
infrastructure within its mountainous eastern regions, away from its vulnerable western
coastline. This strategy prioritizes building and stockpiling equipment in forests, mountainous
regions, and coastal areas on the eastern side of the island. Stockpiling and pre-positioning

VOL. 10, NO. 2 (2025) | 193



Preparedness Wargaming for Critical Infrastructure Resilience: Taiwan Digital Blockade Wargame

are central to this strategy, and players who advocated for it often described using mountain
caves and other natural formations to shield systems from attack. These systems could be
positioned in such a way that it maximizes their protection against conventional attacks and
disruptions from electronic warfare systems.

The development of solar power infrastructure would need to be prioritized, complemented
by hydroelectrical systems already operating in some mountainous areas. Mobile networks
could be established using balloons or aerial drones, while microwave relays spanning across
the mountain ranges could transmit data over long distances. Satellite ground stations could
be hidden throughout the mountains to enable off-island communications, and HAM radios
could serve as an additional backup layer.

The interior strategy could pair well with the establishment of a small cadre of technically
trained civilians, capable of operating and maintaining the systems throughout the conflict.
Should the conflict become protracted, this strategy would likely sustain communications for
a longer period than either the decentralized or centralized strategies, as most infrastructure
would be located in areas difficult for the PRC to reach. The principal drawback to the
interior strategy, however, lies in the logistical and financial challenges of building and
operating systems in rugged terrain. Although fewer installations would be required than in
a decentralized strategy, the approach remains costly. Civilians would also have to relocate
away from coastal areas to take advantage of the services, which may not be possible for
much of the population.

IMPLICATIONS FOR FUTURE PLANNING

The full implementation of civilian training programs, energy resilience measures, and
communications systems hardening is beyond the current capacity of Taiwan’s government.
In this context, strategic planning, and targeted international cooperation will be key. Future
planning should carefully consider three key factors: the cost of each system, the technical
expertise required to operate and maintain it, and its utility within an overarching national
resilience strategy. Further research in these areas is highly recommended.

Many of the technologies and initiatives recommended by the players involve significant
start-up and sustainment costs, which must be weighed against their operational value in a
conflict scenario. Some technologies, such as P-LEO satellite terminals, are versatile enough
to be useful in multiple scenarios, but planners still need to avoid overinvesting in any single
platform, particularly if their chosen strategy is not overly dependent on it. Other systems
- particularly those that come with higher costs - need to be considered carefully before
committing to them. For example, establishing a network of containerized data centers may
be an effective way to ensure the integrity of the government information systems on-island,
but may prove more expensive than offshoring data to a friendly nation. Conversely, if those
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data centers are also used to sustain the island’s internal internet connectivity, then prioritizing
investments in those systems may be of greater importance. Opportunities for private sector
subsidization by U.S. federal grant funding could significantly reduce the costs to speed up
the implementation of either of these solutions.

The success of many of these programs will also heavily depend on the population’s willing-
ness and capacity to participate in training and operational support. In general, the broader
and more distributed the systems are, the larger the number of trained participants required.
If a technology is already familiar to the population and easy to use, such as mobile phone
applications, then the burden of training the population to use the system is relatively low.
However, if the technology requires specialized hands-on training, like HAM radios, the bur-
den can be substantially higher and limit scalability. Tying these investments to non-military
goals, such as natural disaster preparedness, may improve the population’s willingness to
participate in the programs. Ultimately, the government’s ability to entice or compel the
population to dedicate time to learning how to operate and repair certain systems will be
critical to the success of any resilience plan.

The results of the game should be considered within the construct of Taiwan’s National Cy-
bersecurity Strategy. The strategy outlines plans for whole-of-society resilience programs and
critical infrastructure defense that match well with game findings pointing to the importance
of civilian training and preparedness for keeping Taiwan connected during a sustained con-
flict. The strategy places significant emphasis on building up Taiwan’s domestic cybersecurity
industry to help maintain internet connectivity during a crisis (Taiwan National Security
Council 2025). While budget shortfalls may stymie the progress of some of these initiatives
in the short-term, the game findings suggest that anything the government can do to train
and educate civilians on cybersecurity practices and basic communications technology could
yield substantial benefits during a conflict.

While this game was focused on the resilience of civilian communications infrastructure,
we should not overlook the direct military applications of these approaches, which is the focus
of most other literature on this topic. Robust, distributed civilian communications, will likely
enhance the Taiwanese military’s capacity to coordinate actions against a PRC invasion and
provide alternatives if military communications are disrupted or destroyed. Furthermore, the
investment strategies referenced above can also be paired with different military approaches,
such as those that call for decentralized command & control or asymmetric tactics should the
PRC gain a foothold on the island (Rodriguez 2025).

Finally, while the solutions and insights generated by the wargame offer valuable guid-
ance for cyber resilience planning, the process of conducting the game itself also produced
important outcomes. Bringing together experts from across ICT security firms helped solidify
the professional networks through which responders can communicate and plan. In several
instances, former players attended post-game briefings to hear feedback from others. Notably,
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members of Taiwan’s Ministry of Digital Affairs observed one of the game sessions, and
invited the game team to conduct a follow-on exercise in Taiwan in 2025, demonstrating how
playing the game has itself helped strengthen the network.

CONCLUSION

The Taiwan Digital Blockade Wargame was designed to elicit ideas from the private sector on
how Taiwan’s government could invest to strengthen its ICT infrastructure. The significant
variation in recommendations and strategies generated by the players underscores that
there is no single approach to the challenge of enduring digital resilience. This diversity of
perspectives highlights the need for Taiwan’s government to adopt a comprehensive and
flexible strategy, one that integrates selected ideas such as those presented here, to guide
future investment and preparedness decisions.

Taiwan must ultimately balance its financial capacity with the level of civil-military pre-
paredness its population is willing to embrace. Both factors are likely to evolve over time,
requiring policymakers engaged in preparedness planning to capitalize on favorable mo-
ments for investments while being ready to defend expenditures when budget is under
greater scrutiny. In the end, the willingness of the civilian population to take an active role in
safeguarding their nation’s ICT infrastructure may prove to be the most critical determinant
of its overall resilience.
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1 INTRODUCTION

Our nation’s critical infrastructure—the services Americans rely on every day—is
under continuous threat by nation-state cyber adversaries and cybercriminal organi-
zations around the globe. Over the last several years, we’ve witnessed increasingly
frequent and complex attacks against small and medium-sized businesses, K-12
schools, water utilities, and healthcare organizations, including hospitals, which were
in the past considered “off-limits.” - Nitin Natarajan, Deputy Director Cybersecurity
and Infrastructure Security Agency (CISA), January 7, 2025

Critical infrastructure provides services essential for the functioning of a productive mod-
ern society; it encompasses utilities, finance, healthcare, telecommunication, and emergency
services, among others. In recent years, critical infrastructure has increasingly been the
target of cyberattacks around the globe. In the spring of 2018, cybercriminals launched a
ransomware attack against the city of Atlanta that restricted access to a wide range of online
platforms, municipal operations, and databases. Although the city did not pay the ransom,
the attack resulted in millions of dollars in damage, and it took several months for services to
be fully restored (Young 2021). Beginning in 2019, the Russian Foreign Intelligence Service
(SVR) attacked the computing networks of the Texas-based SolarWinds network management
software company. SVR inserted malicious code into a routine software update, which al-
lowed them to gain widespread access to government agencies and Fortune 500 companies
(Government Accountability Office 2021). In May 2021, hackers disrupted operations of the
Colonial Pipeline, causing fuel shortages and panic buying across the Eastern Seaboard (Wood
2023). These examples illustrate the different ways threat actors exploit the vulnerabilities of
both public and private sector critical infrastructure organizations.

To test and improve critical infrastructure resilience against cyberattacks, the Army Cyber
Institute (ACI) developed Jack Voltaic, a cyber research project and exercise series. Jack
Voltaic brings together military and civilian partners, including local/city governments and
private companies. Since 2016, ACI and partners have iteratively designed and conducted
these exercises to stress-test collective responses to cascading cyber incidents. The exercises
repeatedly revealed the same critical gap: technical systems often fail because the humans
responsible for protecting them lack the social infrastructure necessary for coordinated
response at scale (ACI 2021a, 2018, 2021b, 2022). As the Jack Voltaic 3.0 Research Report
bluntly states, “crisis management and remediation is personality driven” and municipalities
“tend to lack experience with real cyber events and thus have difficulty visualizing second-,
third-, and fourth-order effects.” The exercises have consistently shown that cyber resilience
depends on personal relationships and the need for institutionalization (ACI 2021a).

We developed the Critical Sherpas pilot in metro Atlanta to test a core hypothesis derived
from the Jack Voltaic exercises: that establishing pre-incident social networks is essential
for effective cyber defense. This intentional online community serves as a laboratory for
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adapting face-to-face trust-building to a digital environment. The moniker Critical Sherpas
reflects the community’s vital role as expert guides who navigate the treacherous terrain of
modern cyber threats on behalf of the public.

Community psychology and sociological research demonstrate that key factors strength-
ening resilience in physical communities are trust, social capital, and mutual aid networks
(Norris et al. 2008; Tierney 2019). Starting with the assumption that the same principles
apply to cyber defense (Castelfranchi, Falcone, and Marzo 2006), this paper explores how
practices used to build trust and mutual support in face-to-face communities can be adapted
to digital and online communities to strengthen cyber resilience. Drawing on observations
from the Critical Sherpas pilot and beta test, we examine how an intentionally designed online
cyber critical infrastructure community (C-CIC) can strengthen cyber resilience by improving
cross-sector coordination, information sharing, and collective cyber defense capabilities.

Drawing on Metcalf (2004), Bohill (2010) defines an intentional community as a voluntary
assembly of individuals from diverse backgrounds who convene to address perceived social
inadequacies. These groups foster a distinct “we-consciousness” by adopting shared practices
and a consciously devised culture that serves as an alternative to mainstream society. Accord-
ingly, we define the C-CIC as an intentionally designed network of individuals from diverse
professional backgrounds, who voluntarily convene online to address shared vulnerabilities
and systemic challenges within cyber and critical infrastructure domains.

We first examine the theoretical importance of trust and social capital in physical and
virtual communities from the literature. After introducing the key factors and considerations
guiding the design of the Critical Sherpas C-CIC pilot, we discuss insights derived from beta
testing feedback. The purpose of our research is to inform collaborative efforts between
cyber professionals, critical infrastructure operators, government, and private sector leaders
seeking to intentionally design C-CICs to improve cyber resilience of critical infrastructure.

2 BACKGROUND AND LITERATURE REVIEW

2.1 Cyber Resilience of Critical Infrastructure

The National Institute of Standards and Technology (NIST) defines cyber resilience as “The
ability to anticipate, withstand, recover from, and adapt to adverse conditions, stresses, attacks,
or compromises on systems that use or are enabled by cyber resources. Cyber resiliency
is intended to enable mission or business objectives that depend on cyber resources to be
achieved in a contested cyber environment” (NIST, 2024, 2022, 2021).

We define community resilience as a community’s capacity to anticipate, absorb, adapt
to, and transform through disruption, whether social, economic, environmental, or political.
Rather than simply bouncing back to a previous state, we see resilience as an emergent
strength, a process in which communities become more equitable, inclusive, and cohesive
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by navigating challenges together. This perspective is informed by established research
approaches focusing on structural violence (Chance 2023; Galtung 1990; Galtung and Höivik
1971; Galtung 1969), trauma-informed practices (Erickson and Harvey 2023), and conflict
transformation (Lederach 2005). This definition reinforces the importance of social capital,
trauma awareness, and participatory processes that help empower historically underserved
voices. In the C-CIC pilot, our objective was to improve community resilience by creating
online spaces where collaboration could thrive.

Whereas cybersecurity focuses on protecting digital assets and preventing breaches, cyber
resilience presumes that intrusions will occur. It emphasizes both functional continuity and
system adaptation despite reduced capability (Linkov and Kott 2018). Smith (2023) argues that
cyber resilience depends on system properties such as critical thresholds, recovery times, and
adaptive learning. Björck et al. (2015) also focuses on operational continuity and highlights the
importance of strategic planning to achieve intended outcomes. This is particularly important
(and therefore challenging) because cyber resilience is a dynamic, system-wide capability
that spans technical, human, and institutional domains.

Municipalities and smaller organizations are especially vulnerable to cyber threats due
to limited budgets, underinvestment, inconsistent governance, outdated IT systems, and
insufficient staff training. This also makes them attractive targets for ransomware. Additionally,
small businesses often face risks through third-party services and supply chain compromises
(Hossain et al. 2024). The consequences are real and can be severe. As the 2023 Hiscox Cyber
Readiness Report shows, in 2022, 41 percent of small businesses were targets of cyberattacks,
and spent an average of $16,000 in ransom. Only half recovered all their data, while the
other half had to rebuild their systems (Hiscox 2023). In 2021, 61 percent of small businesses
were targeted, and their employees experienced over three times as many social engineering
attacks as those at larger enterprises (Rahmonbek 2025).

Mitigating these threats requires human-centered, collaborative solutions. Strategic al-
liances between local governments, businesses, academic institutions, and other munici-
palities have been shown to improve collective response by enabling the sharing of threat
intelligence, best practices, and pooled resources (Hossain et al. 2024). Social connections and
collective support play a critical role in helping individuals and groups withstand and recover
from adversity and disruption. When people are connected to and supported by others, their
ability to bounce back from challenges is significantly strengthened (Tierney 2019).

Cyber resilience is stronger when those responsible for protecting critical infrastructure
know each other personally, understand local vulnerabilities and interdependencies, and can
coordinate rapidly during crises. In face-to-face communities, such relationships traditionally
developed organically through professional associations, shared workplaces, or community
organizations. However, the realities of modern cybersecurity work make regular in-person
coordination between disparate professions, areas of expertise, and jurisdictional purviews
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challenging. This creates a compelling case for connecting local cyber professionals through
online platforms. While hybrid approaches that also incorporate face-to-face relationship-
building might be optimal, practical constraints often necessitate virtual connectivity.

To enable effective collective action, online cybersecurity communities must be intentionally
designed to foster trust and social capital.

2.2 Trust

Trust is a cornerstone of cyber resilience for interdependent critical infrastructure sectors (e.g.,
energy, water, transportation) where a disruption in one sector can cause cascading failures.
Defending essential services requires effective collaboration among diverse stakeholders from
government agencies, private industry, and emergency response teams. In such communities,
trust is deeply embedded in social relationships, peer interactions, and shared norms (Wu,
Edwards, and Das 2022).

A collaborative online platform for stakeholders can enhance preparedness and response,
but its effectiveness ultimately hinges on cultivating trust among users. This is essential
because key security behaviors, like information sharing and crisis coordination, are fun-
damentally social processes (Wu, Edwards, and Das 2022). As is the case with consumer
products and brands (Harrigan et al. 2021), community members must trust the beliefs and
intentions of both their peers and the platform itself. A lack of trust in digital spaces may
lead to siloed information sharing, misinformation, and hesitancy in adopting collaborative
security measures (Collett 2021). Without trusted networks, stakeholders may withhold threat
intelligence out of fear of reputational damage or competitive disadvantage. This can lead to
fragmented crisis response, exacerbate vulnerabilities, prolong recovery, and erode public
confidence in leaders’ ability to protect essential services (Backman 2021).

2.3 Social Capital

Bourdieu (1986) defined social capital as the resources accessible via one’s network of relation-
ships. In their comprehensive review, Bhandari and Yasunobu (2009) define it as a collective
asset centered on social relationships, characterized by shared norms, values, beliefs, trust,
networks, and institutions that facilitate cooperation and collective action for mutual benefit.
Social capital is characterized by the quality of community members’ civic engagement and
mutual obligation, which both enable sustained cross-sector collaboration, especially under
conditions of uncertainty or crisis (Bhandari and Yasunobu 2009). Bourdieu’s observation
that social capital requires “an unceasing effort of sociability [and] a continuous series of
exchanges in which recognition is endlessly affirmed and reaffirmed” highlights why cyberse-
curity communities cannot simply rely on static institutional relationships, and must actively
cultivate trust and social capital (Bourdieu 1986, 250).

VOL. 10, NO. 2 (2025) | 205



Strengthening Cyber Resilience by Building Critical Infrastructure Communities: the C-CIC Pilot Study

Substantial social capital fosters effective information exchange, encourages engagement,
and reduces risk perception, making it easier for community members to engage with each
other and coordinate their responses internally and externally during cybersecurity incidents
and infrastructure crises (Alvi et al. 2024; Karačić, Marić, and Kovač 2021). In both offline and
online communities, social capital may be bonding (fostering in-group solidarity) or bridging
(connecting diverse groups across sectors).

Bonding social capital, as defined by Omukoba and King’ara (2024), refers to the resources
and trust fostered within homogenous groups, such as professionals in the same organization
or field (Alves et al. 2022). When people within an organization trust each other, they tend
to share important information more openly, coordinate their actions more smoothly, and
follow common rules, which in turn makes the whole system more secure. These trust-based
relationships improve cybersecurity performance by supporting faster decision-making,
better communication, and more consistent practices (Pigola et al. 2025). While bonding social
capital is beneficial, too much of it risks reinforcing information silos and may become a
barrier to external connections.

Bridging social capital, on the other hand, focuses on external cooperation among govern-
ment agencies, private industry, and critical infrastructure operators (Putnam 2020; Omukoba
and King’ara 2024; Karačić, Marić, and Kovač 2021). Strong external relationships can break
down silos, reduce delays in threat response, and foster a more resilient and adaptive cyber-
security ecosystem.

An effective balance of bonding and bridging capital fosters networks of shared respon-
sibility. Ultimately, social capital functions as both a trust enabler and a risk mitigator in
online communities. The C-CIC was conceived as an intentional effort to cultivate bonding
and bridging social capital as the foundational infrastructure for effective cyber defense.

2.4 Digital Community Design Strategies

Deliberate strategies grounded in trust and social capital are essential to ensure online plat-
forms for coordination among government, private industry, and security professionals
remain effective, cohesive, and resistant to fragmentation, misinformation, and disengage-
ment (Collett 2021; Backman 2021).

The declining access to social capital that Putnam (2020) identifies in the digital age is a
significant threat to community health, making deliberate investment in building it a necessity.
Putnam argues that social networks are the “quintessential resource” for any group needing to
solve complex problems or mobilize for collective action. However, Putnam also demonstrates
that computer-mediated platforms are inherently poor at generating deep trust and bridging
social capital that are prerequisites for effective collaboration. Similarly, Gordon and Lopez

206 | THE CYBER DEFENSE REVIEW



A. Chance, V. Franke, and T. Zwarg

(2019) found that, rather than enthusiasm for adoption, community-based organizations
expressed ambivalence and considered technology both a help and a hindrance.

Therefore, the primary challenge for any online community platform lies in incorporating
design features that intentionally “thicken community ties” and overcome the natural trust
deficit of digital media. To achieve these outcomes, the following four elements served as a
strategic design framework for the C-CIC pilot.

2.4.1 Guiding Objectives. Critical Sherpas was designed to address a fundamental paradox
revealed by the Jack Voltaic exercises: cyber resilience depends on trust networks and social
coordination, yet these networks rarely exist before they are urgently needed during a crisis.
Rather than treating community formation as an ancillary benefit of technical coordination
platforms, we positioned it as the primary objective: to improve cross-sector cyber response
capability and effectiveness by creating a trusted network of professionals who could coordi-
nate rapidly during incidents. However, we recognized that this operational goal could only
be achieved through a secondary objective: deliberately fostering the social relationships,
shared norms, and institutional connections that enable coordination at scale.

2.4.2 The Strategic Foundation: A Hybrid Ecosystem. While online communities provide robust
platforms for support and continuous engagement independent of physical location, they can
face challenges in achieving the depth of engagement and the strong emotional connections
characteristic of in-person interactions. As numerous studies suggest, effective modern-day
professional communities are not purely virtual or entirely in-person. They are intentionally
designed as hybrid ecosystems with enhanced capacities to leverage the strengths of both
modalities to create more resilient, engaged, and effective professional networks (Alves et
al. 2022; Ghamrawi 2022; Shaw et al. 2022; Borowiec et al. 2021).

While virtual work can prevent some conflicts, in-person interactions are vital for building
deeper trust, resolving complex issues, and bridging gaps between subgroups. Integrating
periodic in-person workshops into a virtual framework can therefore make collaborations
more robust and enhance community cohesion (Alves et al. 2022; Gläsener, Afflerbach,
and Weibel 2014). Research into blended learning environments indicates that combining
digital and in-person educational strategies enhances engagement and learning outcomes
(Namyssova et al. 2019). These blended approaches ensure that community members develop
strong interpersonal relationships and trust, which are critical for effective collaboration in
high-stakes environments.

Online platforms are especially effective at maintaining and expanding “weak ties”; non-
hierarchical connections that go beyond face-to-face interactions, allowing individuals to
assess the needs, motives, and actions of their counterparts from different organizational
backgrounds and cultures, thereby bridging social capital (Granovetter 1973; Markley and
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Franke 2020). Since these online interactions often lead to face-to-face meetings, online and
offline community engagement become mutually reinforcing (Bruckman 2022). Millington
(2021) emphasizes the importance of keeping conversations active and creating ongoing
content to sustain member interest. Hosting and facilitating both online and offline events
are powerful ways to keep the community vibrant.

2.4.3 Pillars of Community Trust: Governance, Culture, and Operations. Trust in an online
community is rooted in transparent governance; users must understand how decisions are
made and feel confident that rules are applied fairly. Clearly defined platform policies, security
measures, and participation guidelines affect how users assess the platform’s credibility
(Collett 2021; Tian et al. 2022). Regular, open communication from platform administrators
reinforces reliability (Backman 2021).

Establishing clear ethical guidelines for engagement discourages harmful behavior, misin-
formation, and security breaches. Active moderation and conflict resolution mechanisms pre-
vent distrust from spreading by addressing disputes early, fairly, and transparently (Kwasek
and Kocot 2023). Public reporting on cybersecurity practices builds trust by demonstrating
accountability and commitment to best practices (Alvi et al. 2024; Collett 2021). Building a
culture of collective responsibility in which users report suspicious activity, follow security
best practices, and mentor others creates a resilient, self-sustaining trust ecosystem (Kwasek
and Kocot 2023).

Users are more likely to engage when they feel valued and respected (Kwasek and Kocot
2023). Community trust thrives in an environment where diverse voices are included, con-
tributions are recognized, and conflicts are resolved fairly (Collett 2021). Shin et al. (2024)
found that a lack of feedback loops and participants’ doubts that their voice made any differ-
ence in policy decisions impacted sustained engagement with civic platforms. Rewarding
positive contributions and engagement by establishing recognition systems, acknowledging
key insights, and promoting trusted members increases user commitment and strengthens
those weak ties that build necessary social capital (Harrigan et al. 2021; Tian et al. 2022).

In addition to rewards and recognition, well-aligned incentives are crucial. Non-financial
incentives can include professional development and networking opportunities. Professional
development credits can be earned through training, short courses, lectures, or other live
events offered by affiliated organizations. Networking opportunities help build bridging social
capital by strengthening relationships between agencies and organizations. Engagement be-
yond crises, such as networking events, informal discussions, and shared learning initiatives,
keeps trust relationships active and sustained over time (Karačić, Marić, and Kovač 2021).

Operationally, trust is best tested and strengthened before a crisis occurs. Pre-established
(and practiced) crisis communication protocols ensure that stakeholders know who to trust
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and where to get accurate information during cyber incidents (Backman 2021). Fischer-
Preßler, Bonaretti, and Bunker (2024) found that sustained engagement was a challenge
due to the need for training and different decision hierarchies across organizations. By
engaging members in simulated cybersecurity incidents and collaborative problem-solving
activities like Jack Voltaic, communities strengthen resilience and build trust networks that
can be leveraged in real emergencies (Backman 2021). Collaborative training enhances cross-
sector trust and improves communication and coordination between government agencies,
private entities, and infrastructure operators (Collett 2021). Scenario-based trust-building
activities, such as joint threat assessments or shared red-team exercises, help stakeholders
build confidence in each other’s expertise and decision-making capacity (Backman 2021).

Building trust in an online C-CIC requires deliberate effort, strong governance, secure
identity verification, ethical leadership, and active participation. Transparency, clear poli-
cies, and verified reputation systems create an environment where stakeholders feel confi-
dent in engaging and sharing information. Additionally, ongoing security training, pre-crisis
relationship-building, and collaborative cybersecurity exercises hone trust and resilience
under crisis conditions. By fostering a culture of responsibility, reliability, and shared secu-
rity, online C-CICs can enhance cyber resilience, cross-sector collaboration, and coordinated
cybersecurity efforts.

2.4.4 Core Platform Requirements: Functional and Security Features. Vetting new users to
ensure congruence of values and fit for the community is essential for trust-building, espe-
cially in communities dealing with sensitive cybersecurity concerns. User authentication,
peer validation, and platform reputation scores can help mitigate misinformation, prevent
impersonation, and counter bad-faith actors (Alvi et al. 2024; Karačić, Marić, and Kovač 2021).
Multi-factor authentication (MFA), social authentication, and identity verification prevent
unauthorized access to sensitive discussions (Wu, Edwards, and Das 2022). Reputation-based
trust models, where users build credibility through peer ratings, expert endorsements, and
their history of contributions, help establish and support trusted community leaders (Wu,
Edwards, and Das 2022; Tian et al. 2022).

Certification systems (Karačić, Marić, and Kovač 2021) and role-based access to information
channels (where verified cybersecurity experts can be distinguished from general participants)
ensure that users can assess the reliability of shared information (Wu, Edwards, and Das 2022).
Trust grows when members perceive the platform as a reliable source of actionable insights
and secure intelligence sharing. Implementing best practices to prevent leaks, misinformation,
or exploitation by malicious actors is critical for building and maintaining high levels of trust
(Collett 2021). Encouraging controlled information sharing, for example, through tiered access
levels, encrypted discussions, and secure document exchange protocols, protects sensitive
data while maintaining transparency (Wu, Edwards, and Das 2022). Cybersecurity training
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and peer-led knowledge sharing help bridge the gap between technical experts and non-
technical stakeholders, increasing confidence in shared information (Kwasek and Kocot
2023). Ultimately, these technical features act as the digital scaffolding that supports the social
architecture of the C-CIC, converting abstract trust into actionable security coordination.

In summary, the literature provides valuable insights into the benefits and challenges of
building trust and social capital in online communities, particularly for high-stakes profes-
sional domains like cybersecurity. Practical questions, however, remain about how these
principles translate into actual community-building efforts. Guided by input and feedback
from C-CIC stakeholders, we set out to test these concepts in practice by designing, implement-
ing, and beta testing a pilot community as described in the following section.

3 METHODOLOGY AND PILOT IMPLEMENTATION

The primary focus of the Critical Sherpas pilot study was to explore how an intentionally
designed community could improve the cyber resilience of critical infrastructure. The goal of
the pilot was to create a resilient, cross-sector, trust-based online community. It was designed
to strengthen professional networks and processes, and to integrate key local actors into a
structured virtual community with defined engagement strategies. Through a connection
with our partner SherpaWerx, we enlisted the support of the Atlanta chapter of the Armed
Forces Communications & Electronics Association (AFCEA) 1 to raise awareness and recruit
participants. We intend for the pilot to serve as a test case for a scalable framework that
could be replicated by other municipalities, counties, and states, with the long-term vision of
feeding into a resilient, national critical infrastructure protection network.

The research team engaged stakeholders and reviewed technology platforms to assess criti-
cal security needs, existing capacities, interdependencies, the potential impact of disruptions,
and existing protection measures. We employed a multi-phase iterative design approach to
develop and test an intentional online community platform for our pilot in metro Atlanta.

3.1 Stakeholder Needs Assessment

Interviews. We conducted eight semi-structured interviews with members of the Atlanta
critical infrastructure community and participants in a Jack Voltaic round table facilitated by
the Army Cyber Institute. Interviewees represented government agencies, private sector or-
ganizations, academic institutions, and nonprofit entities. Half were executive-level members
of the cybersecurity community, and the remaining were senior academics in cybersecurity,
cyberlaw, business law, and ethics. The purpose of the interviews was to identify common
coordination challenges to inform platform requirements. The interviews were conducted
online and lasted no more than one hour. The interview guide included five baseline questions

1. https://www.afcea.org/
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(outlined below). Following a semi-structured approach, interviewers also asked additional
follow-up questions when needed.

• What websites do you find useful for your job and your organization?
• Where do you go to get your information regarding the industry?
• What do you need that you do not find in other platforms?
• Where do you find and share best practices?
• Who else do you think should be invited into the community?

We reviewed the websites listed and the resources mentioned by our interviewees to see
similarities and differences with the initial architecture of the portal. Question 3 was essential
in determining gaps to be filled. Question 4 when compared across disciplines allowed us to
see knowledge and sharing gaps. Question 5 aimed to broaden our understanding of who is
important to have in a cyber critical infrastructure community.

The purpose of this initial needs assessment was to identify areas of overlap and siloing
and to adapt the platform to meet the community’s needs. We used respondents’ feedback to
adapt and restructure the portal’s architecture and to front-load information that might be
useful to those who are not aware of the available resources.

Stakeholder interviews consistently emphasized the need for stronger mechanisms to
connect and engage stakeholders, noting that trust and personal relationships are founda-
tional for rapid, coordinated response. Community engagement platforms, when paired with
standardized response protocols, can ensure that key players are familiar with one another
and can act decisively during incidents. A centralized information repository emerged as
a priority to overcome information silos, with participants seeking a single location that
aggregates threat intelligence, vendor recommendations, wargame resources, and vetted
tools. Respondents viewed public education initiatives as critical for building a culture of
shared responsibility, improving awareness from leadership to junior staff.

Enhanced resource connectivity and secure geographic mapping of critical infrastructure
were also top needs. Interviewees highlighted that cascading impacts like power outages
halting water and gas flow are poorly understood across sectors, underscoring the value of
tools that visualize interdependencies and supply chains. They also recommended shared
calendars and discussion forums to further support collaboration, allowing stakeholders to
identify gaps, share best practices, and develop collective resilience strategies. Together, these
needs point to a portal that functions not just as an information hub but as an active, trusted
community for cross-sector coordination.

Online Survey. We distributed an online survey in April 2024 to Metro Atlanta critical in-
frastructure protection professionals about the effectiveness of existing coordination efforts
and organizational policies, and respondents’ willingness to participate in a C-CIC. Survey
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distribution leveraged professional networks, AFCEA chapters, and stakeholder referrals to
reach diverse sectoral representation. The survey instrument comprised twelve questions
combining open-ended and closed-ended formats. It also collected organizational demograph-
ics including sector affiliation and information on existing critical infrastructure policies or
plans. Key questions included are presented in Table 1.

Table 1. Key survey questions and response formats

Survey question Format

What are the biggest threats and needs for critical infrastructure protection in metro Atlanta?
(up to three responses)

Open-ended

How would you assess the effectiveness of current practices to coordinate efforts among
individuals and organizations involved with the protection and security of civilian critical
infrastructure in metro Atlanta?

Five-point Likert scale
from very effective to very
ineffective

How could coordination be improved? Open-ended

Would you or your organization be interested in participating in a Cyber Critical Infrastructure
Community for metro Atlanta?

Yes/No

In total, 25 cyber professionals from a range of sectors responded to the survey, includ-
ing private industry (n=15), academia (n=3), nonprofits (n=2), and government agencies or
military (n=3). Asked about existing coordination efforts, only nine respondents stated their
organization maintained comprehensive critical infrastructure policies, plans, and desig-
nated points of contact. Coordination effectiveness received mixed assessments, with a slight
majority (n=13) rating efforts as “somewhat or very effective” while the remainder rated
coordination effectiveness as “somewhat or very ineffective” (n=6), or “neither effective nor
ineffective” (n=6). These findings, along with interview insights, revealed both coordination
gaps and receptivity to new coordination approaches, providing empirical grounding for the
design of the C-CIC portal.

These findings from interviews and surveys informed the C-CIC pilot design. Specific needs
articulated by respondents indicated a strong desire for centralized threat intelligence, secure
spaces for sensitive information sharing, common event calendars, and tools for visualizing
critical infrastructure interdependencies.

3.2 Technology Platform Selection

Platform Benchmarking. We conducted an exploratory benchmarking analysis of nine com-
monly used online engagement technologies to inform our platform selection. These included
conflict resolution platforms, professional networking platforms, and virtual collaboration
platforms. We analyzed platform services, customization capabilities, and engagement mech-
anisms to understand their functionality and identify gaps relevant to identified C-CIC needs.
The exploratory benchmark revealed several patterns across platform types.
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The inclusion of conflict-resolution and peacebuilding platforms (Digital Peacebuilding
Community of Practice, ConnexUs, Platform 4 Dialogue) reflected our theoretical premise that
cybersecurity is inherently about conflict prevention and responsiveness, and that established
peacebuilding concepts and practices for building trust could inform approaches to limiting or
eliminating conflict during cyber crises. However, these platforms often contained outdated or
inactive content, with many sites showing no recent updates or few resources. This pattern of
content stagnation highlighted the challenge of sustaining engagement in online communities
of practice without active management or regularly refreshed content.

Professional platforms (LinkedIn groups, IEEE Cybersecurity Community, ISACA Engage)
host numerous groups dedicated to cybersecurity professionals but they generally can not
be customized and restrict access to platform members only. While LinkedIn is home to
highest concentration of cybersecurity-focused groups among the platforms reviewed, the
members-only access model and lack of customization options limited its utility for building
locally-focused communities with controlled access tiers. IEEE Cybersecurity Community and
ISACA Engage similarly prioritize global professional networking over local coordination
needs.

Collaboration platforms (Slack and Discord) offered different functionality, existing pri-
marily to facilitate discussions rather than providing additional content such as information
repositories or structured resources. While these platforms excel at enabling real-time com-
munication, they lack the integrated resource-sharing, event coordination, and professional
development tools identified as priorities in our stakeholder interviews. Across all platform
categories, we observed that most existing solutions prioritize global networking over local
coordination and lack geographic customization capabilities. It proved difficult to assess
whether these communities were effective, or the extent to which they were utilized, because
visibility is restricted to members only. Critically, none of the platforms in the benchmark com-
bined local geographic focus, customizable access controls, integrated resource repositories,
event coordination, and professional development tools in a single solution.

The benchmarking analysis, informed by specific needs articulated in our stakeholder
interviews and surveys, justified the selection and development of a purpose-built platform.

Platform Selection. The C-CIC portal was implemented using Mighty Networks, a cloud-based
community platform that provides integrated discussion forums, event hosting, resource
sharing, and member management capabilities (Mighty Networks 2024a). Mighty Networks
was selected based on established evaluation criteria for community platforms, including
native feature integration, mobile accessibility, customization options, and scalability potential
(Mighty Networks 2024b). Out of the box, the platform offers key functionalities identified
as useful in our stakeholder interviews: private organizational subgroups with controlled
access, integrated event calendars, resource libraries, and member verification systems.
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3.3 C-CIC Design and System Architecture

The portal design integrated theoretical principles from community building literature with
empirical needs identified through stakeholder interviews and survey responses. The C-
CIC portal serves a hybrid digital community featuring knowledge exchange tools, private
organizational subgroups, event coordination capabilities, and resource repositories.

The cloud-based technical infrastructure of Mighty Networks enables both web browser
access and native mobile applications for iOS and Android devices, enabling cross-platform
engagement essential for busy professionals. The platform’s “spaces” architecture allows for
flexible community organization, with different access levels for general community discus-
sions, sector-specific working groups, and restricted information sharing areas. Although the
platform offers built-in analytics capabilities for tracking member engagement, we used it
primarily for interacting with users and monitoring community growth.

The platform housing the portal had architectural limitations, including security gaps which
forced us to create a two-step referral and admission process supported by user monitoring
and member vigilance. Due to time constraints and the limited number of adopters we were
not able to fully implement community-building best practices with the C-CIC portal.

3.4 Pilot Beta Testing

A dozen cybersecurity professionals, selected from our initial needs assessment and referrals,
accepted invitations to participate in structured virtual beta testing sessions. Four sessions
captured user experience data, design recommendations, and functionality assessments,
informing subsequent platform modifications to enhance navigation, access controls, and
user guidance systems. Beta test users provided real-time feedback via screen-sharing sessions
with the testing team. Users were given rudimentary navigation instructions and an initial
overview of the portal. They were then asked to navigate it on their own, with testing team
members available to assist and answer questions. Feedback was analyzed to assess the
portal’s usability and potential utility.

In general, the feedback reflected a tension between ease of use and strong security. Test
users appreciated having strong security and controlled access, but they also needed the
platform to be easy to navigate and quick to use during fast-moving situations. Some test users
expressed strong enthusiasm for the platform’s cross-sector information-sharing capabilities
and its controlled-access features for sensitive discussions. Participants from a government
agency expressed a desire for a portal that would give counties a way to access information
and for the agency to disseminate information to them.

Although pilot adoption fell short of established benchmarks for sustained engagement,
feedback revealed two categories of potential enhancements: 1) the need for enhanced user
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guidance on information sharing protocols and privacy controls, and 2) improved user
experience for section accessibility, joining processes, and feature functionality.

4 DISCUSSION

The experience of the C-CIC pilot highlights a fundamental challenge in cyber resilience
community-building: initial enthusiasm among stakeholders does not automatically trans-
late into sustained engagement. This pattern suggests that simply transplanting traditional
community-building strategies into cybersecurity contexts may be insufficient. Instead, the
findings from our pilot point to the need for tailored approaches that address the unique
barriers to ongoing participation in cyber-focused communities such as the sensitivity of
information, the demands on professionals’ time, and the complexities of trust and verifi-
cation in digital environments. Interpreting these findings, it becomes clear that fostering
lasting engagement in cyber resilience initiatives requires rethinking conventional models
and developing new frameworks that are responsive to the specific needs and constraints of
cybersecurity practitioners.

Our survey results revealed that nearly half of the respondents rated current efforts as
only “somewhat effective,” while only one respondent considered them “very effective.”
These results suggest room for coordination improvement, though the limited sample size
and engagement levels prevent broad generalization. Have stakeholders come to accept
suboptimal coordination as an acceptable baseline performance? Addressing this possibility
in future research could help clarify how organizational expectations influence collaborative
performance in cybersecurity contexts.

4.1 Community Engagement: The Critical Mass Problem

The most significant challenge of the Critical Sherpas pilot was achieving sustainable engage-
ment. With only 25 early adopters from the target metropolitan area population, the portal
fell short of Millington’s (2021) critical mass benchmarks: 100 contributing members per
month, 300 monthly posts, and 10 new registrations per day. Consistent with findings in the
broader literature on leadership and sustainability of online communities (Kraut et al. 2012;
Johnson, Safadi, and Faraj 2015), the pilot’s reliance on a single community champion, AFCEA
Atlanta (via a connection with our partner SherpaWerx), rather than a larger number of
stakeholders, proved limiting.

Engert et al. (2023) show that sustained engagement on digital platforms depends on
strengthening five antecedents: clear platform rules, a compelling value proposition, active
platform agents, alignment with user needs, and visible contributions from complementors
(members offering different perspectives that enhance the value of each other’s participa-
tion). These enable the core behaviors of sharing information, connecting with others, and
coordinating efforts. While these factors and behavioral objectives were all considered in
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the design of the C-CIC pilot, engagement metrics are needed to understand how specific
design choices affect changes in these behaviors and overall community engagement. Future
research should test different engagement approaches and track participation longitudinally
to determine which methods are most effective and sustainable.

4.2 Designing for Trust: The Usability-Security Tension

Stakeholders and participants uniformly highlighted the importance of clear information-
sharing protocols and strong privacy controls, underscoring the challenge of calibrating trust
in environments where transparency itself can heighten vulnerability. Prior research suggests
that in professional and emergency response networks, trust calibration depends on both the
perceived credibility of information sources and the robustness of governance mechanisms
that protect against misuse. Backman (2021) emphasizes that pre-established trust networks
enable rapid, secure information exchange during crises, while Alvi et al. (2024) and Wu,
Edwards, and Das (2022) note that effective trust mechanisms must balance institutional
assurance with interpersonal confidence to reduce risk and support collaboration. This means
that C-CIC platform design must mirror these trust architectures—embedding clear validation
systems, transparent but bounded communication channels, and flexible privacy controls
that sustain confidence without compromising security.

Balancing the tension between ease of use and strong security is necessary in cybersecurity
and critical infrastructure protection, where mistakes can have serious consequences (Di
Nocera, Tempestini, and Orsini 2023). This highlights a central challenge: the system must
protect sensitive information while still allowing people to work together smoothly and
efficiently. Our platform comparison suggests that large, general-purpose systems often focus
on reaching many users rather than supporting careful, high-quality coordination. In contrast,
our pilot indicates that a more specialized, security-focused platform may be necessary for the
kind of precise, trust-based collaboration that C-CICs depend on. The enthusiasm for features
that enable private subgroups with controlled access suggests that stakeholders recognize the
need for bridging social capital and building nuanced trust within the broader community.

4.3 Incentives for Sustained Engagement

The lack of formal incentives, including rewards, recognition, or professional development
credits likely contributed to the limited engagement in the C-CIC pilot. Instead, we relied
on intrinsic motivation, which proved insufficient against the competing time demands of
cybersecurity professionals. Our findings parallel tensions documented in other security-
sensitive professional networks. Like intelligence communities that must balance collective
learning against “need to know” secrecy protocols (Rusho et al. 2025), and healthcare infor-
mation exchanges navigating privacy constraints, cyber infrastructure communities face
inherent contradictions between the openness required for effective knowledge sharing and
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the competitive or confidentiality pressures that inhibit it. Research on “coopetition” networks
demonstrates that formal coordination mechanisms and technology-enabled trust-building
become essential when standard community assumptions of voluntary, open participation
cannot apply (Tsai 2002; Randolph, Hu, and Silvernail 2020).

4.4 Implications for Theory and Practice

While Critical Sherpas faced expected challenges common to new online communities, the
pilot surfaced valuable insights that align closely with findings of Kraut et al. (2012) on the
importance of clearly defined objectives and competitive differentiation. The project was
intentionally designed to foster organic growth, and while this approach yielded enthusiastic
engagement from early adopters and strong initial partnerships, it also revealed the need
for more structured facilitation, diversified leadership, and more precise articulation of the
platform’s unique value. These lessons reflect the natural evolution of a complex, multi-sector
initiative and offer a strong foundation for refining future efforts. By aligning more closely
with proven strategies such as establishing a clear purpose, building referral systems, and
defining a competitive niche, future iterations of the C-CIC portal can be positioned for broader
adoption and sustained impact.

One consideration pertaining to cyber and critical infrastructure communities is whether
the inclusion and handling of highly sensitive information is appropriately accounted for,
both theoretically and practically. Further research is necessary to determine if design modi-
fications are needed for more effective connection, coordination, and collaboration between
professionals and organizations who need to use and share sensitive information to fulfill
their respective responsibilities. Existing community theory, particularly as applied to in-
formation sharing and analysis centers (ISACs) and computer emergency response teams
(CERTs), focuses extensively on solving the information-sharing dilemma: the collective action
problem of exchanging sensitive threat intelligence (Gillard et al. 2023; Stein 2023). However,
this framing may be misaligned with the primary value proposition of a geographically
bounded C-CIC.

The metro Atlanta-focused pilot suggests that the primary value of C-CICs lies in establishing
relational infrastructure that exists independent of transactional data exchange. Members do
not necessarily need to share proprietary breach data to benefit from understanding regional
roles, establishing face-to-face familiarity with counterparts, and proactively building bonding
and bridging social capital in the community. These relationships enable rapid, trust-based
coordination when digital channels fail or time pressures prohibit formal vetting of personnel
and information. This distinction aligns with emergency management literature on “swift
trust” (Wong 2013), which demonstrates that crisis coordination depends less on information
transparency than on pre-defined roles and prior relationship-building. Unlike virtual ISACs
where value is measured by intelligence-sharing volume, the success of geographic C-CICs
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is whether a utility CISO knows precisely whom to call when a regional attack occurs, and
trusts that person will answer.

Standard community theory’s emphasis on openness and reciprocity thus requires modi-
fication: in security-sensitive contexts, affective social capital (familiarity, affect, emotional
bonds) may be cultivated without solving the cognitive social capital dilemma (informa-
tional trust, data reciprocity). The argument underlying the C-CIC model is that these can be
decoupled.

Additional findings from the C-CIC pilot suggest that applying community resilience frame-
works to the cyber domain requires significant adaptation. Unlike face-to-face communities,
where social capital is reinforced through physical proximity and chance encounters, cyber
communities operate in an environment of invisible relationships. In this context, resilience
does not emerge organically; it must be engineered. Our research indicates that digital trust
differs fundamentally from physical trust; it is fragile, prone to siloing, and heavily depen-
dent upon verification. Because online bonding can easily become insular, bridging capital
(the connection between diverse sectors) must be deliberately fostered through structured
interventions like cross-sector forums, shared calendars, and trust-building exercises.

These theoretical distinctions have immediate practical implications. While community
resilience principles offer a helpful starting point, our pilot demonstrates that grassroots
volunteerism alone is insufficient for sustaining a C-CIC. The unique constraints of the cy-
bersecurity profession, including the high sensitivity of information, reputational risk, and
extreme time pressure, mean that these communities cannot function on intrinsic motivation
alone. We argue that cyber community building must transition from a volunteer-driven
model to an institutional infrastructure model. Sustainable C-CICs require enterprise-grade
technical infrastructure, robust security protocols, and, crucially, dedicated professional facili-
tation. Just as physical infrastructure requires maintenance crews, digital social infrastructure
requires community managers to verify identities, curate threat intelligence, and maintain
the ’we-consciousness’ that prevents engagement drop-off.

These needs raise important questions regarding scalability. If achieving critical mass is
challenging within a single metropolitan area with dense professional networks, scaling
such initiatives to regional, national, or international levels presents exponentially more
barriers. Future research should investigate whether a federated model connecting local,
high-trust C-CICs is more effective than a monolithic national platform. Ultimately, the beta
test validated that while trust and social capital drive cyber resilience, intentionally designed
communities must be carefully engineered and require institutional investment to function.
Cyber community building should not be viewed as a low-cost networking experiment,
but rather as a well-funded, well-resourced imperative for national security and resilient
emergency preparedness infrastructure.
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CONCLUSION

The C-CIC pilot advances our understanding of cyber resilience by demonstrating that adapting
community-building principles from face-to-face to online contexts can improve cyber critical
infrastructure coordination. However, successful implementation requires significant modifi-
cation to address the unique constraints of cybersecurity environments. Our Atlanta-based
Critical Sherpas pilot provides empirical evidence that stakeholder demand for improved cyber
coordination exists and that effective coordination through an online community platform
design is achievable. However, sustainable engagement demands professional-grade facili-
tation and institutional investment rather than volunteer-driven approaches. This finding
has important implications for how we conceptualize cyber resilience as both a theoretical
framework and a practical imperative.

For practitioners and policymakers, this research suggests that effective cyber critical
infrastructure communities should be treated as an essential coordination infrastructure
that requires dedicated funding, professional management, and enterprise-level technical
coordination. Organizations and agencies investing in cyber resilience initiatives should
budget for sustained community facilitation, recognizing that busy cybersecurity professionals
need well-designed and easily accessible structured engagement opportunities that clearly
add professional value rather than additional volunteer commitments. The success of such
initiatives may depend on integrating community building into existing frameworks for
professional development and emergency preparedness, and forming industry associations
where participation can be formally recognized and resourced.

Based on these findings, future cyber community initiatives should implement specific
design principles, including multi-sectoral stakeholder teams instead of single champions,
structured referral pathways for sustained growth, and hybrid approaches that combine
online platforms with in-person events and trust-building activities. Building on the the-
oretical framework distinguishing relational from cognitive social capital, geographically
bounded cyber communities appear optimally positioned to cultivate the affective bonds,
role familiarity, and face-to-face relationships that enable rapid crisis coordination, a func-
tion distinct from the information-sharing mandate of national-scale ISACs or CERTs. The
integration of structured referral pathways as part of outreach, awareness-raising, and en-
gagement activities can enhance participation and strengthen community ties beyond what
can be achieved through purely digital approaches. Broad, inclusive partnerships with cyber
stakeholders across sectors will be essential for achieving the scale and sustainability that
voluntary approaches cannot provide, requiring institutional commitment rather than relying
on individual enthusiasm alone.

The broader implications for a national cybersecurity strategy are significant. Since cyber
threats increasingly require systematic and coordinated community responses, building
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resilient cyber communities becomes a matter of national security, and infrastructure in-
vestment must go far beyond optional networking enhancement. Future research should
examine optimal resource allocation models for cyber community initiatives, evaluate the
effectiveness of different institutional partnership frameworks, and develop metrics for as-
sessing community-level cyber resilience outcomes. The path forward requires treating cyber
community building as seriously as we treat other forms of critical infrastructure protection.
Sustained investment, professional expertise, and the recognition that community resilience
is a public good become essential for effectively protecting national security.
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1 INTRODUCTION

The increased use of and reliance on technology has created a more connected and efficient
society than ever before; yet, these technologies simultaneously strain and challenge our
critical infrastructure sectors to keep up. Many critical infrastructure sectors, such as energy
(Fiume et al. 2006) and the Defense Industrial Base (DIB) (Goure 2018), face significant talent
gaps among their workforce. There are multiple reasons behind this talent gap. First, some
sectors are experiencing a mass wave of employee turnover and are struggling to backfill
these positions (Fiume et al. 2006). Second, the Industrial Internet of Things (IIoT) revolution
has introduced new technologies and requirements for workers to understand and operate
while continuing to perform the duties for which they were hired (O’Heir 2017). Finally, the
introduction of new data-driven technologies, such as artificial intelligence (AI), has created
the need for the development of brand-new team roles with their own sets of capabilities. For
industries already struggling to hire and retain enough workers to operate, these additional
challenges are causes for immediate concern (Lewis 2019).

While the increased use of technology in various critical infrastructure sectors has created
these problems, it may also be a solution. Human-AI teams (HATs) are a recent focus of AI
research due to the possibilities they present to offload human workload and accomplish
tasks that, while difficult for a human to complete, cater well to what computers do best. AI
can be programmed to complete some tasks that teams do not have the manpower (O’Heir
2017) and/or capabilities to complete. An essential part of this construct’s success is that the AI
is not treated as just another tool that a human must manage; rather, the AI is an autonomous
agent that fulfills a completely interdependent team role (O’Neill et al. 2022). In this way, the
team’s overall workload is reduced while its ability to tackle new challenges is enhanced.

While HATs have been explored as a performance-enhancing construct in a variety of
environments, there is a significant lack of research on their role in critical infrastructure,
particularly in addressing the growing workforce challenges. This paper explains the need
for such a solution and presents a simple guiding framework for critical infrastructure teams
to determine what gaps might be filled by an AI teammate, the scope of the AI teammate’s
role, and the human-centered design considerations the team needs to address in integrating
the AI as an effective teammate.

The development of this framework was guided by the following research question:

How can a human-AI teaming guiding framework help critical infrastructure organizations
identify, scope, and fill talent gaps essential for cyber defense?
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2 BACKGROUND

2.1 The Development of a Talent Gap in Critical Infrastructure

Critical infrastructure encompasses the systems and assets vital to a nation’s well-being and
security, and can be divided into multiple sectors, including energy, transportation, financial
services, and the Defense Industrial Base (Wagner 2021). Most critical infrastructure sectors,
while overseen by various government agencies, are predominantly privately owned and
operated and are highly dependent on uninterrupted operations to be successful (Durkovich
2020). This condition of uninterrupted operations creates a very high demand and work-
load for the professionals who operate in these sectors. Critical infrastructure sectors are
interdependent, and thus when the sector is unable to provide continuous service, it affects
the operations of various other sectors (Wagner 2021). For example, if a power company is
unable to provide its promised output to the city it serves, that would directly affect the city’s
transportation services, communication services, healthcare services, and more are deeply
affected.

This interdependency has increased with the emergence of cyber critical infrastructure
and the vital computer services that keep all sectors running. As sectors introduce IoT devices
to connect operational technologies to information technologies, both for increased efficiency
and convenience, they simultaneously introduce vulnerabilities to cyber attacks (Malatji,
Marnewick, and von Solms 2022). These vulnerabilities have several important implications
for critical infrastructure and its workforce.

First, cybersecurity is now an essential additional layer that all critical infrastructure
organizations need to build into their talent pools (Malatji, Marnewick, and von Solms 2022).
While simple firewalls and scans may have been sufficient for systems that were segmented
from outside threats, increased connectivity substantially increases an organization’s risk of
exploitation and thus requires dedicated manpower operating on dedicated equipment.

Second, organizations must be able to recognize and remediate issues caused by a cyber
attack. Many critical infrastructure systems rely on operational technologies that require
highly specialized expertise. Often, organizations lack these skills in-house. As a result, they
frequently depend on contracted specialists, and only when they can first detect that some-
thing is wrong. A cyber attack can easily undermine this model if the organization is unable to
identify that a system has been compromised or is operating abnormally (Thomas and Chothia
2021). These limitations compound an already serious challenge, leaving many organizations
vulnerable to prolonged disruption and delayed response.

Research has found that a talent gap exists in critical infrastructure sectors involving both
technical capabilities and sector-specific managerial skills needed to manage, secure, and
implement technologies. The literature reveals a number of drivers of this gap, including
an aging workforce (Ashworth 2006), diminishing vendor-locked knowledge (Sandborn and
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Prabhakar 2015), and a younger generation seeking better working conditions and pay
(Ayodele, Chang-Richards, and Gonzalez 2020). As it stands, many sectors are nearly stretched
to the breaking point of human resources, facing urgent shortages in cybersecurity and
operational technology roles.

In response, several initiatives are exploring how to rebuild the cyber talent pipeline.
One promising development is the growth of cybersecurity clinics: university-based, service-
learning programs that pair students with local governments, utilities, hospitals, and nonprof-
its to provide real cyber defense support while training the next generation of practitioners
(Asare et al. 2025). These clinics provide students with hands-on experience working with real
systems and threats, while offering critical infrastructure organizations a much-needed cyber
capacity at a low cost. Recent national investments are expanding these clinics nationwide to
address the chronic shortage of entry-level talent. Beyond clinics, sectors have experimented
with a range of alternative training-focused strategies. A recent study sought to understand
how tailored training could help overcome this gap and found that various sectors have ex-
perimented with simulation-based learning and virtual training environments to accelerate
workforce preparation (Olonilua and Aliu 2025). In parallel, gamified training approaches
have been developed to both attract new talent and enhance retention among the critical
infrastructure workforce (Ashley et al. 2022). These efforts represent meaningful progress, yet
they remain focused on mitigating the talent gap through human training alone. Given the
scale and persistence of the problem, it is worth expanding the question: instead of training
humans alone, why not explore whether AI agents can fill some of these gaps directly?

2.2 Human-AI Teaming

The emergence of AI as an everyday technology, sometimes called the Artificial Intelligence
Revolution, has quickly reversed fears that AI would never succeed in applied settings (Li
2020). The ability to design AI to accomplish complex tasks with increasing levels of autonomy
enables the use of a new team construct, where the AI is viewed as a teammate rather than a
tool. A HAT consists of at least one human and one AI agent working interdependently in
pursuit of shared goals (O’Neill et al. 2022). In other words, the AI agent must take on a fully
independent team role that is integral to the team’s accomplishment of overarching goals. For
this to occur, the AI agent needs to operate with a minimum level of autonomy. HAT research
has shown this minimum level to be that of partial autonomy, where the AI can fully execute
a task once approved by a human (O’Neill et al. 2022). As such, it is essential to note that the
AI referred to in this paper encompasses a wide range of technologies capable of acting as
autonomous agents.

HAT constructs can provide significant advantages to teams, particularly those oriented
around technical goals to which AI capabilities are naturally suited. HATs can work together
to overcome challenges that all human teams struggle to overcome, such as tasks requiring
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complex data operations (Nyre-Yu, Gutzwiller, and Caldwell 2019) and those spread over
widespread geography (Chen 2023). Teaming is a unique type of collaboration, and exper-
iments pitting all-human teams and all-AI teams against HATs have shown that HATs are
more likely to underperform due to an inability to establish basic teaming components such
as shared situational awareness and intra-team trust (McNeese et al. 2021). This means that
AI teammates must incorporate human-centered design principles.

AI agents that require too much human oversight or act in an unexpected manner can
actually increase the workload and stress of human workers (Hauptman et al. 2023). HAT
research on situational autonomy has shown drastic increases in team performance when
the team can modify an AI agent’s autonomy levels (Salikutluk et al. 2024). Empirical research
within the cybersecurity and medical fields have shown that too much AI autonomy can
result in catastrophic failure states if the AI makes an error and a human teammate is unable
to respond to correct it (Hauptman, Schelble, Flathmann, et al. 2024). This is because as AI
operates with more autonomy, humans lose situational awareness of the AI’s actions and their
consequences (Onnasch et al. 2014). This is an important finding in the HAT community, as it
slightly revises the need for an AI teammate to always operate with partial or full autonomy.
This paper’s position is that, in order to function as an AI teammate, the AI agent must be
minimally capable of operating with partial autonomy. As humans are sometimes restricted
from making independent decisions, an AI teammate could also be restricted from operating
at higher autonomy levels under certain conditions.

2.3 AI Teammates in the Workforce

Much of the existing HAT research focuses on the gaming community due to the ability to
customize AI agents within gaming platforms, as well as the recruitment pool of players used
to partnering with virtual teammates (Zhang et al. 2021).

As researchers have sought to study the role of AI agents in applied settings, multiple
recent studies have explored the promise of AI teammates in cybersecurity and cyber defense
(Hauptman et al. 2023; Hauptman, Mallick, et al. 2024; Maennel and Maennel 2024; Malatji
2024). The security and defense of increasingly complex systems is an ideal space to investigate
the use of AI teammates, as they would be much more capable of analyzing and adapting
to emerging threats than their human counterparts (Malatji 2024). For instance, interviews
with cyber incident responders suggested that AI teammates could be used to identify and
operationalize indicators of compromise (IOCs) within an intrusion prevention system during
incident response in real-time (Hauptman et al. 2023). This is an important consideration for
critical infrastructure, where the ability to predict, detect, and respond to cyber threats is a
new, essential capability that most organizations do not currently possess.

Developing an effective AI teammate for distinct purposes, such as cybersecurity, requires
AI designers to consider a variety of human-AI interaction factors. Teams utilize several
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mechanisms to coordinate and collaborate in pursuit of shared goals, mechanisms that need
to be part of an AI teammate’s design. For example, one study that incorporated an AI network
infrastructure agent found that the way AI teammates communicate with human teammates
should seamlessly integrate into its existing channels, as opposed to asynchronously providing
humans with updates. Study participants noted that asynchronous updates would add mental
load to already demanding jobs and be far more likely to be viewed as simply another tool
(Hauptman, Schelble, Duan, et al. 2024).

Sometimes, these mechanisms cannot be replicated, as AI is inept at participating in be-
havioral communication, and failures of AI to replicate it have proven to produce worse
team performance than if they tried not to replicate it at all (Demir, McNeese, and Cooke
2016). HAT research suggests that to overcome this, teams need to identify what essential
information AI teammates need to communicate and develop the best ways for the AI to
push that information in a manner that will be received positively by human teammates
(Demir, McNeese, and Cooke 2016). Thus, an AI teammate that is effective in one environment
may be ineffective if placed in a new type of team. For instance, an AI teammate designed
to maintain a campus network with a small group of IT experts may be highly efficient and
valued. However, if the same agent were deployed on a more secure network with focused
cybersecurity professionals without modifications, it might be immediately disregarded as a
liability. For this reason, it is essential that organizations determine which aspects of teaming
are most crucial for an AI agent to replicate if it is to assume a full, interdependent team role.

3 PROCESS FOR DETERMINING IF/HOW TO EMPLOY AN AI TEAMMATE

Based on our research expertise in human–AI teaming, we developed a three-step process to
help organizations assess whether, when, and how an AI teammate should be integrated into
their workforce. The process presented in this paper is a conversation starter- it is intended
to get critical infrastructure sectors thinking about the sources of their talent gaps, if AI is a
probable solution, and, if so, identify the human-centered design considerations necessary
for a successful human–AI collaboration.

The three steps are articulated as guiding questions that organizations should ask them-
selves when considering the integration of AI teammates: Is it a capacity or capability gap?
What would be the role of the AI on the team? And what are some important human-centered
design considerations? (Figure 1). Framing the process through these questions anchors the
discussion in organizational needs, technological suitability, and human factors. The following
subsections elaborate on each step in turn.
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Figure 1. A 3-step process to determine if and how an AI teammate should be integrated.

3.1 Question 1: Is it a Capacity or Capability Gap?

The gaps that critical infrastructure sectors are struggling to fill can be classified by either
an issue of capacity or an issue of capability. A capacity gap reflects skills that the team has
organically possessed in the past but is currently struggling to maintain. This loss or shortage
of skills is often due to retirement, turnover, or insufficient recruitment pipelines. In contrast,
a capability gap concerns the emergence of new needs that existing human workers are
ill-equipped to address. It arises when new operational demands, technologies, or threat
vectors create requirements that the existing workforce is not equipped to meet. In the first
case, an AI teammate is only beneficial in a small set of circumstances; whereas, in the case
of a capability gap, an AI teammate is almost always value-added to the organization.

Understanding whether a workforce challenge reflects a loss of past capacity or the emer-
gence of new capability demands is, therefore, a critical first step in determining whether,
and how, an AI teammate should be integrated.

If you answered capacity gap:

What does a capacity gap mean for AI integration? Critical infrastructure sectors are
encountering shallow hiring pools. Understanding the underlying causes of these shortages
is essential for determining whether an organization should (a) invest in strategies to attract
and retain human talent or (b) consider whether an AI agent could meaningfully supplement
the team.

In some cases, the shallow pool is due to rising worker expectations around pay, benefits,
and flexible work arrangements (Ashworth 2006). Over the years, sectors have utilized short-
term fixes to fill critical roles. However, with sectors such as energy seeking to hire over
200,000 employees over the next three years (Hauser et al. 2025), it is increasingly clear that
sustainable, long-term workforce solutions are necessary. For the most part, these positions
remain inherently well-suited to human workers, and it behooves the sector to adapt to the
changing demands of the workforce, as they are not going to disappear by filling one or two
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team roles with AI. Instead, replacing humans in work roles that suit their capabilities and
interests is more likely to breed fear of replacement and increase the rate of turnover among
workers who experience negative emotional responses to the AI (Verma and Singh 2022). In
such circumstances, an AI teammate is not an appropriate solution.

On the other hand, in many cases, the shallow hiring pool stems from a growing mismatch
between the jobs available and the skills pursued by younger workers (Becker 2010). This
poses a significant challenge for critical infrastructure organizations that require very specific
skill sets that, for a variety of reasons, are considered unattractive to today’s workforce. These
reasons include lengthy or demanding educational pathways, lower entry-level salaries, rigid
work schedules, and perceived status in the social hierarchy (Becker 2010). Because these
issues typically lie beyond an individual organization’s control, AI may offer a viable means
of addressing persistent capacity shortages. In fact, strategically deploying AI in positions that
are less attractive to the workforce may redirect human workers toward developing new
skills needed to address emerging capability gaps.

If you answered capability gap:

What does a capability gap mean for AI integration? The capability gap refers to the
emergence of new, largely technologically driven, needs in critical infrastructure sectors. Big
data and AI-driven technologies are emerging as vital components of a sector’s growth and
efficient operations (Johnson et al. 2021). The incorporation of these technologies is generating
new skill requirements in teams where workers must understand how to operate and leverage
the technology (Johnson et al. 2021). As of 2024, the United States alone faced more than
500,000 unfilled cybersecurity-related positions (Dubov and Dubova 2025). Some of these
skill gaps can, and should, be filled by humans with the right education and experience. As
AI can fill repetitive, automatable job roles, humans are free to fill those that require greater
degrees of creativity and reason (Daugherty and Wilson 2018).

However, some emerging roles require levels of speed, precision, pattern recognition, or
computational breadth that surpass human cognitive limits to truly leverage the technology
for the team. For instance, cyber incident responders report the need for AI teammates
that can collect, analyze, and make sense of network data more quickly and accurately
than a human analyst (Hauptman et al. 2023). This could be particularly useful for critical
infrastructure sectors involving Supervisory Control and Data Acquisition (SCADA) systems,
as AI solutions can overcome the challenges of having to monitor, understand, and compare
various protocols and languages simultaneously (Aldossary, Ali, and Alasaadi 2021). Thus,
in the case of a capability gap, an AI teammate is a promising solution to an organization’s
talent gap.
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3.2 Question 2: What would be the Role of the AI on the Team?

Once the gaps that an organization wants to address with an AI teammate are identified, the
next step is to define the scope of the AI teammate’s role clearly. This scoping process mirrors
how one would scope a position for a human hire. It involves two complementary decisions.
First, the organization must determine which tasks the AI agent will be expected to perform.
Second, it needs to understand and define how much autonomy the AI agent should be given
to accomplish those tasks efficiently and safely. Together, these decisions ensure that the AI
teammate is positioned to contribute meaningfully without introducing unnecessary risks or
ambiguity in its role.

Scope the AI role with the necessary tasks.

The most common use of AI is as a tool or assistive technology. In contrast, an AI agent
functioning as a teammate is intended to occupy a defined, independent role rather than
merely augment one already filled by a human (O’Neill et al., 2020). Human-AI teaming
research has extensively investigated what roles would be best suited for an AI agent, based
on its unique capabilities and realistic limitations. Studies show that roles involving the
collection, integration, and analysis of vast amounts of data (Enskovitch et al. 2021), as well
as the strict application of predefined actions (Hauptman et al. 2023) are well suited for AI
teammates.

Conversely, roles requiring nuanced judgment, frequent adaptation to novel situations, or
precise physical interaction with the environment remain better matched to human workers
(Hauptman, Schelble, Duan, et al. 2024). For instance, studies have highlighted the potential
of AI teammates as network security analysts, responsible for collecting and analyzing vast
amounts of distributed data, or as healthcare assistants capable of storing and utilizing a
patient’s historical data and symptom patterns to develop a diagnosis (Hauptman, Schelble,
Duan, et al. 2024).

Scope the AI role with the right level(s) of autonomy.

Once a team has determined that a specific role is suited for an AI teammate, the next step
is to specify the level of autonomy that AI should have in executing its assigned tasks. This
decision is analogous to determining a human worker’s place in the management hierarchy,
clarifying not only what the agent does but also how independently it is allowed to act.
Human-AI teaming research has attempted to adapt and apply the levels of automation into
the levels of autonomy to design and classify autonomous agents (O’Neill et al. 2022). As noted
in Section 2, to be considered a teammate, an AI agent must minimally operate with the ability
to fully execute its team role.
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Further considerations include that the AI possesses enough autonomy to perform its duties
without unduly increasing the workload or supervisory burden on human teammates (Haupt-
man et al. 2023). At the same time, its autonomy should not exceed the point at which it begins
making decisions for which it lacks the necessary programming, contextual understanding,
or reasoning capabilities (Hauptman, Schelble, Flathmann, et al. 2024). This ladder concept is
of particular importance to teams that operate in high-risk environments, as the ironies of
autonomy show that the more autonomy that AI has, the less capable human teammates are
of detecting and responding to AI failures (Ganesh 2020). This balance is essential for teams
that frequently navigate ethically ambiguous situations, a topic further explored in the third
question.

3.3 Question 3: What are Important Human-centered Design Considerations
Necessary to Ensure Effective Teaming?

Competent AI agents are not guaranteed to be either effective or accepted by a team (Flath-
mann et al. 2023). Empirical studies have shown that humans are more likely to trust and
positively perceive an AI teammate when they perceive more similarities between themselves
and the AI (Georganta and Ulfert 2024). In fact, several human-centered design considerations
have been explored for generating trust in human-AI teams in the workplace (Hauptman,
Duan, and McNeese 2022). This section highlights three such considerations particularly rele-
vant for the design of an AI teammate operating in critical infrastructure sectors: workplace
presence, explainability and communication style, and ethical ideology.

Design for the AI teammate’s workplace presence.

An essential part of customizing an AI teammate is designing the type of presence the
AI will have in the workplace. In many instances, an AI teammate may be required to
have no physical presence at all, operating purely as a software agent embedded within a
system or network resource. Even so, the nature of its presence—and how that presence is
communicated to the team—often requires additional design attention. A recent study has
shown that AI teammates should possess a degree of presence that is on par with how human
team members are used to engaging with one another. For example, teams that collaborate
in a physical workplace every day would more readily trust and accept an AI teammate
that exhibits some form of physical embodiment. Conversely, teams that are geographically
dispersed and communicate over video conferencing would prefer an AI represented through
an avatar or visual agent consistent with their communication norms (Hauptman et al. 2023).
This is an important design consideration for critical infrastructure sectors, where trust, clarity,
and shared situational awareness are central to safe operations. As such, AI teammates may
require additional representational layers and embodiments beyond what is necessary for
them to function and complete their tasks. For instance, while an AI teammate operating
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as a network analyst may not require a physical presence to perform its duties, providing
a dedicated interface or “presence point” within the team’s workspace can substantially
improve how its alerts, findings, and recommendations are perceived and acted upon.

Future research should investigate how these presence-related design choices function
in real-world deployments, as empirical work in operational settings remains limited. The
field could also benefit from drawing more systematically on insights from adjacent domains
such as human–robot interaction (Putlitz and Roesler 2024), Computer-Supported Collabo-
rative Work (CSCW), and digital twin research, all of which offer insightful perspectives on
embodiment, co-presence, and mediated interaction. Additionally, design scholarship on data
physicalization (Bae et al. 2022; Jansen et al. 2015) provides a rich repertoire of approaches
for making computational agents and their outputs more legible, tangible, and meaningfully
integrated into human work practices.

Design the AI teammate to communicate with the team.

An important component of an AI teammate’s presence is how it communicates. Explain-
able AI (XAI) is an extremely active research area, and is commonly defined as “an interface
between humans and a decision maker that is, at the same time, both an accurate proxy of
the decision maker and comprehensible to humans” (Chatila et al. 2021). In essence, effective
explanations from an AI to a human must be relevant to the decision at hand, accurate in
representing the AI’s reasoning, and communicated in a way that is understandable and
usable by the human receiving it. While research generally supports AI explanations as in-
creasing trust in AI systems (Schoenherr et al. 2023), human-AI teaming research has shown
that overly detailed or frequent explanations can have the opposite effect (Hauptman, Mallick,
et al. 2024). Evidence also suggests that the method by which an AI agent’s explanations are
communicated is more important to human teammates. It is essential that an AI teammate’s
explanations reflect how the team generally communicates. This extends to preferred commu-
nication platforms (email, messaging platforms, reports), modalities (written, verbal, imagery)
and frequency (Hauptman, Mallick, et al. 2024). Aligning with these norms helps ensure that
explanations feel natural, appropriately timed, and easy to integrate into existing workflows.

Design the AI teammate to reflect the team’s ethical values.

AI teammates need to communicate more than just their actions. An integral component of
AI teammate acceptance is how well the AI seems to understand and exhibit adherence to the
team’s shared ethical code. This shared code is an essential part of effective teaming (Ouakouak
and Ouedraogo 2019). Shared codes of ethics are vital to professional organizations in critical
infrastructure sectors that make decisions affecting the safety and welfare of workers, clients,
and society on a daily basis (Nichols, Nichols, and Nichols 2007). HAT research has thus
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proposed that AI teammates that are designed to incorporate and consider the shared ethical
ideology of their team are more likely to be trusted and accepted as teammates (Flathmann
et al. 2021).

That humans can trust an AI agent to consider and act in accordance with the team’s ethical
code is integral to long-term teaming in the workplace, as studies show that classic trust repair
strategies are ineffective when an AI agent commits an ethical violation (Textor et al. 2022).
This will be harder to design for in some sectors than others, depending on the extent to
which the sector has a set of codified ethical principles on which everyone trains, such as
the medical sector’s Hippocratic Oath (Nicolaides 2014). In addition to guiding behavior,
ethical codes can also be used to design AI teammates that adapt autonomy levels in response
to ethical dilemmas, thereby preventing violations of the team’s ethical code (Hauptman,
Schelble, and McNeese 2022). This represents a promising human-centered design feature, as
it acknowledges the inherently variable nature of ethics in complex, dynamic environments,
and promotes responsible AI behavior before violations occur.

4 THE WAY FORWARD

As several critical infrastructure sectors begin to address growing talent gaps in their work-
forces, it is essential to recognize not only the challenges but also the opportunities presented
by the increasing capabilities and adoption of AI technologies. Many of the demands faced by
these sectors are due to the creation of new team roles required to collect, understand, and
utilize large data sets, tasks that lend themselves well to AI agents. Consequently, human-AI
teaming constructs are a promising solution to overcoming current and forthcoming talent
gaps.

To do this effectively, this paper introduced a question-based framework for identifying
and scoping the roles of AI agents designed to work as teammates in critical infrastructure
organizations. This framework should be understood as a starting point rather than a mature
model, and the public and private sectors need to take multiple next steps to test and refine it.
Future work is necessary to further develop and validate the framework. While the present
article provides conceptual guidance, it does not include case studies that demonstrate how
the framework operates in real operational environments. To fully operationalize the “how,”
future research should translate these questions into concrete organizational workflows,
develop maturity models or decision trees, and create actionable checklists tailored to sector
needs. These steps will be crucial for transforming the framework into a practical tool for
critical infrastructure cyber defense.

Critical infrastructure organizations should apply the guiding framework proposed in this
paper to clarify their talent gaps, understand the sources of those gaps, and determine which
roles in their organizations are most suited for AI teammates. As noted in Section 2, most

236 | THE CYBER DEFENSE REVIEW



A. Hauptman

HAT research to date has been conducted in low-risk or gaming settings. Governments and
industry partners will need to invest in pilot programs that allow organizations to experiment
with these roles in operational environments, helping them identify the human-centered
design features most critical for effective integration into sector-specific teams.

Ultimately, while AI holds enormous potential for these sectors, it is also true that their
integration comes with nuances and associated risks. Research on human–AI teaming is
still recent, and many questions about real-world implementation, organizational fit, and
long-term impacts remain open. Poorly designed systems, incorrect autonomy levels, and
vulnerability to cyber attacks could all derail the employment of AI and exacerbate, rather
than alleviate, the talent gap. Accordingly, iterative evaluations and field testing are essential
and researchers must continue to refine and adapt this framework to include sector-specific
considerations and lessons learned. Doing so will enable the development of AI teammates
that critical infrastructure organizations can adopt, accept, and utilize in the real world.
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1 INTRODUCTION

Communities across the United States are increasingly vulnerable to cyberattacks targeting
critical infrastructure, nonprofits, and other trusted institutions. While national security
debates often focus on federal capabilities and corporate defenses, many of the most acute
risks originate at the local level, where resource-strapped governments, utilities, and service
organizations remain exposed to sophisticated adversaries. These vulnerabilities are not
only a local concern—they create systemic risks for national defense and power projection.
Strengthening cyber resilience at the community level is therefore a strategic imperative for
national security.

In recent years, a novel model has emerged to address this challenge: the university-based
cybersecurity clinic. Inspired by clinical education in medicine and law, cybersecurity clinics
embed students in hands-on engagements with real organizations under faculty supervision.
Clinics offer pro bono or low-cost services, including security assessments, incident response
planning, and staff training, to public-serving institutions that cannot otherwise afford profes-
sional cybersecurity support. At the same time, they serve as a training ground for the next
generation of cybersecurity professionals, equipping students with interdisciplinary skills in
technical defense, policy, law, and organizational governance.

This paper examines the impact of cybersecurity clinics on critical infrastructure resilience
and national power projection, focusing on case studies from the consortium of cyberse-
curity clinics, including those at Indiana University, MIT, and UC Berkeley. It argues that
cybersecurity clinics not only serve as incubators for interdisciplinary education but also
function as essential contributors to the broader effort of fortifying cyber resilience across
sectors in line with principles from Public Interest Technology (PIT). What makes this model
particularly powerful is that while these clinics operate as independent units, through the
consortium of clinics, they coordinate strategically, allowing them to share best practices,
improve methodologies, and scale impact across different regions and sectors. By fostering
collaboration among universities, these clinics create a networked approach to cybersecurity
capacity-building, ensuring that solutions developed in one setting can be adapted and applied
elsewhere. As such, we present the clinic model as a scalable, collaborative framework for
strengthening cybersecurity capacity at the local, national, and international levels, ultimately
supporting broader national security and power projection efforts.

The paper proceeds in five parts. Section 2 situates cybersecurity clinics within the broader
landscape of PIT and clinical education. Section 3 examines the cybersecurity challenges
facing state and local governments and nonprofits, highlighting the gaps clinics are designed
to fill. Section 4 elaborates on the design and pedagogical underpinnings of the clinic model.
Section 5 presents detailed case studies of MIT, UC Berkeley, and Indiana University, followed
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by a comparative analysis. Section 6 concludes with policy recommendations for scaling
cybersecurity clinics as a national resilience strategy.

2 BACKGROUND

2.1 Cybersecurity as a Strategic Imperative: Interdisciplinary Solutions for
National Resilience and Power Projection

Cybersecurity is a fundamental pillar of national defense and economic power. The ability
of a nation to protect its critical infrastructure, respond to cyberattacks, and project power
in cyberspace requires interdisciplinary competencies that span public policy, public ad-
ministration, law, organizational behavior, business management, education, and applied
social sciences. Cybersecurity involves a vast network of stakeholders—multiple levels of
government, NGOs, private-sector enterprises, and community organizations—each operating
under distinct regulations, missions, and resource constraints. However, all contribute to
mitigating cybersecurity risks.

Policymakers, for example, establish regulations that shape cybersecurity governance;
legal experts interpret and ensure compliance; behavioral scientists study and influence user
behavior to reduce vulnerabilities; and technologists develop and implement security mea-
sures. These roles do not operate in isolation—regulations influence technical design choices,
legal frameworks shape organizational security policies, and human behavior determines
the effectiveness of even the most advanced cybersecurity tools. As a result, an integrated
and interdisciplinary approach is essential to effectively address cybersecurity risks. In the
context of national security, cyber threats to critical infrastructure pose significant risks to
military readiness and power projection (Clarke and Knake 2019).

As recent cyber incidents have demonstrated, adversarial state and non-state actors increas-
ingly target essential services—such as power grids, transportation systems, and emergency
response networks—to disrupt civilian life and military operations (Borghard and Lonergan
2017). The 2021 Colonial Pipeline ransomware attack underscored the vulnerability of civilian
infrastructure managed by cyber threats, leading to fuel shortages that affected economic sta-
bility and public confidence (Beerman et al. 2023). Meanwhile, cyber-enabled disinformation
campaigns have further demonstrated how digital vulnerabilities can be exploited to under-
mine social cohesion and weaken national decision-making (Nye 2019). Again, addressing
these challenges requires a holistic approach that integrates technical expertise with policy,
legal, and operational considerations.

Cybersecurity clinics provide a compelling model for strengthening cyber resilience at
the local, national, and international levels by directly addressing critical infrastructure
vulnerabilities, supporting national security priorities, and fostering the next generation of
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cybersecurity professionals. A significant challenge in national cyber defense is that many crit-
ical infrastructure providers—such as small municipal governments, regional water utilities,
rural healthcare networks, and nonprofit service providers—operate with severely limited
cybersecurity resources (Preis and Susskind 2022; Norris et al. 2021). These organizations
often lack dedicated security personnel, robust cyber hygiene practices, or the ability to
defend against sophisticated cyber threats, making them attractive targets for adversarial
state and non-state actors (Fox-Sowell 2024). Because military operations frequently depend
on civilian-managed infrastructure, vulnerabilities in these under-resourced sectors present a
direct risk to national power projection and operational readiness. By securing these essential
services, cybersecurity clinics may help reduce systemic cyber risks that adversaries could
exploit to disrupt national defense capabilities.

We argue that the work of clinics strengthens the broader cyber ecosystem, reducing the
attack surface that foreign actors might leverage in cyber-enabled coercion or warfare. In
addition, we maintain that cybersecurity clinics provide a scalable model to expand national
cybersecurity capacity. By forming structured partnerships with federal and state agencies,
the clinic model should be integrated into the national cybersecurity strategies.

2.2 Public Interest Technology and the Role of Cybersecurity Clinics in
Community Resilience

Public Interest Technology (PIT) is an emerging field that applies technological expertise to
advance the public good, ensuring that technology serves community well-being (McGuinness
and Schank 2021). PIT aligns technological innovation with civic responsibility, emphasizing
the development of tools, policies, and interventions that promote transparency, accessibility,
and security for all communities—particularly those that are under-resourced or dispropor-
tionately affected by digital threats. Cybersecurity clinics represent a key instantiation of PIT,
as they channel university resources, technical expertise, and student training and engage-
ment toward mitigating cyber risks for public-serving institutions such as local governments,
nonprofits, hospitals, and small businesses.

Cybersecurity is often framed in terms of corporate risk management and national defense,
yet its impact on small businesses, local governments, nonprofits, and other public services is
equally urgent (Zoghbi 2024). In fact, increased threats and attacks aimed at critical infras-
tructure present a risk to national defense and power projection. These organizations rely
on digital systems to deliver essential services but frequently lack the resources to protect
themselves from rapidly evolving cyber threats (CISA 2024). Cybersecurity clinics embody
the principles of PIT by bridging the gap between academic learning and real-world public
service, aligning student education with community-based cybersecurity interventions that
enhance the resilience of public-serving organizations.
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A key strength of cybersecurity clinics is their ability to deliver professional-grade services
to organizations that cannot afford traditional consultancy fees. Many local agencies, munic-
ipalities, and nonprofits operate with minimal IT staffing and shoestring budgets, making
them especially vulnerable to cyberattacks (Pattison-Gordon 2024). By offering pro bono or
low-cost assessments, cyber hygiene training, and incident response planning, clinics help
these organizations adopt robust security practices that would otherwise be out of reach. This
direct engagement has a transformative effect: clinics don’t just provide short-term fixes—they
help organizations internalize cybersecurity as an ongoing responsibility, ensuring that best
practices persist long after the engagement ends.

Beyond immediate technical support, cybersecurity clinics address systemic inequities
in cybersecurity access. Vulnerable populations—such as rural communities, lower-income
groups, tribal nations, and older generations—are often disproportionately impacted by
cyber incidents (World Economic Forum 2022). Cybersecurity clinics help close the digital
divide, providing culturally and contextually tailored cybersecurity education and services.
Importantly, students gain critical skills in communicating cybersecurity concepts in plain
language, ensuring that effective security measures are inclusive and accessible rather than
exclusive to well-funded entities.

In addition to serving immediate needs, cybersecurity clinics help cultivate a pipeline
of public sector cyber talent. Even when state or local governments wish to improve their
security posture, they often struggle to attract qualified professionals who might prefer higher-
paying private sector jobs (Norris et al. 2021). Clinic engagements bridge this gap by exposing
students to real-world public sector challenges—and in doing so, enable students to pursue
their growing interest in public service. This fusion of education and civic duty benefits both
sides: organizations receive targeted support, while students gain experience that can shape
their professional trajectories toward service-oriented roles.

Finally, cybersecurity clinics influence policy by revealing systemic gaps in local gover-
nance and resource allocation. Municipalities partnering with clinics often discover the need
for clearer regulations or dedicated funding to lend aid during local cybersecurity crises. As
students deliver their final reports or exit briefings, they frequently highlight policy-level
changes that may strengthen an organization’s long-term resilience. Over time, these interac-
tions can spark efforts to implement broader legislative or budgetary reforms. In this way,
the clinic model not only helps individual clients but may also steer decision-makers toward
developing more thorough cybersecurity frameworks at the local, state, or even federal levels.
Some cybersecurity clinics have gone beyond client engagements to produce policy proposals
that reflect lessons learned from their work with community and local government stakehold-
ers. Over time, these engagements may catalyze broader legislative and regulatory reforms,
strengthening cybersecurity at the local, state, and even federal levels.
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2.3 The State of Community and Local Government Cybersecurity

Local governments and community organizations are on the front lines of cybersecurity
threats, yet they often lack the resources, expertise, and personnel to defend against in-
creasingly sophisticated cyberattacks. These vulnerabilities do not exist in isolation—foreign
adversaries and cybercriminals increasingly target municipal agencies, public schools, and
healthcare providers as a means to disrupt broader national systems. Because national secu-
rity depends on the resilience of local and regional infrastructure, these persistent gaps in
local cybersecurity have far-reaching consequences for national cyber defense and power
projection. Scholarly work has begun to show that this is not just a practical gap but a research
gap: municipal cybersecurity remains comparatively underexamined relative to national or
sectoral critical-infrastructure studies, limiting both descriptive baselines and the conceptual
frameworks that could guide policy and practice (Norris et al. 2021; Norris and Mateczun
2022; Norris, Mateczun, and Forno 2022; Hossain et al. 2024; Preis and Susskind 2022).

Local public agencies such as schools, libraries, cities, and towns are at the epicenter of
the cybersecurity crisis. Between 2013 and 2019, over 169 ransomware attacks hit local
governments across 48 states and the District of Columbia (Liska 2019), and ransomware
attacks generally increase in frequency year-over-year (Fox-Sowell 2024).

Cyberattacks on state and local governments cause swift and severe fallout. Ransomware
attacks, in particular, can disrupt city services, expose sensitive information, and cost millions
of dollars to recover from (Perlroth 2019). A ransomware attack on Atlanta in 2018 forced the
city to shut down many of its online services, including billing, court documents, and airport
wi-fi (McKay 2018), while an attack the same week impeded Baltimore’s computer-assisted
dispatch system, forcing 911 call centers to handle emergency support manually (NBC News
2018). Outside of the immediate impacts, cyber-attacks can have long tailwinds; a ransomware
attack on the City of Dallas in 2024 impacted police services and exposed the social security
numbers and health information of over 200,000 people (Everton 2024), raising the risk of
identity theft and exposing extremely sensitive information.

Small governments may seem to be infrequent targets compared to large, wealthy cities,
but many small governments face additional threats due to their limited staff and reliance
on technology and contractors. In 2019, the same ransomware attack affected 23 cities in
Texas through a software product they used that was managed by another company (Allyn
2019). The Mayor of Keene, TX, one affected city, emphasized: “A lot of folks in Texas use
providers to [manage software] because we don’t have a staff big enough to have IT in-house.”
According to cyber experts at Mastercard (2025), “It’s easy to think that [small cities] may not
be a target. . . but the incidents we continue to see prove otherwise.” Local governments face
serious cybersecurity challenges, but protecting these institutions from cyberattacks is of the
utmost importance to preserve critical services for communities.
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Critically, the academic literature indicates we still lack a systematic account of this threat
environment at the municipal tier. Comparative reviews find only a small number of peer-
reviewed studies on local-government cyber incidents since 2000, and most are descriptive
case narratives rather than empirically informed or cross-jurisdictional analyses (Norris
et al. 2021; Norris and Mateczun 2022; Norris, Mateczun, and Forno 2022; Hossain et al. 2024).
Preis and Susskind (2022) further argue that interdependencies are poorly theorized: attacks
on a single city can cascade across shared networks, vendor ecosystems, or interlocal service
arrangements, yet scholarship rarely models those spillovers. The absence of standardized
incident reporting at the municipal level compounds the problem by limiting the construc-
tion of longitudinal datasets and hindering policy learning (Chodakowska, Kańduła, and
Przybylska 2022; Norris and Mateczun 2022; Norris, Mateczun, and Forno 2022).

Despite elevated threats, the status quo favors large, for-profit organizations that have the
time, talent, and resources to follow expert best practices and secure their infrastructure,
while smaller and public organizations may get left behind. This fragmented approach to
cybersecurity inherently benefits adversarial state actors and cybercriminal networks, who
can exploit under-resourced municipalities as a weak link in the nation’s digital infrastructure.

When cities and towns can invest in cybersecurity, they face an uphill battle. Talent short-
ages and lower government wages can impede many cities’ abilities to hire IT and cyberse-
curity talent; According to CyberSeek’s May 2024-April 2025 data update 1, U.S. employers
posted approximately 514,000 cybersecurity-related job listings suggesting that over 450,000
cybersecurity jobs remain open at that time given the supply-to-demand ratio of about 74%,
and in 2022, private sector jobs paid 14% more than equivalent public sector jobs (Zengler
2022). The cybersecurity product marketplace is also flooded with tools, making it difficult
for cities without in-house experts to understand what they need. Over 10,000 cybersecurity
products exist 2, and the average mid-market organization uses between 76 and 100 cyberse-
curity tools across their organization (Oracle 2020). This combination of frequent threats and
low resources makes state and local governments some of the most at-risk organizations in
the U.S. for cyberattacks.

The literature deepens this picture by showing that municipal cyber risk is not only about
money—it is also about institutional capacity and governance. Caruson, MacManus, and
McPhee (2012) documented more than a decade ago that many local officials lacked even a
basic working knowledge of cyber risk, which in turn produced over-reliance on vendors and
difficulty scrutinizing proposed solutions. Subsequent studies find that generalist administra-
tors and elected officials still face a steep learning curve, widening the gap with technical staff
and complicating priority-setting (Hatcher, Meares, and Heslen 2020; Frandell and Feeney
2022). Meanwhile, fragmented authority and the lack of standardized reporting or oversight

1. https://www.cyberseek.org/heatmap.html
2. https://dashboard.it-harvest.com/
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at the municipal level entrench variation and hinder coordinated response (Chodakowska,
Kańduła, and Przybylska 2022; Norris and Mateczun 2022). Preis and Susskind (2022) add an
equity dimension: underinvestment multiplies risk because communities with the thinnest
administrative and fiscal capacity are also those whose services e.g. water, EMS, schools—are
most critical to daily life, and most exposed to cascading harms when compromised. Put differ-
ently, the “capacity gap” and the “governance gap” interact—resource scarcity, organizational
design, and policy fragmentation jointly produce vulnerability at the local tier.

This paper extends this discussion by emphasizing the role of clinics as public-interest
service providers for municipalities, nonprofits, and other under-resourced organizations.
By demonstrating how clinics deliver essential capacity to actors otherwise excluded from
the cybersecurity marketplace, we argue that clinics should be understood not only as work-
force pipelines but also as governance mechanisms that strengthen local resilience and, by
extension, national security. In this sense, clinics address both the service gaps highlighted by
municipal governance literature (Preis and Susskind 2022; Norris and Mateczun 2022) and
the workforce challenges identified in cybersecurity education research. Their promise lies
in bridging these domains—linking education, governance, and resilience in ways that no
other intervention currently does.

3 EXPANDING ON THE CYBERSECURITY CLINIC MODEL AND DESIGN

The growing cybersecurity vulnerabilities faced by local governments, nonprofits, and small
businesses require scalable solutions that can rapidly expand cybersecurity capacity while
training the next generation of professionals. Cybersecurity clinics address this need by
providing structured, hands-on training for students while delivering real cybersecurity
support to under-resourced organizations. Unlike traditional coursework, clinics immerse
students in live cybersecurity environments, where they assess risks, implement security
measures, and develop cyber policies that have tangible and sometimes immediate impact.
Cybersecurity clinics offer a structured approach to skill-building that is both scalable and
sustainable.

This section examines the pedagogical foundations of the cybersecurity clinic model. While
Section 2 describes the policy and governance context, here the focus shifts to education and
workforce development. Drawing on experiential learning theory and traditions of clinical
education in medicine, law, social work, and engineering, we outline how cybersecurity
clinics are designed to prepare students for high-stakes professional practice. The section
proceeds in three parts: first, it situates clinics within experiential learning traditions; second,
it identifies the distinctive features of the clinical approach; and third, it highlights how these
features scale into workforce development and national resilience.
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3.1 Experiential Learning and the Clinical Education Model

Clinical education is rooted in experiential learning theory, which emphasizes learning
through direct engagement, reflection, and iterative practice (Kolb 1984). According to Kolb’s
model, students cycle through four stages: concrete experience, reflective observation, ab-
stract conceptualization, and active experimentation (Kolb, Boyatzis, and Mainemelis 2001).
This process ensures, Kolb would argue, that learning is not passive but an evolving, participa-
tory experience where students apply theoretical knowledge to practical situations, analyze
outcomes, and refine their approach (Kolb and Kolb 2005).

Cybersecurity clinics extend this framework into professional environments where deci-
sions can carry immediate consequences. Unlike controlled classroom exercises, cybersecurity
threats are evolving, requiring students to develop problem-solving skills in dynamic, high-
pressure contexts. Clinical education in this setting ensures that students engage with real
clients while being closely supervised by faculty and industry professionals (Susskind et
al. 2024). This combination of authentic engagement and structured oversight allows students
to build both confidence and competence, ensuring their recommendations are actionable
and aligned with professional standards (Irby and Hamstra 2016).

Clinical education has been shown to be effective across multiple disciplines: medicine
(Gruppen, Mangrulkar, and Kolars 2012), law (Chavkin 2002; Bloch 2010), social work (Fortune,
Lee, and Cavazos 2005), and engineering (Tembrevilla, Phillion, and Zeadin 2024). Cyberse-
curity clinics represent a natural extension of this tradition, providing an applied learning
framework that not only strengthens the workforce pipeline but also contributes directly
to national security needs. Owusu (2023) reinforces this point by situating cybersecurity
clinics within the teaching hospital tradition, highlighting their ability to integrate research,
service, and education into a single model. While Owusu’s study emphasizes the curricular
shortcomings of traditional cybersecurity programs, our analysis underscores how clinics
address these gaps through supervised, real-world practice that prepares graduates to mitigate
risks, respond to incidents, and contribute to broader cyber resilience.

While sharing the general principles of experiential learning, cybersecurity clinics exhibit
distinctive characteristics that differentiate them from other applied learning approaches.
These include:

Hands-on practice in live settings: Students assess vulnerabilities and implement mitiga-
tion strategies for organizations that often lack internal cybersecurity expertise. This mirrors
the way medical students refine diagnostic skills through clinical rotations (Issenberg et
al. 2005; Gruppen, Mangrulkar, and Kolars 2012).

Direct client engagement with real stakes: Deliverables affect the resilience of munici-
palities, nonprofits, and small businesses. Errors or omissions have real-world consequences,
reinforcing accountability (Benner et al. 2009).
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Structured supervision and reflective practice: Faculty and professional mentors over-
see engagements and lead post-engagement debriefs, integrating technical, ethical, and strate-
gic considerations (Cantillon and Dornan 2014).

Competency-based assessment: Students are evaluated on demonstrated ability to deliver
usable, effective security recommendations, echoing competency-based models in medical
and legal education (Carraccio et al. 2002; Epstein 2007).

Collaborative and interdisciplinary learning: Teams draw from law, policy, and technical
disciplines, preparing students for the cross-functional collaboration required in modern
cybersecurity (Thistlethwaite 2012; Salas et al. 2012; Hammick et al. 2007).

Bertone, Wagner, and Pauli (2025) corroborate the importance of these features, showing
through a systematic literature review that experiential models grounded in Kolb’s cycle con-
sistently outperform traditional lecture-based instruction in preparing job-ready graduates.
They further map clinic activities—such as audits, incident response planning, and policy
drafting—to the NICE Cybersecurity Workforce Framework (NIST 2023), demonstrating align-
ment with industry-defined roles and competencies. Our analysis builds on these findings by
highlighting that clinics not only prepare students for the workforce but also strengthen the
cybersecurity posture of underserved institutions, linking pedagogy directly to resilience.

3.2 Cybersecurity Clinics as a Scalable Model for National Resilience: Bridging
Workforce Development and Real-World Defense

Cybersecurity clinics represent more than an educational innovation; they are a scalable,
field-tested model for strengthening national cyber resilience by systematically training the
next generation of cybersecurity professionals while simultaneously securing vulnerable
institutions. Through hands-on practice, direct client engagement, structured supervision,
competency-based assessment, collaborative learning, and interdisciplinary training, these
clinics address critical gaps in both workforce development and national security strategy.
Studies show that hands-on services are preferred over static resources such as technology
or toolkits for clientele with low resources. When asked to rank solutions that could improve
their cybersecurity posture, nonprofits most commonly ranked proactive consulting services
first, over both funding and technology (CLTC Berkeley 2024).

Services can provide what tools cannot: a human connection that tailors recommendations
to an organization’s goals, resources, and constraints. Clinics deliver services like maturity
assessments, where consultants evaluate an organization’s practices against standards and
prioritize improvements to the most high-risk areas. Most critically, services foster a two-way
relationship in which cities can ask questions and learn about cybersecurity, empowering
them to advocate for longer-term improvements.
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Beyond their immediate impact, clinics also demonstrate how decentralized cybersecurity
units can coordinate nationally to scale impact. The growing network of cybersecurity clinics,
through the consortium of cybersecurity clinics, enables universities to share best practices,
standardize methodologies, and replicate successful interventions across different regions
and sectors. This collaborative framework ensures that cybersecurity expertise is not siloed
within elite institutions but rather expanded into communities where cyber resilience is most
urgently needed.

The effectiveness of cybersecurity clinics is not just theoretical—data from existing pro-
grams demonstrates their impact in improving cybersecurity for client organizations, develop-
ing a skilled workforce, and contributing to national security efforts. The next section presents
case study data from leading cybersecurity clinics, illustrating their tangible contributions to
cyber resilience, the challenges they address, and the lessons they offer for expanding this
model further.

4 CYBERSECURITY CLINIC AS CASE STUDIES

Cybersecurity clinics occupy an important niche in the spectrum of cyber-resilience initiatives:
they embed education and public service within a single organizational model, offering a rare
mechanism for rapidly bolstering the cyber defenses of under-resourced local governments,
nonprofit organizations, and small businesses.

This section presents comparative case studies of three flagship programs—the MIT Cyber-
security Clinic, UC Berkeley’s Citizen Clinic, and Indiana University’s Cybersecurity Clinic. Each
clinic emerged from a different disciplinary context, yet all translate the principles of PIT into
practice. The analysis draws on program documentation, reported outcomes, and scholarly
literature to show how these clinics contribute to national security by hardening local targets,
building workforce capacity, and creating a distributed infrastructure for cyber-resilience.
The section concludes by situating these case studies within the broader Consortium of Cy-
bersecurity Clinics and reflecting on how clinics address the under-resourcing of local actors,
the hybrid threat environment, and the challenge of power projection.

4.1 MIT Cybersecurity Clinic — Urban Cybersecurity in New England

The MIT Cybersecurity Clinic 3 was launched within the Department of Urban Studies and
Planning (DUSP) as an extension of its long-standing interest in urban systems and critical
infrastructure. Unlike traditional semester-long courses, MIT’s clinic operates year-round in
a “perpetual” or club-style format. Students complete a four-week certification module that
introduces the fundamentals of cyber risk assessment and the clinic’s signature methodology,
“Defensive Social Engineering.” After certification, students—drawn from computer science,

3. MIT Cybersecurity Clinic: https://urbancyberdefense.mit.edu/cybersecurityclinic/
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engineering, and urban planning—join small teams supervised by faculty and advanced
peers and work with client communities during the remaining eight to ten weeks of the
semester. As of fall 2025, over 120 students have completed training and received certification.
Because students can stay engaged over multiple semesters, the clinic benefits from cumulative
institutional knowledge and sustained client relationships. This continuity reflects experiential
learning literature, which emphasizes iterative practice and reflection as core to professional
formation (Kolb 1984; Kolb and Kolb 2005).

The clinic’s client roster consists principally of municipal governments, local hospitals, and
other public-serving institutions in New England. These organizations often lack dedicated
cybersecurity staff and struggle to identify and prioritize vulnerabilities across legacy sys-
tems. Students begin with in-depth vulnerability assessments guided by the Defensive Social
Engineering framework, which emphasizes organizational behavior and low-cost interven-
tions. Teams then produce written recommendations, including risk prioritization, policy
updates, and staff training strategies. The clinic’s continuity allows for follow-up engagements,
enabling adjustments as organizational capacity evolves.

From an educational standpoint, the MIT clinic exemplifies a rigorous example of experien-
tial learning: students conduct real assessments, negotiate with city managers, and draft policy
documents. The faculty-supervised structure ensures accountability, addressing concerns that
novice practitioners might misconfigure systems or overlook legal obligations. Engagements
also foster reciprocal learning: students gain insight into the budgetary and political con-
straints of local governance, while municipal personnel learn to integrate risk-management
principles into everyday operations.

Strategically, MIT provides a distributed rapid-response capacity. Because teams can mobi-
lize quickly and operate year-round, the clinic effectively extends state-level cyber initiatives
into local contexts. National security research underscores that adversaries exploit municipal
vulnerabilities as stepping-stones into critical infrastructure. By raising the baseline of munic-
ipal cyber hygiene, the MIT clinic reduces national exposure. In this sense, MIT contributes to
deterrence by denial: it deprives adversaries of easy domestic targets, thereby reinforcing the
credibility of U.S. power projection (Harknett and Stever 2011).

MIT’s clinic is one of the first cyber clinics and provides many critical resources to other
colleges and universities developing clinics in the Consortium of Cybersecurity Clinics. For
example, MIT’s clinic reviewed all 108 controls in the industry-leading NIST Cybersecurity
Framework 4 and narrowed them down to a list of just 23 controls most relevant to small
organizations to use in its maturity assessments. This assessment is available for free for
other consortium member universities to quickly adopt an assessment methodology.

4. https://www.nist.gov/cyberframework
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The perpetual model also brings challenges. Sustained funding and coordination across
semesters are essential, and maintaining continuity as students graduate or cycle out can be
difficult. The faculty must ensure that institutional knowledge is not lost between cohorts,
and there is a risk that higher-profile municipalities receive more consistent support than
smaller or more remote towns.

4.2 UC Berkeley’s Citizen Clinic — Defending Human Rights Nonprofits in the
Bay Area

UC Berkeley’s Citizen Clinic, launched in 2018 by the Center for Long-Term Cybersecurity
(CLTC) 5, responded to escalating cyber threats against civil society organizations. Structured
as a semester-long elective, the clinic recruits graduate and advanced undergraduate students
from across disciplines, including information science, public policy, law, and computer
science. Students begin with classroom instruction on legal frameworks, privacy principles,
and threat modeling, followed by team-based client projects under faculty supervision. Unlike
MIT’s perpetual format, Citizen Clinic is organized as a service-learning course; its intensive
semester structure supports deep engagements but constrains long-term continuity. As of fall
2025, the Citizen Clinic had supported over 230 nonprofits with their cybersecurity defenses.

Berkeley is distinctive for its focus on “politically vulnerable” nonprofits—organizations
advocating for reproductive rights, LGBTQ+ communities, election integrity, and other causes
frequently targeted by harassment or disinformation campaigns (Brooks 2018). Many operate
on limited budgets and lack cybersecurity staff, making them especially vulnerable in the
hybrid threat environment. Clinic teams conduct risk assessments of communications tools,
data management, and staff anonymity practices. For example, students supporting the
Women’s Options Center analyzed vulnerabilities in messaging apps and browsers, producing
guidelines for secure communication. Another team working with the Traverse Project crafted
protocols to protect investigators from both digital and physical threats.

Beyond technical interventions, Berkeley students advise clients on legal and policy issues,
such as compliance with data-protection laws or handling online harassment. They also
provide cyber-hygiene workshops, translating technical practices into accessible training
for staff and volunteers. This context-sensitive approach reflects the PIT ethos: effective
cybersecurity requires tailoring to the social and political realities of vulnerable communities.

Pedagogically, Citizen Clinic exemplifies service learning: students apply interdisciplinary
knowledge in service to real community needs. As with law and medical clinics, learning
occurs through supervised practice, professional responsibility, and reflection. Scholars argue
that such models bridge the gap between academic curricula and workforce expectations;
Bertone, Wagner, and Pauli (2025) highlight that clinics allow students to acquire practical

5. https://cltc.berkeley.edu/program/cybersecurity-clinic/
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experience often demanded for “entry-level” cybersecurity jobs, addressing the workforce
mismatch.

Notably, the Citizen Clinic has concurrent undergraduate and graduate-level course offer-
ings, where more advanced students can work with more technically mature clientele while
undergraduates can learn teambuilding and communications skills. Students across both
courses are often paired across majors, with a student team consisting of a few computer
science and engineering majors paired with law, political science, and business students. In
this way, students learn to apply their subject matter expertise and integrate their skills with
other majors to create a cohesive service for clients.

From a strategic standpoint, Citizen Clinic demonstrates that civil society resilience is
integral to national security. Hybrid threat campaigns increasingly target nonprofits to erode
trust and polarize societies. By defending reproductive health providers and election-integrity
advocates, Berkeley contributes to democratic durability—a key component of national power
projection. Protecting these organizations enhances U.S. credibility abroad by showing that
domestic democratic institutions are robust against adversary interference.

The clinic also faces challenges. The semester format creates difficulties in sustaining
long-term client relationships. Faculty must rebuild institutional knowledge each term, and
follow-up depends on whether students re-enroll. While the model excels in responsiveness
and interdisciplinarity, it risks episodic engagement rather than continuous resilience.

4.3 Indiana University Cybersecurity Clinic — Rural Cybersecurity and
Research in the Midwest

Indiana University’s (IU) Cybersecurity Clinic 6, founded in 2019 within the Ostrom Work-
shop, addresses persistent under-resourcing among small and rural municipalities, private
utility providers, and non-profits. Operating as a semester-long course, the clinic assembles
interdisciplinary teams from law, computer science, cyber risk management, informatics,
business, and policy. All participants complete the Google cybersecurity certificate before
the semester, ensuring baseline competence. IU maintains partnerships with the Center for
Applied Cybersecurity Research (CACR) and the REN-ISAC, linking student work with state
and regional cybersecurity initiatives.

IU works extensively with small towns, counties, nonprofits, schools, and utilities in Indiana
and the Midwest. These clients often lack dedicated IT departments and depend on generalist
administrators. Student teams conduct governance audits, technical assessments, and compli-
ance reviews; they draft tailored incident-response plans and train staff. One Indiana town,
previously denied cyber insurance, secured coverage after IU students developed a formal
incident-response plan. Another project supported HUD-funded community action agencies

6. https://cyberrisk.iu.edu/career-prep/cyberclinic.html, also see reference Indiana University (2019)
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serving 60,000 low-income residents, where IU teams identified authentication vulnerabili-
ties and recommended improvements. In contrast to the clinics at MIT and Berkeley, the IU
Clinic operates on bespoke service provision for clients. This leads to significant challenges in
continuity and increases the administrative load while making the course content necessarily
more dynamic than static.

The IU clinic integrates technical, legal, and policy dimensions of cyber governance. Students
learn to translate technical findings into actionable policies within municipal codes and
procurement rules. This responds to scholarship highlighting the gap between cybersecurity
curricula and the specific needs of the public sector. IU’s explicit partnership with state entities
positions the clinic as a local-to-state bridge, reinforcing the multi-level governance literature
that emphasizes vertical integration in cyber resilience.

Strategically, IU underscores the importance of defending the “last mile” of national secu-
rity: small towns and utilities that manage water, energy, and emergency services. Public
administration research notes that these are frequent targets yet seldom prioritized in na-
tional strategies. By providing incident-response plans and training, IU reduces vulnerabilities
that could otherwise be exploited as entry points into national systems. Alumni who pursue
public-sector roles further contribute to closing the workforce gap in municipal cybersecurity.

4.4 The Consortium of Cybersecurity Clinics

The Consortium of Cybersecurity Clinics 7, formally established in May 2021, represents a
coordinated effort to expand the clinic model across colleges and universities. Its purpose is
to facilitate knowledge-sharing, standardize best practices, and lower barriers for new clinics
to launch. In effect, it transforms decentralized, campus-based programs into components of
a federated system, ensuring that universities not only train professionals but also actively
contribute to national resilience.

The Consortium’s origins reflect the governance gaps clinics were designed to address. UC
Berkeley’s Citizen Clinic, founded in 2018, pioneered a focus on nonprofits vulnerable to
politically motivated cyber threats. Indiana University followed in 2019 with its clinic for
local governments and utilities, explicitly tackling the cyber fragility of critical infrastructure
institutions. MIT launched its program in the same period, serving municipalities and hospitals
across New England amid a wave of ransomware attacks crippling local governments. By
2021, leaders from Berkeley, IU, MIT, and the University of Alabama began exploring the
need for a shared forum. This initiative quickly attracted additional partners—including the
University of Georgia, Rochester Institute of Technology, the R Street Institute, and the Global
Cyber Alliance—culminating in the official establishment of the Consortium.

7. https://cybersecurityclinics.org/
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Figure 1. Map of the location of member clinics of the Consortium of Cybersecurity Clinics in June 2024

Since its formation, the Consortium has expanded rapidly. By early 2025, the Consortium’s
membership included 56 member clinics worldwide, with 41 member clinics in 27 U.S.
states and the District of Columbia (Figure 1). The Consortium has international affiliates in
Canada, Taiwan, and Indonesia. Member institutions include large research universities, small
liberal arts colleges, community colleges, women’s colleges, and minority-serving institutions.
The reach of this network demonstrates the portability of the model across institutional
types. Its collective impact is already visible: in the 2024–25 academic year alone, 2,200
students participated in clinics, providing services to over 700 organizations, including small
municipalities, hospitals, and nonprofits (Nagamine and Perematko 2025). Clinics thereby
serve as both training pipelines and protective infrastructures, addressing simultaneously
the workforce and resilience deficits that scholars identify as central to national vulnerability
(Norris and Mateczun 2022; Norris, Mateczun, and Forno 2022; Preis and Susskind 2022).

Beyond direct service, the Consortium functions as a collaborative knowledge hub. Member
clinics co-develop curricula, define best practices, and refine standardized methodologies. So-
lutions devised in one region—such as IU’s incident-response templates, Berkeley’s protocols
for politically vulnerable nonprofits, or MIT’s “Defensive Social Engineering” framework—are
shared and adapted by peers elsewhere. This networked learning process exemplifies what
Ostrom (1990, 2010) describes as polycentric governance: resilience emerges not from cen-
tralized hierarchies but from multiple centers of initiative coordinated through shared norms
and mutual trust. The Consortium functions as a knowledge commons, pooling experience
and innovation into resources accessible across contexts, while maintaining local adaptability.

256 | THE CYBER DEFENSE REVIEW



I. Nti Asare, S. Shackelford, J. Chun and S. Powazek

The Consortium can also be read, following Polanyi (1944), as a protective counter-movement.
Commercial cybersecurity systematically underserves municipalities, nonprofits, and schools,
leaving them vulnerable despite their systemic importance. Clinics, underwritten by univer-
sities and philanthropy, re-embed cybersecurity in civic institutions rather than leaving it
subject to market exclusion. Google.org’s $25 million commitment in 2023 8 to expand the Con-
sortium nationwide illustrates this protective logic: philanthropy is investing in institutions
that shield vulnerable communities from systemic digital risks.

The Consortium’s growth also carries international implications. Partnerships with clinics
in Sri Lanka, Peru, and elsewhere demonstrate the adaptability of the model in contexts of
constrained state capacity and heightened hybrid threats. These global linkages extend the
PIT ethos beyond U.S. borders, reinforcing democratic resilience while contributing to U.S. soft
power. The Consortium thus functions simultaneously as capacity-building infrastructure and
as a signal of credibility abroad: that resilience at home is institutionalized and exportable.

Finally, the Consortium addresses the research gap identified by municipal cybersecurity
scholars. Norris et al. (2021) and Hossain et al. (2024) highlight the absence of systematic,
comparable data on local vulnerabilities due to underreporting and inconsistent standards.
The Consortium creates conditions for comparative analysis across hundreds of engagements,
enabling the accumulation of empirical knowledge that can inform both scholarship and pol-
icy. Each clinic generates situated evidence; the Consortium aggregates these into longitudinal
insights, transforming practice into theory-building.

Taken together, the Consortium is more than a scaling mechanism. It represents the institu-
tionalization of a governance innovation: redistributing expertise to underserved communi-
ties, sustaining resilience through polycentric coordination, and countering the exclusions
of markets by embedding cybersecurity within civic institutions. By federating clinics into a
national and international network, the Consortium embodies Ostrom’s (2010) insight that
robust governance arises from polycentric systems and Polanyi’s claim that protective institu-
tions emerge to safeguard society from systemic disruption. It demonstrates that cybersecurity
resilience in the twenty-first century must be produced not only by states or markets, but
also by federated civic institutions capable of mobilizing knowledge, talent, and legitimacy at
scale.

4.5 High-Impact Interventions for Local Governments, Communities, and
Critical Infrastructure Providers

The comparative analysis of MIT, Berkeley, and Indiana University indicates that cybersecurity
clinics are best conceptualized not as isolated pedagogical ventures but as institutionalized
responses to difficulties in the protection of local and civic infrastructure. The persistence of
municipal under-resourcing and lack of institutional capacity has been documented across

8. Google.org (2023), https://cyberclinics.withgoogle.com/
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decades of public administration scholarship: cities and counties routinely operate with
outdated technology, minimal IT staff, and administrators with limited technical literacy
(Caruson, MacManus, and McPhee 2012; Norris et al. 2021; Norris, Mateczun, and Forno 2022).
More recent studies highlight the consequences of this gap, showing how ransomware attacks
against municipalities cascade into service disruptions that erode public trust and generate
economic loss far beyond the immediate jurisdiction (Preis and Susskind 2022; Hossain et
al. 2024). Yet despite these risks, municipal cyber resilience has remained marginal in both
national strategy and scholarly analysis. Clinics, therefore, represent a distinct governance
innovation, intervening in precisely those spaces that state and federal agencies have struggled
to reach and that private firms often ignore due to lack of profitability.

What distinguishes clinics from other interventions is the way they redistribute techni-
cal capacity into local contexts while simultaneously generating legitimacy through trusted
university affiliations. MIT’s perpetual structure embeds continuity into municipal engage-
ments, creating a form of standing capacity otherwise absent at the community level. Berke-
ley’s service-learning orientation demonstrates that the defense of civil society organiza-
tions—often excluded from critical infrastructure definitions—is a matter of national security
when adversaries exploit them to polarize societies or undermine democratic legitimacy.
IU’s integration with state entities illustrates the possibility of vertical alignment in which
clinic outputs feed directly into broader policy architectures. Taken together, the cases show
that clinics do not merely tell municipal IT and administrative staff what to do but enable a
virtuous capacity-building environment in which resilience is co-produced by universities,
local governments, nonprofits—and through the Consortium—national networks.

This mode of distributed governance resonates with broader theoretical work on collab-
orative and networked governance. Ansell and Gash (2008) argue that in complex policy
domains, durable solutions emerge when authority is shared across organizational bound-
aries and when intermediaries build trust and facilitate cooperation. Clinics occupy precisely
this intermediary role. They leverage the institutional credibility of universities to convene
local actors, provide a structure for collaboration, and generate both technical and normative
guidance. The Consortium then scales this logic, enabling horizontal exchange of curricula,
methodologies, and lessons learned. In this way, clinics enact a governance model that is
adaptive, decentralized, networked, and polycentric in structure, which are attributes that
scholars of cyber strategy argue are essential for resilience in adversarial environments
characterized by uncertainty and speed (Deibert 2013; Nye 2019).

The implications for national security are significant. Cyber strategy debates have long
emphasized the difficulty of deterrence in the digital domain, particularly against gray-
zone tactics and hybrid threats where attribution is contested, and thresholds for retaliation
are ambiguous (Libicki 2009; Harknett and Stever 2011). In such contexts, deterrence by
denial—raising the cost and reducing the feasibility of attacks—becomes critical. Clinics
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advance this form of deterrence not through centralized federal investment but by hardening
local and nonprofit systems that adversaries routinely exploit. When a small town can secure
cyber insurance due to an incident response plan produced by IU students, or when a human
rights organization resists harassment thanks to protocols developed by Berkeley teams, the
effect is not just local protection but the closure of potential attack vectors that could have been
leveraged to destabilize larger networks or fuel disinformation campaigns. These micro-level
interventions accumulate into macro-level resilience, shifting the calculus of adversaries who
rely on exploiting precisely these vulnerabilities.

Clinics also challenge the assumption that national resilience must be primarily technical.
The Berkeley case underscores that civil society is as much a target in hybrid conflicts as
power grids or pipelines. By defending politically vulnerable nonprofits, clinics protect the
institutions of democratic life that underpin soft power. This dimension is often overlooked in
cyber strategy, which privileges critical infrastructure and military systems. Yet as Nye (2004)
reminds us, credibility and legitimacy are central to international influence. The protection
of advocacy organizations, election-integrity groups, and other nonprofit actors ensures that
democratic societies retain both the functional capacity and moral authority necessary for
global leadership. Clinics thus contribute to power projection not only by securing physical
systems but also by safeguarding the societal fabric that adversaries seek to unravel.

The scaling effect of clinics through the Consortium is equally consequential. This expansion
represents more than institutional proliferation; it constitutes the emergence of a distributed
national cyber infrastructure. Google.org’s $25 million commitment to fund clinics in every
state by 2030 illustrates growing recognition of clinics as viable instruments of policy. In
institutional terms, this network reduces reliance on episodic grants or ad hoc initiatives,
creating a baseline of continuity that adversaries cannot easily exploit. From a governance
perspective, the Consortium demonstrates the possibility of federated resilience: local contexts
remain primary, but capacity is coordinated and amplified through shared standards and
mutual support.

By generating data through engagements, clinics also fill a gap in the empirical foundation
of scholarship. Norris and Mateczun (2022) lament the absence of systematic information on
municipal cyber vulnerabilities due to underreporting and inconsistent frameworks. Clinics,
by conducting hundreds of audits and incident response plans, accumulate precisely the
kinds of knowledge that can inform both policy and research. Each engagement produces
empirical material—patterns of vulnerabilities, recurring governance failures, effective low-
cost interventions—that is otherwise inaccessible. In this sense, clinics function not only as
service providers but also as laboratories of resilience, generating situated knowledge that
can inform theory-building in public administration and international security alike.

The workforce implications further reinforce the governance innovation argument. Owusu
(2023) positions clinics within the teaching-hospital tradition, where students learn through
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practice under supervision, embedding both competence and ethos. Bertone, Wagner, and
Pauli (2025) emphasize clinics as a mechanism to bridge the experience gap in cybersecu-
rity education, where “entry-level” jobs paradoxically demand prior experience. The cases
analyzed here extend these insights: clinics not only prepare students for the labor market
but also orient them toward public service. IU alumni entering municipal IT, MIT students
mentoring city staff, Berkeley graduates defending NGOs—these trajectories illustrate the
creation of a workforce aligned with civic responsibility. From a governance standpoint, this
matters because the sustainability of resilience depends not only on institutional design but on
human capital willing to serve outside the highest-paying private firms. Clinics, therefore, help
resolve what the literature identifies as one of the most intractable challenges of cybersecurity
governance: the recruitment and retention of talent in the public sector.

Taken together, the comparative analysis suggests that cybersecurity clinics represent a gov-
ernance innovation with profound implications for both domestic resilience and international
power projection. They redistribute capacity into vulnerable nodes ignored by markets and
underserved by states. They enact distributed, networked governance models that scholars
argue are essential in complex, uncertain domains. They advance deterrence by denial by
closing off easy avenues of attack at the municipal and nonprofit levels. They protect not only
infrastructure but the democratic institutions that constitute soft power. They scale nationally
through the Consortium, forming a federated infrastructure of resilience. They cultivate a
workforce oriented toward civic protection, addressing long-standing gaps in public sector
capacity.

In this sense, cybersecurity clinics demonstrate that national security in the digital age
cannot be reduced to either federal agencies or private firms. Instead, resilience must be
understood as a distributed function produced by multi-level, cross-sectoral collaboration.
Clinics exemplify how public-interest technology can serve as both an educational model and
a security innovation, weaving together pedagogy, service, and governance into an adaptive
infrastructure of resilience.

5 CONCLUSION: POLICY PATHWAYS FOR SCALING CYBERSECURITY
CLINICS

Cybersecurity clinics have demonstrated their value in strengthening digital resilience, pro-
viding hands-on training for students, and bridging the cybersecurity gap for under-resourced
organizations. The case studies of the MIT, UC Berkeley, and Indiana University cybersecurity
clinics illustrate how clinics operate as scalable, workforce-driven interventions that address
both local and national security concerns. However, realizing the full potential of these clinics
requires strategic policy support to sustain and expand their impact.
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One of the most effective ways to scale cybersecurity clinics is through federal and state
investment in workforce development initiatives that integrate clinics into the broader na-
tional cybersecurity strategy. Expanding programs like Congressionally-funded State and
Local Cybersecurity Grant Program (SLCGP) and the Tribal Cybersecurity Grant Program
(TCGP) can give states much-needed funds to invest in their universities, both to maintain
existing clinics and to start up new clinics in regions without any. Creating a new Cyber Peace
Corps could institutionalize these efforts, embedding cybersecurity clinics within national
service programs that provide structured funding, mentorship, and long-term client support.
Drawing lessons from the U.S. Digital Service, policymakers could develop mechanisms that
place trained cybersecurity students into public sector roles, strengthening municipal and
state cybersecurity defenses while simultaneously building a pipeline of skilled professionals.

Beyond federal initiatives, states and municipalities can play a key role in supporting
cybersecurity clinics by forming regional consortia that connect universities, community
colleges, local governments, and nonprofit organizations. Cybersecurity threats are not con-
fined by jurisdiction, and a clustered approach—where institutions collaborate to share best
practices, standardize training, and establish sustainable funding models—can help scale the
clinic model beyond individual universities. Public-private partnerships, particularly with
industry stakeholders invested in national cybersecurity, can further expand these efforts by
funding clinics, providing professional mentorship, and creating pathways for students into
the workforce.

Additionally, integrating cybersecurity clinics into existing grant programs and workforce
funding streams would provide long-term financial sustainability. Agencies such as CISA 9 and
NIST 10 could establish dedicated funding for university-affiliated cybersecurity clinics, en-
suring their integration into national cybersecurity resilience plans. This could include grants
for faculty mentorship, student stipends, and infrastructure investments that allow clinics
to expand their services to more communities. The U.S. National Science Foundation (NSF)
CyberCorps Program could be used to encourage the creation and spread of cybersecurity
clinics to provide more hands-on training for future public-sector cybersecurity professionals.

Ultimately, cybersecurity clinics offer a unique opportunity to shape public policy research
and innovation. By engaging in applied cybersecurity work, clinics generate real-time insights
into emerging threats, regulatory gaps, and the challenges faced by local governments and
nonprofits. Establishing mechanisms to translate these insights into policy recommenda-
tions—such as formal partnerships between cybersecurity clinics and government advisory
boards—could improve national cybersecurity policymaking and regulatory frameworks.

Cybersecurity is an area of increasing strategic importance, and bipartisan consensus exists
around the need to strengthen national defenses. Cybersecurity clinics represent a proven,

9. CISA - Cybersecurity and Infrastructure Security Agency, https://www.cisa.gov/
10. NIST - National Institute of Standards and Technology, https://www.nist.gov/
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scalable, and interdisciplinary model for addressing this challenge. By implementing policies
that institutionalize, fund, and integrate clinics into the national cybersecurity strategy, the U.S.
can enhance its cyber workforce, protect critical infrastructure, and extend digital resilience
to the communities that need it most.

ABOUT THE AUTHORS
Isak Nti Asare is Assistant Dean for Undergraduate Education at the Hamilton Lugar School of Global

and International Studies at Indiana University-Bloomington. He also serves as the Executive Director of
the University’s Cybersecurity Clinic, the co-director of the Cybersecurity and Global Policy Program, and
faculty lead for the Hacking for Defense (H4D) program. His work sits at the intersection of cybersecurity,
artificial intelligence, and public-sector innovation. His applied research and innovation portfolio includes more
than 140 mission-driven projects with the U.S. Department of Defense, the Department of State, international
organizations, critical infrastructure providers, and municipalities.

Scott J. Shackelford is Associate Vice President and Vice Chancellor for Research at Indiana University-
Bloomington. He is also the Provost Professor of Business Law and Ethics at the Indiana University Kelley
School of Business. Professor Shackelford has written more than 100 articles, book chapters, essays, and op-eds
for diverse publications, and his research has been covered by an array of outlets, including Politico, NPR,
CNN, Forbes, Time, the Washington Post, and the LA Times. Both Professor Shackelford’s academic work and
teaching have been recognized with numerous awards, including a Harvard University Research Fellowship,
a Stanford University Hoover Institution National Fellowship, a Notre Dame Institute for Advanced Study
Distinguished Fellowship, the 2014 Indiana University Outstanding Junior Faculty Award, the 2015 Elinor
Ostrom Award, and the 2022 Poets & Quants Best 40-Under-40 MBA Professors Award.

Jungwoo Chun is an applied social scientist with expertise in public policy and planning. He is a Lecturer
in Climate, Sustainability, and Negotiation at the Department of Urban Studies and Planning (DUSP) at the
Massachusetts Institute of Technology (MIT). He co-directs the MIT Cybersecurity Clinic, supported by the
Google Cybersecurity Clinics Fund, and the MIT Renewable Energy Clinic, initially funded by the Preston
Werner Foundation. Additionally, he serves as the Assistant Director of the MIT Science Impact Collaborative
(SIC), where he promotes research, teaching, and public service focused on managing public interest technology
(PIT).

Sarah Powazek is the Program Director of Public Interest Cybersecurity at the UC Berkeley Center for Long-
Term Cybersecurity (CLTC), where she leads flagship research on defending low-resource organizations like
nonprofits, municipalities, and schools from cyber attacks. She serves as Co-Chair of the Cyber Resilience Corps,
a network of cybersecurity volunteer organizations, and as Senior Advisor for the Consortium of Cybersecurity
Clinics, advocating for the expansion of clinical cyber education around the world. Sarah hosts the Cyber Civil
Defense Summit, an annual mission-based gathering of cyber defenders to protect the nation’s most vulnerable
public infrastructure. Sarah previously worked at CrowdStrike Strategic Advisory Services, and as the Program
Manager of the Ransomware Task Force at the Institute for Security and Technology.

ACKNOWLEDGMENTS
This project would not have been possible without the invaluable research support of several stellar students,
including Jane Allen, Madelyn Gamble, and Tanner Wilburn. It was funded in part by the U.S. Army Cyber
Institute and Google.org. Special thanks to our colleagues across the Consortium of Cybersecurity Clinics for
contributing to this project.

262 | THE CYBER DEFENSE REVIEW



I. Nti Asare, S. Shackelford, J. Chun and S. Powazek

REFERENCES
Allyn, Bobby. 2019. “23 Texas Towns Hit with Ransomware Attack in New Front of Cyberassault,” August 20,

2019. https://www.npr.org/2019/08/20/752695554/23-texas-towns-hit-with-ransomware-attack-in-
new-front-of-cyberassault.

Ansell, Chris, and Alison Gash. 2008. “Collaborative Governance in Theory and Practice.” Journal of Public
Administration Research and Theory 18 (4): 543–571. https://doi.org/10.1093/jopart/mum032.

Beerman, Jack, David Berent, Zach Falter, and Suman Bhunia. 2023. “A Review of Colonial Pipeline Ran-
somware Attack.” In 2023 IEEE/ACM 23rd International Symposium on Cluster, Cloud and Internet Computing
Workshops (CCGridW), 8–15. IEEE. https://doi.org/10.1109/CCGridW59191.2023.00017.

Benner, Patricia, Molly Sutphen, Victoria Leonard, and Lisa Day. 2009. Educating Nurses: A Call for Radical
Transformation. Vol. 15. John Wiley & Sons.

CLTC Berkeley (UC Berkeley Center for Long-Term Cybersecurity). 2024. CyberCAN: Cybersecurity for Cities and
Nonprofits. Berkeley Center for Long-Term Cybersecurity. https://cltc.berkeley.edu/publication/cybercan-
cybersecurity-for-cities-and-nonprofits/.

Bertone, Benjamin, Patrick Wagner, and Julia Pauli. 2025. “Experiential Learning: Innovative Approaches to
Post-Secondary Cybersecurity Education.” Journal of Cybersecurity Education, Research and Practice 2025
(1): 15.

Bloch, Frank S. 2010. The Global Clinical Movement: Educating Lawyers for Social Justice. Oxford: Oxford
University Press.

Borghard, Erica D., and Shawn W. Lonergan. 2017. “The Logic of Coercion in Cyberspace.” Security Studies 26
(3): 452–481. https://doi.org/10.1080/09636412.2017.1306396.

Brooks, Sean. 2018. Defending Politically Vulnerable Organizations Online. Center for Long-Term Cybersecurity,
University of California, Berkeley. White Paper. https://cltc.berkeley.edu/publication/defending-politically-
vulnerable-organizations-online/.

Cantillon, Peter, and Tim Dornan. 2014. “Who Needs Beds?” Perspectives on Medical Education 3:399–400.
https://doi.org/10.1007/s40037-014-0146-8.

Carraccio, Carol, Susan D. Wolfsthal, Robert Englander, K. Ferentz, and C. Martin. 2002. “Shifting Paradigms:
From Flexner to Competencies.” Academic Medicine 77 (5): 361–367. https://doi.org/10.1097/00001888-
200205000-00003.

Caruson, Kelli, Susan A. MacManus, and Brian D. McPhee. 2012. “Cybersecurity Policy-Making at the Local
Government Level: An Analysis of Threats, Preparedness, and Bureaucratic Roadblocks to Success.”
Journal of Homeland Security and Emergency Management 9 (2): 20120003. https://doi.org/10.1515/jhsem-
2012-0003.

Chavkin, David F. 2002. Clinical Legal Education: A Textbook for Law School Clinical Programs. New York:
LexisNexis.

Chodakowska, Aneta, Sławomira Kańduła, and Joanna Przybylska. 2022. “Cybersecurity in the Local Govern-
ment Sector in Poland: More Work Needs to Be Done.” Lex Localis – Journal of Local Self-Government 20
(1): 161–192.

CISA (Cybersecurity and Infrastructure Security Agency). 2024. Cyber Guidance for Small Businesses: A Different
Kind of Cybersecurity Advice. Cybersecurity and Infrastructure Security Agency website. https://www.cisa.
gov/cyber-guidance-small-businesses.

Clarke, Richard A., and Robert K. Knake. 2019. The Fifth Domain: Defending Our Country, Our Companies, and
Ourselves in the Age of Cyber Threats. Penguin.

Deibert, Ronald J. 2013. Black Code: Inside the Battle for Cyberspace. Signal.
Epstein, Ronald M. 2007. “Assessment in Medical Education.” New England Journal of Medicine 356 (4): 387–396.

https://doi.org/10.1056/NEJMra054784.
Everton, Bailey Jr. 2024. “Dallas Ransomware Attack Exposed Info for 200,000 People,” July 19, 2024. https:

//www.govtech.com/security/dallas-ransomware-attack-exposed-info-for-200-000-people.
Fortune, Anne E., Maryann Lee, and Adriana Cavazos. 2005. “Achievement Motivation and Outcome in Social

Work Field Education.” Journal of Social Work Education 41 (1): 115–129. https://doi.org/10.5175/JSWE.
2005.200300318.

Fox-Sowell, Sophia. 2024. “Ransomware, Malware, and Cyberattacks: The State of Play in 2024,” January 30,
2024. https://statescoop.com/ransomware-malware-cyberattacks-cis-report-2024/.

VOL. 10, NO. 2 (2025) | 263



Protecting Communities while Training Future Cybersecurity Professionals

Frandell, A., and M. Feeney. 2022. “Cybersecurity Threats in Local Government: A Sociotechnical Perspective.”
The American Review of Public Administration 52 (8): 558–572. https://doi.org/10.1177/02750740221125432.

Google.org. 2023. A $10 Million Program to Train Students in Cybersecurity Across Europe. Google.org. https:
//www.google.org/our-work/initiatives/cybersecurity/.

Gruppen, Larry D., Rajesh S. Mangrulkar, and Joseph C. Kolars. 2012. “The Promise of Competency-Based
Education in the Health Professions for Improving Global Health.” Human Resources for Health 10:43.
https://doi.org/10.1186/1478-4491-10-43.

Hammick, Marilyn, D. Freeth, I. Koppel, S. Reeves, and H. Barr. 2007. “A Best Evidence Systematic Review of
Interprofessional Education: BEME Guide No. 9.” Medical Teacher 29 (8): 735–751. https://doi.org/10.1080/
01421590701682576.

Harknett, Richard J., and James A. Stever. 2011. “The New Policy World of Cybersecurity.” Public Administration
Review 71 (3): 455–460. https://doi.org/10.1111/j.1540-6210.2011.02366.x.

Hatcher, William, Wesley L. Meares, and John Heslen. 2020. “The Cybersecurity of Municipalities in the
United States: An Exploratory Survey of Policies and Practices.” Journal of Cyber Policy 5 (2): 302–325.
https://doi.org/10.1080/23738871.2020.1792956.

Hossain, S. T., Tan Yigitcanlar, Khoa Nguyen, and Yan Xu. 2024. “Local Government Cybersecurity Landscape:
A Systematic Review and Conceptual Framework.” Applied Sciences 14 (13): 5501. https://doi.org/10.3390/
app14135501.

Indiana University. 2019. First-of-its Kind Cybersecurity Clinic to Train 21st-Century Cyber Professionals. Indiana
University News. https://news.iu.edu/live/news/26157-first-of-its-kind-cybersecurity-clinic-to-train.

Irby, David M., and Stanley J. Hamstra. 2016. “Parting the Clouds: Three Professionalism Frameworks in Medical
Education.” Academic Medicine 91 (12): 1606–1611. https://doi.org/10.1097/ACM.0000000000001190.

Issenberg, S. Barry, William C. McGaghie, Emil R. Petrusa, David L. Gordon, and Rosalyn J. Scalese. 2005. “Fea-
tures and Uses of High-fidelity Medical Simulations That Lead to Effective Learning: A BEME Systematic
Review.” Medical Teacher 27 (1): 10–28. https://doi.org/10.1080/01421590500046924.

Kolb, Alice Y., and David A. Kolb. 2005. “Learning Styles and Learning Spaces: Enhancing Experiential Learning
in Higher Education.” Academy of Management Learning & Education 4 (2): 193–212. https://doi.org/10.
5465/amle.2005.17268566.

Kolb, David A. 1984. Experiential Learning: Experience as the Source of Learning and Development. Englewood
Cliffs: Prentice-Hall.

Kolb, David A., Richard E. Boyatzis, and Charalampos Mainemelis. 2001. “Experiential Learning Theory:
Previous Research and New Directions.” In Perspectives on Thinking, Learning, and Cognitive Styles, edited
by Robert J. Sternberg and Li-fang Zhang, 227–247. Mahwah: Lawrence Erlbaum Associates.

Libicki, Martin C. 2009. Cyberdeterrence and Cyberwar. RAND Corporation.
Liska, Allan. 2019. “Early Findings: Review of State and Local Government Ransomware Attacks.” https:

//www.recordedfuture.com/blog/state-local-government-ransomware-attacks.
Mastercard. 2025. “Under Cyber Siege: How Well Are Cities Protecting Themselves?,” May 20, 2025. https:

//www.mastercard.com/us/en/news-and-trends/perspectives/2024/under-cyber-siege-how-well-are-
cities-protecting-themselves.html.

McGuinness, Tara Dawson, and Hana Schank. 2021. Power to the Public: The Promise of Public Interest Technology.
Princeton University Press.

McKay, Tom. 2018. “Atlanta Ransomware Attack Throws City Services into Disarray,” March 23, 2018. https:
//www.reuters.com/article/usa-georgia-cyber/atlanta-ransomware-attack-throws-city-services-into-
disarray-idUSL1N1R51V9.

Nagamine, Matthew, and Nick Perematko. 2025. “Growth and Impact: Clinics Reach New Heights,” October 1,
2025. https://cybersecurityclinics.org/blog/growth-and-impact-clinics-reach-new-heights/.

NBC News. 2018. “Baltimore’s 911 Emergency System Hit by Cyberattack,” March 28, 2018. https://www.
nbcnews.com/news/us-news/baltimore-s-911-emergency-system-hit-cyberattack-n860876.

NIST (National Institute of Standards and Technology). 2023. Workforce Framework for Cybersecurity (NICE
Framework), Revision 1. NIST Special Publication 800-181r1. Gaithersburg, MD: U.S. Department of
Commerce. https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-181r1.pdf.

Norris, Donald F., and Laura K. Mateczun. 2022. “Cyberattacks on Local Governments 2020: Findings from a Key
Informant Survey.” Journal of Cyber Policy 7 (3): 294–317. https://doi.org/10.1080/23738871.2023.2178319.

Norris, Donald F., Laura K. Mateczun, and Richard F. Forno. 2022. Cybersecurity and Local Government. Wiley-
Blackwell.

264 | THE CYBER DEFENSE REVIEW



I. Nti Asare, S. Shackelford, J. Chun and S. Powazek

Norris, Donald F., Laura K. Mateczun, Anupam Joshi, and Tim Finin. 2021. “Managing Cybersecurity at the
Grassroots: Evidence from the First Nationwide Survey of Local Government Cybersecurity.” Journal of
Urban Affairs 43 (8): 1173–1195. https://doi.org/10.1080/07352166.2020.1727295.

Nye, Joseph S. 2004. Soft Power: The Means to Success in World Politics. New York: Public Affairs.
Nye, Joseph S. 2019. Protecting Democracy in an Era of Cyber Information War. Belfer Center for Science and

International Affairs.
Oracle. 2020. Cloud Threat Report 2020. Oracle. https://www.oracle.com/security/cloud-threat-report-2020/.
Ostrom, Elinor. 1990. Governing the Commons: The Evolution of Institutions for Collective Action. Cambridge

University Press.
Ostrom, Elinor. 2010. “Beyond Markets and States: Polycentric Governance of Complex Economic Systems.”

American Economic Review 100 (3): 641–672. https://doi.org/10.1257/aer.100.3.641.
Owusu, Samuel. 2023. “Bridging the Cybersecurity Workforce Skill Gap with Experiential Learning: The Role

of Cybersecurity Clinics.” PhD diss., Marymount University. https://doi.org/https://www.proquest.com/
openview/e439166b65e8c7b62981aa299eb2b5a7/1.pdf.

Pattison-Gordon, J. 2024. “How Can Cities Keep Nonprofit Groups Cyber Secure?,” November 19, 2024. https:
//www.govtech.com/security/how-can-cities-keep-nonprofit-groups-cyber-secure.

Perlroth, Nicole. 2019. “Ransomware Attacks Are Becoming More Aggressive,” August 22, 2019. https://www.
nytimes.com/2019/08/22/us/ransomware-attacks-hacking.html.

Polanyi, Karl. 1944. The Great Transformation: The Political and Economic Origins of Our Time. New York: Farrar
& Rinehart.

Preis, Benjamin, and Lawrence Susskind. 2022. “Municipal Cybersecurity: More Work Needs to Be Done.”
Urban Affairs Review 58 (2): 614–629. https://doi.org/10.1177/1078087420973760.

Salas, Eduardo, Scott I. Tannenbaum, Kurt Kraiger, and Kathryn A. Smith-Jentsch. 2012. “The Science of
Training and Development in Organizations: What Matters in Practice.” Psychological Science in the Public
Interest 13 (2): 74–101. https://doi.org/10.1177/1529100612436661.

Susskind, Lawrence, Jeffrey Chun, Daniel Beron, Anika Chaudhuri, and Sarthak Paul. 2024. “A University-Based
Clinical Approach to Renewable Energy Facility Siting in the United States.” Cell Reports Sustainability 1
(1): 100002. https://doi.org/10.1016/j.crsus.2023.100002.

Tembrevilla, Gerald, André Phillion, and Melec Zeadin. 2024. “Experiential Learning in Engineering Education:
A Systematic Literature Review.” Journal of Engineering Education 113 (1): 195–218. https://doi.org/10.
1002/jee.20575.

Thistlethwaite, Jill E. 2012. “Interprofessional Education: A Review of Context, Learning, and the Research
Agenda.” Medical Education 46 (1): 58–70. https://doi.org/10.1111/j.1365-2923.2011.04143.x.

World Economic Forum. 2022. The Global Risks Report 2022, 17th Edition. World Economic Forum. Geneva.
https://www.weforum.org/reports/global-risks-report-2022.

Zengler, Evan. 2022. “The Cybersecurity Salary Gap Between Public and Private Sectors,” August 30, 2022.
https://www.axios.com/2022/08/30/cybersecurity-public-private-salary-gap.

Zoghbi, M. 2024. “94% of SMBs Attacked: Cybersecurity for Small Businesses in 2024,” October 11, 2024.
https://www.genatec.com/blog/94-of-smbs-attacked-cybersecurity-for-small-businesses-in-2024.

Received 18 March 2025; Revised 21 October 2025; Accepted 5 November 2025

VOL. 10, NO. 2 (2025) | 265











https://cyberdefensereview.army.mil/


	Widening the Aperture: A Global Perspective on Cyber Resilience of Critical Infrastructure
	Cyber Resilience and Power Projection - Introduction to the Special Issue
	Senior Leader Perspectives
	Resilient Dependencies: Preparing to Fight Through Cyber Disruption
	Beyond the Fence Line: Operationalizing Civil-Military Cyber Coordination at U.S. Military Installations

	Sector-Specific Resilience
	Defending Health Security: Securing Healthcare Infrastructure against Ransomware
	Autonomous Vehicles in Critical Infrastructure: Technologies, Vulnerabilities, and Implications

	Operational and Strategic Framing
	Pulling the Thread: A Campaign Approach to Mission Thread Defense of Force Projection
	Toward a Global Framework for Cyber Threat Intelligence Sharing
	Ensuring the Cyber Resilience of Critical Infrastructure Serving Domestic Military Installations: Questions for Senior Leadership

	Exercising Resilience
	Voices from Cyber Yankee: Lessons for Strengthening Critical Infrastructure Cyber Protection
	Access Denied and Sector Down: Introducing Resilience Games for Critical Infrastructure Preparedness
	Preparedness Wargaming for Critical Infrastructure Resilience: Taiwan Digital Blockade Wargame

	Educating and Empowering the Workforce
	Strengthening Cyber Resilience by Building Critical Infrastructure Communities: the C-CIC Pilot Study
	A Human-AI Teaming Approach to Closing the Talent Gap in Critical Infrastructure
	Protecting Communities while Training the Next Generation of Cybersecurity Professionals: Lessons from the Consortium of Cybersecurity Clinics


