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INTRODUCTION

When the University of Vermont Medical Center was unable to provide critical patient services
for over two weeks due to a massive cyber-attack in 2020, Emergency Services called the
Vermont National Guard to help with incident response (Barry and Perlroth 2020; Leffler
2023). Responding to this kind of cyber emergency that impacts critical infrastructure was
something the Guardsmen had already trained for together in a training exercise called Cyber
Yankee. 1t is the involvement of the utilities and critical service operators in the exercises that
makes Cyber Yankee stand apart from others.

“There was a personal relationship between the National Guard and the municipal level and
the infrastructure partners. They understood the capabilities, the experience and the exposure,”
said Col. (Ret.) Richard Berthao. “It is not just the value of the point-in-time training. The cyber-
attack on the Vermont hospital with ransomware where the Vermont National Guard helped, is a
demonstration of a coordinated response of how the exercises help provide training and support
for assessments and resiliency work.”

Col. (Ret.) Berthao, then the IT Director for the Massachusetts National Guard, started Cyber
Yankee in 2014 as a regional exercise among the six New England states. He designed it to
simulate cyber-attacks on civilian infrastructure. Unlike traditional military cyber drills, Cyber
Yankee focuses on real-world systems—power plants, water treatment facilities, hospitals, and
transportation networks—that make up the systems and assets essential to national security,
public health, and economic stability.

In this paper, we share a "voice from the field" that demonstrates how New England states
collaborate across the public-private divide to secure and defend critical infrastructure from
cyber threats. As part of the team that supported training the Unified Coordination Group
(UCG) portion of the exercise, we provided unique and experimental modules on futures-
oriented thinking and a roleplaying cyber tabletop workshop that generated many insightful
comments about the readiness of the UCG to respond to local and state-level cyber incidents.
As we will demonstrate later; personal involvement, either as an observer or as a participant,
is the most impactful factor in developing the relationships that make the UCG, and Cyber
Yankee, a model exercise. We also share challenges and points of friction that make this kind
of collaboration hard, but necessary.

Our observations are based on semi-structured interviews with several founders of Cyber
Yankee, senior cyber leaders within both Active and Guard organizations, and on personal
attendance at Cyber Yankee 2025. In these conversations, we explored questions such as:

e What are best practices and coordination frameworks for active duty military to train
and be prepared to provide cyber incident response together with utilities and civil
institutions?
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e Can the Unified Coordination Group concept as defined by CISA’s recently released Cyber
Incident Response Plan (CISA 2025)' and also practiced by Cyber Yankee serves as a
model, and how can this be improved?

e Does NORTHCOM (U.S. Northern Command)? already have coordination frameworks in
place for U.S. active duty military defense support of civil authorities that could serve as
a training and preparedness model?

In addition, the authors developed and delivered hands-on workshops for participants
in the Unified Coordination Group track. These workshops facilitated Chatham House rules
conversations about the opportunities and challenges that arise when cyber incident response
spans public, private, government, and military responsibilities, and how the collective cyber
force can address these issues in the future. While Cyber Yankee is not the only way to train
for a compromising cyber event on defense critical infrastructure, its experiments with
Orange Teams, operational technology, joint and multi-national partnerships, and the Unified
Coordination Group track are demonstrably worth sharing with the rest of the cyber force.

Cyber Yankee represents a distinctive innovation within the National Guard’s cyber readi-
ness program, offering realistic, experimental training that directly addresses the growing
threat to critical infrastructure. Drawing on insights from participating leaders and organizers,
the paper argues that the exercise’s principal contribution lies in its deliberate incorporation
of the Unified Coordination Group framework into regional training. Embedding this UCG
component across future National Guard and interagency exercises would significantly en-
hance the coherence and effectiveness of Defense Support to Civil Authorities (DSCA) during
complex and large-scale cyber incidents.

CYBER YANKEE: A MODEL FOR PUBLIC-PRIVATE CYBER COLLABORATION
How the Cyber Yankee Exercise Unfolds

Cyber Yankee is an annual, multi-state cyber defense exercise hosted by the National Guard
across the New England region. Established in 2014, it brings together military cyber units,
federal agencies, state partners, and critical infrastructure utilities to rehearse coordinated
responses to complex cyber incidents. Designed to strengthen public—private collaboration
and to integrate operational technology environments into training, Cyber Yankee serves as
one of the most advanced regional exercises in the United States.

Cyber Yankee typically unfolds over several days and follows a structured progression from
individualized training, team-level orientation, then full-scale operations. The exercise begins

1. The National Cyber Incident Response Plan (NCIRP) describes a national approach to handling significant cyber incidents.
It addresses the important role that the private sector, state and local governments, and multiple federal agencies play in
responding to incidents. It also describes how the actions of all these stakeholders fit together to provide an integrated response.

2.U.S. Northern Command is the Department of War combatant command responsible for homeland defense, civil support,
and security cooperation within its area of responsibility, which includes the continental United States, Alaska, Canada, Mexico,
and surrounding waters.
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with a scenario briefing, during which cyber teams of the National Guard, utility partners,
and state/federal observers receive intelligence updates, threat indicators, and operational
constraints that frame the simulated crisis. The teams then move into network familiarization
and baseline establishment, analyzing the exercise environment—an emulated but function-
ally realistic network with industrial control system (ICS) components representing power,
water, and oil/gas infrastructure.

Daily activities often include situation updates, interagency coordination meetings, and
facilitated discussions with observers from the Cybersecurity and Infrastructure Security
Agency (CISA), U.S. Cyber Command (USCYBERCOM), state fusion centers, and private-sector
utilities. The final day typically involves a culminating event—a coordinated multi-vector
attack designed to stress-test response capacity—followed by an after-action review (AAR)
where teams identify gaps, lessons learned, and recommendations for real-world improve-
ments.

Cyber Yankee uses a red team (cyber adversary) vs. blue team (cyber defender) format for
training the "on keyboard" skills of cyber operators. Once the exercise transitions into active
play, the red team mimics real-world adversaries using tactics like phishing, malware, and
exploitation of industrial control systems (ICS). Blue teams, composed of cyber units-including
members of cyber protection teams (CPTs)-individuals, and civilian defenders of the National
Guard, must detect, respond to, and recover from these attacks.

Blue teams also advise a unique arrangement of Orange Teams, which represent real utility
operators like power and water, and must approve, deny, or request support in accordance
with the current cyber national response framework. Orange teams are normally used as
security educators and knowledge managers to build a culture of good code reviews and
develop training workshops (Mag 2025). At Cyber Yankee, cyber response experts from an
actual utility fill the Orange team and become the person receiving daily situation updates
from the Blue team assigned to their sector. This framework requires that utility owners make
a formal request for assistance to the National Guard just as they would in a real incident (CISA,
n.d.). During this phase, participants must submit Cyber 9-Line reports, escalate incidents to
federal partners, and practice collaborative decision-making under time pressure.

Exercise scenarios are structured to evaluate the effectiveness of incident response co-
ordination 3, the robustness of legal and policy frameworks, the quality of public-private
communication, and the technical resilience of Operational Technology (OT) systems. Cyber
Yankee’s Blue Team-Orange Team configuration has increasingly attracted participants from
across the nation to play roles or assess the exercise, including officials from the U.S. Army, Air
Force, Navy, Space Force, Coast Guard, Department of Homeland Security, FBI, and a range of
critical infrastructure utilities. In recent years, organizers have also made deliberate efforts

3. Research on cyber defense teams provides validated metrics to assess team performance during exercises (Maennel, Ottis,
and Maennel 2017; Grandsen and Andersson 2016).
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to expand participation among industry partners and utilities—particularly in the energy
and water sectors—to strengthen realism and foster broader engagement. Cyber Yankee also
extends participation to State Partnership Program countries that are aligned to the New
England states. In 2025, eleven partner nations sent participants to join Blue teams or to
observe and prepare to join teams in future exercises.

Landscape of National Guard-Led and Participatory Cyber Exercises

Across the United States, comparable cyber exercises are conducted annually at the national
level and in regional formats, as shown in Table 1. These cyber exercises are led either by
National Guard units or are characterized by strong National Guard participation. Collectively,
these initiatives reflect the varied approaches adopted across states and international part-
nerships to address evolving cybersecurity challenges. Each exercise is shaped by its regional
context, operational objectives, and the specific capabilities of participating organizations,
illustrating the adaptive nature of cyber readiness training within the United States.

While these initiatives share similar goals, Cyber Yankee remains distinctive in its integra-
tion of diverse stakeholders and experimental objectives. An international review of sixteen
cyber defense exercises published in 2019 already identified Cyber Yankee as having a high
level of maturity (Brajdi¢, Kovacevi¢, and Gro$ 2021). The broader literature also contrasts
multiple exercises, drawing out insights into how they differ in scope, design, and impact on
cyber preparedness (Dewar 2018).

Over time, these exercises illustrate a clear evolution in U.S. and allied cyber defense
readiness. Early initiatives such as Locked Shields (CCDCOE) and Cyber Guard focused primarily
on building technical proficiency, multinational interoperability in simulated environments,
and NATO’s collective defense doctrine (Smeets 2022). Mid-decade efforts, including Cyber
Yankee and Jack Voltaic (ACI 2025), expanded the scope to include public-private collaboration
and the protection of critical infrastructure, highlighting the growing role of the National
Guard as a bridge between federal and state authorities. More recent exercises, such as
Cyber Discovery and Balikatan, demonstrate a shift toward realistic, live-network testing and
international coalition building across the Indo-Pacific. Taken together, these developments
reveal a trajectory from technical training toward integrated resilience-building—linking
military, civil, and industry actors in a unified approach to cyber defense.

As Maj. Gen. Terin Williams, the Special Assistant to the Director of the Army National Guard
for U.S. Army Cyber Matters observed: “What sets Cyber Yankee apart from other non-Guard
cyber exercises is that you have critical infrastructure partners, private, state, and local entities
and the Guard”. She participated in the most recent Cyber Yankee exercise by roleplaying as
an operational technology (OT) operator for the scenario’s fictional city. She emphasized the
importance of maintaining this collaborative model: “That needs to continue with the other
regional exercises.”
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UNDERSTANDING THE CYBER UNIFIED COORDINATION GROUP (UCG)

In 2021, the Cyber Yankee organizers increased the level of inter- and intragovernmental
cooperation by formally incorporating and exercising the concept of a Cyber Unified Coordina-
tion Group (UCG)—the national mechanism through which federal lead agencies coordinate
their response to a significant cyber incident. A UCG brings together the three federal leads
identified in U.S. cyber incident doctrine: the FBI as the lead for threat response, CISA as the
lead for asset response, and the Office of the Director of National Intelligence (ODNI) through
the Cyber Threat Intelligence Integration Center as the lead for intelligence support.

When an incident affects a specific industry, the relevant Sector Risk Management Agencies
(SRMAS) also join the UCG, along with state, local, tribal, territorial, and affected private-sector
partners as needed. Examples of these SRMAs include the Department of Energy for the
Energy Sector, the Department of Homeland Security for sectors such as Communications
and Critical Manufacturing, the Environmental Protection Agency for Water and Wastewater
Systems, the Department of War for the defense industrial base, and the Department of the
Treasury for Financial Services.

The federal framework underpinning these roles (Table 2) was first established in Presi-
dential Policy Directive 21 (PPD-21) on Critical Infrastructure Security and Resilience, which
clarified federal and sector responsibilities and formalized the role of Sector Risk Manage-
ment Agencies (Executive Office of the President 2013). Subsequent legislation, including the
National Cybersecurity Protection Act of 2014 (United States Congress 2014), reinforced the
need for adaptable national cyber incident response structures.

Building on this foundation, Presidential Policy Directive 41 (PPD-41) issued during the
Obama administration in 2016 (Executive Office of the President 2016) defined the federal
government’s approach to coordinating responses to major cyber incidents and formally
established the UCG as the mechanism for integrating threat, asset, and intelligence response
functions. CISA’s most recent National Cyber Incident Response Plan (NCIRP) (CISA 2025),
further operationalizes this model, describing the UCG as the primary forum for ensuring
unity of effort during a cyber crisis. By integrating a UCG-like structure into its design, Cyber
Yankee provides participants with the opportunity to rehearse these national coordination
processes on a regional scale and under realistic operational conditions.

According to CISA, these Sector-Specific Agencies (SSAs)—the predecessors to today’s SRMAs
4 are incorporated into a Cyber UCG whenever a cyber incident affects or is likely to affect
the sectors they represent. SSAs were directed through Presidential Policy Directive 21 in
2013 to ensure that "institutional knowledge and specialized expertise about the sector" is

4. Although the 2013 Presidential Policy Directive 21 referred to federal sector-leads as “Sector-Specific Agencies (SSAs)”,
subsequent legislation and policy clarified and codified the term “Sector Risk Management Agencies (SRMAS).
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available to the President to "carry out incident management responsibilities” and "mitigate
incidents" (Executive Office of the President 2013).

Table 2 provides an overview of these key federal policies and laws—ranging from PPD-
21 to the National Cyber Incident Response Plan—that establish the legal and operational
foundations for the UCG model.

Table 2. Key U.S. Policy and Legal Foundations for Cyber Incident Coordination

Document Year Focus

Presidential Policy Directive 21 (PPD- 2013 Establishes the modern federal framework for critical infras-
21): Critical Infrastructure Security and Re- tructure security and resilience; clarifies federal roles and de-
silience fines Sector Risk Management Agencies (SRMAs).

National Cybersecurity Protection Act 2014 Requires development and regular updating of adaptable cyber

incident response plans for critical infrastructure; provides
statutory support for national cyber incident coordination.
Presidential Policy Directive 41 (PPD-41): 2016 Defines federal agency roles in significant cyber incidents; for-
United States Cyber Incident Coordination malizes the Unified Coordination Group (UCG) as the mecha-
nism for integrated threat, asset, and intelligence coordination.
National Cyber Incident Response Plan ~ 2016-2024  Operational plan implementing PPD-41; details how UCGs func-
(NCIRP) tion, including activation criteria, membership, and coordina-
tion processes for major cyber incidents.

CYBER YANKEE AND THE UCG APPLICABILITY FOR ACTIVE-DUTY FORCES
The U.S. National Guard within the UCG

Because Cyber Yankee incorporates federal, state, military, and private-sector partners, it
raises the question of whether its coordination model could inform active-duty approaches
to cyber incident response. Could this format work as a tool for active-duty military to train,
mitigate and respond to cyber threats impacting the Department of War?

“Yes, it can,” said Brig. Gen. Christine Rummel, the J-6 director of cyberspace operations
at the North American Aerospace Defense Command (NORAD) and USNORTHCOM. “At the
heart of all incident response, regardless of domain, is trust... The benefit of the National Guard’s
cyber exercises, such as Cyber Yankee, is that it builds that trust; develops tactics, techniques, and
procures (TTPs); builds relationships; and develops contact rosters all before a disaster occurs so
that teams are not trying to determine who is who and what capabilities are available to bring
to bear on the problem set.” Rummel’s emphasis on pre-established trust highlights a core
advantage of National Guard-centric training models: their ability to build interpersonal and
interorganizational relationships long before a crisis.

These relationships are most effective when they are developed and exercised well in
advance of a cyber incident. During the 2020 SolarWinds attack and subsequent federal
response, the National Security Council did not enlist the National Guard Bureau to respond.
According to one analysis, "This failure likely stemmed from a lack of knowledge of the
capabilities of or the process for engaging National Guard entities" (thme et al. 2025). Thme
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et al. (2025) describe the actions the federal C-UCG (Cyber UCG) took in response to SolarWinds,
and they point out that there was some amount of dysfunction within the federal government’s
post-SolarWinds reporting requirements. They state,

Conducting regular interagency training exercises among cyber response agencies,
such as the National Guard’s Cyber Yankee exercise, can simulate real-world cyber
responses, enhance interagency coordination and communication, and promote a
culture of collaboration across all levels of government that breaks down silos and
fosters transparency. Finally, by leveraging Department of War (DoW) entities under
Title 32 and defense support to civil authorities, the National Guard can assist state
and federal governments in cyber protection, detection, and red teaming" (Ilhme
et al. 2025).

This is precisely the type of assistance the National Guard is meant for.

Under the current NCIRP, CISA may serve as the executive secretariat for a Cyber UCG,
coordinating with the FBI, ODNTI’s Cyber Threat Intelligence Integration Center, Sector Risk
Management Agencies, and affected federal departments as needed (CISA 2025). National
Guard support to these efforts is usually authorized under U.S. Code Title 32 (U.S. Code 1956D),
which allows National Guard forces to remain under state control while being federally
funded. Activation under Title 10 authorities (U.S. Code 1956a), which governs federal active-
duty military forces and are used during war or national emergencies, is reserved for rare
cases (see Figure 1).

One such case occurred during the COVID-19 pandemic, when Title 10 authorities were
used to activate both active-duty forces and the National Guard during Operation Warp Speed:
“We were activated on Title 10 during Operation Warp Speed and deputized under DHS Title 6 to
protect networks associated with the distribution of COVID [vaccines] to protect the Industrial
Control Systems of American manufacturers of the vaccine,” said Lt. Col. Peter Kurek, a member
of the Massachusetts National Guard. Having been involved with the Cyber Yankee exercise
for years, he noted that the level of trust developed in the exercise helped execute the mission
more effectively.

Active Duty Support to Domestic Cyber Incidents

Although Cyber Yankee incorporates elements of the UCG model, active-duty involvement in
domestic incidents follows a different mechanism. For missions outside the Department of
War Information Network (DoWIN), USNORTHCOM operates under the Defense Support of
Civil Authorities (DSCA) framework, which governs how and when DoW forces may assist
civil agencies. The Cyber DSCA process includes participation from CISA, the Department of
War, USCYBERCOM, and USNORTHCOM, and reflects legal authorities distinct from those used
by National Guard units.
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Figure 1. National Guard T10/T32 Authorities, (reproduced from Air Land Sea Application Center (2021)

Fortunately, the legal structure for active-duty military to support a cyber incident response
effort if asked already exists. The National Cybersecurity Protection Act of 2014 (Public Law
113-282) stipulates that:

“Federal departments and agencies, State and local governments, sector coordinat-
ing councils, information sharing and analysis organizations (as defined in section
212(5)), owners and operators of critical infrastructure, and other appropriate entities
and individuals, develop, regularly update, maintain, and exercise adaptable cyber
incident response plans to address cybersecurity risks (as defined in section 226) to
critical infrastructure” (United States Congress 2014).

The Department of War's Role within the Cyber UCG

The Department of War’s role within the Cyber UCG can be even more far-reaching. It provides
cybersecurity assistance to the Defense Industrial Base, helps during civilian emergencies,
and supports civil authorities. US Cyber Command, as the main cyber action arm for the DoW
is directed to exercise with DoW component cyber incident response organizations, and to
train their incident response teams (including assigned cyber protection teams) (DoD 2023).
However, only in rare cases do active duty military provide such assistance if the impact is
outside the DoWIN. An exception occurs when requested by the DoW, a federal lead agency,
or the President, and provides mitigations and threat reports via the National Security Agency
and the DoW Cyber Crime Center (CISA 2025).

Maj. Gen. Terin Williams emphasized this distinction, noting that the UCG model cannot be
applied identically to active-duty forces because their mandates differ. Active-duty military
personnel are usually asked, using DSCA authorities, to come in once for a particular industry
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or utility cyber incident, whereas the National Guard maintains enduring relationships with
utilities and state agencies. These longstanding partnerships, cultivated through exercises
like Cyber Yankee, enable smoother coordination during an incident.

However, PPD-41 defines the UCG as “the primary method for coordinating between and
among Federal agencies in response to a significant cyber incident as well as for integrating
private sector partners into incident response efforts” (Executive Office of the President 2016).
This means that the military, both active and Guard, should be skilled at navigating a cyber
UCG during operations in which Title 10 forces are acting in a DSCA capacity.

“Tust as with any other domain or response action, participants need to understand their left and
right limits, and what authority they are operating under. It’s expected that if called to participate
in a Cyber UCG, that the platform the personnel are responding on is off-DoWIN, where military
have no authority unless requested to provide specific support,” Brig. Gen. Rummel said.

Operating under that authority is especially important in the exercises, Lt. Col. Kurek said.
“In a realistic scenario, military members are not likely to get the direct access to a network as
they do in most current exercises.... Somebody from the Guard or the military will not be allowed
to touch the network in the case of an actual cybersecurity incident. To make it more realistic,
you need to have more industry participation where business and utilities are at the keyboard
and to transfer that knowledge from soldiers or airmen to the utilities, to industry,” he said. “In
Operation Warp Speed, we used strategically placed sensors in the industrial networks that fed
into our own monitoring tools and worked with company personnel to address detected activity.”
In this way, military responders can train, assist, and advise their industry partners.

In 2025, Army Cyber Command (ARCYBER) sent several observers from its Future Plans Di-
rectorate to examine how Cyber Yankee’s methods might translate into active-duty formations.
According to Col. Dave McNatt, ARCYBER’s chief of plans and strategy, "Real crisis response will
almost always start off-DoWIN. [Cyber Yankee] is one of the few mature exercises that exposes
Title 10 folk to the system of leaders, planners, operators, and coordinators that would deal with
those incidents. Like the [ancient] Greeks taught us, you have to seek exposure to get better at your
Jjob. Without that experience, everything is theory." His point underscores a central benefit of
Cyber Yankee: well-developed exercises provide both craft knowledge—familiarity with DSCA
and UCG processes—and the practical judgment that comes only from repeated exposure to
realistic, cross-sector coordination. This experiential learning is especially critical as ARCYBER
expands its operational technology (OT) defense capabilities, an area that increasingly defines
national-level cyber response. Col. McNatt also emphasized the broader implications for force
readiness: "There is value in [active duty] participation, but there would be even greater value if
the rest of the regions in this Union did something at the same level of sophistication (and ideally,
calibrated to the [Cyber Yankee] standard)." His comments highlight Cyber Yankee’s role not
only as a regional exercise, but as a benchmark for the level of complexity, realism, and
interagency integration needed across the country.
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LOOKING AHEAD: THE FUTURE OF CYBER YANKEE

As cyber threats evolve, so will Cyber Yankee. According to Col. (Ret.) Woody Groton, who
led Cyber Yankee 25’s UCG training and exercising, there are three future areas within the
exercise that could be war-gamed more specifically: (1) the usability of technology systems
during a cyber crisis, (2) communications and operations between different agencies, and (3)
state-specific cyber response plans and exercises.

In Cyber Yankee 2025, the Army Cyber Institute provided two workshops to address a
whole-of-government response that is central to the UCG. The first workshop used threat-
casting (Johnson and Vanatta 2017)—strategic foresight methodology used to envision and
systematically plan for potential threats (typically 10 years in the future)— to imagine future
scenarios in which the UCG might need to respond. These science-fact-based fictional scenar-
ios emphasized how human factors shape incident communication. The second workshop
demonstrated an experimental cyber tabletop (CTT), inspired by role-playing game mechan-
ics, developed at the University of Indiana. This CTT used a simplified scenario involving
a fictitious military installation affected by cyber disruptions in a nearby city’s traffic and
emergency systems, assigning participants unfamiliar roles to highlight interdependencies
and the complexity of coordinated response.

Future Cyber Yankee exercises are expected to include Al-driven cyberattacks, quantum
computing vulnerabilities, supply chain compromises, and deepfake-enabled social engineer-
ing. The exercise is also likely to expand its focus on resilience and recovery, ensuring that
systems can not only withstand attacks but also bounce back quickly.

Technologies such as Hive 1Q-a software that automates malware analysis, manages col-
laboration across teams of the cyber response, and keeps decision makers informed-could
be tested to see how well they work during specific scenarios. In 2025, an experimental
Al-enabled network sensor virtual machine was installed on the Cyber Yankee network to
mirror traffic and conduct further analysis. The red team was able to test cyber effects before
presenting them to blue teams (Cashman et al. 2025). These examples could include how
Operational Technology operators respond to crisis and demonstrate how Cyber Yankee can
serve as a testbed for Al technologies.

Communication and response across USCYBERCOM, the military, critical infrastructure
entities, state governments, and the National Guard during a cyber incident could also be
practiced in a more detailed manner, ensuring incident response occurs smoothly and quickly.
This is a general challenge for cyber incident response. “We need a platform for both communi-
cation and operational coordination between all parties involved in cyber incident response and
right now we do not have it,” Maj. Gen. Williams said.

Finally, specialized state-specific tabletop exercises supported by academics and legal and
policy experts could help improve the training so that an actual incident response runs
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more smoothly. Brig. Gen. Rummel recommended that states that do not currently have
Cyber Protection Teams (CPTs), such as Alaska, would benefit from starting them. Formally
established CPTs, such as those assigned to the 91st Cyber Brigade (Virginia), or Guardsmen
assigned to work with state CIO/CISOs are at the frontlines of state cybersecurity protection.
Every state is varied in its cybersecurity risk profile, but all states have experienced, and
will continue to experience, cyber-enabled attacks and disruptions to normal operations that
could be partially mitigated through prior exercising of the incident response process.

LESSONS FROM PRACTICE: CYBER YANKEE'S IMPACT ON REAL-WORLD
INCIDENT RESPONSE

The Guard's Response to the UVM Medical Center Attack

The response of the National Guard to the 2020 UVM Medical Center ransomware attack
illustrates how Cyber Yankee’s practices translate into real-world incident response. It was
based directly on the skills, relationships, and coordination patterns strengthened through
the exercise. The Cyber Yankee’s structure—bringing together National Guard cyber teams,
state agencies, federal partners, and operators of critical infrastructure—mirrors the multi-
stakeholder environment that emerged during the UVM response. Through repeated exposure
to complex, multi-vector attacks and sustained coordination with private-sector operators,
Guard personnel had already rehearsed the types of decisions required in large-scale recovery
efforts. These included restoring compromised endpoints, reestablishing trust across hybrid
IT-OT systems, and integrating with external cybersecurity contractors. During the UVM Med-
ical Center incident, these capabilities translated into effective support as Guard teams helped
review and rebuild affected systems, restore functionality in phases, and assist the hospital in
reestablishing critical clinical and administrative services during the following weeks. The
exercise’s emphasis on UCG-style coordination also meant that Guard teams were familiar
with rapid information-sharing protocols, escalation pathways, and cross-organizational
communication, all of which proved essential during the hospital’s prolonged recovery. In this
way, the operational readiness built through Cyber Yankee materially supported the Guard’s
ability to assist effectively in Vermont’s real-world crisis.

After the hospital networks were restored, the Vermont National Guard conducted several
after-action reviews to capture lessons. The most important finding was that pre-existing
relationships with UVM leadership significantly sped up response time and allowed National
Guard volunteers to be available to the hospital system within 24 hours. However, not ev-
erything was as straightforward and quick as an incident response rehearsed in exercises.
According to Col. (ret.) Chris Evans, who was then the unit’s CIO, and dual-hatted as the state
]6, the way the UVM IT staff used the Guardsmen was not the way they trained during Cyber
Shield and Cyber Yankee. Instead, the team was assigned tasks according to individual skills,
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rather than operating as a unified group. As a result, the Vermont Guard refined their state
emergency response procedures to create different "packages" of assistance, formalizing the
process to provide a tailored team or individual skill sets. They also updated their mobilization
procedures to allow for flexible response packages.

Two other key lessons from the UVM incident have shaped the design of the UCG portion
of Cyber Yankee. Col. Evans led the UCG training for Cyber Yankee 21, the year following UVM
and noted that his experiences reinforced the move towards a civilian-led UCG model. This
emphasized his observations that the military was not (and should not be) in the lead for
a cyber incident response on state infrastructure, which was "challenging for type-A people
in the military," Evans said. "It was in Cyber Yankee 22 when they actually started getting more
civilian agencies and federal agencies... it’s really hard. You do these exercises and it’s so hard to
have the military in the background... We’re supposed to be there in a support role and you know,
that’s really, really hard." In Cyber Yankee 25, over half of the UCG attendees were civilians
from federal and state agencies and regional utilities.

Scaling Cyber Yankee Insights: Recommendations for States and Regions

Cyber Yankee’s evolution and successes offer several practical recommendations for other
regions and for active-duty organizations seeking to enhance their cyber incident response
capabilities. These recommendations translate Cyber Yankee’s regionally tested practices into
actionable guidance for other states, regions, and active-duty partners.

Proactively build relationships with critical infrastructure operators. Seek out, meet, and invite
the leadership and cyber technicians who provide critical infrastructure services (especially
power, water, gas/oil, and medical) to military installations to join conversations and exercises.
Often, these have local or county offices with the responsibility to service bases. These partners
can be incorporated into short, scenario-based cyber tabletop exercises (from one hour to
half a day) or invited as full participants in large-scale training events. Military teams should
also train utilities on the federal Request for Support (RES) process.

Use National Guard exercises to practice real-world coordination mechanisms. Exercises should
explicitly rehearse the initiation and processing of utility RFSs and the use of the Cyber 9-Line
to communicate with U.S. Cyber Command. States should refine timelines for standing up a
cyber UCG and share their best practices with sector-based Information Sharing and Analysis
Centers (ISACs). Even small utilities—such as a one-person municipal water IT team—should
understand how to initiate an RFS and who their state UCG coordinator is.

Adopt and adapt the Blue Team-Orange Team construct. When designing regional, state, or

city-wide cyber exercises, replicate the Blue team / Orange team structure that pairs defensive
cyber teams with utility and industry operators on their own networks. This construct teaches
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cyber protection teams and incident responders about the unique operational constraints
that private utilities face within their own networks.

Develop scenarios that stress Operational Technology (OT) environments. Create scenarios that
force incident responders to protect OT systems. Provide training and education opportunities
to Guardsmen prior to or as part of an annual exercise, such as industrial control systems and
OT courses from SANS. Other scenarios might involve exercising plans for a state’s defensive
continuity of operations plan (COOP) or how a statewide cybersecurity service provider might
integrate multi-sector challenges with OT systems.

Integrate OT Knowledge, Skills, and Abilities (KSAs) into the Joint Qualification Records (JQRs).
Include OT-specific knowledge, skills, and abilities (KSAs) in appropriate Joint Qualification
Records (JQRSs) for cyber protection teams assigned to the National Guard. This ensures that
the KSAs are aligned with the legal authorities and mission expectations to respond to a
domestic cyber incident.

Build flexible mobilization and response structures. Create procedures that allow flexible mobi-
lization and response options. If a state normally trains only as a single defensive element, or
in collaboration with another state during exercises, consider how to also exercise individual
mobilization requests for specialized security skills.

CONCLUSION

Despite the efforts of the National Guard, state cybersecurity teams, and even the FBI and
U.S. Cyber Command, adversaries of the U.S. will still find targets to hack and exploit. This
makes it all the more important for all regional National Guard entities, and the government
agencies and the utilities they work with, to continue to practice close cooperation and train
to defend against cyber threats to critical infrastructure. The mandate for a UCG to protect
the nation’s safety and security, and the regional National Guard response groups such as
Cyber Yankee, has never been more urgent.

The evidence of Cyber Yankee’s long-term impact will be in its replicability beyond New
England and in its continued use to prepare industry, utilities, and government and state
entities to respond quickly and effectively to cyber emergencies and future threats. The
expertise gained through deliberate and repeated coordination, especially Cyber Yankee’s
unique use of the Orange Team and the exercise goals for the UCG, is achievable by active
duty and the National Guard alike. Simulating real-world threats and fostering collaboration
across sectors, it ensures that the nation is prepared to defend its most vital systems.
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