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Department of War (DoW) installations in the United States are heavily dependent for electricity,
natural gas, drinking water and wastewater treatment, telecommunications, and rail transporta-
tion on critical infrastructure owned and operated by contractors, whether inside or outside
the fence. The availability of these services is controlled by operational technology (OT) that is
uniquely vulnerable to cyberattack. The regulatory structure for U.S. critical infrastructure cyber-
security is spotty, with jurisdiction divided among federal, state, and local governments. Assets
inside-the-fence fall outside the utility regulatory structure entirely. DoW can use its procurement
power; through contract clauses or requirements, to improve the cybersecurity of the OT in the
critical infrastructures it depends on. However, there is no contract clause for the OT of utilities
outside the fence, and the standard that DoW currently relies on for utilities inside the fence was
not designed for OT. Key questions need to be addressed by senior leadership, beginning with a
survey of the OT of utilities to identify internet-capable products or configurations, the presence
of China-made equipment, and the use of OT devices with known security vulnerabilities. The
DoW needs to accelerate the development of contract clauses or requirements that specify a set of
prioritized controls for OT.
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POWER PROJECTION DEPENDS ON CONTRACTOR-OWNED AND -OPERATED
CRITICAL INFRASTRUCTURE

Department of War (DoW) installations in the United States—our “readiness platforms” to
fight and win wars—depend upon civilian critical infrastructure for essential services.! Instal-
lations use procurement contracts to buy electricity, natural gas, drinking water, wastewater
treatment, telecommunications, rail transportation and other services from non-DoW providers
outside the fence. These span a range of business models, including investor-owned utilities,
non-profit cooperatives, and bureaus or departments of municipalities or regional govern-
ments.

In addition to purchasing critical utility services from commercial providers outside
the fence, the DoW has a long-running program of privatizing and expanding inside-the-
fence services, including electricity generation and storage, drinking water distribution, and
wastewater treatment. Often the entities that build and operate on-base capacity are the same
utilities that operate off-base. DoW has invested and is continuing to invest billions of dollars
to improve the resilience of these on-base assets through investments in backup capacity and
efficiency (DoD Comptroller 2023, 2024).

Whether on-base or off, critical infrastructure serving domestic military installations op-
erates within a cyber-contested environment, exposed to adversaries seeking to disrupt
the deployment of military resources by interrupting the critical utility services necessary
for timely operations. “A sophisticated adversary can disrupt force deployment and cause
units to miss the Required Delivery Date (RDD) by targeting commercially owned critical
infrastructure and local municipal sectors” (Army Cyber Institute 2021, 42).

The Army'’s Critical Infrastructure Dependencies Are Easy to Map

Detailed information about outside-the-fence critical infrastructure service providers for
Army installations is easily found online using basic to intermediate open-source research
techniques. Information about inside-the-fence infrastructure is patchier but often discov-
erable through open-source methods as well. As a proof of concept, our graduate research
assistant compiled detailed (unpublished) dossiers on two Army installations, focusing on
their electricity, natural gas, water, and freight rail dependencies.

The research drew on a mix of publicly available resources, including documents posted
on the installations’ websites; local, state, and federal environmental and other reports;
government databases at all levels; corporate press releases and news articles; and open-
source maps and satellite images. For example, the U.S. Energy Information Administration’s

1. The phrase “readiness platforms” was used by a senior leader at an Army installation we visited as part of our research for
this article.
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Energy Atlas includes a map of electric generation facilities and transmission lines, giving
anyone a starting point for identifying the resources that serve DoW installations (EIA, n.d.).

The dossiers assembled by our graduate student included maps, descriptions of specific
equipment, and supply chain dependencies. The student was even able to identify one critical
infrastructure provider’s use of a specific industrial control system with a known, internet-
facing vulnerability (later patched). Each dossier took an estimated 20-30 hours to develop.
We assume that adversaries have spent more time than that and have complied dossiers of
much greater depth. (We do not address here the reasons why so much information about
critical infrastructure is readily available from public sources.)

Adversaries Are Pre-Positioning in Domestic Critical Infrastructure, with Intent

In February 2024, federal agencies warned that cyber actors sponsored by the People’s Re-
public of China had pre-positioned themselves on the networks of U.S. critical infrastructure
with the goal of conducting disruptive or destructive cyberattacks in the event of a major
crisis or conflict with the United States (CISA 2024f). Earlier, Russia too was found in U.S.
critical infrastructure (CISA 2018), and there have been several successful, albeit small-scale,
Iranian attacks on local water supply systems. In 2024, it became apparent that the PRC
state-sponsored group known as Salt Typhoon had burrowed deep into America’s telecom-
munications networks, listening to audio calls in real-time and obtaining call records data on
millions of users (Sanger and Barnes 2024; CISA 2025).

The intent of America’s adversaries to use infrastructure compromise to support their mili-
tary objectives has been on display throughout Russia’s campaign against Ukraine, beginning
in 2015 and continuing, though largely unsuccessfully, through the 2022 invasion (Colling
2024; Mueller et al. 2023). The threat has come directly to the doorstep of the U.S. military:
In October 2024, American Water Works Company, a public utility that supplies drinking
water and wastewater treatment services to 18 DoW installations in the U.S,, reported that
it had discovered “unauthorized activity” in its computer systems (Industrial Cyber 2024).
While the company said that none of its water or wastewater facilities or operations had been
negatively impacted, it did not specify the number or nature of systems affected or provide
any details about the attack vector. Among the company’s contracts with the U.S. military is a
50-year agreement to operate water and wastewater utility services for the Army Garrison at
West Point (American Water 2025).

One threat vector is the presence in U.S. critical infrastructure of equipment made in China.
For example, 80% of the ship-to-shore cranes at U.S. ports were produced in China. Many of
these cranes are internet-connected, meaning that, by design, they may be controlled, serviced,
and programmed from remote locations and thus are vulnerable to cyberattack (U.S. Coast
Guard 2024). From 2006 through 2023, the U.S. imported almost 450 electrical transform-
ers from China. Of these, more than 360 were the large transmission system transformers
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necessary for the operation of the grid. The U.S. has also imported from China hundreds of
millions of inverters, many with internet connection features, used in solar panels, electric
grids, manufacturing, and water and wastewater systems (Weiss 2024). On-base resources
are not immune. Projects intended to “island off” DoW installations from dependency on
commercial networks may themselves use products made in China (Select Committee on the
Chinese Communist Party 2024).

Awareness of the cybersecurity risks of China-made products has grown in recent years,
but regulatory responses have emerged more slowly and only on a sector-by-sector basis,
with major gaps. China-made switches are now banned from U.S. telecommunications net-
works, and a mandate to rip-and-replace the huge embedded base of China-made switches is
underway, at a cost just shy of $5 billion (FCC 2025). In contrast, there is no option to rip-and-
replace China-made ship-to-shore cranes, because there are no feasible alternative sources,
so the regulatory response focuses on risk mitigation (U.S. Coast Guard 2024). It has been
reported that the Department of Energy (DoE) has been examining electric power equipment
for security vulnerabilities (Mcfarlane 2025), but the scope and outputs of the reviews have
not been made public and in any case there is no regulatory mandate to heed them. A 2020
DoE order that prohibited certain utilities from procuring specific bulk power equipment
from China was revoked in 2021 (DoE 2021). While China is a major supplier of equipment
used in drinking water systems (Shinde 2025), we could find no program specifically aimed
at vetting China-made devices in drinking water infrastructure.

THE UNIQUE VULNERABILITY OF OPERATIONAL TECHNOLOGY

Whether a critical infrastructure asset is on-base or off-base, it relies on operational technol-
ogy (OT). OT systems, also called industrial control systems (ICS), measure and control vital
parameters of physical devices essential to the operation of real-world processes (NIST 2023,
8). OT systems control electricity generation and distribution, oil and natural gas pipelines,
drinking water and wastewater systems, and rail systems, among many others. A cyberattack
on an OT system could transfer control over these critical parameters to the attackers, enabling
malicious alteration that could cause malfunction or even total system outage (Microsoft
Threat Intelligence 2024).

Many OT systems lack security measures. They often contain legacy products that are
no longer supported by vendors and cannot be patched or updated to protect against new
vulnerabilities (NIST 2023, 37). As the Cybersecurity and Infrastructure Security Agency
(CISA) and the National Security Agency (NSA) warned in 2020, “Legacy OT assets that were
not designed to defend against malicious cyber activities, combined with readily available
information that identifies OT assets connected via the Internet ... are creating a ‘perfect
storm’ of 1) easy access to unsecured assets, 2) use of common, open-source information
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about devices, and 3) an extensive list of exploits deployable via common exploit frameworks
...” (NSA and CISA 2020).

“Forget the myth of the air gap”

Traditionally, OT devices had no connectivity and the air gap between OT and an enterprise’s
information technology (IT) infrastructure was relied on as the primary guarantor of OT
security. That has long since changed. Many OT systems are now routinely connected to
corporate networks via Ethernet, Internet Protocol, and wireless devices. (One of the chal-
lenges of critical infrastructure cybersecurity is that often no one fully knows how the OT and
IT of a given system are connected or could be connected.) While this integration supports
new capabilities, it significantly reduces isolation for OT from the outside world, making
components discoverable by attackers through internet scanning tools (NIST 2023, 28) and
increasing the likelihood that their vulnerabilities can be exploited by determined adversaries.

It is likely that even on-base capabilities have network connections that allow remote
access, despite the DoW’s goal of “islanding” its installations from public networks. As long
ago as 2011, Stefan Woronka, Siemens’ director of Industrial Security Services, said, “Forget
the myth of the air gap — the control system that is completely isolated is history” (Byres 2011).
As another analyst concluded, “The benefits of remote access connections into ICS are so
significant that many organizations now rely on these types of connections in their day-to-day
operations” (Mathezer 2021). Adding to the problem, the discovery of rogue communication
devices embedded in some China-made solar power inverters (Mcfarlane 2025) suggests that
connectivity features can be secretly built into products that are assumed to have no such
capability.

And yet, security frameworks for OT still recommend air-gapping. Unified Facilities Code
(UFC) 4-010-06, the DoW’s standard for cybersecurity of the control systems of on-base facilities,
states, “Do not allow control systems to be publicly accessible over the Internet,” but in the very
same sentence it recognizes that internet connectivity is a reality, saying, “if this capability is
required, it must be restricted access and carefully implemented by IT professionals” (DoD
2023).

The vulnerability of OT systems is evidenced by the steady stream of alerts and advisories
issued by CISA announcing newly discovered flaws in ICS devices (CISA, n.d.[b]). Not in-
frequently, OT devices use default passwords or are not even password-protected (Swidch
2024; CISA 2023, 2024e). Others do not protect the integrity of messages during transmission,
either by utilizing strong encryption or implementing other sufficiently mitigating controls
(CISA 2024b). One industrial control product that was the subject of a recent CISA advisory
(CISA 2024c) has four software vulnerabilities attributable to weaknesses on the list of the 25
most dangerous software weaknesses compiled by the MITRE Corporation (2024). Microsoft
reported in 2023 that 78% of industrial network devices monitored by Microsoft Defender for
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IoT (Internet of Things) had known vulnerabilities (Microsoft 2023). Many of these devices had
default passwords or no passwords at all. On top of these product flaws, human operators may
fail to implement controls, such as robust passwords, override or disable security features,
misconfigure systems, or take other actions that render systems vulnerable (Ribeiro 2024).

Adversarial Attacks on OT: A Closer Look

In July 2020, CISA and the NSA warned that cyber actors had shown their willingness to
conduct malicious cyber activity against critical infrastructure in the U.S. by exploiting internet-
accessible OT (NSA and CISA 2020). In May 2024, U.S. and allied agencies warned that pro-
Russia hacktivists were targeting and gaining remote access to small-scale OT systems in
North American and European water and wastewater systems, dams, energy, and food
and agriculture sectors (CISA 2024a). The attackers exploited modular, internet-exposed ICS
through vulnerable software and human-machine interfaces, often using default passwords
or guessing weak passwords. In October 2024, CISA and partner agencies warned that Iranian
cyber actors were using brute force and other techniques to compromise organizations across
multiple critical infrastructure sectors, including healthcare and public health, government,
information technology, engineering, and energy (CISA 2024d).

An April 2024 report from Mandiant concluded that Russian hackers had infiltrated a
Texas water facility and caused a system malfunction that forced a water tank to overflow
(Mandiant 2024). Mandiant linked the activity to Sandworm, a hacking operation affiliated
with Russia’s military intelligence. This was not the first attack on a water system. In November
2023, “CyberAv3ngers,” a cyber actor connected to the Islamic Revolutionary Guard Corps,
attacked the Aliquippa, Pennsylvania water plant, shutting down a pressure regulation pump,
requiring operators to take manual control of the system (Vasquez and Vicens 2023). In a
detailed analysis, CISA and partners later warned that CyberAv3ngers were targeting and
compromising an ICS device made by the Israeli manufacturer Unitronics, used not only in
water and wastewater systems but also in energy, food and beverage manufacturing, and
healthcare (CISA 2023). The targeted devices were exposed to the internet and were still using
their default passwords.

Microsoft researchers found that other OT-focused threat actors used the same methodology
in multiple other attacks: “Attackers can, and do, obtain visibility on OT devices that are open
to the internet using search engines, identify vulnerable models and open communication
ports, and then use the contextual metadata to identify devices that are of special interest,
such as ICS systems in water plants or other critical facilities. At that point, a weak password
or an outdated system with an exploitable vulnerability is all that stands between them and
remote access to the system” (Microsoft Threat Intelligence 2024).
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THE DOW ENERGY RESILIENCE PROGRAM

Historically, DoW built, owned, operated, and maintained its inside-the-fence utility systems.
In the 1990s, however, the DoW accelerated a move to privatize its on-base utilities (Converge
Strategies 2024, 9-10). The privatization effort was promoted by Congress in 1997 with the
adoption of 10 U.S.C. § 2688, granting to the secretaries of the military departments the
authority to convey a utility system, or part of one, under their jurisdiction to a municipal,
private, regional, district, or cooperative utility company or other entity (United States Congress
1997). As of January 2017, DoW had transferred ownership of more than 600 of its electricity,
water, natural gas, and wastewater utilities to private entities (GAO 2018, 2020b). (The number
today is undoubtedly higher.) According to a 2024 report, investor-owned utilities serve more
than 300 major military installations, while more than 125 rural electric cooperatives serve
DoW installations in 41 states (Converge Strategies 2024, 10). Under this transformation,
the non-DoW civilian provider is responsible for any investments required to upgrade and
maintain the on-base utilities.

Congress has adopted a series of laws addressing DoW dependencies, especially with
respect to energy resilience, starting at least as early as 2006 with the adoption of 10 U.S.C.
§ 2911, Public Law 109-364, Sec. 2851 (United States Congress 2006). As amended over
the years, § 2911 directs the Secretary of War to “ensure readiness of the armed forces for
their military missions by pursuing energy security and energy resilience.” It encourages
installations to develop energy-production infrastructure inside the fence and implement
energy resilience features, such as microgrids, to ensure energy availability even when the
installation is not connected to sources located off the installation. In another provision, 10
U.S.C. § 2926, Congress directed DoD to “ensure the types, availability, and use of operational
energy promote the readiness of the armed forces.”

Congress took a further step with Section 316 of the 2021 National Defense Authorization
Act (NDAA), Public Law 116-283, codified at 10 U.S.C. § 2920: “The Secretary of Defense shall,
by the end of fiscal year 2030, provide that 100 percent of the energy load required to maintain
the critical missions of each installation have a minimum level of availability of 99.9 percent
per fiscal year” (United States Congress 2021). “Energy” is defined as electricity, natural gas,
steam, chilled water, and heated water. 10 U.S.C. § 2920 also requires that “black start” exercises
be conducted to evaluate the ability of installations to perform critical missions without access
to off-installation energy resources. In a “black start exercise,” delivery of energy provided
from off an installation is terminated before backup generation assets on the installation are
turned on, to assess the ability of the backup systems to start independently, transfer the load,
and carry the load until energy from off the installation is restored.

Each of the military departments has issued policies requiring critical missions to operate
independently of the grid for up to 14 days (Converge Strategies 2024, 4). The law requires
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the Secretary of each military department and the head of each defense agency to plan for
the provision of energy resilience and energy security for installations, emphasizing the use
of full-time installed energy sources rather than emergency generation. The Army has set a
target requiring each installation to install a microgrid by 2035 (Converge Strategies 2024, 4).

In response, DoW is investing billions to build more energy facilities on military bases.
For FY 2025 alone, the budget request included $732.2 million ($636 million in construction
projects and $96.2 million in planning and design funds) to prioritize projects that support
energy resilience for critical mission requirements (Owens 2024; DoD Comptroller 2024).
Further information about the progress of the effort can be found in annual reports that DoD
filed with Congress, at least through fiscal year 2023 (DoD 2024a).

However, from a cybersecurity perspective, efforts to expand on-base energy capacity may
be irrelevant because the very same utilities that provide services from outside the fence may
be selected for inside-the-fence construction and they may incorporate the very same ICS
devices and China-made components that make them vulnerable outside the fence. A recent
experience at Camp Lejeune illustrates the problem. In 2022, the Marine Corps awarded
Duke Energy a $22 million utility energy service contract for the design and construction
of a microgrid at the base (Duke Energy 2022). The project included upgraded electrical
infrastructure, 5 megawatts of on-site natural gas-fired generation, a 5.4-megawatt battery
energy storage system, integration of an existing solar photovoltaic system, and a microgrid
controller. The project was based on the premise that, while many installations have backup
generators, microgrids offer performance advantages that help operators manage the power
load and everything plugged into the grid, in order to be able to redirect power to critical
missions that require an uninterrupted energy supply during outages. However, Duke Energy
installed batteries manufactured in China that had features making them vulnerable to remote
compromise (Select Committee on the Chinese Communist Party 2024). In an effort to create
on-base resilience and independence from the public grid, the Marine Corps had ended up
bringing a cyber vulnerability inside the fence.

Even with these efforts and others to build inside-the-fence capacity, in 2020 the GAO
estimated that nearly all military installations in the U.S. still depend on outside-the-fence
providers for some of their electricity and 63 percent rely to some degree on their surrounding
communities for each of five commodities: electricity, water, wastewater, telecommunications,
and natural gas (GAO 2020a). Also, the 600 utilities that had been privatized as of January 2017
represented only 23 percent (601 of 2,574) of the DoD’s utility systems (GAO 2018). While the
number of privatized systems is certainly higher today, it seems likely that the DoW continues
to own and operate substantial inside-the-fence critical infrastructure.

122 | THE CYBER DEFENSE REVIEW



J. Dempsey and A. Grotto

THE REGULATORY LANDSCAPE: A PATCHWORK QUILT, WITH MAJOR GAPS

Utilities outside the fence from which DoW acquires essential services (electricity, natural
gas, water, wastewater treatment, telecommunications, and rail transportation) are governed
by a patchwork of federal, state, and local regulations. Privatized utility systems on DoW
installations are not regulated by utility commissions (Converge Strategies 2024, 10). The U.S.
does not have a single, comprehensive cybersecurity law that applies across all sectors. Instead,
it relies on sector-specific rules, some of which are based on specific statutory authority,
some of which are based on pre-internet laws. Many of the sectoral cybersecurity laws and
regulations that do exist—such as those for health records, for financial services data, and for
federal government information systems, plus a growing number of state laws—focus solely
on IT systems, not OT, and aim only to protect personal information, not the availability of
the underlying services. For critical infrastructure, the regulatory framework is spotty, with
significant gaps.

Electric Power Systems

Responsibility for cybersecurity of the electric power system is shared among the Federal En-
ergy Regulatory Commission (FERC), state public utility commissions, and local governments.
The Federal Power Act is one of the few federal statutes expressly granting a regulator (FERC)
authority to adopt cybersecurity requirements. Working with an industry body, the North
American Electric Reliability Corporation, FERC has developed and regularly updates a set of
critical infrastructure protection (CIP) standards. However, these requirements apply to only
part of the electric power grid, known as the “bulk electric system.” Although some utilities
may apply the CIPs throughout their networks, they do not formally cover smaller generation
resources or the local facilities that deliver power to DoW installations. Facilities outside the
scope of the FECR CIPs are subject to state and local regulation.

Natural Gas Pipeline Network

The regulatory framework for the U.S. natural gas pipeline network is likewise segmented,
creating a significant jurisdictional seam between high-capacity transmission and local dis-
tribution. Following the 2021 Colonial Pipeline ransomware incident, the Transportation
Security Administration (TSA) issued a series of Security Directives that impose mandatory
cybersecurity and incident reporting requirements on the owners and operators of critical
interstate natural gas transmission pipelines. However, the mandate of these federal directives
terminates where transmission systems connect to local distribution companies (LDCs). These
LDCs, which are typically regulated at the state level, manage the final delivery of gas to
end-users, including military installations.
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Railroads

U.S. railroad regulation is bifurcated between two primary federal agencies, creating a complex
compliance landscape for rail operators. The TSA has issued security directives for freight and
passenger rail. Concurrently, the Federal Railroad Administration (FRA) has issued detailed
rules, standards and instructions governing the installation and maintenance of signal and
train control systems, notably 49 C.ER. Part 236, specifically including processor-based systems
and components. A critical limitation of this framework, however, is that these FRA provisions
are focused on the safety and reliability of traditional electro-mechanical systems and do
not fully address the distinct cybersecurity vulnerabilities inherent in the newer, internet-
connected OT devices that are becoming more prevalent across the rail network.

Telecommunications

In the telecommunications sector, the Federal Communications Commission (FCC) has largely
left cybersecurity to voluntary industry decisions (Dempsey 2025). The FCC has a rule requiring
notification to the Commission and to affected customers when there has been a breach of
customer identifying information and call detail records, but the Commission has no rule
aimed to protect the security of communications themselves. As of this writing, the Senate’s
version of the intelligence authorization act for fiscal year 2026, S.2342, includes a provision
aimed at the cybersecurity of providers of telecommunications service to the intelligence
community (United States Senate 2025), but there is no comparable language in the House
bill and it is uncertain whether the provision will survive industry opposition.

Drinking Water and Wastewater Treatment

The federal legal framework for the safety of the nation’s drinking water, including systems
serving military installations, is primarily based on the America’s Water Infrastructure Act
(AWTA) of 2018, Public Law 115-270. Section 2013 of the AWIA, codified at 42 U.S.C. § 300i-2,
required community water systems serving more than 3,300 people to conduct a one-time
risk and resilience assessment and to review it every five years to determine whether it
should be revised. Section 2013 also requires covered systems to develop an emergency
response plan that shall include strategies and resources to improve the resilience of the
system, including the physical security and cybersecurity of the system (United States Congress
2018). However, the law only obliges utilities to certify their completion of the assessment and
emergency plan to the Environmental Protection Agency (EPA). It does not require submission
of the assessments or plans themselves, limiting the agency’s oversight of their substance and
effectiveness.

Under a separate provision of the federal Safe Drinking Water Act, states are required
to conduct surveys of the facilities, equipment, and operations of public water systems to
evaluate their ability to deliver safe drinking water. In March 2023, the EPA attempted to
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enhance this framework by issuing an interpretation that would have included cybersecurity
in these state-led audits. However, several states and water sector groups challenged the rule in
court, alleging the agency had exceeded its authority, and the EPA withdrew its interpretation
in October 2023 (Horne and Dempsey 2023). This left only voluntary action. CISA and the EPA
offer resources, threat intelligence, and technical assistance, but there are no specific federal
laws or regulations requiring any cybersecurity controls for drinking water and wastewater
treatment.

Executive Orders

In addition to the above, executive orders and statutes related to cybersecurity could have
application to the procurement of critical infrastructure services. Exec. Order 13800 (2017),
Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure, requires that
each agency head “shall use” the Cybersecurity Framework (CSF) developed by the National
Institute of Standards and Technology (NIST) “to manage the agency’s cybersecurity risk,”
which could include the OT of critical utilities on which the agency depends. In addition,
under the Federal Information Security Modernization Act (FISMA) (United States Congress
2014), the NIST Risk Management Framework (RMF) is considered mandatory for federal
information systems (NIST 2018, 2016). However, we are not aware of any direct use of
these authorities to regulate the OT cybersecurity of utilities providing service to the federal
government. Moreover, as discussed in more detail below, the CSF and RMF are not standards
but rather open-ended frameworks best thought of as planning and oversight guides that
organizations can use to develop cybersecurity plans and conduct self-assessments.

A 2024 mandate from the Office of Management and Budget, based on Exec. Order 14028
(2021), Improving the Nation’s Cybersecurity, requires developers providing software to the
federal government to attest that they followed certain secure software development practices
(CISA 2024g). However, this requirement applies only to software purchased by federal
agencies, not to software used by the utilities from which the government purchases electric,
water or other services. Exec. Order 14144 (2025a), Strengthening and Promoting Innovation
in the Nation’s Cybersecurity, included measures intended to promote the use of artificial
intelligence to identity vulnerabilities in OT, but those provisions were repealed by President
Trump in June 2025 with Exec. Order 14306 (2025b), Sustaining Select Efforts To Strengthen
the Nation’s Cybersecurity and Amending Executive Order 13694 and Executive Order 14144.

In addition, there is a NIST guide on OT security described in greater detail below, NIST
Special Publication (SP) 800-82r3, Guide to Operational Technology (OT) Security (NIST 2023).
It is not directly mandatory but has been relied on by the DoW for inside-the-fence utility
construction.
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Local Regulation

This patchwork of regulatory coverage means that the cybersecurity of critical infrastructure
supplying utility services to military installations is highly fragmented. For example, in the
case of Ft. Carson, the installation receives gas, electricity, water, and wastewater treatment
services under a General Services Administration (GSA) area-wide contract with Colorado
Springs Utilities (CSU), a municipally-owned entity. The regulator for CSU is the city council of
the City of Colorado Springs. Title 12 of the Code of the City of Colorado Springs establishes
certain rules for utilities under the city’s jurisdiction. In addition, the city council has adopted
Utilities Rules and Regulations (URR) (CSU 2024). The URR is organized into a general section,
affecting all services, followed by service-specific sections: electric, natural gas, water, and
wastewater service. The city council of Colorado Springs periodically reviews and approves
tariffs for CSU, such as the Natural Gas Rate Schedules (CSU 2023a). Each tariff incorporates by
reference a set of Line Extension and Service Standards (LESS), one each for water, wastewater,
gas and electric service, written by the utility (CSU 2025, 2023b). Collectively, the URR, the
tariffs, and the LESSs establish the regulations, rates, and terms and conditions for the CSU’s
services, including those provided to Ft. Carson.

However, we found nothing in any of these documents (the URR, the tariffs, or the Line
Extension and Service Standards) that specifically addresses the cybersecurity of the OT that
manages the operation of the electrical, natural gas, or water systems that serve Ft. Carson.
Nor is there anything regarding OT cybersecurity in the City Code of Colorado Springs, city
ordinances, or Colorado state statutes.

THE PROCUREMENT FRAMEWORK

In the absence of a comprehensive regulatory framework for critical infrastructure cyber-
security, the DoW can use its procurement contracts to impose cybersecurity standards on
the utilities from which it procures goods and services, whether on-base or off. However, at
present there is no contract clause specifically addressing OT.

To purchase electricity, natural gas, water, wastewater treatment, and steam from utilities
outside the fence, the DoW normally works through the GSA. The GSA’s authority to pro-
cure utility services for U.S. federal executive agencies is outlined in 40 U.S.C. § 501 (United
States Congress 2002) and Part 41 of the Federal Acquisition Regulation (FAR) (GSA, DoD, and
NASA 2025). GSA frequently uses a type of long-term master agreement called an “areawide
public utility contract” (GSA, n.d.), which lists the terms and conditions for the specific ser-
vice and incorporates all applicable federal contract clauses. Areawide contracts provide a
pre-established contractual vehicle for ordering utility services. Under FAR Part 41, federal
contracting officers for a particular agency and location are generally required to procure
utility services through the applicable GSA areawide public utility contract. Generally, the
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price of the service and other conditions are detailed in a tariff or rate schedule approved or
established by a utility regulatory body (not the GSA).

Most federal government contracts—including the GSA areawide utility contracts—must
include a clause requiring contractors to apply specified cybersecurity controls to their IT
systems. For civilian agencies, this is FAR 52.204-21, which mandates 15 basic security controls
derived from NIST SP 800-171, Protecting Controlled Unclassified Information in Nonfederal
Information Systems and Organizations (NIST 2024). As its name indicates, NIST SP 800-171 is
aimed at IT and its purpose is to ensure that contractors implement cybersecurity controls
to protect any controlled unclassified information (CUI) they receive from the government.
NIST SP 800-171 is not designed for the OT that monitors and controls the physical functions
associated with electricity generation, natural gas delivery, or water and wastewater systems.
When the DoW obtains utility services under a GSA areawide public utility contract, it must
add Clause 252.204-7012 from the DoD Federal Acquisition Regulations Supplement (DFARS),
Safeguarding Covered Defense Information and Cyber Incident Reporting (DoD 2025), which
imposes for more high-risk situations the full 110 controls in NIST SP 800-171. However, DFARS
252.204-7012, like FAR 52.204-21, does not directly address OT. Its controls are designed to
protect information on IT systems, not to ensure the availability and integrity of physical
processes controlled by OT.

For utility assets inside the fence, the DoW uses a variety of contract vehicles, including
Utilities Privatization Contracts, Energy Savings Performance Contracts, Utility Energy Services
Contracts, and contracts under the Energy Resilience and Conservation Investment Program
(SERDP/ESTCP, n.d.[b]). For utility assets formerly owned by the DoW but since sold to the
private sector or a local government, 10 U.S.C. § 2688 requires that they be operated in a
manner “consistent with energy resilience and cybersecurity requirements and associated
metrics provided to the conveyee.” All Installation Energy Plans must incorporate detailed
cybersecurity plans applicable to any energy projects included in the plan, including any
installation or modification of OT, including control systems (SERDP/ESTCP, n.d.[b]). DoD
Instruction 4715.28, Military Installation Resilience, cites forty-seven references (DoD 2024b).

In a 2019 memo focused on the Utilities Privatization Program (that is, inside-the-fence
resources), the Undersecretary of Defense for Acquisition and Sustainment (2019) directed all
DoD components to ensure that all new and existing utility service contracts included com-
prehensive cybersecurity requirements as outlined in twenty-one referenced DoD directives.
These included DFARS Clause 252.204-7012, which, as noted, does not cover OT. They also
included the UFC 4-010-06, Cybersecurity of Facility-Related Control Systems, discussed in the
next section.

VOL. 10, NO. 2 (2025) | 127



Ensuring the Cyber Resilience of Critical Infrastructure Serving Domestic Military Installations

UFC 4-010-06: the DoW's Risk Management Framework for OT

To pursue a contract-based approach to the OT security of vital critical infrastructure, the
DoW needs a standard with clear, measurable and enforceable requirements. So far, the
DoW has relied on NIST SP 800-82 Revision 3, A Guide to Operational Technology (OT) Security
(NIST 2023). NIST SP 800-82 is non-prescriptive. It is a risk management framework that
describes issues to be considered, but it specifies neither technologies nor outcomes. It grants
considerable discretion to individual project managers.

Moreover, NIST SP 800-82 Revision 3 was not developed from the bottom up for OT specifi-
cally. Instead, it relies on three other NIST publications designed for IT systems:

e NIST SP 800-39, Managing Information Security Risk: Organization, Mission, and Informa-
tion System View, which provides a framework for an enterprise-level risk management
program (Joint Task Force 2011).

e NIST SP 800-37, Risk Management Framework for Information Systems and Organizations:
A System Life Cycle Approach for Security and Privacy, which provides a structured process
for managing security and privacy risk, including system categorization and control
selection (NIST 2018).

e NIST SP 800-53, Revision 5, Security and Privacy Controls for Information Systems and
Organizations, which contains a comprehensive list of cybersecurity controls for infor-
mation systems and is the ultimate source for NIST cybersecurity documents (Joint Task
Force 2020Db). It is supplemented by NIST SP 800-53B, Control Baselines for Information
Systems and Organizations (Joint Task Force 2020a).

NIST SP 800-82 takes the cybersecurity controls in NIST SP 800-53, designed for IT systems,
and considers how they might be applied to OT using the framework of NIST SP 800-37. It is
not intended to serve regulatory or enforcement purposes. It starts with an overview of OT
system topologies and vulnerabilities. Like other NIST cybersecurity documents, it emphasizes
management processes, such as having an OT governance strategy and an OT cybersecurity
policy and communicating them effectively within the organization, coordinating and align-
ing OT cybersecurity roles and responsibilities internally and with external partners, and
integrating cybersecurity risks into corporate risk management processes.

Appendix F, an “OT overlay,” takes the NIST SP 800-53 Revision 5 security controls for
information systems and considers which of them apply to OT and how, with enhancements
and supplemental guidance that apply specifically to OT systems as guided by NIST SP 800-37
(the risk management framework that was also designed for IT).

The challenge for both contractors and project managers is that these NIST documents
are open-ended, leaving it to users to define their own risk tolerances and even their own
criteria for applying the controls. This is a feature of many NIST publications in the field of
cybersecurity; they are not really “standards” but frameworks or guides that tolerate a broad
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range of practices (Choi 2024). For example, the NIST SP 800-53 control for least privilege (AC-
6(1)) states: “Authorize access for [Assignment: organization-defined individuals or roles] to: (a)
[Assignment: organization-defined security functions (deployed in hardware, software, and
firmware)]; and (b) [Assignment: organization-defined security-relevant information],” with
the bracketed parts to be filled in by each organization. Similarly open-ended is AC-3: “Enforce
approved authorizations for logical access to information and system resources in accordance
with applicable access control policies.” Of course, an organization must define its own
access control policies, but an organization with dangerously generous allocation of access
authorizations could comply with this control, as long as it “enforced” those authorizations.

NIST SP 800-82, for OT, piles additional discretion on top of this indeterminacy. For example,
regarding the key issue of network connectivity, it recommends separating OT networks
from corporate networks, expressly acknowledging that using the corporate network for
OT communication could expose OT components to cyberattacks, but, at the same time, it
allows networking: “Practical considerations — such as digital transformation, the cost of
OT installation, or maintaining a homogenous network infrastructure — often mean that a
connection is required between OT and corporate or other IT networks” (NIST 2023, 66).
It allows what it considers a major security control to be bypassed in the pursuit of other
interests.

Based on NIST SP 800-82, DoW has developed three reference documents for its on-base
utility systems:

e UFC 4-010-06, Cybersecurity of Facility-Related Control Systems (FRCS) (DoD 2023). This
document defines a process for identification of cybersecurity requirements suitable for
control systems of any impact rating, with more specific guidance suitable for control
systems of low or moderate impact level. It applies to all planning, design, construction,
renovation, and repair of both new and existing facilities. The control lists in UFC 4-010-06
were generated using the NIST SP 800-82 overlay for low impact systems and the RMF
Technical Advisory Group (TAG) Overlay for moderate impact systems.

e Control System Overlay for Moderate Impact Systems. Published by the RMF TAG, this
document supplements the standard security control baseline with specialized imple-
mentation guidance for moderate-impact systems, addressing the specific vulnerabilities
and requirements of OT. To further refine these standards, both the Navy and Air Force
have developed their own distinct overlays to accommodate their unique control system
architectures and mission-specific contexts (DoD 2023, 23).

e UFGS-25 05 11, Cybersecurity for Facility-Related Control Systems. This Unified Facilities
Guide Specifications (UFGS) document applies broadly to control systems, but it does not
specifically address electrical generation and distribution. It leaves controls for electrical
power system devices blank, stating “Use this subpart if needed to add requirements for a
specific control system type (e.g. electrical distribution etc.), similar to how other control

VOL. 10, NO. 2 (2025) | 129



Ensuring the Cyber Resilience of Critical Infrastructure Serving Domestic Military Installations

systems are covered above” (DoD 2024c). UFGS-25 05 11 includes a set of schedules to
document interconnections with other systems, communications within the network,
wireless, and IP connection, along with an inventory spreadsheet intended to capture
information about every device in a system for review and approval by the appropriate
official (U.S. Army Corps of Engineers 2024; SERDP/ESTCP, n.d.[a]).

UFC 4-010-06 does not dictate specific controls. This is partly because the selection of controls
must be based on a risk assessment that is unique to each system. Also, it is because the security
control baseline that UFC 4-010-06 draws on was developed for standard information systems
and contains security controls that UFC 4-010-06 itself says are inapplicable to control systems,
or “are impractical to implement due to technical or resource constraints.” The RMF process
allows these baselines to be tailored for any given project by removing or adding specific
controls, subject to final approval of the Authorizing Official.

It remains uncertain whether UFC 4-010-06 has resulted in more resilient systems. As the
experience with DFARS 252.204-7012 shows, many contractors fail to implement contractually-
required cybersecurity standards. Even though failure to implement these standards is a
breach of contract exposing contractors to the full range of contractual remedies, up to and
including contract termination, as well as liability under the False Claims Act, contracting
authorities rarely go behind contractor assurances of compliance. The Cybersecurity Maturity
Model Certification (CMMC) process aims to address this problem for certain contracts through
third-party certification. However, CMMC applies only to IT systems. The 2019 guidance from
the Undersecretary of Defense for Acquisition and Sustainment (2019) on utility service
contracts mandated compliance with 21 DoD directives or memos, but there is no publicly
available data on the extent to which contractors have been able to reconcile and comply with
all 21 of them. Moreover, the guidance document that is perhaps most important (certainly
most detailed) regarding OT security, UFC 4-010-06, is a risk management document, meaning
that specific controls are required on a specific project only to the extent required by the
official overseeing that project.

Cybersecurity Standards for Operational Technology

UFC 4-010-06 does not require specific controls and, as explained, the controls it discusses
were not initially designed for OT. To strengthen its use of the procurement power to address
the cybersecurity of the utilities it relies on, the DoW should consider using cybersecurity
controls and practices specifically designed for OT systems. This can be achieved through
a DFARS clause or by issuing requirements or specifications that can be added to contracts.
Given the length of time required to amend the DFARS, it would probably be quicker to
issue requirements or specifications. We understand that the DoW is currently developing
requirements for OT that can be incorporated in contracts.
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One source for such controls is the comprehensive family of standards and technical
reports developed by the International Society of Automation (ISA) specifically for industrial
automation and control systems. ISA standard 62443, Security for Industrial Automation &
Control Systems, applies to all industry sectors, including electric power generation and
distribution. (The International Electrotechnical Commission has adopted 62443, which is
now commonly referred to as ISA/IEC 62443.) ISA/IEC 62443 is not a single document but a
series, defining in a structured fashion the layers of an OT security program. It is designed
around concepts central to ICS, such as security zones and conduits, and focuses on safety
and operational availability, which are different priorities from those of the confidentiality-
focused IT world. Within the ISA/IEC 62443 family, the most detailed reference may be
Part 4-2: Technical Security Requirements for IACS Components. It provides detailed technical
control system component requirements and organizes security into seven foundational
areas: identification and authentication, use control, system integrity, data confidentiality,
restricted data flow, timely response to events and resource availability.

A less comprehensive source of OT controls, but one that may offer prioritized incremental
steps for a phase-in period, was published in January 2025 by CISA and a wide range of
U.S. and international partners. Secure by Demand: Priority Considerations for Operational
Technology Owners and Operators when Selecting Digital Products describes how OT owners
and operators should integrate security into their procurement process when purchasing
industrial automation and control systems as well as other OT products. Also, CISA has pro-
duced cross-sector cybersecurity performance goals, including a range of actionable controls
(CISA, n.d.[a]), which apply to both IT and OT systems and could serve as the source of specific
controls in a contract-based effort to improve the cybersecurity of critical infrastructure
serving DoW installations in the U.S. Other controls and best practices specifically designed
for OT have been issued by CISA (n.d.[c]), by the NSA and CISA (2020), and by the Department
of Energy (DoE, n.d.).

Finally, the National Association of Regulatory Utility Commissioners (NARUC) has partnered
with the U.S. Department of Energy, Office of Cybersecurity, Energy Security, and Emergency
Response to develop a set of cybersecurity baselines for electric distribution systems and
distributed energy resources. The NARUC baselines allow flexibility to system operators. On
interconnection, they state that IT and OT networks should be separated, but they go on
to say that connections may be explicitly allowed for specific system functionality, without
addressing whether additional controls should be implemented to protect connected OT
systems (DoE and NARUC 2020).

IMPLICATIONS FOR SENIOR LEADERSHIP

Senior DoW leadership could start advancing OT cybersecurity by posing some key questions
to relevant components throughout the department:
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Inventory. Is there an inventory and assessment of the DoW’s critical infrastructure depen-
dencies, with specific attention to ICS devices and internet connections? Whether an asset is
inside or outside the fence-

Is the OT of the utility connected to the internet?
Is there a bridge between OT and the IT network of its owner or operator?
Does the utility use ICS devices or other products made in China?
Was Camp Lejeune the only micro-grid installed for energy resiliency that used China-
made products?
e Does the utility use ICS devices for which CISA has issued a vulnerability alert or advi-
sory?
For inside-the-fence utilities, the inventories collected pursuant to UFC 4-010-06 may be a
good source of this data.

Contract Requirements. Has UFC 4-010-06 in fact been incorporated into contracts for inside-
the-fence construction of energy assets?

o If it has, has anyone assessed whether and how contractors are actually adhering to its
provisions?

e How many contractors subject to UFC 4-010-06 have been granted a POAM (Plan of
Action and Milestones) to address cybersecurity shortfalls and has anyone assessed
whether contractors are meeting them?

e Is there a set of prioritized controls that could be required of outside-the-fence utilities?

e What is the status of the DoW effort to develop OT cybersecurity requirements for critical
infrastructure procurements? Can the process be accelerated?

Paying for Cybersecurity. Efforts aimed at outside-the-fence utilities will have to address
the question of costs. One approach is to ensure that cybersecurity costs are classified as
recoverable. The other is to build security costs into a utility’s rate base so the utility can earn
a rate of return on the expenditures.

The Human Factor. A major challenge in securing OT is the human element, in at least two
regards. First, security standards are meaningless if they can be ignored or overridden by
humans. Second, the DoW, like other government agencies and the private sector, faces a
cybersecurity skills gap, including in terms of contracting officers responsible for procurement
of critical infrastructure and project managers responsible for inside-the-fence construction.

e Does DoW have the skilled personnel to audit OT security for on- and off-base critical
infrastructure?

e Could or should the CMMC system of third-party assessments be extended to critical
infrastructure providers?
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Matching Requirements to the Threat. 1s there any evidence that the cybersecurity controls in
UFC 4-010-06 are effective in addressing the vulnerabilities of operational technology?

e Has there been any effort to map the controls in UFC 4-101-06 to OT vulnerabilities and
threats?

e Would the controls in ISA/IEC 62443 be more effective in achieving some desired level
of cybersecurity?

In 2020, CISA was planning an effort to map discovered ICS vulnerabilities to product
lines and configurations to understand the impact and potential consequences of specific
vulnerabilities with the goal of developing configuration gold standards (CISA 2020). This
effort should be revived. Dow should work though available inter-agency processes to support
development of prioritized and measurable controls for OT.

CONCLUSION

Lethality depends on some pretty mundane things, such as electricity, natural gas, drinking
water, and rail lines. An interruption in the availability of any one of these or other critical
infrastructures could disrupt and delay force projection. Yet these services are controlled by
OT that is every bit as vulnerable—possibly even more vulnerable—than the IT that has been
the focus of national cybersecurity policy in recent years. On top of that, we know foreign
adversaries have targeted and succeeded in gaining access to the OT of critical infrastructure.
Efforts to island-off military installations with on-base capabilities may be of no avail, since
inside-the-fence assets may still be connected to IT systems and the internet and may use the
same vulnerable OT devices used outside the fence.

The landscape of critical infrastructure serving domestic military installations is highly
complex and inconsistently governed. The U.S. legal framework for critical infrastructure
cybersecurity is fragmented, with significant gaps. It is unlikely that a comprehensive system
of laws and regulations for OT cybersecurity will be stitched together anytime soon.

Therefore, the DoW should use the lever that, for all its limitations, may be the most flexible
and most impactful: the power to set standards for the services it purchases. The process of
addressing OT cybersecurity should begin, as all cybersecurity should begin, with an inventory
of assets, inside and outside the fence, to identify pathways between OT systems and the
internet as well as vulnerable equipment, including not only China-made devices but also
products made outside of China that contain known vulnerabilities. Such an inventory could
drive mitigation efforts. It could also spur DoW efforts to develop prioritized and measurable
controls for OT that can be required in critical infrastructure procurement contracts, inside
and outside the fence. The field of OT cybersecurity has evolved considerably in recent years;
what was once an off-shoot of IT security now has a growing library of controls and practices.
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Having put so much effort into securing contractor IT with the CMMC process, DoW should
give similar attention to contractor OT.
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