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1 INTRODUCTION

Our nation’s critical infrastructure—the services Americans rely on every day—is
under continuous threat by nation-state cyber adversaries and cybercriminal organi-
zations around the globe. Over the last several years, we’ve witnessed increasingly
frequent and complex attacks against small and medium-sized businesses, K-12
schools, water utilities, and healthcare organizations, including hospitals, which were
in the past considered “off-limits.” - Nitin Natarajan, Deputy Director Cybersecurity
and Infrastructure Security Agency (CISA), January 7, 2025

Critical infrastructure provides services essential for the functioning of a productive mod-
ern society; it encompasses utilities, finance, healthcare, telecommunication, and emergency
services, among others. In recent years, critical infrastructure has increasingly been the
target of cyberattacks around the globe. In the spring of 2018, cybercriminals launched a
ransomware attack against the city of Atlanta that restricted access to a wide range of online
platforms, municipal operations, and databases. Although the city did not pay the ransom,
the attack resulted in millions of dollars in damage, and it took several months for services to
be fully restored (Young 2021). Beginning in 2019, the Russian Foreign Intelligence Service
(SVR) attacked the computing networks of the Texas-based SolarWinds network management
software company. SVR inserted malicious code into a routine software update, which al-
lowed them to gain widespread access to government agencies and Fortune 500 companies
(Government Accountability Office 2021). In May 2021, hackers disrupted operations of the
Colonial Pipeline, causing fuel shortages and panic buying across the Eastern Seaboard (Wood
2023). These examples illustrate the different ways threat actors exploit the vulnerabilities of
both public and private sector critical infrastructure organizations.

To test and improve critical infrastructure resilience against cyberattacks, the Army Cyber
Institute (ACI) developed Jack Voltaic, a cyber research project and exercise series. Jack
Voltaic brings together military and civilian partners, including local/city governments and
private companies. Since 2016, ACI and partners have iteratively designed and conducted
these exercises to stress-test collective responses to cascading cyber incidents. The exercises
repeatedly revealed the same critical gap: technical systems often fail because the humans
responsible for protecting them lack the social infrastructure necessary for coordinated
response at scale (ACI 2021a, 2018, 2021b, 2022). As the Jack Voltaic 3.0 Research Report
bluntly states, “crisis management and remediation is personality driven” and municipalities
“tend to lack experience with real cyber events and thus have difficulty visualizing second-,
third-, and fourth-order effects.” The exercises have consistently shown that cyber resilience
depends on personal relationships and the need for institutionalization (ACI 2021a).

We developed the Critical Sherpas pilot in metro Atlanta to test a core hypothesis derived
from the Jack Voltaic exercises: that establishing pre-incident social networks is essential
for effective cyber defense. This intentional online community serves as a laboratory for
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adapting face-to-face trust-building to a digital environment. The moniker Critical Sherpas
reflects the community’s vital role as expert guides who navigate the treacherous terrain of
modern cyber threats on behalf of the public.

Community psychology and sociological research demonstrate that key factors strength-
ening resilience in physical communities are trust, social capital, and mutual aid networks
(Norris et al. 2008; Tierney 2019). Starting with the assumption that the same principles
apply to cyber defense (Castelfranchi, Falcone, and Marzo 2006), this paper explores how
practices used to build trust and mutual support in face-to-face communities can be adapted
to digital and online communities to strengthen cyber resilience. Drawing on observations
from the Critical Sherpas pilot and beta test, we examine how an intentionally designed online
cyber critical infrastructure community (C-CIC) can strengthen cyber resilience by improving
cross-sector coordination, information sharing, and collective cyber defense capabilities.

Drawing on Metcalf (2004), Bohill (2010) defines an intentional community as a voluntary
assembly of individuals from diverse backgrounds who convene to address perceived social
inadequacies. These groups foster a distinct “we-consciousness” by adopting shared practices
and a consciously devised culture that serves as an alternative to mainstream society. Accord-
ingly, we define the C-CIC as an intentionally designed network of individuals from diverse
professional backgrounds, who voluntarily convene online to address shared vulnerabilities
and systemic challenges within cyber and critical infrastructure domains.

We first examine the theoretical importance of trust and social capital in physical and
virtual communities from the literature. After introducing the key factors and considerations
guiding the design of the Critical Sherpas C-CIC pilot, we discuss insights derived from beta
testing feedback. The purpose of our research is to inform collaborative efforts between
cyber professionals, critical infrastructure operators, government, and private sector leaders
seeking to intentionally design C-CICs to improve cyber resilience of critical infrastructure.

2 BACKGROUND AND LITERATURE REVIEW

2.1 Cyber Resilience of Critical Infrastructure

The National Institute of Standards and Technology (NIST) defines cyber resilience as “The
ability to anticipate, withstand, recover from, and adapt to adverse conditions, stresses, attacks,
or compromises on systems that use or are enabled by cyber resources. Cyber resiliency
is intended to enable mission or business objectives that depend on cyber resources to be
achieved in a contested cyber environment” (NIST, 2024, 2022, 2021).

We define community resilience as a community’s capacity to anticipate, absorb, adapt
to, and transform through disruption, whether social, economic, environmental, or political.
Rather than simply bouncing back to a previous state, we see resilience as an emergent
strength, a process in which communities become more equitable, inclusive, and cohesive
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by navigating challenges together. This perspective is informed by established research
approaches focusing on structural violence (Chance 2023; Galtung 1990; Galtung and Höivik
1971; Galtung 1969), trauma-informed practices (Erickson and Harvey 2023), and conflict
transformation (Lederach 2005). This definition reinforces the importance of social capital,
trauma awareness, and participatory processes that help empower historically underserved
voices. In the C-CIC pilot, our objective was to improve community resilience by creating
online spaces where collaboration could thrive.

Whereas cybersecurity focuses on protecting digital assets and preventing breaches, cyber
resilience presumes that intrusions will occur. It emphasizes both functional continuity and
system adaptation despite reduced capability (Linkov and Kott 2018). Smith (2023) argues that
cyber resilience depends on system properties such as critical thresholds, recovery times, and
adaptive learning. Björck et al. (2015) also focuses on operational continuity and highlights the
importance of strategic planning to achieve intended outcomes. This is particularly important
(and therefore challenging) because cyber resilience is a dynamic, system-wide capability
that spans technical, human, and institutional domains.

Municipalities and smaller organizations are especially vulnerable to cyber threats due
to limited budgets, underinvestment, inconsistent governance, outdated IT systems, and
insufficient staff training. This also makes them attractive targets for ransomware. Additionally,
small businesses often face risks through third-party services and supply chain compromises
(Hossain et al. 2024). The consequences are real and can be severe. As the 2023 Hiscox Cyber
Readiness Report shows, in 2022, 41 percent of small businesses were targets of cyberattacks,
and spent an average of $16,000 in ransom. Only half recovered all their data, while the
other half had to rebuild their systems (Hiscox 2023). In 2021, 61 percent of small businesses
were targeted, and their employees experienced over three times as many social engineering
attacks as those at larger enterprises (Rahmonbek 2025).

Mitigating these threats requires human-centered, collaborative solutions. Strategic al-
liances between local governments, businesses, academic institutions, and other munici-
palities have been shown to improve collective response by enabling the sharing of threat
intelligence, best practices, and pooled resources (Hossain et al. 2024). Social connections and
collective support play a critical role in helping individuals and groups withstand and recover
from adversity and disruption. When people are connected to and supported by others, their
ability to bounce back from challenges is significantly strengthened (Tierney 2019).

Cyber resilience is stronger when those responsible for protecting critical infrastructure
know each other personally, understand local vulnerabilities and interdependencies, and can
coordinate rapidly during crises. In face-to-face communities, such relationships traditionally
developed organically through professional associations, shared workplaces, or community
organizations. However, the realities of modern cybersecurity work make regular in-person
coordination between disparate professions, areas of expertise, and jurisdictional purviews
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challenging. This creates a compelling case for connecting local cyber professionals through
online platforms. While hybrid approaches that also incorporate face-to-face relationship-
building might be optimal, practical constraints often necessitate virtual connectivity.

To enable effective collective action, online cybersecurity communities must be intentionally
designed to foster trust and social capital.

2.2 Trust

Trust is a cornerstone of cyber resilience for interdependent critical infrastructure sectors (e.g.,
energy, water, transportation) where a disruption in one sector can cause cascading failures.
Defending essential services requires effective collaboration among diverse stakeholders from
government agencies, private industry, and emergency response teams. In such communities,
trust is deeply embedded in social relationships, peer interactions, and shared norms (Wu,
Edwards, and Das 2022).

A collaborative online platform for stakeholders can enhance preparedness and response,
but its effectiveness ultimately hinges on cultivating trust among users. This is essential
because key security behaviors, like information sharing and crisis coordination, are fun-
damentally social processes (Wu, Edwards, and Das 2022). As is the case with consumer
products and brands (Harrigan et al. 2021), community members must trust the beliefs and
intentions of both their peers and the platform itself. A lack of trust in digital spaces may
lead to siloed information sharing, misinformation, and hesitancy in adopting collaborative
security measures (Collett 2021). Without trusted networks, stakeholders may withhold threat
intelligence out of fear of reputational damage or competitive disadvantage. This can lead to
fragmented crisis response, exacerbate vulnerabilities, prolong recovery, and erode public
confidence in leaders’ ability to protect essential services (Backman 2021).

2.3 Social Capital

Bourdieu (1986) defined social capital as the resources accessible via one’s network of relation-
ships. In their comprehensive review, Bhandari and Yasunobu (2009) define it as a collective
asset centered on social relationships, characterized by shared norms, values, beliefs, trust,
networks, and institutions that facilitate cooperation and collective action for mutual benefit.
Social capital is characterized by the quality of community members’ civic engagement and
mutual obligation, which both enable sustained cross-sector collaboration, especially under
conditions of uncertainty or crisis (Bhandari and Yasunobu 2009). Bourdieu’s observation
that social capital requires “an unceasing effort of sociability [and] a continuous series of
exchanges in which recognition is endlessly affirmed and reaffirmed” highlights why cyberse-
curity communities cannot simply rely on static institutional relationships, and must actively
cultivate trust and social capital (Bourdieu 1986, 250).
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Substantial social capital fosters effective information exchange, encourages engagement,
and reduces risk perception, making it easier for community members to engage with each
other and coordinate their responses internally and externally during cybersecurity incidents
and infrastructure crises (Alvi et al. 2024; Karačić, Marić, and Kovač 2021). In both offline and
online communities, social capital may be bonding (fostering in-group solidarity) or bridging
(connecting diverse groups across sectors).

Bonding social capital, as defined by Omukoba and King’ara (2024), refers to the resources
and trust fostered within homogenous groups, such as professionals in the same organization
or field (Alves et al. 2022). When people within an organization trust each other, they tend
to share important information more openly, coordinate their actions more smoothly, and
follow common rules, which in turn makes the whole system more secure. These trust-based
relationships improve cybersecurity performance by supporting faster decision-making,
better communication, and more consistent practices (Pigola et al. 2025). While bonding social
capital is beneficial, too much of it risks reinforcing information silos and may become a
barrier to external connections.

Bridging social capital, on the other hand, focuses on external cooperation among govern-
ment agencies, private industry, and critical infrastructure operators (Putnam 2020; Omukoba
and King’ara 2024; Karačić, Marić, and Kovač 2021). Strong external relationships can break
down silos, reduce delays in threat response, and foster a more resilient and adaptive cyber-
security ecosystem.

An effective balance of bonding and bridging capital fosters networks of shared respon-
sibility. Ultimately, social capital functions as both a trust enabler and a risk mitigator in
online communities. The C-CIC was conceived as an intentional effort to cultivate bonding
and bridging social capital as the foundational infrastructure for effective cyber defense.

2.4 Digital Community Design Strategies

Deliberate strategies grounded in trust and social capital are essential to ensure online plat-
forms for coordination among government, private industry, and security professionals
remain effective, cohesive, and resistant to fragmentation, misinformation, and disengage-
ment (Collett 2021; Backman 2021).

The declining access to social capital that Putnam (2020) identifies in the digital age is a
significant threat to community health, making deliberate investment in building it a necessity.
Putnam argues that social networks are the “quintessential resource” for any group needing to
solve complex problems or mobilize for collective action. However, Putnam also demonstrates
that computer-mediated platforms are inherently poor at generating deep trust and bridging
social capital that are prerequisites for effective collaboration. Similarly, Gordon and Lopez
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(2019) found that, rather than enthusiasm for adoption, community-based organizations
expressed ambivalence and considered technology both a help and a hindrance.

Therefore, the primary challenge for any online community platform lies in incorporating
design features that intentionally “thicken community ties” and overcome the natural trust
deficit of digital media. To achieve these outcomes, the following four elements served as a
strategic design framework for the C-CIC pilot.

2.4.1 Guiding Objectives. Critical Sherpas was designed to address a fundamental paradox
revealed by the Jack Voltaic exercises: cyber resilience depends on trust networks and social
coordination, yet these networks rarely exist before they are urgently needed during a crisis.
Rather than treating community formation as an ancillary benefit of technical coordination
platforms, we positioned it as the primary objective: to improve cross-sector cyber response
capability and effectiveness by creating a trusted network of professionals who could coordi-
nate rapidly during incidents. However, we recognized that this operational goal could only
be achieved through a secondary objective: deliberately fostering the social relationships,
shared norms, and institutional connections that enable coordination at scale.

2.4.2 The Strategic Foundation: A Hybrid Ecosystem. While online communities provide robust
platforms for support and continuous engagement independent of physical location, they can
face challenges in achieving the depth of engagement and the strong emotional connections
characteristic of in-person interactions. As numerous studies suggest, effective modern-day
professional communities are not purely virtual or entirely in-person. They are intentionally
designed as hybrid ecosystems with enhanced capacities to leverage the strengths of both
modalities to create more resilient, engaged, and effective professional networks (Alves et
al. 2022; Ghamrawi 2022; Shaw et al. 2022; Borowiec et al. 2021).

While virtual work can prevent some conflicts, in-person interactions are vital for building
deeper trust, resolving complex issues, and bridging gaps between subgroups. Integrating
periodic in-person workshops into a virtual framework can therefore make collaborations
more robust and enhance community cohesion (Alves et al. 2022; Gläsener, Afflerbach,
and Weibel 2014). Research into blended learning environments indicates that combining
digital and in-person educational strategies enhances engagement and learning outcomes
(Namyssova et al. 2019). These blended approaches ensure that community members develop
strong interpersonal relationships and trust, which are critical for effective collaboration in
high-stakes environments.

Online platforms are especially effective at maintaining and expanding “weak ties”; non-
hierarchical connections that go beyond face-to-face interactions, allowing individuals to
assess the needs, motives, and actions of their counterparts from different organizational
backgrounds and cultures, thereby bridging social capital (Granovetter 1973; Markley and
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Franke 2020). Since these online interactions often lead to face-to-face meetings, online and
offline community engagement become mutually reinforcing (Bruckman 2022). Millington
(2021) emphasizes the importance of keeping conversations active and creating ongoing
content to sustain member interest. Hosting and facilitating both online and offline events
are powerful ways to keep the community vibrant.

2.4.3 Pillars of Community Trust: Governance, Culture, and Operations. Trust in an online
community is rooted in transparent governance; users must understand how decisions are
made and feel confident that rules are applied fairly. Clearly defined platform policies, security
measures, and participation guidelines affect how users assess the platform’s credibility
(Collett 2021; Tian et al. 2022). Regular, open communication from platform administrators
reinforces reliability (Backman 2021).

Establishing clear ethical guidelines for engagement discourages harmful behavior, misin-
formation, and security breaches. Active moderation and conflict resolution mechanisms pre-
vent distrust from spreading by addressing disputes early, fairly, and transparently (Kwasek
and Kocot 2023). Public reporting on cybersecurity practices builds trust by demonstrating
accountability and commitment to best practices (Alvi et al. 2024; Collett 2021). Building a
culture of collective responsibility in which users report suspicious activity, follow security
best practices, and mentor others creates a resilient, self-sustaining trust ecosystem (Kwasek
and Kocot 2023).

Users are more likely to engage when they feel valued and respected (Kwasek and Kocot
2023). Community trust thrives in an environment where diverse voices are included, con-
tributions are recognized, and conflicts are resolved fairly (Collett 2021). Shin et al. (2024)
found that a lack of feedback loops and participants’ doubts that their voice made any differ-
ence in policy decisions impacted sustained engagement with civic platforms. Rewarding
positive contributions and engagement by establishing recognition systems, acknowledging
key insights, and promoting trusted members increases user commitment and strengthens
those weak ties that build necessary social capital (Harrigan et al. 2021; Tian et al. 2022).

In addition to rewards and recognition, well-aligned incentives are crucial. Non-financial
incentives can include professional development and networking opportunities. Professional
development credits can be earned through training, short courses, lectures, or other live
events offered by affiliated organizations. Networking opportunities help build bridging social
capital by strengthening relationships between agencies and organizations. Engagement be-
yond crises, such as networking events, informal discussions, and shared learning initiatives,
keeps trust relationships active and sustained over time (Karačić, Marić, and Kovač 2021).

Operationally, trust is best tested and strengthened before a crisis occurs. Pre-established
(and practiced) crisis communication protocols ensure that stakeholders know who to trust
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and where to get accurate information during cyber incidents (Backman 2021). Fischer-
Preßler, Bonaretti, and Bunker (2024) found that sustained engagement was a challenge
due to the need for training and different decision hierarchies across organizations. By
engaging members in simulated cybersecurity incidents and collaborative problem-solving
activities like Jack Voltaic, communities strengthen resilience and build trust networks that
can be leveraged in real emergencies (Backman 2021). Collaborative training enhances cross-
sector trust and improves communication and coordination between government agencies,
private entities, and infrastructure operators (Collett 2021). Scenario-based trust-building
activities, such as joint threat assessments or shared red-team exercises, help stakeholders
build confidence in each other’s expertise and decision-making capacity (Backman 2021).

Building trust in an online C-CIC requires deliberate effort, strong governance, secure
identity verification, ethical leadership, and active participation. Transparency, clear poli-
cies, and verified reputation systems create an environment where stakeholders feel confi-
dent in engaging and sharing information. Additionally, ongoing security training, pre-crisis
relationship-building, and collaborative cybersecurity exercises hone trust and resilience
under crisis conditions. By fostering a culture of responsibility, reliability, and shared secu-
rity, online C-CICs can enhance cyber resilience, cross-sector collaboration, and coordinated
cybersecurity efforts.

2.4.4 Core Platform Requirements: Functional and Security Features. Vetting new users to
ensure congruence of values and fit for the community is essential for trust-building, espe-
cially in communities dealing with sensitive cybersecurity concerns. User authentication,
peer validation, and platform reputation scores can help mitigate misinformation, prevent
impersonation, and counter bad-faith actors (Alvi et al. 2024; Karačić, Marić, and Kovač 2021).
Multi-factor authentication (MFA), social authentication, and identity verification prevent
unauthorized access to sensitive discussions (Wu, Edwards, and Das 2022). Reputation-based
trust models, where users build credibility through peer ratings, expert endorsements, and
their history of contributions, help establish and support trusted community leaders (Wu,
Edwards, and Das 2022; Tian et al. 2022).

Certification systems (Karačić, Marić, and Kovač 2021) and role-based access to information
channels (where verified cybersecurity experts can be distinguished from general participants)
ensure that users can assess the reliability of shared information (Wu, Edwards, and Das 2022).
Trust grows when members perceive the platform as a reliable source of actionable insights
and secure intelligence sharing. Implementing best practices to prevent leaks, misinformation,
or exploitation by malicious actors is critical for building and maintaining high levels of trust
(Collett 2021). Encouraging controlled information sharing, for example, through tiered access
levels, encrypted discussions, and secure document exchange protocols, protects sensitive
data while maintaining transparency (Wu, Edwards, and Das 2022). Cybersecurity training
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and peer-led knowledge sharing help bridge the gap between technical experts and non-
technical stakeholders, increasing confidence in shared information (Kwasek and Kocot
2023). Ultimately, these technical features act as the digital scaffolding that supports the social
architecture of the C-CIC, converting abstract trust into actionable security coordination.

In summary, the literature provides valuable insights into the benefits and challenges of
building trust and social capital in online communities, particularly for high-stakes profes-
sional domains like cybersecurity. Practical questions, however, remain about how these
principles translate into actual community-building efforts. Guided by input and feedback
from C-CIC stakeholders, we set out to test these concepts in practice by designing, implement-
ing, and beta testing a pilot community as described in the following section.

3 METHODOLOGY AND PILOT IMPLEMENTATION

The primary focus of the Critical Sherpas pilot study was to explore how an intentionally
designed community could improve the cyber resilience of critical infrastructure. The goal of
the pilot was to create a resilient, cross-sector, trust-based online community. It was designed
to strengthen professional networks and processes, and to integrate key local actors into a
structured virtual community with defined engagement strategies. Through a connection
with our partner SherpaWerx, we enlisted the support of the Atlanta chapter of the Armed
Forces Communications & Electronics Association (AFCEA) 1 to raise awareness and recruit
participants. We intend for the pilot to serve as a test case for a scalable framework that
could be replicated by other municipalities, counties, and states, with the long-term vision of
feeding into a resilient, national critical infrastructure protection network.

The research team engaged stakeholders and reviewed technology platforms to assess criti-
cal security needs, existing capacities, interdependencies, the potential impact of disruptions,
and existing protection measures. We employed a multi-phase iterative design approach to
develop and test an intentional online community platform for our pilot in metro Atlanta.

3.1 Stakeholder Needs Assessment

Interviews. We conducted eight semi-structured interviews with members of the Atlanta
critical infrastructure community and participants in a Jack Voltaic round table facilitated by
the Army Cyber Institute. Interviewees represented government agencies, private sector or-
ganizations, academic institutions, and nonprofit entities. Half were executive-level members
of the cybersecurity community, and the remaining were senior academics in cybersecurity,
cyberlaw, business law, and ethics. The purpose of the interviews was to identify common
coordination challenges to inform platform requirements. The interviews were conducted
online and lasted no more than one hour. The interview guide included five baseline questions

1. https://www.afcea.org/
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(outlined below). Following a semi-structured approach, interviewers also asked additional
follow-up questions when needed.

• What websites do you find useful for your job and your organization?
• Where do you go to get your information regarding the industry?
• What do you need that you do not find in other platforms?
• Where do you find and share best practices?
• Who else do you think should be invited into the community?

We reviewed the websites listed and the resources mentioned by our interviewees to see
similarities and differences with the initial architecture of the portal. Question 3 was essential
in determining gaps to be filled. Question 4 when compared across disciplines allowed us to
see knowledge and sharing gaps. Question 5 aimed to broaden our understanding of who is
important to have in a cyber critical infrastructure community.

The purpose of this initial needs assessment was to identify areas of overlap and siloing
and to adapt the platform to meet the community’s needs. We used respondents’ feedback to
adapt and restructure the portal’s architecture and to front-load information that might be
useful to those who are not aware of the available resources.

Stakeholder interviews consistently emphasized the need for stronger mechanisms to
connect and engage stakeholders, noting that trust and personal relationships are founda-
tional for rapid, coordinated response. Community engagement platforms, when paired with
standardized response protocols, can ensure that key players are familiar with one another
and can act decisively during incidents. A centralized information repository emerged as
a priority to overcome information silos, with participants seeking a single location that
aggregates threat intelligence, vendor recommendations, wargame resources, and vetted
tools. Respondents viewed public education initiatives as critical for building a culture of
shared responsibility, improving awareness from leadership to junior staff.

Enhanced resource connectivity and secure geographic mapping of critical infrastructure
were also top needs. Interviewees highlighted that cascading impacts like power outages
halting water and gas flow are poorly understood across sectors, underscoring the value of
tools that visualize interdependencies and supply chains. They also recommended shared
calendars and discussion forums to further support collaboration, allowing stakeholders to
identify gaps, share best practices, and develop collective resilience strategies. Together, these
needs point to a portal that functions not just as an information hub but as an active, trusted
community for cross-sector coordination.

Online Survey. We distributed an online survey in April 2024 to Metro Atlanta critical in-
frastructure protection professionals about the effectiveness of existing coordination efforts
and organizational policies, and respondents’ willingness to participate in a C-CIC. Survey
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distribution leveraged professional networks, AFCEA chapters, and stakeholder referrals to
reach diverse sectoral representation. The survey instrument comprised twelve questions
combining open-ended and closed-ended formats. It also collected organizational demograph-
ics including sector affiliation and information on existing critical infrastructure policies or
plans. Key questions included are presented in Table 1.

Table 1. Key survey questions and response formats

Survey question Format

What are the biggest threats and needs for critical infrastructure protection in metro Atlanta?
(up to three responses)

Open-ended

How would you assess the effectiveness of current practices to coordinate efforts among
individuals and organizations involved with the protection and security of civilian critical
infrastructure in metro Atlanta?

Five-point Likert scale
from very effective to very
ineffective

How could coordination be improved? Open-ended

Would you or your organization be interested in participating in a Cyber Critical Infrastructure
Community for metro Atlanta?

Yes/No

In total, 25 cyber professionals from a range of sectors responded to the survey, includ-
ing private industry (n=15), academia (n=3), nonprofits (n=2), and government agencies or
military (n=3). Asked about existing coordination efforts, only nine respondents stated their
organization maintained comprehensive critical infrastructure policies, plans, and desig-
nated points of contact. Coordination effectiveness received mixed assessments, with a slight
majority (n=13) rating efforts as “somewhat or very effective” while the remainder rated
coordination effectiveness as “somewhat or very ineffective” (n=6), or “neither effective nor
ineffective” (n=6). These findings, along with interview insights, revealed both coordination
gaps and receptivity to new coordination approaches, providing empirical grounding for the
design of the C-CIC portal.

These findings from interviews and surveys informed the C-CIC pilot design. Specific needs
articulated by respondents indicated a strong desire for centralized threat intelligence, secure
spaces for sensitive information sharing, common event calendars, and tools for visualizing
critical infrastructure interdependencies.

3.2 Technology Platform Selection

Platform Benchmarking. We conducted an exploratory benchmarking analysis of nine com-
monly used online engagement technologies to inform our platform selection. These included
conflict resolution platforms, professional networking platforms, and virtual collaboration
platforms. We analyzed platform services, customization capabilities, and engagement mech-
anisms to understand their functionality and identify gaps relevant to identified C-CIC needs.
The exploratory benchmark revealed several patterns across platform types.
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The inclusion of conflict-resolution and peacebuilding platforms (Digital Peacebuilding
Community of Practice, ConnexUs, Platform 4 Dialogue) reflected our theoretical premise that
cybersecurity is inherently about conflict prevention and responsiveness, and that established
peacebuilding concepts and practices for building trust could inform approaches to limiting or
eliminating conflict during cyber crises. However, these platforms often contained outdated or
inactive content, with many sites showing no recent updates or few resources. This pattern of
content stagnation highlighted the challenge of sustaining engagement in online communities
of practice without active management or regularly refreshed content.

Professional platforms (LinkedIn groups, IEEE Cybersecurity Community, ISACA Engage)
host numerous groups dedicated to cybersecurity professionals but they generally can not
be customized and restrict access to platform members only. While LinkedIn is home to
highest concentration of cybersecurity-focused groups among the platforms reviewed, the
members-only access model and lack of customization options limited its utility for building
locally-focused communities with controlled access tiers. IEEE Cybersecurity Community and
ISACA Engage similarly prioritize global professional networking over local coordination
needs.

Collaboration platforms (Slack and Discord) offered different functionality, existing pri-
marily to facilitate discussions rather than providing additional content such as information
repositories or structured resources. While these platforms excel at enabling real-time com-
munication, they lack the integrated resource-sharing, event coordination, and professional
development tools identified as priorities in our stakeholder interviews. Across all platform
categories, we observed that most existing solutions prioritize global networking over local
coordination and lack geographic customization capabilities. It proved difficult to assess
whether these communities were effective, or the extent to which they were utilized, because
visibility is restricted to members only. Critically, none of the platforms in the benchmark com-
bined local geographic focus, customizable access controls, integrated resource repositories,
event coordination, and professional development tools in a single solution.

The benchmarking analysis, informed by specific needs articulated in our stakeholder
interviews and surveys, justified the selection and development of a purpose-built platform.

Platform Selection. The C-CIC portal was implemented using Mighty Networks, a cloud-based
community platform that provides integrated discussion forums, event hosting, resource
sharing, and member management capabilities (Mighty Networks 2024a). Mighty Networks
was selected based on established evaluation criteria for community platforms, including
native feature integration, mobile accessibility, customization options, and scalability potential
(Mighty Networks 2024b). Out of the box, the platform offers key functionalities identified
as useful in our stakeholder interviews: private organizational subgroups with controlled
access, integrated event calendars, resource libraries, and member verification systems.
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3.3 C-CIC Design and System Architecture

The portal design integrated theoretical principles from community building literature with
empirical needs identified through stakeholder interviews and survey responses. The C-
CIC portal serves a hybrid digital community featuring knowledge exchange tools, private
organizational subgroups, event coordination capabilities, and resource repositories.

The cloud-based technical infrastructure of Mighty Networks enables both web browser
access and native mobile applications for iOS and Android devices, enabling cross-platform
engagement essential for busy professionals. The platform’s “spaces” architecture allows for
flexible community organization, with different access levels for general community discus-
sions, sector-specific working groups, and restricted information sharing areas. Although the
platform offers built-in analytics capabilities for tracking member engagement, we used it
primarily for interacting with users and monitoring community growth.

The platform housing the portal had architectural limitations, including security gaps which
forced us to create a two-step referral and admission process supported by user monitoring
and member vigilance. Due to time constraints and the limited number of adopters we were
not able to fully implement community-building best practices with the C-CIC portal.

3.4 Pilot Beta Testing

A dozen cybersecurity professionals, selected from our initial needs assessment and referrals,
accepted invitations to participate in structured virtual beta testing sessions. Four sessions
captured user experience data, design recommendations, and functionality assessments,
informing subsequent platform modifications to enhance navigation, access controls, and
user guidance systems. Beta test users provided real-time feedback via screen-sharing sessions
with the testing team. Users were given rudimentary navigation instructions and an initial
overview of the portal. They were then asked to navigate it on their own, with testing team
members available to assist and answer questions. Feedback was analyzed to assess the
portal’s usability and potential utility.

In general, the feedback reflected a tension between ease of use and strong security. Test
users appreciated having strong security and controlled access, but they also needed the
platform to be easy to navigate and quick to use during fast-moving situations. Some test users
expressed strong enthusiasm for the platform’s cross-sector information-sharing capabilities
and its controlled-access features for sensitive discussions. Participants from a government
agency expressed a desire for a portal that would give counties a way to access information
and for the agency to disseminate information to them.

Although pilot adoption fell short of established benchmarks for sustained engagement,
feedback revealed two categories of potential enhancements: 1) the need for enhanced user
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guidance on information sharing protocols and privacy controls, and 2) improved user
experience for section accessibility, joining processes, and feature functionality.

4 DISCUSSION

The experience of the C-CIC pilot highlights a fundamental challenge in cyber resilience
community-building: initial enthusiasm among stakeholders does not automatically trans-
late into sustained engagement. This pattern suggests that simply transplanting traditional
community-building strategies into cybersecurity contexts may be insufficient. Instead, the
findings from our pilot point to the need for tailored approaches that address the unique
barriers to ongoing participation in cyber-focused communities such as the sensitivity of
information, the demands on professionals’ time, and the complexities of trust and verifi-
cation in digital environments. Interpreting these findings, it becomes clear that fostering
lasting engagement in cyber resilience initiatives requires rethinking conventional models
and developing new frameworks that are responsive to the specific needs and constraints of
cybersecurity practitioners.

Our survey results revealed that nearly half of the respondents rated current efforts as
only “somewhat effective,” while only one respondent considered them “very effective.”
These results suggest room for coordination improvement, though the limited sample size
and engagement levels prevent broad generalization. Have stakeholders come to accept
suboptimal coordination as an acceptable baseline performance? Addressing this possibility
in future research could help clarify how organizational expectations influence collaborative
performance in cybersecurity contexts.

4.1 Community Engagement: The Critical Mass Problem

The most significant challenge of the Critical Sherpas pilot was achieving sustainable engage-
ment. With only 25 early adopters from the target metropolitan area population, the portal
fell short of Millington’s (2021) critical mass benchmarks: 100 contributing members per
month, 300 monthly posts, and 10 new registrations per day. Consistent with findings in the
broader literature on leadership and sustainability of online communities (Kraut et al. 2012;
Johnson, Safadi, and Faraj 2015), the pilot’s reliance on a single community champion, AFCEA
Atlanta (via a connection with our partner SherpaWerx), rather than a larger number of
stakeholders, proved limiting.

Engert et al. (2023) show that sustained engagement on digital platforms depends on
strengthening five antecedents: clear platform rules, a compelling value proposition, active
platform agents, alignment with user needs, and visible contributions from complementors
(members offering different perspectives that enhance the value of each other’s participa-
tion). These enable the core behaviors of sharing information, connecting with others, and
coordinating efforts. While these factors and behavioral objectives were all considered in
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the design of the C-CIC pilot, engagement metrics are needed to understand how specific
design choices affect changes in these behaviors and overall community engagement. Future
research should test different engagement approaches and track participation longitudinally
to determine which methods are most effective and sustainable.

4.2 Designing for Trust: The Usability-Security Tension

Stakeholders and participants uniformly highlighted the importance of clear information-
sharing protocols and strong privacy controls, underscoring the challenge of calibrating trust
in environments where transparency itself can heighten vulnerability. Prior research suggests
that in professional and emergency response networks, trust calibration depends on both the
perceived credibility of information sources and the robustness of governance mechanisms
that protect against misuse. Backman (2021) emphasizes that pre-established trust networks
enable rapid, secure information exchange during crises, while Alvi et al. (2024) and Wu,
Edwards, and Das (2022) note that effective trust mechanisms must balance institutional
assurance with interpersonal confidence to reduce risk and support collaboration. This means
that C-CIC platform design must mirror these trust architectures—embedding clear validation
systems, transparent but bounded communication channels, and flexible privacy controls
that sustain confidence without compromising security.

Balancing the tension between ease of use and strong security is necessary in cybersecurity
and critical infrastructure protection, where mistakes can have serious consequences (Di
Nocera, Tempestini, and Orsini 2023). This highlights a central challenge: the system must
protect sensitive information while still allowing people to work together smoothly and
efficiently. Our platform comparison suggests that large, general-purpose systems often focus
on reaching many users rather than supporting careful, high-quality coordination. In contrast,
our pilot indicates that a more specialized, security-focused platform may be necessary for the
kind of precise, trust-based collaboration that C-CICs depend on. The enthusiasm for features
that enable private subgroups with controlled access suggests that stakeholders recognize the
need for bridging social capital and building nuanced trust within the broader community.

4.3 Incentives for Sustained Engagement

The lack of formal incentives, including rewards, recognition, or professional development
credits likely contributed to the limited engagement in the C-CIC pilot. Instead, we relied
on intrinsic motivation, which proved insufficient against the competing time demands of
cybersecurity professionals. Our findings parallel tensions documented in other security-
sensitive professional networks. Like intelligence communities that must balance collective
learning against “need to know” secrecy protocols (Rusho et al. 2025), and healthcare infor-
mation exchanges navigating privacy constraints, cyber infrastructure communities face
inherent contradictions between the openness required for effective knowledge sharing and
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the competitive or confidentiality pressures that inhibit it. Research on “coopetition” networks
demonstrates that formal coordination mechanisms and technology-enabled trust-building
become essential when standard community assumptions of voluntary, open participation
cannot apply (Tsai 2002; Randolph, Hu, and Silvernail 2020).

4.4 Implications for Theory and Practice

While Critical Sherpas faced expected challenges common to new online communities, the
pilot surfaced valuable insights that align closely with findings of Kraut et al. (2012) on the
importance of clearly defined objectives and competitive differentiation. The project was
intentionally designed to foster organic growth, and while this approach yielded enthusiastic
engagement from early adopters and strong initial partnerships, it also revealed the need
for more structured facilitation, diversified leadership, and more precise articulation of the
platform’s unique value. These lessons reflect the natural evolution of a complex, multi-sector
initiative and offer a strong foundation for refining future efforts. By aligning more closely
with proven strategies such as establishing a clear purpose, building referral systems, and
defining a competitive niche, future iterations of the C-CIC portal can be positioned for broader
adoption and sustained impact.

One consideration pertaining to cyber and critical infrastructure communities is whether
the inclusion and handling of highly sensitive information is appropriately accounted for,
both theoretically and practically. Further research is necessary to determine if design modi-
fications are needed for more effective connection, coordination, and collaboration between
professionals and organizations who need to use and share sensitive information to fulfill
their respective responsibilities. Existing community theory, particularly as applied to in-
formation sharing and analysis centers (ISACs) and computer emergency response teams
(CERTs), focuses extensively on solving the information-sharing dilemma: the collective action
problem of exchanging sensitive threat intelligence (Gillard et al. 2023; Stein 2023). However,
this framing may be misaligned with the primary value proposition of a geographically
bounded C-CIC.

The metro Atlanta-focused pilot suggests that the primary value of C-CICs lies in establishing
relational infrastructure that exists independent of transactional data exchange. Members do
not necessarily need to share proprietary breach data to benefit from understanding regional
roles, establishing face-to-face familiarity with counterparts, and proactively building bonding
and bridging social capital in the community. These relationships enable rapid, trust-based
coordination when digital channels fail or time pressures prohibit formal vetting of personnel
and information. This distinction aligns with emergency management literature on “swift
trust” (Wong 2013), which demonstrates that crisis coordination depends less on information
transparency than on pre-defined roles and prior relationship-building. Unlike virtual ISACs
where value is measured by intelligence-sharing volume, the success of geographic C-CICs
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is whether a utility CISO knows precisely whom to call when a regional attack occurs, and
trusts that person will answer.

Standard community theory’s emphasis on openness and reciprocity thus requires modi-
fication: in security-sensitive contexts, affective social capital (familiarity, affect, emotional
bonds) may be cultivated without solving the cognitive social capital dilemma (informa-
tional trust, data reciprocity). The argument underlying the C-CIC model is that these can be
decoupled.

Additional findings from the C-CIC pilot suggest that applying community resilience frame-
works to the cyber domain requires significant adaptation. Unlike face-to-face communities,
where social capital is reinforced through physical proximity and chance encounters, cyber
communities operate in an environment of invisible relationships. In this context, resilience
does not emerge organically; it must be engineered. Our research indicates that digital trust
differs fundamentally from physical trust; it is fragile, prone to siloing, and heavily depen-
dent upon verification. Because online bonding can easily become insular, bridging capital
(the connection between diverse sectors) must be deliberately fostered through structured
interventions like cross-sector forums, shared calendars, and trust-building exercises.

These theoretical distinctions have immediate practical implications. While community
resilience principles offer a helpful starting point, our pilot demonstrates that grassroots
volunteerism alone is insufficient for sustaining a C-CIC. The unique constraints of the cy-
bersecurity profession, including the high sensitivity of information, reputational risk, and
extreme time pressure, mean that these communities cannot function on intrinsic motivation
alone. We argue that cyber community building must transition from a volunteer-driven
model to an institutional infrastructure model. Sustainable C-CICs require enterprise-grade
technical infrastructure, robust security protocols, and, crucially, dedicated professional facili-
tation. Just as physical infrastructure requires maintenance crews, digital social infrastructure
requires community managers to verify identities, curate threat intelligence, and maintain
the ’we-consciousness’ that prevents engagement drop-off.

These needs raise important questions regarding scalability. If achieving critical mass is
challenging within a single metropolitan area with dense professional networks, scaling
such initiatives to regional, national, or international levels presents exponentially more
barriers. Future research should investigate whether a federated model connecting local,
high-trust C-CICs is more effective than a monolithic national platform. Ultimately, the beta
test validated that while trust and social capital drive cyber resilience, intentionally designed
communities must be carefully engineered and require institutional investment to function.
Cyber community building should not be viewed as a low-cost networking experiment,
but rather as a well-funded, well-resourced imperative for national security and resilient
emergency preparedness infrastructure.
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CONCLUSION

The C-CIC pilot advances our understanding of cyber resilience by demonstrating that adapting
community-building principles from face-to-face to online contexts can improve cyber critical
infrastructure coordination. However, successful implementation requires significant modifi-
cation to address the unique constraints of cybersecurity environments. Our Atlanta-based
Critical Sherpas pilot provides empirical evidence that stakeholder demand for improved cyber
coordination exists and that effective coordination through an online community platform
design is achievable. However, sustainable engagement demands professional-grade facili-
tation and institutional investment rather than volunteer-driven approaches. This finding
has important implications for how we conceptualize cyber resilience as both a theoretical
framework and a practical imperative.

For practitioners and policymakers, this research suggests that effective cyber critical
infrastructure communities should be treated as an essential coordination infrastructure
that requires dedicated funding, professional management, and enterprise-level technical
coordination. Organizations and agencies investing in cyber resilience initiatives should
budget for sustained community facilitation, recognizing that busy cybersecurity professionals
need well-designed and easily accessible structured engagement opportunities that clearly
add professional value rather than additional volunteer commitments. The success of such
initiatives may depend on integrating community building into existing frameworks for
professional development and emergency preparedness, and forming industry associations
where participation can be formally recognized and resourced.

Based on these findings, future cyber community initiatives should implement specific
design principles, including multi-sectoral stakeholder teams instead of single champions,
structured referral pathways for sustained growth, and hybrid approaches that combine
online platforms with in-person events and trust-building activities. Building on the the-
oretical framework distinguishing relational from cognitive social capital, geographically
bounded cyber communities appear optimally positioned to cultivate the affective bonds,
role familiarity, and face-to-face relationships that enable rapid crisis coordination, a func-
tion distinct from the information-sharing mandate of national-scale ISACs or CERTs. The
integration of structured referral pathways as part of outreach, awareness-raising, and en-
gagement activities can enhance participation and strengthen community ties beyond what
can be achieved through purely digital approaches. Broad, inclusive partnerships with cyber
stakeholders across sectors will be essential for achieving the scale and sustainability that
voluntary approaches cannot provide, requiring institutional commitment rather than relying
on individual enthusiasm alone.

The broader implications for a national cybersecurity strategy are significant. Since cyber
threats increasingly require systematic and coordinated community responses, building
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resilient cyber communities becomes a matter of national security, and infrastructure in-
vestment must go far beyond optional networking enhancement. Future research should
examine optimal resource allocation models for cyber community initiatives, evaluate the
effectiveness of different institutional partnership frameworks, and develop metrics for as-
sessing community-level cyber resilience outcomes. The path forward requires treating cyber
community building as seriously as we treat other forms of critical infrastructure protection.
Sustained investment, professional expertise, and the recognition that community resilience
is a public good become essential for effectively protecting national security.
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