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1 INTRODUCTION

Communities across the United States are increasingly vulnerable to cyberattacks targeting
critical infrastructure, nonprofits, and other trusted institutions. While national security
debates often focus on federal capabilities and corporate defenses, many of the most acute
risks originate at the local level, where resource-strapped governments, utilities, and service
organizations remain exposed to sophisticated adversaries. These vulnerabilities are not
only a local concern—they create systemic risks for national defense and power projection.
Strengthening cyber resilience at the community level is therefore a strategic imperative for
national security.

In recent years, a novel model has emerged to address this challenge: the university-based
cybersecurity clinic. Inspired by clinical education in medicine and law, cybersecurity clinics
embed students in hands-on engagements with real organizations under faculty supervision.
Clinics offer pro bono or low-cost services, including security assessments, incident response
planning, and staff training, to public-serving institutions that cannot otherwise afford profes-
sional cybersecurity support. At the same time, they serve as a training ground for the next
generation of cybersecurity professionals, equipping students with interdisciplinary skills in
technical defense, policy, law, and organizational governance.

This paper examines the impact of cybersecurity clinics on critical infrastructure resilience
and national power projection, focusing on case studies from the consortium of cyberse-
curity clinics, including those at Indiana University, MIT, and UC Berkeley. It argues that
cybersecurity clinics not only serve as incubators for interdisciplinary education but also
function as essential contributors to the broader effort of fortifying cyber resilience across
sectors in line with principles from Public Interest Technology (PIT). What makes this model
particularly powerful is that while these clinics operate as independent units, through the
consortium of clinics, they coordinate strategically, allowing them to share best practices,
improve methodologies, and scale impact across different regions and sectors. By fostering
collaboration among universities, these clinics create a networked approach to cybersecurity
capacity-building, ensuring that solutions developed in one setting can be adapted and applied
elsewhere. As such, we present the clinic model as a scalable, collaborative framework for
strengthening cybersecurity capacity at the local, national, and international levels, ultimately
supporting broader national security and power projection efforts.

The paper proceeds in five parts. Section 2 situates cybersecurity clinics within the broader
landscape of PIT and clinical education. Section 3 examines the cybersecurity challenges
facing state and local governments and nonprofits, highlighting the gaps clinics are designed
to fill. Section 4 elaborates on the design and pedagogical underpinnings of the clinic model.
Section 5 presents detailed case studies of MIT, UC Berkeley, and Indiana University, followed
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by a comparative analysis. Section 6 concludes with policy recommendations for scaling
cybersecurity clinics as a national resilience strategy.

2 BACKGROUND

2.1 Cybersecurity as a Strategic Imperative: Interdisciplinary Solutions for
National Resilience and Power Projection

Cybersecurity is a fundamental pillar of national defense and economic power. The ability
of a nation to protect its critical infrastructure, respond to cyberattacks, and project power
in cyberspace requires interdisciplinary competencies that span public policy, public ad-
ministration, law, organizational behavior, business management, education, and applied
social sciences. Cybersecurity involves a vast network of stakeholders—multiple levels of
government, NGOs, private-sector enterprises, and community organizations—each operating
under distinct regulations, missions, and resource constraints. However, all contribute to
mitigating cybersecurity risks.

Policymakers, for example, establish regulations that shape cybersecurity governance;
legal experts interpret and ensure compliance; behavioral scientists study and influence user
behavior to reduce vulnerabilities; and technologists develop and implement security mea-
sures. These roles do not operate in isolation—regulations influence technical design choices,
legal frameworks shape organizational security policies, and human behavior determines
the effectiveness of even the most advanced cybersecurity tools. As a result, an integrated
and interdisciplinary approach is essential to effectively address cybersecurity risks. In the
context of national security, cyber threats to critical infrastructure pose significant risks to
military readiness and power projection (Clarke and Knake 2019).

Asrecent cyber incidents have demonstrated, adversarial state and non-state actors increas-
ingly target essential services—such as power grids, transportation systems, and emergency
response networks—to disrupt civilian life and military operations (Borghard and Lonergan
2017). The 2021 Colonial Pipeline ransomware attack underscored the vulnerability of civilian
infrastructure managed by cyber threats, leading to fuel shortages that affected economic sta-
bility and public confidence (Beerman et al. 2023). Meanwhile, cyber-enabled disinformation
campaigns have further demonstrated how digital vulnerabilities can be exploited to under-
mine social cohesion and weaken national decision-making (Nye 2019). Again, addressing
these challenges requires a holistic approach that integrates technical expertise with policy,
legal, and operational considerations.

Cybersecurity clinics provide a compelling model for strengthening cyber resilience at
the local, national, and international levels by directly addressing critical infrastructure
vulnerabilities, supporting national security priorities, and fostering the next generation of
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cybersecurity professionals. A significant challenge in national cyber defense is that many crit-
ical infrastructure providers—such as small municipal governments, regional water utilities,
rural healthcare networks, and nonprofit service providers—operate with severely limited
cybersecurity resources (Preis and Susskind 2022; Norris et al. 2021). These organizations
often lack dedicated security personnel, robust cyber hygiene practices, or the ability to
defend against sophisticated cyber threats, making them attractive targets for adversarial
state and non-state actors (Fox-Sowell 2024). Because military operations frequently depend
on civilian-managed infrastructure, vulnerabilities in these under-resourced sectors present a
direct risk to national power projection and operational readiness. By securing these essential
services, cybersecurity clinics may help reduce systemic cyber risks that adversaries could
exploit to disrupt national defense capabilities.

We argue that the work of clinics strengthens the broader cyber ecosystem, reducing the
attack surface that foreign actors might leverage in cyber-enabled coercion or warfare. In
addition, we maintain that cybersecurity clinics provide a scalable model to expand national
cybersecurity capacity. By forming structured partnerships with federal and state agencies,
the clinic model should be integrated into the national cybersecurity strategies.

2.2 Public Interest Technology and the Role of Cybersecurity Clinics in
Community Resilience

Public Interest Technology (PIT) is an emerging field that applies technological expertise to
advance the public good, ensuring that technology serves community well-being (McGuinness
and Schank 2021). PIT aligns technological innovation with civic responsibility, emphasizing
the development of tools, policies, and interventions that promote transparency, accessibility,
and security for all communities—particularly those that are under-resourced or dispropor-
tionately affected by digital threats. Cybersecurity clinics represent a key instantiation of PIT,
as they channel university resources, technical expertise, and student training and engage-
ment toward mitigating cyber risks for public-serving institutions such as local governments,
nonprofits, hospitals, and small businesses.

Cybersecurity is often framed in terms of corporate risk management and national defense,
yet its impact on small businesses, local governments, nonprofits, and other public services is
equally urgent (Zoghbi 2024). In fact, increased threats and attacks aimed at critical infras-
tructure present a risk to national defense and power projection. These organizations rely
on digital systems to deliver essential services but frequently lack the resources to protect
themselves from rapidly evolving cyber threats (CISA 2024). Cybersecurity clinics embody
the principles of PIT by bridging the gap between academic learning and real-world public
service, aligning student education with community-based cybersecurity interventions that
enhance the resilience of public-serving organizations.
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A key strength of cybersecurity clinics is their ability to deliver professional-grade services
to organizations that cannot afford traditional consultancy fees. Many local agencies, munic-
ipalities, and nonprofits operate with minimal IT staffing and shoestring budgets, making
them especially vulnerable to cyberattacks (Pattison-Gordon 2024). By offering pro bono or
low-cost assessments, cyber hygiene training, and incident response planning, clinics help
these organizations adopt robust security practices that would otherwise be out of reach. This
direct engagement has a transformative effect: clinics don’t just provide short-term fixes—they
help organizations internalize cybersecurity as an ongoing responsibility, ensuring that best
practices persist long after the engagement ends.

Beyond immediate technical support, cybersecurity clinics address systemic inequities
in cybersecurity access. Vulnerable populations—such as rural communities, lower-income
groups, tribal nations, and older generations—are often disproportionately impacted by
cyber incidents (World Economic Forum 2022). Cybersecurity clinics help close the digital
divide, providing culturally and contextually tailored cybersecurity education and services.
Importantly, students gain critical skills in communicating cybersecurity concepts in plain
language, ensuring that effective security measures are inclusive and accessible rather than
exclusive to well-funded entities.

In addition to serving immediate needs, cybersecurity clinics help cultivate a pipeline
of public sector cyber talent. Even when state or local governments wish to improve their
security posture, they often struggle to attract qualified professionals who might prefer higher-
paying private sector jobs (Norris et al. 2021). Clinic engagements bridge this gap by exposing
students to real-world public sector challenges—and in doing so, enable students to pursue
their growing interest in public service. This fusion of education and civic duty benefits both
sides: organizations receive targeted support, while students gain experience that can shape
their professional trajectories toward service-oriented roles.

Finally, cybersecurity clinics influence policy by revealing systemic gaps in local gover-
nance and resource allocation. Municipalities partnering with clinics often discover the need
for clearer regulations or dedicated funding to lend aid during local cybersecurity crises. As
students deliver their final reports or exit briefings, they frequently highlight policy-level
changes that may strengthen an organization’s long-term resilience. Over time, these interac-
tions can spark efforts to implement broader legislative or budgetary reforms. In this way,
the clinic model not only helps individual clients but may also steer decision-makers toward
developing more thorough cybersecurity frameworks at the local, state, or even federal levels.
Some cybersecurity clinics have gone beyond client engagements to produce policy proposals
that reflect lessons learned from their work with community and local government stakehold-
ers. Over time, these engagements may catalyze broader legislative and regulatory reforms,
strengthening cybersecurity at the local, state, and even federal levels.
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2.3 The State of Community and Local Government Cybersecurity

Local governments and community organizations are on the front lines of cybersecurity
threats, yet they often lack the resources, expertise, and personnel to defend against in-
creasingly sophisticated cyberattacks. These vulnerabilities do not exist in isolation—foreign
adversaries and cybercriminals increasingly target municipal agencies, public schools, and
healthcare providers as a means to disrupt broader national systems. Because national secu-
rity depends on the resilience of local and regional infrastructure, these persistent gaps in
local cybersecurity have far-reaching consequences for national cyber defense and power
projection. Scholarly work has begun to show that this is not just a practical gap but a research
gap: municipal cybersecurity remains comparatively underexamined relative to national or
sectoral critical-infrastructure studies, limiting both descriptive baselines and the conceptual
frameworks that could guide policy and practice (Norris et al. 2021; Norris and Mateczun
2022; Norris, Mateczun, and Forno 2022; Hossain et al. 2024; Preis and Susskind 2022).

Local public agencies such as schools, libraries, cities, and towns are at the epicenter of
the cybersecurity crisis. Between 2013 and 2019, over 169 ransomware attacks hit local
governments across 48 states and the District of Columbia (Liska 2019), and ransomware
attacks generally increase in frequency year-over-year (Fox-Sowell 2024).

Cyberattacks on state and local governments cause swift and severe fallout. Ransomware
attacks, in particular, can disrupt city services, expose sensitive information, and cost millions
of dollars to recover from (Perlroth 2019). A ransomware attack on Atlanta in 2018 forced the
city to shut down many of its online services, including billing, court documents, and airport
wi-fi (McKay 2018), while an attack the same week impeded Baltimore’s computer-assisted
dispatch system, forcing 911 call centers to handle emergency support manually (NBC News
2018). Outside of the immediate impacts, cyber-attacks can have long tailwinds; a ransomware
attack on the City of Dallas in 2024 impacted police services and exposed the social security
numbers and health information of over 200,000 people (Everton 2024), raising the risk of
identity theft and exposing extremely sensitive information.

Small governments may seem to be infrequent targets compared to large, wealthy cities,
but many small governments face additional threats due to their limited staff and reliance
on technology and contractors. In 2019, the same ransomware attack affected 23 cities in
Texas through a software product they used that was managed by another company (Allyn
2019). The Mayor of Keene, TX, one affected city, emphasized: “A lot of folks in Texas use
providers to [manage software] because we don’t have a staff big enough to have IT in-house.”
According to cyber experts at Mastercard (2025), “It’s easy to think that [small cities] may not
be a target... but the incidents we continue to see prove otherwise.” Local governments face
serious cybersecurity challenges, but protecting these institutions from cyberattacks is of the
utmost importance to preserve critical services for communities.
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Critically, the academic literature indicates we still lack a systematic account of this threat
environment at the municipal tier. Comparative reviews find only a small number of peer-
reviewed studies on local-government cyber incidents since 2000, and most are descriptive
case narratives rather than empirically informed or cross-jurisdictional analyses (Norris
et al. 2021; Norris and Mateczun 2022; Norris, Mateczun, and Forno 2022; Hossain et al. 2024).
Preis and Susskind (2022) further argue that interdependencies are poorly theorized: attacks
on a single city can cascade across shared networks, vendor ecosystems, or interlocal service
arrangements, yet scholarship rarely models those spillovers. The absence of standardized
incident reporting at the municipal level compounds the problem by limiting the construc-
tion of longitudinal datasets and hindering policy learning (Chodakowska, Kandutla, and
Przybylska 2022; Norris and Mateczun 2022; Norris, Mateczun, and Forno 2022).

Despite elevated threats, the status quo favors large, for-profit organizations that have the
time, talent, and resources to follow expert best practices and secure their infrastructure,
while smaller and public organizations may get left behind. This fragmented approach to
cybersecurity inherently benefits adversarial state actors and cybercriminal networks, who
can exploit under-resourced municipalities as a weak link in the nation’s digital infrastructure.

When cities and towns can invest in cybersecurity, they face an uphill battle. Talent short-
ages and lower government wages can impede many cities’ abilities to hire IT and cyberse-
curity talent; According to CyberSeek’s May 2024-April 2025 data update !, U.S. employers
posted approximately 514,000 cybersecurity-related job listings suggesting that over 450,000
cybersecurity jobs remain open at that time given the supply-to-demand ratio of about 74%,
and in 2022, private sector jobs paid 14% more than equivalent public sector jobs (Zengler
2022). The cybersecurity product marketplace is also flooded with tools, making it difficult
for cities without in-house experts to understand what they need. Over 10,000 cybersecurity
products exist 2, and the average mid-market organization uses between 76 and 100 cyberse-
curity tools across their organization (Oracle 2020). This combination of frequent threats and
low resources makes state and local governments some of the most at-risk organizations in
the U.S. for cyberattacks.

The literature deepens this picture by showing that municipal cyber risk is not only about
money—it is also about institutional capacity and governance. Caruson, MacManus, and
McPhee (2012) documented more than a decade ago that many local officials lacked even a
basic working knowledge of cyber risk, which in turn produced over-reliance on vendors and
difficulty scrutinizing proposed solutions. Subsequent studies find that generalist administra-
tors and elected officials still face a steep learning curve, widening the gap with technical staff
and complicating priority-setting (Hatcher, Meares, and Heslen 2020; Frandell and Feeney
2022). Meanwhile, fragmented authority and the lack of standardized reporting or oversight

1. https://www.cyberseek.org/heatmap.html
2. https://dashboard.it-harvest.com/
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at the municipal level entrench variation and hinder coordinated response (Chodakowska,
Kanduta, and Przybylska 2022; Norris and Mateczun 2022). Preis and Susskind (2022) add an
equity dimension: underinvestment multiplies risk because communities with the thinnest
administrative and fiscal capacity are also those whose services e.g. water, EMS, schools—are
most critical to daily life, and most exposed to cascading harms when compromised. Put differ-
ently, the “capacity gap” and the “governance gap” interact—resource scarcity, organizational
design, and policy fragmentation jointly produce vulnerability at the local tier.

This paper extends this discussion by emphasizing the role of clinics as public-interest
service providers for municipalities, nonprofits, and other under-resourced organizations.
By demonstrating how clinics deliver essential capacity to actors otherwise excluded from
the cybersecurity marketplace, we argue that clinics should be understood not only as work-
force pipelines but also as governance mechanisms that strengthen local resilience and, by
extension, national security. In this sense, clinics address both the service gaps highlighted by
municipal governance literature (Preis and Susskind 2022; Norris and Mateczun 2022) and
the workforce challenges identified in cybersecurity education research. Their promise lies
in bridging these domains—linking education, governance, and resilience in ways that no
other intervention currently does.

3 EXPANDING ON THE CYBERSECURITY CLINIC MODEL AND DESIGN

The growing cybersecurity vulnerabilities faced by local governments, nonprofits, and small
businesses require scalable solutions that can rapidly expand cybersecurity capacity while
training the next generation of professionals. Cybersecurity clinics address this need by
providing structured, hands-on training for students while delivering real cybersecurity
support to under-resourced organizations. Unlike traditional coursework, clinics immerse
students in live cybersecurity environments, where they assess risks, implement security
measures, and develop cyber policies that have tangible and sometimes immediate impact.
Cybersecurity clinics offer a structured approach to skill-building that is both scalable and
sustainable.

This section examines the pedagogical foundations of the cybersecurity clinic model. While
Section 2 describes the policy and governance context, here the focus shifts to education and
workforce development. Drawing on experiential learning theory and traditions of clinical
education in medicine, law, social work, and engineering, we outline how cybersecurity
clinics are designed to prepare students for high-stakes professional practice. The section
proceeds in three parts: first, it situates clinics within experiential learning traditions; second,
it identifies the distinctive features of the clinical approach; and third, it highlights how these
features scale into workforce development and national resilience.
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3.1 Experiential Learning and the Clinical Education Model

Clinical education is rooted in experiential learning theory, which emphasizes learning
through direct engagement, reflection, and iterative practice (Kolb 1984). According to Kolb’s
model, students cycle through four stages: concrete experience, reflective observation, ab-
stract conceptualization, and active experimentation (Kolb, Boyatzis, and Mainemelis 2001).
This process ensures, Kolb would argue, that learning is not passive but an evolving, participa-
tory experience where students apply theoretical knowledge to practical situations, analyze
outcomes, and refine their approach (Kolb and Kolb 2005).

Cybersecurity clinics extend this framework into professional environments where deci-
sions can carry immediate consequences. Unlike controlled classroom exercises, cybersecurity
threats are evolving, requiring students to develop problem-solving skills in dynamic, high-
pressure contexts. Clinical education in this setting ensures that students engage with real
clients while being closely supervised by faculty and industry professionals (Susskind et
al. 2024). This combination of authentic engagement and structured oversight allows students
to build both confidence and competence, ensuring their recommendations are actionable
and aligned with professional standards (Irby and Hamstra 2016).

Clinical education has been shown to be effective across multiple disciplines: medicine
(Gruppen, Mangrulkar, and Kolars 2012), law (Chavkin 2002; Bloch 2010), social work (Fortune,
Lee, and Cavazos 2005), and engineering (Tembrevilla, Phillion, and Zeadin 2024). Cyberse-
curity clinics represent a natural extension of this tradition, providing an applied learning
framework that not only strengthens the workforce pipeline but also contributes directly
to national security needs. Owusu (2023) reinforces this point by situating cybersecurity
clinics within the teaching hospital tradition, highlighting their ability to integrate research,
service, and education into a single model. While Owusu’s study emphasizes the curricular
shortcomings of traditional cybersecurity programs, our analysis underscores how clinics
address these gaps through supervised, real-world practice that prepares graduates to mitigate
risks, respond to incidents, and contribute to broader cyber resilience.

While sharing the general principles of experiential learning, cybersecurity clinics exhibit
distinctive characteristics that differentiate them from other applied learning approaches.
These include:

Hands-on practice in live settings: Students assess vulnerabilities and implement mitiga-
tion strategies for organizations that often lack internal cybersecurity expertise. This mirrors
the way medical students refine diagnostic skills through clinical rotations (Issenberg et
al. 2005; Gruppen, Mangrulkar, and Kolars 2012).

Direct client engagement with real stakes: Deliverables affect the resilience of munici-
palities, nonprofits, and small businesses. Errors or omissions have real-world consequences,
reinforcing accountability (Benner et al. 2009).
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Structured supervision and reflective practice: Faculty and professional mentors over-
see engagements and lead post-engagement debriefs, integrating technical, ethical, and strate-
gic considerations (Cantillon and Dornan 2014).

Competency-based assessment: Students are evaluated on demonstrated ability to deliver
usable, effective security recommendations, echoing competency-based models in medical
and legal education (Carraccio et al. 2002; Epstein 2007).

Collaborative and interdisciplinary learning: Teams draw from law, policy, and technical
disciplines, preparing students for the cross-functional collaboration required in modern
cybersecurity (Thistlethwaite 2012; Salas et al. 2012; Hammick et al. 2007).

Bertone, Wagner, and Pauli (2025) corroborate the importance of these features, showing
through a systematic literature review that experiential models grounded in Kolb’s cycle con-
sistently outperform traditional lecture-based instruction in preparing job-ready graduates.
They further map clinic activities—such as audits, incident response planning, and policy
drafting—to the NICE Cybersecurity Workforce Framework (NIST 2023), demonstrating align-
ment with industry-defined roles and competencies. Our analysis builds on these findings by
highlighting that clinics not only prepare students for the workforce but also strengthen the
cybersecurity posture of underserved institutions, linking pedagogy directly to resilience.

3.2 Cybersecurity Clinics as a Scalable Model for National Resilience: Bridging
Workforce Development and Real-World Defense

Cybersecurity clinics represent more than an educational innovation; they are a scalable,
field-tested model for strengthening national cyber resilience by systematically training the
next generation of cybersecurity professionals while simultaneously securing vulnerable
institutions. Through hands-on practice, direct client engagement, structured supervision,
competency-based assessment, collaborative learning, and interdisciplinary training, these
clinics address critical gaps in both workforce development and national security strategy.
Studies show that hands-on services are preferred over static resources such as technology
or toolkits for clientele with low resources. When asked to rank solutions that could improve
their cybersecurity posture, nonprofits most commonly ranked proactive consulting services
first, over both funding and technology (CLTC Berkeley 2024).

Services can provide what tools cannot: a human connection that tailors recommendations
to an organization’s goals, resources, and constraints. Clinics deliver services like maturity
assessments, where consultants evaluate an organization’s practices against standards and
prioritize improvements to the most high-risk areas. Most critically, services foster a two-way
relationship in which cities can ask questions and learn about cybersecurity, empowering
them to advocate for longer-term improvements.
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Beyond their immediate impact, clinics also demonstrate how decentralized cybersecurity
units can coordinate nationally to scale impact. The growing network of cybersecurity clinics,
through the consortium of cybersecurity clinics, enables universities to share best practices,
standardize methodologies, and replicate successful interventions across different regions
and sectors. This collaborative framework ensures that cybersecurity expertise is not siloed
within elite institutions but rather expanded into communities where cyber resilience is most
urgently needed.

The effectiveness of cybersecurity clinics is not just theoretical—data from existing pro-
grams demonstrates their impact in improving cybersecurity for client organizations, develop-
ing a skilled workforce, and contributing to national security efforts. The next section presents
case study data from leading cybersecurity clinics, illustrating their tangible contributions to
cyber resilience, the challenges they address, and the lessons they offer for expanding this
model further.

4 CYBERSECURITY CLINIC AS CASE STUDIES

Cybersecurity clinics occupy an important niche in the spectrum of cyber-resilience initiatives:
they embed education and public service within a single organizational model, offering a rare
mechanism for rapidly bolstering the cyber defenses of under-resourced local governments,
nonprofit organizations, and small businesses.

This section presents comparative case studies of three flagship programs—the MIT Cyber-
security Clinic, UC Berkeley’s Citizen Clinic, and Indiana University’s Cybersecurity Clinic. Each
clinic emerged from a different disciplinary context, yet all translate the principles of PIT into
practice. The analysis draws on program documentation, reported outcomes, and scholarly
literature to show how these clinics contribute to national security by hardening local targets,
building workforce capacity, and creating a distributed infrastructure for cyber-resilience.
The section concludes by situating these case studies within the broader Consortium of Cy-
bersecurity Clinics and reflecting on how clinics address the under-resourcing of local actors,
the hybrid threat environment, and the challenge of power projection.

4.1 MIT Cybersecurity Clinic — Urban Cybersecurity in New England

The MIT Cybersecurity Clinic 3 was launched within the Department of Urban Studies and
Planning (DUSP) as an extension of its long-standing interest in urban systems and critical
infrastructure. Unlike traditional semester-long courses, MIT’s clinic operates year-round in
a “perpetual” or club-style format. Students complete a four-week certification module that
introduces the fundamentals of cyber risk assessment and the clinic’s signature methodology,
“Defensive Social Engineering.” After certification, students—drawn from computer science,

3. MIT Cybersecurity Clinic: https://urbancyberdefense. mit.edu/cybersecurityclinic/
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engineering, and urban planning—join small teams supervised by faculty and advanced
peers and work with client communities during the remaining eight to ten weeks of the
semester. As of fall 2025, over 120 students have completed training and received certification.
Because students can stay engaged over multiple semesters, the clinic benefits from cumulative
institutional knowledge and sustained client relationships. This continuity reflects experiential
learning literature, which emphasizes iterative practice and reflection as core to professional
formation (Kolb 1984; Kolb and Kolb 2005).

The clinic’s client roster consists principally of municipal governments, local hospitals, and
other public-serving institutions in New England. These organizations often lack dedicated
cybersecurity staff and struggle to identify and prioritize vulnerabilities across legacy sys-
tems. Students begin with in-depth vulnerability assessments guided by the Defensive Social
Engineering framework, which emphasizes organizational behavior and low-cost interven-
tions. Teams then produce written recommendations, including risk prioritization, policy
updates, and staff training strategies. The clinic’s continuity allows for follow-up engagements,
enabling adjustments as organizational capacity evolves.

From an educational standpoint, the MIT clinic exemplifies a rigorous example of experien-
tial learning: students conduct real assessments, negotiate with city managers, and draft policy
documents. The faculty-supervised structure ensures accountability, addressing concerns that
novice practitioners might misconfigure systems or overlook legal obligations. Engagements
also foster reciprocal learning: students gain insight into the budgetary and political con-
straints of local governance, while municipal personnel learn to integrate risk-management
principles into everyday operations.

Strategically, MIT provides a distributed rapid-response capacity. Because teams can mobi-
lize quickly and operate year-round, the clinic effectively extends state-level cyber initiatives
into local contexts. National security research underscores that adversaries exploit municipal
vulnerabilities as stepping-stones into critical infrastructure. By raising the baseline of munic-
ipal cyber hygiene, the MIT clinic reduces national exposure. In this sense, MIT contributes to
deterrence by denial: it deprives adversaries of easy domestic targets, thereby reinforcing the
credibility of U.S. power projection (Harknett and Stever 2011).

MIT’s clinic is one of the first cyber clinics and provides many critical resources to other
colleges and universities developing clinics in the Consortium of Cybersecurity Clinics. For
example, MIT’s clinic reviewed all 108 controls in the industry-leading NIST Cybersecurity
Framework 4 and narrowed them down to a list of just 23 controls most relevant to small
organizations to use in its maturity assessments. This assessment is available for free for
other consortium member universities to quickly adopt an assessment methodology.

4. https://www.nist.gov/cyberframework
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The perpetual model also brings challenges. Sustained funding and coordination across
semesters are essential, and maintaining continuity as students graduate or cycle out can be
difficult. The faculty must ensure that institutional knowledge is not lost between cohorts,
and there is a risk that higher-profile municipalities receive more consistent support than
smaller or more remote towns.

4.2 UC Berkeley's Citizen Clinic — Defending Human Rights Nonprofits in the
Bay Area

UC Berkeley’s Citizen Clinic, launched in 2018 by the Center for Long-Term Cybersecurity
(CLTC) >, responded to escalating cyber threats against civil society organizations. Structured
as a semester-long elective, the clinic recruits graduate and advanced undergraduate students
from across disciplines, including information science, public policy, law, and computer
science. Students begin with classroom instruction on legal frameworks, privacy principles,
and threat modeling, followed by team-based client projects under faculty supervision. Unlike
MIT’s perpetual format, Citizen Clinic is organized as a service-learning course; its intensive
semester structure supports deep engagements but constrains long-term continuity. As of fall
2025, the Citizen Clinic had supported over 230 nonprofits with their cybersecurity defenses.

Berkeley is distinctive for its focus on “politically vulnerable” nonprofits—organizations
advocating for reproductive rights, LGBTQ+ communities, election integrity, and other causes
frequently targeted by harassment or disinformation campaigns (Brooks 2018). Many operate
on limited budgets and lack cybersecurity staff, making them especially vulnerable in the
hybrid threat environment. Clinic teams conduct risk assessments of communications tools,
data management, and staff anonymity practices. For example, students supporting the
Women’s Options Center analyzed vulnerabilities in messaging apps and browsers, producing
guidelines for secure communication. Another team working with the Traverse Project crafted
protocols to protect investigators from both digital and physical threats.

Beyond technical interventions, Berkeley students advise clients on legal and policy issues,
such as compliance with data-protection laws or handling online harassment. They also
provide cyber-hygiene workshops, translating technical practices into accessible training
for staff and volunteers. This context-sensitive approach reflects the PIT ethos: effective
cybersecurity requires tailoring to the social and political realities of vulnerable communities.

Pedagogically, Citizen Clinic exemplifies service learning: students apply interdisciplinary
knowledge in service to real community needs. As with law and medical clinics, learning
occurs through supervised practice, professional responsibility, and reflection. Scholars argue
that such models bridge the gap between academic curricula and workforce expectations;
Bertone, Wagner, and Pauli (2025) highlight that clinics allow students to acquire practical

5. https://cltc.berkeley.edu/program/cybersecurity-clinic/
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experience often demanded for “entry-level” cybersecurity jobs, addressing the workforce
mismatch.

Notably, the Citizen Clinic has concurrent undergraduate and graduate-level course offer-
ings, where more advanced students can work with more technically mature clientele while
undergraduates can learn teambuilding and communications skills. Students across both
courses are often paired across majors, with a student team consisting of a few computer
science and engineering majors paired with law, political science, and business students. In
this way, students learn to apply their subject matter expertise and integrate their skills with
other majors to create a cohesive service for clients.

From a strategic standpoint, Citizen Clinic demonstrates that civil society resilience is
integral to national security. Hybrid threat campaigns increasingly target nonprofits to erode
trust and polarize societies. By defending reproductive health providers and election-integrity
advocates, Berkeley contributes to democratic durability—a key component of national power
projection. Protecting these organizations enhances U.S. credibility abroad by showing that
domestic democratic institutions are robust against adversary interference.

The clinic also faces challenges. The semester format creates difficulties in sustaining
long-term client relationships. Faculty must rebuild institutional knowledge each term, and
follow-up depends on whether students re-enroll. While the model excels in responsiveness
and interdisciplinarity, it risks episodic engagement rather than continuous resilience.

4.3 Indiana University Cybersecurity Clinic — Rural Cybersecurity and
Research in the Midwest

Indiana University’s (IU) Cybersecurity Clinic 5, founded in 2019 within the Ostrom Work-
shop, addresses persistent under-resourcing among small and rural municipalities, private
utility providers, and non-profits. Operating as a semester-long course, the clinic assembles
interdisciplinary teams from law, computer science, cyber risk management, informatics,
business, and policy. All participants complete the Google cybersecurity certificate before
the semester, ensuring baseline competence. IU maintains partnerships with the Center for
Applied Cybersecurity Research (CACR) and the REN-ISAC, linking student work with state
and regional cybersecurity initiatives.

IU works extensively with small towns, counties, nonprofits, schools, and utilities in Indiana
and the Midwest. These clients often lack dedicated IT departments and depend on generalist
administrators. Student teams conduct governance audits, technical assessments, and compli-
ance reviews; they draft tailored incident-response plans and train staff. One Indiana town,
previously denied cyber insurance, secured coverage after IU students developed a formal
incident-response plan. Another project supported HUD-funded community action agencies

6. https://cyberrisk.iu.edu/career-prep/cyberclinic.html, also see reference Indiana University (2019)
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serving 60,000 low-income residents, where IU teams identified authentication vulnerabili-
ties and recommended improvements. In contrast to the clinics at MIT and Berkeley, the TU
Clinic operates on bespoke service provision for clients. This leads to significant challenges in
continuity and increases the administrative load while making the course content necessarily
more dynamic than static.

The IU clinic integrates technical, legal, and policy dimensions of cyber governance. Students
learn to translate technical findings into actionable policies within municipal codes and
procurement rules. This responds to scholarship highlighting the gap between cybersecurity
curricula and the specific needs of the public sector. IU’s explicit partnership with state entities
positions the clinic as a local-to-state bridge, reinforcing the multi-level governance literature
that emphasizes vertical integration in cyber resilience.

Strategically, IU underscores the importance of defending the “last mile” of national secu-
rity: small towns and utilities that manage water, energy, and emergency services. Public
administration research notes that these are frequent targets yet seldom prioritized in na-
tional strategies. By providing incident-response plans and training, IU reduces vulnerabilities
that could otherwise be exploited as entry points into national systems. Alumni who pursue
public-sector roles further contribute to closing the workforce gap in municipal cybersecurity.

4.4 The Consortium of Cybersecurity Clinics

The Consortium of Cybersecurity Clinics 7, formally established in May 2021, represents a
coordinated effort to expand the clinic model across colleges and universities. Its purpose is
to facilitate knowledge-sharing, standardize best practices, and lower barriers for new clinics
to launch. In effect, it transforms decentralized, campus-based programs into components of
a federated system, ensuring that universities not only train professionals but also actively
contribute to national resilience.

The Consortium’s origins reflect the governance gaps clinics were designed to address. UC
Berkeley’s Citizen Clinic, founded in 2018, pioneered a focus on nonprofits vulnerable to
politically motivated cyber threats. Indiana University followed in 2019 with its clinic for
local governments and utilities, explicitly tackling the cyber fragility of critical infrastructure
institutions. MIT launched its program in the same period, serving municipalities and hospitals
across New England amid a wave of ransomware attacks crippling local governments. By
2021, leaders from Berkeley, IU, MIT, and the University of Alabama began exploring the
need for a shared forum. This initiative quickly attracted additional partners—including the
University of Georgia, Rochester Institute of Technology, the R Street Institute, and the Global
Cyber Alliance—culminating in the official establishment of the Consortium.

7. https://cybersecurityclinics.org/
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Figure 1. Map of the location of member clinics of the Consortium of Cybersecurity Clinics in June 2024

Since its formation, the Consortium has expanded rapidly. By early 2025, the Consortium’s
membership included 56 member clinics worldwide, with 41 member clinics in 27 U.S.
states and the District of Columbia (Figure 1). The Consortium has international affiliates in
Canada, Taiwan, and Indonesia. Member institutions include large research universities, small
liberal arts colleges, community colleges, women’s colleges, and minority-serving institutions.
The reach of this network demonstrates the portability of the model across institutional
types. Its collective impact is already visible: in the 2024-25 academic year alone, 2,200
students participated in clinics, providing services to over 700 organizations, including small
municipalities, hospitals, and nonprofits (Nagamine and Perematko 2025). Clinics thereby
serve as both training pipelines and protective infrastructures, addressing simultaneously
the workforce and resilience deficits that scholars identify as central to national vulnerability
(Norris and Mateczun 2022; Norris, Mateczun, and Forno 2022; Preis and Susskind 2022).

Beyond direct service, the Consortium functions as a collaborative knowledge hub. Member
clinics co-develop curricula, define best practices, and refine standardized methodologies. So-
lutions devised in one region—such as IU’s incident-response templates, Berkeley’s protocols
for politically vulnerable nonprofits, or MIT’s “Defensive Social Engineering” framework—are
shared and adapted by peers elsewhere. This networked learning process exemplifies what
Ostrom (1990, 2010) describes as polycentric governance: resilience emerges not from cen-
tralized hierarchies but from multiple centers of initiative coordinated through shared norms
and mutual trust. The Consortium functions as a knowledge commons, pooling experience
and innovation into resources accessible across contexts, while maintaining local adaptability.
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The Consortium can also be read, following Polanyi (1944), as a protective counter-movement.
Commercial cybersecurity systematically underserves municipalities, nonprofits, and schools,
leaving them vulnerable despite their systemic importance. Clinics, underwritten by univer-
sities and philanthropy, re-embed cybersecurity in civic institutions rather than leaving it
subject to market exclusion. Google.org’s $25 million commitment in 2023 & to expand the Con-
sortium nationwide illustrates this protective logic: philanthropy is investing in institutions
that shield vulnerable communities from systemic digital risks.

The Consortium’s growth also carries international implications. Partnerships with clinics
in Sri Lanka, Peru, and elsewhere demonstrate the adaptability of the model in contexts of
constrained state capacity and heightened hybrid threats. These global linkages extend the
PIT ethos beyond U.S. borders, reinforcing democratic resilience while contributing to U.S. soft
power. The Consortium thus functions simultaneously as capacity-building infrastructure and
as a signal of credibility abroad: that resilience at home is institutionalized and exportable.

Finally, the Consortium addresses the research gap identified by municipal cybersecurity
scholars. Norris et al. (2021) and Hossain et al. (2024) highlight the absence of systematic,
comparable data on local vulnerabilities due to underreporting and inconsistent standards.
The Consortium creates conditions for comparative analysis across hundreds of engagements,
enabling the accumulation of empirical knowledge that can inform both scholarship and pol-
icy. Each clinic generates situated evidence; the Consortium aggregates these into longitudinal
insights, transforming practice into theory-building.

Taken together, the Consortium is more than a scaling mechanism. It represents the institu-
tionalization of a governance innovation: redistributing expertise to underserved communi-
ties, sustaining resilience through polycentric coordination, and countering the exclusions
of markets by embedding cybersecurity within civic institutions. By federating clinics into a
national and international network, the Consortium embodies Ostrom’s (2010) insight that
robust governance arises from polycentric systems and Polanyi’s claim that protective institu-
tions emerge to safeguard society from systemic disruption. It demonstrates that cybersecurity
resilience in the twenty-first century must be produced not only by states or markets, but
also by federated civic institutions capable of mobilizing knowledge, talent, and legitimacy at
scale.

4.5 High-Impact Interventions for Local Governments, Communities, and
Critical Infrastructure Providers

The comparative analysis of MIT, Berkeley, and Indiana University indicates that cybersecurity
clinics are best conceptualized not as isolated pedagogical ventures but as institutionalized
responses to difficulties in the protection of local and civic infrastructure. The persistence of
municipal under-resourcing and lack of institutional capacity has been documented across

8. Google.org (2023), https://cyberclinics.withgoogle.com/
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decades of public administration scholarship: cities and counties routinely operate with
outdated technology, minimal IT staff, and administrators with limited technical literacy
(Caruson, MacManus, and McPhee 2012; Norris et al. 2021; Norris, Mateczun, and Forno 2022).
More recent studies highlight the consequences of this gap, showing how ransomware attacks
against municipalities cascade into service disruptions that erode public trust and generate
economic loss far beyond the immediate jurisdiction (Preis and Susskind 2022; Hossain et
al. 2024). Yet despite these risks, municipal cyber resilience has remained marginal in both
national strategy and scholarly analysis. Clinics, therefore, represent a distinct governance
innovation, intervening in precisely those spaces that state and federal agencies have struggled
to reach and that private firms often ignore due to lack of profitability.

What distinguishes clinics from other interventions is the way they redistribute techni-
cal capacity into local contexts while simultaneously generating legitimacy through trusted
university affiliations. MIT’s perpetual structure embeds continuity into municipal engage-
ments, creating a form of standing capacity otherwise absent at the community level. Berke-
ley’s service-learning orientation demonstrates that the defense of civil society organiza-
tions—often excluded from critical infrastructure definitions—is a matter of national security
when adversaries exploit them to polarize societies or undermine democratic legitimacy.
IU’s integration with state entities illustrates the possibility of vertical alignment in which
clinic outputs feed directly into broader policy architectures. Taken together, the cases show
that clinics do not merely tell municipal IT and administrative staff what to do but enable a
virtuous capacity-building environment in which resilience is co-produced by universities,
local governments, nonprofits—and through the Consortium—national networks.

This mode of distributed governance resonates with broader theoretical work on collab-
orative and networked governance. Ansell and Gash (2008) argue that in complex policy
domains, durable solutions emerge when authority is shared across organizational bound-
aries and when intermediaries build trust and facilitate cooperation. Clinics occupy precisely
this intermediary role. They leverage the institutional credibility of universities to convene
local actors, provide a structure for collaboration, and generate both technical and normative
guidance. The Consortium then scales this logic, enabling horizontal exchange of curricula,
methodologies, and lessons learned. In this way, clinics enact a governance model that is
adaptive, decentralized, networked, and polycentric in structure, which are attributes that
scholars of cyber strategy argue are essential for resilience in adversarial environments
characterized by uncertainty and speed (Deibert 2013; Nye 2019).

The implications for national security are significant. Cyber strategy debates have long
emphasized the difficulty of deterrence in the digital domain, particularly against gray-
zone tactics and hybrid threats where attribution is contested, and thresholds for retaliation
are ambiguous (Libicki 2009; Harknett and Stever 2011). In such contexts, deterrence by
denial—raising the cost and reducing the feasibility of attacks—becomes critical. Clinics
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advance this form of deterrence not through centralized federal investment but by hardening
local and nonprofit systems that adversaries routinely exploit. When a small town can secure
cyber insurance due to an incident response plan produced by IU students, or when a human
rights organization resists harassment thanks to protocols developed by Berkeley teams, the
effect is not just local protection but the closure of potential attack vectors that could have been
leveraged to destabilize larger networks or fuel disinformation campaigns. These micro-level
interventions accumulate into macro-level resilience, shifting the calculus of adversaries who
rely on exploiting precisely these vulnerabilities.

Clinics also challenge the assumption that national resilience must be primarily technical.
The Berkeley case underscores that civil society is as much a target in hybrid conflicts as
power grids or pipelines. By defending politically vulnerable nonprofits, clinics protect the
institutions of democratic life that underpin soft power. This dimension is often overlooked in
cyber strategy, which privileges critical infrastructure and military systems. Yet as Nye (2004)
reminds us, credibility and legitimacy are central to international influence. The protection
of advocacy organizations, election-integrity groups, and other nonprofit actors ensures that
democratic societies retain both the functional capacity and moral authority necessary for
global leadership. Clinics thus contribute to power projection not only by securing physical
systems but also by safeguarding the societal fabric that adversaries seek to unravel.

The scaling effect of clinics through the Consortium is equally consequential. This expansion
represents more than institutional proliferation; it constitutes the emergence of a distributed
national cyber infrastructure. Google.org’s $25 million commitment to fund clinics in every
state by 2030 illustrates growing recognition of clinics as viable instruments of policy. In
institutional terms, this network reduces reliance on episodic grants or ad hoc initiatives,
creating a baseline of continuity that adversaries cannot easily exploit. From a governance
perspective, the Consortium demonstrates the possibility of federated resilience: local contexts
remain primary, but capacity is coordinated and amplified through shared standards and
mutual support.

By generating data through engagements, clinics also fill a gap in the empirical foundation
of scholarship. Norris and Mateczun (2022) lament the absence of systematic information on
municipal cyber vulnerabilities due to underreporting and inconsistent frameworks. Clinics,
by conducting hundreds of audits and incident response plans, accumulate precisely the
kinds of knowledge that can inform both policy and research. Each engagement produces
empirical material—patterns of vulnerabilities, recurring governance failures, effective low-
cost interventions—that is otherwise inaccessible. In this sense, clinics function not only as
service providers but also as laboratories of resilience, generating situated knowledge that
can inform theory-building in public administration and international security alike.

The workforce implications further reinforce the governance innovation argument. Owusu
(2023) positions clinics within the teaching-hospital tradition, where students learn through
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practice under supervision, embedding both competence and ethos. Bertone, Wagner, and
Pauli (2025) emphasize clinics as a mechanism to bridge the experience gap in cybersecu-
rity education, where “entry-level” jobs paradoxically demand prior experience. The cases
analyzed here extend these insights: clinics not only prepare students for the labor market
but also orient them toward public service. IU alumni entering municipal IT, MIT students
mentoring city staff, Berkeley graduates defending NGOs—these trajectories illustrate the
creation of a workforce aligned with civic responsibility. From a governance standpoint, this
matters because the sustainability of resilience depends not only on institutional design but on
human capital willing to serve outside the highest-paying private firms. Clinics, therefore, help
resolve what the literature identifies as one of the most intractable challenges of cybersecurity
governance: the recruitment and retention of talent in the public sector.

Taken together, the comparative analysis suggests that cybersecurity clinics represent a gov-
ernance innovation with profound implications for both domestic resilience and international
power projection. They redistribute capacity into vulnerable nodes ignored by markets and
underserved by states. They enact distributed, networked governance models that scholars
argue are essential in complex, uncertain domains. They advance deterrence by denial by
closing off easy avenues of attack at the municipal and nonprofit levels. They protect not only
infrastructure but the democratic institutions that constitute soft power. They scale nationally
through the Consortium, forming a federated infrastructure of resilience. They cultivate a
workforce oriented toward civic protection, addressing long-standing gaps in public sector
capacity.

In this sense, cybersecurity clinics demonstrate that national security in the digital age
cannot be reduced to either federal agencies or private firms. Instead, resilience must be
understood as a distributed function produced by multi-level, cross-sectoral collaboration.
Clinics exemplify how public-interest technology can serve as both an educational model and
a security innovation, weaving together pedagogy, service, and governance into an adaptive
infrastructure of resilience.

5 CONCLUSION: POLICY PATHWAYS FOR SCALING CYBERSECURITY
CLINICS

Cybersecurity clinics have demonstrated their value in strengthening digital resilience, pro-
viding hands-on training for students, and bridging the cybersecurity gap for under-resourced
organizations. The case studies of the MIT, UC Berkeley, and Indiana University cybersecurity
clinics illustrate how clinics operate as scalable, workforce-driven interventions that address
both local and national security concerns. However, realizing the full potential of these clinics
requires strategic policy support to sustain and expand their impact.
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One of the most effective ways to scale cybersecurity clinics is through federal and state
investment in workforce development initiatives that integrate clinics into the broader na-
tional cybersecurity strategy. Expanding programs like Congressionally-funded State and
Local Cybersecurity Grant Program (SLCGP) and the Tribal Cybersecurity Grant Program
(TCGP) can give states much-needed funds to invest in their universities, both to maintain
existing clinics and to start up new clinics in regions without any. Creating a new Cyber Peace
Corps could institutionalize these efforts, embedding cybersecurity clinics within national
service programs that provide structured funding, mentorship, and long-term client support.
Drawing lessons from the U.S. Digital Service, policymakers could develop mechanisms that
place trained cybersecurity students into public sector roles, strengthening municipal and
state cybersecurity defenses while simultaneously building a pipeline of skilled professionals.

Beyond federal initiatives, states and municipalities can play a key role in supporting
cybersecurity clinics by forming regional consortia that connect universities, community
colleges, local governments, and nonprofit organizations. Cybersecurity threats are not con-
fined by jurisdiction, and a clustered approach—where institutions collaborate to share best
practices, standardize training, and establish sustainable funding models—can help scale the
clinic model beyond individual universities. Public-private partnerships, particularly with
industry stakeholders invested in national cybersecurity, can further expand these efforts by
funding clinics, providing professional mentorship, and creating pathways for students into
the workforce.

Additionally, integrating cybersecurity clinics into existing grant programs and workforce
funding streams would provide long-term financial sustainability. Agencies such as CISA ® and
NIST ' could establish dedicated funding for university-affiliated cybersecurity clinics, en-
suring their integration into national cybersecurity resilience plans. This could include grants
for faculty mentorship, student stipends, and infrastructure investments that allow clinics
to expand their services to more communities. The U.S. National Science Foundation (NSF)
CyberCorps Program could be used to encourage the creation and spread of cybersecurity
clinics to provide more hands-on training for future public-sector cybersecurity professionals.

Ultimately, cybersecurity clinics offer a unique opportunity to shape public policy research
and innovation. By engaging in applied cybersecurity work, clinics generate real-time insights
into emerging threats, regulatory gaps, and the challenges faced by local governments and
nonprofits. Establishing mechanisms to translate these insights into policy recommenda-
tions—such as formal partnerships between cybersecurity clinics and government advisory
boards—could improve national cybersecurity policymaking and regulatory frameworks.

Cybersecurity is an area of increasing strategic importance, and bipartisan consensus exists
around the need to strengthen national defenses. Cybersecurity clinics represent a proven,

9. CISA - Cybersecurity and Infrastructure Security Agency, https://www.cisa.gov/
10. NIST - National Institute of Standards and Technology, https://www.nist.gov/
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scalable, and interdisciplinary model for addressing this challenge. By implementing policies
that institutionalize, fund, and integrate clinics into the national cybersecurity strategy, the U.S.
can enhance its cyber workforce, protect critical infrastructure, and extend digital resilience
to the communities that need it most.
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