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INTRODUCTION

The fear is real - even if the risk may not be. Many worry that a hostile state could launch a
cyberattack against the United States or its allies, plunging them into darkness and sparking
widespread civil unrest. According to this logic, ensuing riots would be catastrophic, marked
by looting, destruction, and indiscriminate violence. The costs to society would be immense,
and that is even after an expensive effort at both systems remediation and the physical
repair of the power grid. This scenario foregrounds the potential consequences of a hostile
cyberattack on a nation’s capacity to generate and transmit electricity. However, executing
such a large-scale attack is extremely difficult, and even if it were feasible, historical cases
suggest the outcomes would be far less severe.

This article examines the specific scenario of a hostile cyberattack targeting energy
infrastructure with the intent of instigating civil unrest through widespread power outages.
While this focus may appear narrowly defined, the scenario warrants careful consideration.
It is a unique problem in that it is widely feared (as discussed in the next section), partially
realized in several cases involving different aggressor and target states, and has reference
points for mass blackouts outside the scope of hostile cyberattacks. These precedents support
a case study approach, enabling comparative analysis to assess both the impact of such
an attack and the likelihood of ensuing civil unrest. What makes the problem particularly
compelling is the contrast between prevailing fears and the growing body of evidence
suggesting that such fear may be misplaced.

This article stems from the author’s extensive experience in the insurance and reinsurance
industry. When presented with historical cases that challenge prevailing fears about
cyberattack-induced blackouts, the author was confronted with questions such as, “What
about riots?” This reflects a broader belief that cyberattacks could be used to foment civil
unrest. While blackouts may lead to various consequences, civil unrest is frequently used as
shorthand for severity. Because damage from cyberattacks is often reversible, the occurrence
of widespread civil unrest is seen as an indicator of a particularly high-impact event. There
are many reasons to protect energy infrastructure that do not rise to this level of social
impact, but ensuing civil unrest signifies an extreme impact that is often discussed but
which remains remote.

To assess the potential effects of cyberattacks on the power grid, and ensuing civil unrest,
several blackout events are compared, revealing not only the absence of significant civil
unrest but also that cyberattack-induced blackouts have, to date, been less severe and easier to
remedy than feared. The seductively intuitive chain of events from cyberattack to blackout to
societal and economic chaos lacks historical support. This is reinforced by research arguing
that such acts of cyber aggression are unlikely to produce (Brooking and Lonergan 2023; Rid
2011; Gartzke 2013). This article investigates past blackout examples to demonstrate that the
risk of a major cyber-induced blackout - one affecting tens of millions- is highly improbable,
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and even if it were to occur, the likelihood of blackout-driven civil unrest remains very low.

The argument in this article primarily reflects U.S. and allied-state contexts, focusing on
the concerns and fears that adversaries of those states will execute cyberattacks intended to
induce blackouts and instigate civil unrest. However, the findings of the case study analysis
in this article are likely portable to the perspectives of U.S. adversaries, as well.

LITERATURE REVIEW

Government experts agree that cyberattacks on the energy sector are a critical concern for
several reasons. However, there is little historical evidence of widespread outages caused by
cyberattacks. Therefore, the author proposes the use of data from significant outages caused
by natural disasters. The discussion requires consideration of which catastrophic events
trigger civil unrest. This includes both natural disasters and human-made catastrophes.
While a key argument of this paper is that widespread power outages are unlikely to cause
civil unrest, based on the preponderance of historical examples, it is necessary to understand
why civil unrest generally has not arisen following blackouts and why that is unlikely to
change.

To fully understand the problem of civil unrest following both natural and unnatural
disasters, clear definitions are essential. According to the United Nations Office for Disaster
Risk Reduction (UNDRR n.d.), a disaster is “a serious disruption of a community or a society
at any scale due to hazardous events interacting with conditions of exposure, vulnerability
and capacity, leading to one or more of the following: human, material, economic and
environmental losses and impacts.” To further qualify a disaster as natural, the Swiss Re
Institute (2025), which is part of one of the world’s largest reinsurance companies, uses
the expression “caused by natural forces”. Essentially, a naturally occurring event must not
only strike with impact, but it must also affect people. Without human impact, a naturally
occurring event cannot be considered a “disaster”.

Civil unrest is more challenging to define. It is a broad term that covers the spectrum
of political violence, described by Oyefusi (2010) as ranging from “peaceful protests” to
“militarized struggle.” This article takes a narrower view, though, requiring at least some
level of violence. Must and Rustad (2019) help reduce the scope offered by Oyefusi, defining
“civil unrest as demonstrations, protests, and the use of political violence”. As with the
treatment of natural disasters, this analysis focuses on major events, rather than small
demonstrations that involve no violence or a minimal government response. Events under
consideration in this analysis must involve violence or unrest that is directly and overtly
political.

Drivers of Civil Unrest: Grievance and Opportunity Cost

Grievance is a key factor in understanding the risk and emergence of civil unrest. However,
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as Wood and Wright (2016) note, grievance alone is not the problem, as it “may be pervasive
within a society.” It becomes a driver of unrest when an event “exacerbate][s] existing tensions
between state and society” (1447-48). Although this insight stems from their study of natural
disasters, it applies more broadly. Civil unrest tends to erupt when grievances are inflamed
in ways that weaken state capacity and legitimacy, creating openings for violent resistance
and disrupting economic development, deepening inequality, marginalizing groups, or
triggering mass migration (Nel and Righarts 2008).

When civil unrest follows an event such as a natural disaster, it may arise from what
Oyefusi (2010) calls an “opportunity structure” or what Nel and Righarts (2008) describe as a
reduced “opportunity cost.” Simply put, victims are more likely to act when they have less to
lose. The factors that intensify this post-disaster calculus vary: grievances may predate the
disaster or stem from dissatisfaction with the government’s—or other institutions’—response.
While corruption and self-serving aid distribution are frequently observed (Kim 2021),
unrest may also result from the state’s diminished capacity to deter violence after being
overwhelmed by a natural disaster (Ghimire and Ferreira 2013).

As the opportunity costs of engaging in civil unrest decrease—particularly when affected
populations feel they have nothing left to lose—the risk of upheaval grows. This risk is also
shaped by the level of repression within a society. Highly repressive regimes tend to suppress
unrest altogether, while fully open democracies often provide legitimate avenues to address
grievances, reducing the likelihood of violent outcomes (Pfaff 2020; Drury and Olsen 1998).
The highest risk appears to lie in between—within semi-democracies or “anocracies”—which
allow some political participation but lack robust mechanisms to resolve public discontent
(Regan and Bell, 2010). Such states, as researchers note, “permit some means of participation
through opposition group behavior but have incomplete development of the mechanisms to
redress grievances” (748-749).

Historically, disaster-induced unrest has been difficult to quantify. Efforts to track its
frequency often overstate its prevalence (Johansmeyer 2022). In this author's own case
study analysis (Johansmeyer 2024c), only twenty-two relevant instances were identified—
suggesting that such events are far less common than estimates by Nel and Righarts (2008)
would imply. The strongest indicator of post-disaster unrest remains a history of previous
unrest, a finding noted by Brancati (2007), Pfaff (2020), and Drury and Olson (1998, 155),
who observe that “one can expect that prior political unrest will be positively related to
post-disaster unrest.” While informative, this predictor offers limited practical utility for
forecasting.

Ultimately, it is not the disaster itself—natural or man-made—that drives civil unrest, but
the presence of unresolved grievances and a shift in opportunity costs. This perspective
informs comparisons between natural and cyber catastrophes, particularly within the
insurance industry, where assessing extreme-event risk and capital exposure is central
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(Johansmeyer 2025). Since at least 1998, such analyses have shown that natural disasters
produce significantly greater economic losses than cyber events (Johansmeyer 2024c). This
contrast frames the present discussion on cyber threats to society, especially through attacks
on critical energy infrastructure.

Modeling vs. Reality: The Economic Scale of Cyber Risk

Concerns about a blackout caused by a hostile cyberattack have been of sufficient concern to
fuel nearly a decade of extensive research. In 2015, global insurance company Lloyd’s of London
and the University of Cambridge’s Centre for Risk Studies released a study, which projected
that such an attack could leave 93 million people without power and result in economic
losses ranging from $243 billion to over $1 trillion (Ruffle et al. 2015). To reach such levels
of economic impact would require profound cross-sector implications, spanning financial
services, government response and emergency aid capabilities, access to food and water, and
other basics of survival. It is a concern entertained by other insurance industry stakeholders,
who are doubtless aware of the Lloyd’s of London report. Munich Re (2018), one of the largest
insurance and reinsurance companies in the world takes a nearly apocalyptic view of the
cyber threat, claiming, “The major concern is the potential impact on critical infrastructure:
communication and transport, heating and water supply, production processes and trading,
emergency services (fire, police, ambulance), hospitals, financial trading, cash machines and
supermarkets.” Such fears, which Munich Re believes culminate in civil unrest, are grounded
in experience with natural disasters and then assumed to scale upward.

However, the scale of impact raised in the examples above is difficult to imagine. To
contextualize this, the 2003 blackout across the northeastern United States and southern
Canada affected approximately 50 million people (Eyewitness News 2023) and caused
economic losses of under $10 billion (Electricity Consumers Resource Council 2004). Even
accounting for inflation, technological advances, and increased connectivity, it is difficult
to reconcile how doubling the number of affected individuals would amplify the economic
impact by more than twenty-four times. The 2015 Lloyd’s scenario, while influential,
appears significantly misaligned with historical evidence. Further, while there have been
natural disasters that cause the sort of strain imagined by Lloyd’s, Munich Re, and others
(Beazley 2023), they have been extremely rare and do not justify the sorts of extrapolation to
cyberattacks, as imagined here.

Lloyd’s released a new study in 2023, focused on the economic losses that cyberattacks on
the financial system could cause. While the report does not focus on blackout scenarios, it
offers a useful reference point for estimating the economic consequences of a cyber-induced
blackout. Developed by the Cambridge Centre for Risk Studies, the scenario projects $3.5
trillion in losses—an alarming figure that underscores the perceived severity of such threats.
Yet, this projection stands in stark contrast to historical data: no past cyber incident has
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resulted in economic damages exceeding $40 billion (unadjusted for inflation), and the last
major event of this magnitude occurred in 2004 (Johansmeyer 2025). In total, aggregate
economic losses from catastrophic cyber events—defined as those causing at least $800
million in inflation-adjusted damages and affecting a large population (Johansmeyer 2024b)—
amount to only approximately $326.4 billion since 1998 (Johansmeyer 2024a), illustrated
by year in Figurel. Once again, the hypothetical scale advanced in such modeling appears
largely disconnected from historical precedent.
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Figure 1. Economic Losses from Cyber Catastrophes from 1998-2024 (Johansmeyer 2024a)

Evidence from the Council on Foreign Relations Cyber Operations Tracker

Cyberattacks on energy infrastructure have become increasingly common (Morehouse 2023),
reflecting a belief that disrupting power supply could destabilize societies across multiple
security domains. The loss of power for an extended period would have commercial, societal,
and political ramifications. Food and water security would presumably be threatened, and
the government’s ability to respond to acute need would presumably be impaired. Some of
the most well-known cyberattacks in recent history have targeted energy infrastructure,
including Stuxnet, the Colonial Pipeline attack, and the 2015 Ukraine blackout. Yet, none
produced lasting disruption. Historical patterns suggest a prevalence of near misses and
events with limited impact.

A review of the Council on Foreign Relations Cyber Operations Tracker (2024), which
includes 873 incidents from 2005 to 2023, supports this view. Only eight cases involve
cyberattacks on energy infrastructure, resulting in data destruction or sabotage. This figure
excludes defacements or website disruptions unrelated to energy operations but includes
attacks on nuclear facilities potentially linked to weapons development. If additional attacks
occurred but were not recorded, their absence from public datasets may imply limited
consequences. In light of this, the dramatic economic damage projected in modeling studies
appears increasingly implausible.
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State and state-like actors have so far failed to generate a substantial impact through
major hostile actions in the cyber domain. Cyber weapons are costly, short-lived, and often
of limited value (Smeets 2018), particularly given the reversibility of the damage they inflict.
As discussed below, cyber weapons have generally failed to produce meaningful disruption.
They are unlikely to “land a punch” and even when they do, reversibility means that the
impact is typically transitory. According to Gartzke (2013), cyber war is, in actuality, a
myth—with states seeking to inflict costs through hostile acts being more likely to choose
kinetic alternatives (Schulze and Kerttunen 2023).

The track record of cyberattacks and their results complicates the effort to assess the
actual risk. The contrast between dire projections, such as those from Lloyd’s, and the
relatively modest impacts recorded in the Cyber Operations Tracker may lead some to dismiss
the possibility of a successful attack on energy infrastructure, especially one capable of
triggering civil unrest.

Blackouts and Unrest in Context

There is always room for the belief that “the big one” just has not happened yet. Addressing
such concerns requires more than a review of historical records of cyber incidents. It is
also essential to examine the potential for civil unrest following any large-scale blackout -
regardless of whether a cyberattack was the immediate cause. This broader approach enables
the analysis of different links in the causal chain. Natural disasters provide a particularly
useful reference point, given the frequency with which they cause blackouts.

Neither of the scenarios presented by Lloyd’s has materialized. In fact, no major blackout,
cyber-induced or otherwise, has approached the scale of disruption or economic loss outlined
in their projections. Of course, the scale of economic damage alone may not predict the
likelihood of post-event civil unrest. This can be gleaned from a comparison of not only the
2003 blackout but also those caused by natural disasters, which can result in widespread and
long-lasting power outages. As mentioned earlier, the existing scholarship on civil unrest
suggests that preexisting grievances are the most likely triggers for civil unrest following
a natural disaster (Drury and Olsen 1998). However, empirical evidence of disaster-induced
civil unrest remains limited.

The Property Claim Services (PCS) database by Verisk,! which catalogs natural and
manmade catastrophe events in the United States since 1949 (and their attendant industry-
wide insured losses), includes no instances of civil unrest linked to natural disasters, even
in cases involving extensive power outages such as major hurricanes.’ This includes major

1 Property Claim Services (PCS) by Verisk. https://www.verisk.com/solutions/claims/investigation/catastrophe-claims-data/

2 Hurricane Ida affected many more states than Louisiana, but the scope here is limited by the focus on Louisiana. The economic loss provided in the Table
T includes Alabama and Mississippi. In using the industry-wide insured losses reported by insurance data/analytics organization PCS as a proxy, the
overwhelming majority of the economic loss can be ascribed to the storm’s impact in Louisiana. Disclosure: This author led PCS through May 2023, covering
both the period of the storm’s impact and the post-storm reporting period.
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natural disasters that have occurred in recent years, during a period marked by broader
societal challenges in the United States. Estimates vary, but some studies suggest there have
been as few as twenty-two instances of disaster-induced civil unrest worldwide since 1970
(Johansmeyer 2022). It should, however, be noted that this recent analysis represents a sharp
departure from earlier studies that placed the total between 176 (Ide et al. 2020) and 225
(Nel and Righarts 2008). Given this uncertainty, comparisons with non-cyber blackouts are
instructive, though far from straightforward.

The 1977 blackout in New York lasted twenty-five hours and affected 9 million people (Latson
2015). It is believed that up to 80% of the economic damage from that event came not from the
loss of power but from the attendant civil unrest (Corwin and Miles 1978). Notably, the 1965
Northeast blackout, which affected New York under similar conditions, did not trigger civil
unrest. These divergent outcomes underscore the challenge of predicting unrest, even under
seemingly similar circumstances. As a result, using civil unrest following blackouts to inform
an analysis of civil unrest risk after cyber-induced blackouts is a fraught exercise.

Ultimately, the absence of civil unrest following decades of major energy infrastructure
disruptions in the U.S. - to use a large and mature economy frequently impacted by blackout
events not induced by cyberattacks (e.g., by natural disasters and human error) -suggests that
the threshold for such an event remains extraordinarily high, questioning the plausibility of
such an event in a developed economy with both mature infrastructure and experienced and
tested emergency response mechanisms. Meanwhile, cyberattacks on energy infrastructure,
with an aim to cause blackouts, continue to fall short of even modest benchmarks set by
natural disaster-induced outages. The historical record, therefore, challenges the plausibility
of the “hacking the grid” scenario often emphasized by Lloyd’s and echoed within parts of
the insurance industry.

COMPARATIVE CASE ANALYSIS

This article assesses the risk of civil unrest resulting from a widespread power outage
caused by a cyberattack. Although both offensive and defensive cybersecurity strategies can
affect energy infrastructure, historical evidence shows that such impacts have been limited.
Understanding this gap is crucial: overstating the threat can lead to misallocated security
resources—vulnerabilities in their own right. The goal here is not to “de-securitize” the
energy-cyber nexus, but to recalibrate the perceived threat in light of historical evidence.

While blackouts are common worldwide, prolonged outages are not. A study presented
at the 2016 IEEE International WIE Conference identified only 34 major global blackouts
lasting over 100 hours from 1965 to 2015, most of which were caused by natural disasters
(Rahman et al. 2016). The historical rarity of extended outages—whether from natural,
cyber, or other causes—acts as a constraint on current risk estimates. While the absence of
precedent doesn’t preclude future escalation, claims of unprecedented impact require strong
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justification. The examples cited below were selected precisely because they represent some
of the most extreme—and unusual—blackout cases to date.

Beyond the outages themselves, this article explores conditions that might lead to civil unrest
in their aftermath. Historically, such unrest has been rare. To this end, the analysis draws on
cases of disaster-induced civil unrest, using natural disasters as analogues. Admittedly, this
analysis is limited by the absence of the scenario it investigates: a large-scale blackout caused
by a hostile cyberattack has not yet occurred. Yet, fear of such an event remains widespread.
Drawing on adjacent historical cases, this article offers a grounded, corrective perspective on
the discourse surrounding cyber-induced blackouts and civil unrest.

In the absence of a directly relevant case of a cyberattack on energy infrastructure
causing a mass blackout and ensuing civil unrest, three adjacent examples are compared to
triangulate the plausibility of the “hacking the grid” scenario. The examples were selected for
their significant economic impact and their relevance to the type of risk under examination.
Collectively, they help qualitatively illustrate the gap between perceived threats and
historically observed outcomes. These events have also been extensively studied over time,
providing a foundation for meaningful insights. The 2025 Iberian blackout, for instance,
lasted less than 24 hours (Larson 2025). Although it is still too early for definitive economic
assessments, initial estimates range from “tens of millions of euros” (Butler, Barnes, and
Lahiri 2025) to as much as 2.25-4.5 billion euros (Reuters 2025). The lack of precision—an
undefined lower bound and a wide upper range—undermines confidence in the reliability of
these figures, limiting the example’s usefulness for case study analysis.

The cases selected are predominantly U.S.-centric, with the exception of the 2015 blackout
in Ukraine. This reflects a combination of factors: greater data availability and credibility, a
higher likelihood of major blackouts, and sufficient economic activity to produce measurable
impacts. U.S. cases also benefit from related precedent events, enabling richer qualitative
analysis. While protracted outages have occurred elsewhere—such as following the 2023
Kahramanmaras earthquake in Turkey, which left some areas without power for two months
(UNOSAT 2023)—such events are too recent and lack the comparative data needed for robust
analysis.

These three examples are the 2003 blackout event in the northeastern United States and
southeastern Canada, Hurricane Ida in Louisiana, and the 2015 cyberattack by Russia on
Ukraine’s power grid. The 2003 blackout illustrates the effect of a major power outage on a
large population. Although a cyberattack did not cause it, it demonstrates the breadth of its
impact. Hurricane Ida, on the other hand, reveals a significant depth of impact, with a highly
concentrated group of people left without power for an extended period (some nearly twice
the 100-hour threshold described above). Finally, the 2015 attack on the Ukrainian grid was
the most impactful such cyberattack, despite having far less impact than the other events
discussed.
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(Event ______Jlocation _______________|Year |Economicimpact

Northeast Blackout Northeastern U.S.and Southeastern Canada 2003 <$10billion
Hurricane lda Louisiana 2021 $27-40billion
Hurricane Florence North Carolina 2018  $16-20 billion
Hurricane Laura Louisiana 2020 $25-30billion
NotPetya cyberattack Ukraine, U.S., UK, others 2017  $1obillion
Ukrainian power grid cyberattack ~ Ukraine 2015  Unavailable3

Table 1: Economic Impacts from Natural and Cyber Disasters
Sources: Elcon 2004; Stevens 2021; Davidson 2018; Byrne 2020; Johansmeyer 2019.

New York Blackout (2003)

Fifty million people across seven states (and parts of Canada) lost power for a period of at
least 29 hours in 2003, likely due to damage to a transmission line in Ohio. New York, the
largest metropolitan area in the U.S., was among the hardest hit: traffic lights failed, and the
subway system came to a standstill. While the experience was far from pleasant, particularly
in the summer heat, there was no civil unrest, minimal looting, and widespread displays of
community resilience, from people helping each other out to stoop parties and restaurants
selling off perishable food at discounted prices (Brick Underground 2023). Far from societal
collapse, the blackout revealed a capacity for solidarity.

Remarkably, the largest blackout in U.S. history produced no unrest, mirroring the
outcome of the second-largest event, the 1965 New York blackout. The absence of violence
in both cases suggests that scale alone does not determine the likelihood of civil unrest.
Post-blackout rioting with substantial economic impact is exceptionally rare. Further,
duration does not appear to be decisive: The 29-hour outage in 2003 was managed without
major incident, and even longer blackouts, such as those following Hurricane Sandy, did not
provoke widespread unrest. Instead, they often led to similar community responses, with
local businesses adapting and neighbors supporting each other.

Hurricane Ida (2021)

If the 2003 Northeast Blackout was severe, and Superstorm Sandy worse, then the effects
of Hurricane Ida in 2021 should be considered nearly catastrophic. The Category 4 storm
left over one million households in Louisiana without power for more than a week, with
nearly half still without electricity a week later. Occurring in late August, the blackout was
compounded by extreme heat and limited access to food, water, and shelter. More than 80
deaths were attributed to direct and indirect causes, including heat exhaustion (Beven et

3 Withthe blackout lasting only 1-6 hours for the people affected, it would be difficult to calculate an economic effect, and for only 230,000 people, one would
have to expect thatimpact to be small, given the historical economic losses and scales detailed in the tables above.
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al. 2022). Yet, despite these conditions, civil unrest did not occur. This pattern is consistent
across other recent hurricanes. In 2022, Hurricane Ian left over 5 million without power
(Shivaprasad and DiSavino 2022). Four years earlier, Hurricane Florence, though smaller in
scale, resulted in nearly one million outages (Kumar 2018). In none of these cases did power
loss lead to civil unrest.

What makes Hurricane Ida particularly notable is the context in which it occurred. Just a
year earlier, Louisiana endured Hurricane Laura, a Category 5 storm, causing over 568,000
outages (Pasch et al. 2021). The state was also among the hardest hit by the COVID-19
pandemic, which was still exerting severe pressure on hospitals during and after Hurricane
Ida. The social and political environment was tense, marked by pandemic-related polarization,
inflation, and shortages of essential goods and materials, all during peak summer heat. By
the time Hurricane Ida passed, Louisiana’s 4.7 million residents had endured two major
hurricanes in only twelve months, a global pandemic, economic strain, and extreme
weather—all without triggering unrest. Even in the aftermath of Hurricane Katrina, fifteen
years earlier, reports of looting and violence were largely exaggerated (Tierney et al. 2000).
Despite these patterns, the belief persists that a blackout—especially one caused by a hostile
cyberattack—could spark widespread civil unrest. To evaluate this claim further, we turn
next to the 2015 cyberattack on Ukraine’s power grid.

Cyberattacks on the Ukrainian Power Grid (2015 and 2022)

Russia’s occupation of parts of Ukraine in 2014 triggered a wave of cyberattacks and
information operations, which have continued through the 2022 invasion (Council on Foreign
Relations 2022b). Among the early incidents were three major cyberattacks on critical
Ukrainian institutions, including a 2015 attack on the power grid (European Parliament
2022). This is the closest real-world case to the “hacking the grid” scenario outlined by
Lloyd’s in 2015. Despite being launched by a hostile state with clear destabilization goals,
the attack had a limited impact. The key concept here is reversibility—the relative easeand
speed with which the damage from an attack can be undone (Johansmeyer 2023). Unlike
nuclear or kinetic attacks, cyberattacks tend to be more reversible, a pattern supported
by past incidents. The 2015 attack caused outages for 230,000 people lasting between one
and six hours—a modest impact by any standard (European Parliament 2022). Compared to
large-scale natural disasters or the 2003 Northeast blackout, the footprint and duration were
minimal. Even accounting for population density, the severity remains difficult to argue.

Beyond Ukraine, India successfully thwarted a Chinese cyberattack on its grid in 2022
(Council on Foreign Relations 2022a). Earlier examples, including cyber activity targeting
Estonia, Lithuania, and Georgia in 2007 and 2008, similarly lacked significant consequences
(Gotsiridze 2019). Despite these underwhelming results, cyberattacks remain a recurring
feature of modern conflicts, including the ongoing war in Ukraine. The cyber campaign
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has largely been deemed ineffective, with the most generous assessment that cyberattacks
“amount to an occasional and secondary threat to Ukrainian connectivity” (Bateman 2022).

One incident that warrants closer examination is the failed April 2022 cyberattack on
Ukraine’s power grid. Though ultimately unsuccessful, it was poised to become the largest
cyber-induced blackout ever recorded (O’Neill 2022). Despite being a near miss, the event
remains important. First, there are no other major cyber-induced blackouts with meaningful
breadth of effect. The review of the CFR’s Cyber Operations Tracker reveals a landscape
dominated by espionage rather than sabotage, with most entries reflecting unsuccessful
or limited attacks, and few disclosing the number of people affected. The 2015 event above
stands out for its size, which implies a ceiling on effect, at least with regard to past events.
In this context, evaluating what the 2022 attack might have achieved is critical, even if its
failure complicates its use as a model.

The 2022 attack followed the pattern of earlier Russian operations against Ukraine’s
power grid in 2015 and 2016, but with a key innovation: malware designed to hinder service
restoration, directly targeting reversibility (Bateman 2022). Initial reports claimed nine
substations were affected, though these were later disproven. Had the intended impact—
disrupting power to 2 million people—been realized, the scale would have far exceeded
previous attacks. The prospect of a longer duration through impeded reversibility marked
a notable escalation in technical sophistication. While it is impossible to fully gauge the
consequences of a successful execution, the disruption would almost certainly have surpassed
the 2015 blackout, which affected 230,000 people for 1 to 6 hours. The actual duration of
a successful outage however remains uncertain. As Bateman notes (2022), the malware’s
design targeted reversibility, implying a potentially longer disruption. Still, drawing from
comparisons like Hurricane Ida, it seems unlikely that a cyber-induced outage would extend
to a week or more. Unlike physical infrastructure damage from natural disasters, cyber
disruptions tend to be more localized and amenable to faster remediation.

The war in Ukraine offers a rare opportunity to directly compare cyber and kKinetic methods
in targeting energy infrastructure. The April 2022 near miss stands in stark contrast to
the November 2022 kinetic attacks, which left 4.5 million people without power (Bateman
2022). As noted by the German think tank SWP (Schulze and Kerttunen 2023), conventional
bombings succeeded where cyber operations failed—shutting down 40% of Ukraine’s power
grid. Cyberattacks proved insufficient and were ultimately replaced by traditional means.

DISCUSSION

Are Close Calls Really Close?

Cyberattacks targeting energy infrastructure are frequent, but their effectiveness has
been limited, as discussed above. The 2015 Ukraine attack and the thwarted 2022 attempt
remain the most serious cases—and yet, their impact was modest. The Ukraine outages
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lasted hours and affected hundreds of thousands, not a scale to trigger societal disruption
or destabilization, as evidenced by the comparison with the millions impacted by natural
disasters like Hurricanes Ida or Ian. After all, the outage caused by the 2015 cyberattack
on Ukraine’s grid and the 2022 attempt, arguably the last such attack with any meaningful
scale, was only a quarter of the breadth of that from Hurricane Ida and less than a twentieth
of that from Hurricane Ian.

When anticipated crises fail to materialize or reach the levels feared, the fallback is often
that an event could have been worse—or that what has happened so far is not indicative
of what could transpire in the future. This logic sustains the notion of the “near miss,”
as discussed above. Yet, as Rid (2011) and Gartzke (2013) argue, the lack of a theoretical
foundation for cyber war, the absence of compelling empirical evidence, and the comparison
to more severe—but non-malicious—power outages raise important questions. One could
accept this evidence at face value or, alternatively, attempt to rationalize why past experience
might not apply to future scenarios. Admittedly, this position is deliberately provocative: It
suggests that the persistence of such beliefs resembles doomsday forecasting—predictions
that endure despite repeated disconfirmation. While a large-scale blackout caused by a
hostile cyberattack may be possible—provided one uses large-scale within the historical
context and without positing the possibility of outages far more severe than have occurred
without specific support—claims of its imminence remain speculative and unsupported by
historical precedent.

Several high-profile cyber incidents, such as the 2017 NotPetya attack (Smith 2019) are
frequently cited as close calls or near misses. Some in the insurance industry still anticipate
a so-called “Hurricane Andrew of cyber” (Orcutt 2017)—shorthand used for a market- and
society-changing event—“is coming.” However, the same events that could have been worse
also could have been far less severe—an asymmetry rarely acknowledged by alarmist
narratives. WannaCry and NotPetya, for example, are among the events that could have
been worse, according to some, “if EternalBlue had been a true zero-day vulnerability
with no available patch or advanced notice for mitigations” (Laux et al. 2024). While near
misses deserve attention and can inform improvements in security strategy, treating them
as inevitabilities may distort a genuine understanding of the risk and how to respond to
it. These comparisons highlight the need to recalibrate expectations. Rather than merely
dismiss the notion that a destabilizing cyberattack-induced blackout is a profound threat,
it is more productive to acknowledge its existence while aligning security planning with
realistic scenarios. Hostile cyber activity is a real threat. Energy infrastructure remains
an important and coveted target, as evidenced by the frequency of attacks, and society’s
reliance on energy infrastructure is undeniable. At the nexus of energy security and cyber
security, strategy has led to action, and action has been effective. The focus should be on
maintaining and improving existing safeguards—not overreacting to speculative threats.
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Civil Unrest as an Unlikely Consequence

If a vulnerability remains in the cyber-blackout scenario, it is likely not technical but societal.
Historical blackouts suggest that the breadth and depth of the outage is less an indicator of
societal impact than other factors, especially the existence of preexisting grievances (Drury
and Olsen 1998). This may suggest the possibility of targeting states with preexisting
grievances via the cyber domain. However, the rarity of post-event civil unrest in general -
to include natural disasters - indicate that attempting to engineer an instance of civil unrest
can be uneven via the power outages.

The 1977 New York blackout is frequently cited as an example of blackout-induced unrest.
But it was short-lived, localized, and occurred in a context of intense preexisting grievances.
It is important to remember also that it remains an outlier. To the best of this author’s
knowledge, no comparable riot has followed any blackout since. This is supported by the
fact that major blackouts were overwhelmingly caused by natural events, and the scarcity
of disaster-induced civil unrest has been established (Johansmeyer 2024c). Although this
may not be exhaustive, it is certainly indicative. Further, using industry-wide insured losses
as a proxy for economic impact,* there have been fewer than 15 civil unrest events in the
U.S. since 1949 according to PCS, the division of data/analytics firm Verisk that estimates
the impact of disaster effects on the insurance industry (Johansmeyer and Gregory 2021).
Of those events, only two had industry-wide insured losses of over $1 billion (adjusted for
inflation) - the Los Angeles Riot of 1992 (Sams 2020) and the George Floyd Riot of 2020
(Johansmeyer 2021).

Some may argue that the United States has entered a period of heightened vulnerability
to unrest since the 2020 events, and that a targeted cyberattack causing a blackout in a
population with preexisting grievances—similar to conditions that sparked the 2020 riots—
could be destabilizing. This assumption, though, overlooks just how rarely large-scale civil
unrest occurs. Using natural disasters as a proxy, only twenty-two instances if disaster-
induced unrest events have been identified since 1970 (Johansmeyer 2024c). While this
figure may be incomplete, it highlights how fragile and specific the conditions must be to
spark such events.

In this light, the prospect of a cyberattack on energy infrastructure triggering civil
unrest appears exceedingly remote. Cyberattacks, the temporary and often limited nature
of blackouts, and the complex conditions required for unrest all point to a low-risk scenario.
Rather than fear the extremes, cyber threats should be contemplated within the available
economic context, not to mention the realities of affecting such an outcome, as offered by
Lewis of the Center for Strategic & International Studies: “It is easier to imagine a catastrophe
than to produce it” (Lewis 2020). The number of fatalities from cyberattacks has been
minimal (Horne et al. 2024), physical damage has been scarce (with LockerGoga’s impact on

4 Onelimitation of this approach is its exclusion of events that caused substantial economic damage to uninsured structures (e.g., the “Capitol Riot” of
January 6, 2021)
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Norsk Hydro a rare example; Johansmeyer 2025b), and instances of cyber attacks’ economic
effects reaching above even 0.2% of GDP has occurred only twice since 1998 and not since
2004 (Johansmeyer 2025a).

Lewis (2018) argues that the “real damage” from cyberattacks is “political,” undermining
“confidence in government and on relations between states, encouraging a sense of instability
and unease that increases as our dependency on networked devices grows”. This insight is
especially relevant when cyberattacks are paired with a domestic or geopolitical context
that amplifies public fear—often of improbable worst-case scenarios. Yet, smaller and more
localized incidents remain far more likely (Johansmeyer 2025b). As seen in natural disasters,
such events tend to trigger well-practiced responses: unaffected regions mobilize aid, and
recovery begins swiftly. Blackouts are familiar disruptions, and even a severe but realistic
cyber-induced blackout would likely follow established remediation patterns.

IMPLICATIONS FOR CYBER DEFENSE STRATEGY

The absence of catastrophic consequences from cyberattacks should not justify minimizing
or deprioritizing cyber defense strategies. On the contrary, part of the reason cyberattacks
have not caused large-scale disruption is precisely because of improved security over the
past two decades. It is no coincidence that over 90% of aggregate cyber catastrophe losses
since 1998 occurred between 1998 and 2008 (Johansmeyer 2024a), and that no cyber incident
has surpassed 0.2% of U.S. GDP since 2004 (Johansmeyer 2025a). These trends reflect the
success of defense—not a lack of threat.

However, the goal should not be absolute prevention or deterrence at all costs. Instead,
strategy must shift toward more pragmatic and effective models. Historical blackouts—and
the cyber domain’s failure to replicate them—underscore one enduring lesson: the ability to
recover quickly is crucial. Prevention should remain a goal but cyberattacks will inevitably
breach even the best defenses. What happens next is critical. Response and remediation
must be swift, predictable, and rehearsed.

This approach aligns with the inherently transitory nature of cyber weapons (Smeet 2018).
Their damage is often reversible, and their strategic impact diminishes quickly. As Rid (2011)
has noted, cyberattacks have failed to reach Clausewitzian levels of warfare. The economic
record similarly shows limited impact. The faster a target recovers, the less effective the
attack—and the less harm suffered by the population.

Prioritizing remediation and recovery alongside prevention has important implications for
resource allocation. It also challenges how the security strategy perceives the cyber domain.
Traditional deterrence relies on the threat of unacceptable consequences—an "all or nothing"
logic that is poorly suited to the cyber domain, where stakes are lower. A more nuanced
strategy emphasizes resilience and response, asking not only “what vulnerabilities exist?”
but also “what happens when we are attacked?”
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While a prolonged, nationwide cyber-induced blackout may be implausible, examining the
possibility yields importance insights about balance and proportionality in cybersecurity
strategy. Over-securitization can lead to distorted priorities. Historical experience suggests
that the most effective strategy is one of preparedness—before and after a breach—with the
aim of minimizing disruption. Rather than focusing on prevention at all costs, the better goal
may be to recover so rapidly that the attack fails to deliver meaningful results.

CONCLUSION

The notion that a cyberattack on energy infrastructure could trigger civil unrest remains
largely hypothetical, and its likelihood is low. Natural disasters have caused longer, wider
outages without provoking such unrest, despite causing comparable or greater disruption.
The belief that cyber-induced outages will lead to social collapse is built on a series of
improbabilities. Civil unrest itself is rare and rooted in complex, multifaceted causes. The
blackout scenario taps into deep societal anxieties—fear of the unknown, sudden disruption,
and loss of control. But history tells a different story: one of resilience and adaptation. In
most cases communities respond to outages not with chaos, but with collective adjustment
and mutual aid.

Cyber threats to energy infrastructure are real and warrant attention—but must be
contextualized. The risk is serious (Department of Defense 2023), but proportionality is
essential. Overstating the threat may appear cautious, but it can distort security priorities,
possibly leading to to less—or less appropriate—protection for society. One might argue that
cyber-induced unrest shouldn’t be dismissed merely because it hasn’t happened. After all,
the 9/11 attacks were later described as a “failure of imagination”.> But as Lewis (2020) notes,
strategy should be grounded in what is executable—not merely imaginable. Cybersecurity for
energy infrastructure should not be neglected, but the nexus of cyber and power grid security
requires disciplined, targeted, and reality-based strategies. The feared blackout scenario has
not materialized, despite repeated attempts by hostile actors. While the theoretical payoff
may appear high, the practical costs and complexity consistently outweigh it, and past
outcomes have yielded only brief, reversible disruptions.

The risk landscape is not uniform worldwide (Rahman et al. 2016). The U.S. experience may
not be fully generalizable, but it offers valuable insight. In some regions, infrastructure may
be more vulnerable, yet the consequences of attack may be less severe, or the state may not be
a strategically attractive target. In areas with already irregular power access, the impact of an
outage might be lower than in highly developed economies. Nonetheless, the U.S. experience—
enduring frequent blackouts without unrest—demonstrates a level of societal tolerance that is
at least comparable to, if not greater than, that of less developed states.

5 National Commission on Terrorist Attacks upon the United States. 2004. The 9/11 Commission Report. July 22. https://govinfo.library.unt.edu/911/
report/911Report.pdf.
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This article has shown that historical experience with both blackouts and cyber incidents
can recalibrate fears, offering a clearer basis for security planning. There is a difference
between threats that haven’t yet occurred but plausibly could, and those built on flawed
premises. The author argues that the scenario of cyber-induced civil unrest via a power grid
attack falls into the latter category. Recognizing this distinction enables more balanced and
effective cyber and societal security strategies going forward.
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