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Toward Clarity in Cyber’s “Fog of Law”

The international legal framework governing state-sponsored cyber operations remains in a state 
of pronounced ambiguity, reflecting both the technical novelty of cyber capabilities and prior 
deliberate strategic choices of States to prioritize flexibility over clarity. This article explores the 
persistent “fog of law” surrounding international law and norms relating to cyber operations and 
the structural and substantive barriers to developing clear legal norms in the cyber domain. This 
article first assesses the structural and technical bases for the underdevelopment of legal norms as 
to cyber operations, before turning to the static ambiguity present in the United States Department of 
Defense Law of War Manual (the “Manual”). The piece describes the growing misalignment between 
the “strategic ambiguity” present in the Manual and the shift toward persistent engagement and 
“defending forward” that has been adopted by the U.S. and its allies. The article urges recalibration 
of the U.S. and other states’ legal positions, most notably through a revision of the Manual’s 
cyber operations chapter. By advancing clearer legal boundaries and unilaterally clarifying state 
positions, the U.S. and others can promote the development of customary international law, enhance 
legal predictability, and better align legal policies with contemporary cyber strategies. Addressing 
deficiencies of existing norms will also facilitate the evolving alignment of international law with 
Western strategic interests and values.

Keywords: Law of War Manual, fog of law, cyber strategy, persistence theory, deterrence theory, 
international law formation.
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INTRODUCTION
Intentional ambiguity has defined States’ approach to delineating the legal boundaries 
governing cyber operations and other technological domains. For States, the absence of 
clear legal boundaries has been driven by intrinsic uncertainty and a desire for flexibility. 
Initially, the absence of past practice largely explained the uncertainty posed by this 
newly weaponized technology. As cyber operations became embedded within the military 
domain, it was unclear exactly how States would (or could) operationalize (or deter) these 
new capabilities. Correspondingly, this uncertainty led the U.S. to prefer legal ambiguity 
to retain flexibility and a perceived strategic ambiguity to preserve American technological 
advantage and deter others from engaging in cyberattacks on U.S. interests.  

While States have generally favored the absence of clear legal rules that could limit design 
or deployment of cyber weaponry, that position is weakening. The steady drumbeat of publicly 
reported cyberattacks emanating from China and Russia promises to be but the tip of the 
iceberg.1 As cyberattacks proliferate, State designs for flexibility are increasingly at odds 
with other State interests–most notably, an understanding of an accepted framework that 
would enable a State to understand the basic risks and advantages of adversarial competition. 

Unfortunately, the resulting “fog of law” surrounding cyber operations shows signs of 
greater resilience than the policy and strategic thinking that embedded it.2 Geopolitical 
instability and polarization render the enactment of new international treaty laws to govern 
cyber operations practically impossible. Meanwhile, state attribution challenges and other 
structural impediments hinder the recognition of customary legal norms emanating from 
State practice. This reality poses a fundamental challenge for an area of the law where legal 
norms are thin and underdeveloped. 

This article proposes the promulgation of new unilateral and regional statements bounding 
cyber operations as a means toward the progressive development of customary law norms. 
Using the underdeveloped “cyber operations” chapter of the Manual (U.S. Department of 
Defense 2023) as an example, described below are the bases of persistent ambiguity in 
States’ legal positions, and why such manuals should better define the legal boundaries as 
to use of cyber operations, and thereby enhance uniformity and predictability in the “gray 
zone” of competition among adversaries.

CLARITY, AMBIGUITY, AND THE LAW OF WAR
The presence of clarity or ambiguity in law is often seen as the success or failure of those 
charged with lawmaking. In reality, the degree of legal clarity more often reflects systemic 
realities or persistent policy preferences. With international law generally, and the application 

1	 One recent example is Salt Typhoon, a Chinese cyber operation that enabled the geolocation of millions and recording of calls. See Perper 2024. 
2	 “Fog of law,” first coined by Prof. Michael Glennon, describes a disconnect between State practice and legal doctrine. See Glennon 2002. In the cyber domain 

it is used to describe the lack of a “political stomach” for treatymaking by States and an absence of the discernible state practice necessary to justify customary 
law formation. See White 2021. 
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of the law of war to cyber operations, both are at play. 

Moreover, legal ambiguity is not always a shortcoming. Sometimes, legal norms are left 
ambiguous to enable agreement where, otherwise, consensus would be impossible. At other 
times, ambiguous standards provide broad boundaries while States refine legal obligations 
through custom. Yet as Parks noted (1990), “purposeful ambiguity” may undercut legal values 
when “potential adversaries have a long record” of disregarding norms in the substantive area 
in question.

The Role of Clarity and Ambiguity in Law

At its core, the push and pull between clarity and ambiguity in legal rules echoes the differences, 
advantages, and drawbacks of “rules” and “standards” in law more generally. Rules are norms 
that provide clear and specific guidance to those subjects to the law (Schlag 1985). For example, 
State parties to the Chemical Weapons Convention are prohibited from using mustard gas 
in armed conflict (OPCW 1993). Standards are pitched more broadly, using terminology that 
intrinsically invites, if not requires, subjectivity in application to underlying facts (Townley 
2017). International humanitarian law’s (IHL) principle of proportionality, which requires a 
“reasonable” commander to balance an attack’s “military advantage” and expected harm to 
civilians, constitutes an example (Hasson and Slama 2023).3

The differentiation between rules and standards fundamentally lies within the underlying 
clarity of the legal norm (Cohen 2008).4 The more precise the boundaries of the legal norm, the 
more rule-like it is in application, rendering more readily identifiable that which is lawful and 
unlawful. Importantly, a rule’s clarity in discerning lawful behavior is accessible both before 
and after the act in question. As a result, a commander considering the deployment of mustard 
gas would readily be aware of the act's illegality. Likewise, other States and international 
tribunals would instantly recognize the use of mustard gas as unlawful. No nuance is required. 

The more ambiguous a legal rule, i.e., the more standard-like, the more lawfulness and 
unlawfulness converge. Assessing the proportionality of an attack often requires a complicated 
analysis and is exponentially more difficult for an outside observer who likely lacks access to 
the information the commander has at time of attack or an understanding of the military 
advantage being contemplated (Heller 2023).5 When operating in such a gray area, States are 
inclined to emphasize a lightness of tones rather than the purity of their behavior and provoke 
declarations of comparative legality rather than professions of innocence (Lieblich 2024).6

3	 Hasson and Slama (2023) note that “there is no easy standard or test for determining proportionality.” To be clear, it ’s not that the articulation of 
proportionality lacks meaning or cannot be further defined by subsequent practice, but rather that the interpretive process necessarily starts with a large, 
subjective, universe of acceptable meaning.

4	 While often discussed as a binary choice, rules and standards exist on a spectrum of specificity. See Cohen 2008. 
5	 Heller (2023) describes proportionality analysis as “fact-specific and context-dependent” that is “so subjective and dependent on comparing the 

incommensurable that they defy even human judgment.”
6	 Lieblich (2024) attributes whataboutism, in part, to “international law [being] a process of contestation” in which “reputation and public opinion are 

paramount.”
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International law, for various structural and substantive reasons, operates at a higher level 
of abstraction, and thus ambiguity, than most legal systems (Simma and Kill 2009). Given 
the gaping differences between the legal, governmental, and social institutions of States, 
major multilateral treaties would be impossible without text of much greater generality 
than typically found within domestic law. Once consummated, treaties frequently become 
exceptionally difficult to displace, further encouraging a broad understanding of their text 
as an exercise in preserving the underlying instrument (Sullivan 2013).7 

The structural pull toward ambiguity might be even more pronounced relative to customary 
international law. Over 75 years have elapsed since the Statute of the International Court 
of Justice defined the test for customary law, yet significant disagreement persists among 
scholars and States regarding the validity and viability of different means of identifying 
customary norms (Scharf 2014). Further, the substantive remit of customary law similarly 
resists the clarity that adheres to rule-like norms. Customary legal norms dominate spaces 
with limited State experience, clarity, or support to result in explicit legal rules (Peterson 
2008).8 

In an important way, the generality of international legal norms is a feature of the 
system. States that are the system’s “lawmakers” come together around a legal norm and 
the generality attached to the rule enables flexibility in applying those rules to domestic 
systems, and can differ dramatically along social, governmental, and legal dimensions. 
However, the system stalls when States cannot reach consensus around legal norms of 
sufficient specificity to allow good-faith implementation. Such chronic underdevelopment of 
the law creates innumerable opportunities for misunderstanding, and, in the context of the 
law of war, opportunities for escalated tension. 

The Underdevelopment of Legal Clarity in Cyber

Cyber operations, if anything, exacerbate the structural obstacles to clarity in international 
law. Setting aside the political challenges inherent to consummating a treaty on cyber 
operations, States in good faith disagree as to how best to define the boundaries of cyber 
activities to be regulated (Scroxton 2024). The challenges regarding customary law are no less 
pronounced. As DoD General Counsel Caroline Krass observed in 2023, “the cyber domain 
often affords minimal public visibility into the two preconditions for establishing customary 
international law: general and consistent State practice and opinion juris.” (Schmitt 2023)

If these structural forces were insufficient, the technical and practical realities of State 
cyber operations seem designed to hinder the development of specific legal rules. The 
constantly evolving technological landscape renders clearer regulations vulnerable to 
quick obsolescence. For instance, rules targeting specific technologies can fail to address 

7	 The author describes treaties as “always highly costly to complete” and thus “expected to exhibit flexibility…far beyond the anchor of their text.”
8 	 Dependent upon decentralized, horizontal lawmaking by peers, such a circumstance is unusually common within international law. See Petersen 2007. 
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the increased abilities or qualitatively different challenges that might be presented by 
subsequent iterations of those technologies. 

As a practical matter, cyber operations offer States an opportunity to engage in a panoply 
of options previously unavailable through traditional kinetic means. States can use cyber 
operations for advanced forms of traditional or corporate espionage, an arms-length means 
of sabotaging rival states’ interests, or most dramatically, to effectuate or support military 
operations (Ducheine and Pijpers 2020). This range of flexibility and the prospect of additional 
capabilities just around the corner cause officials to hesitate to embrace clear restraints.

Further, cyber operations enable States to pursue this diverse portfolio of activities 
inexpensively. More sophisticated cyber operations, such as Stuxnet, require significant 
monetary investment, but most do not (Gervais 2012). Effective cyber operations are not 
limited to the world’s wealthiest States. The low cost of cyber operations extends far beyond 
the financial realm. Effective cyber operations can also render murky, if not totally escape, 
detection. Untangling data corresponding to a State cyber operation is often daunting and 
requires expertise far beyond that necessary to deploy cyber weaponry (Gervais 2012). And 
even when technical attribution is possible, political attribution rarely follows. Political 
attribution, where the victimized State publicly identifies the perpetrating State, is subject 
to political considerations that may counsel against attribution (Eichensehr 2020). 

Even where attribution is technically and politically feasible, cyber operations rarely 
possess sufficient political salience to activate political institutions to punish the perpetrator 
in any way that might provoke meaningful blowback (Davis 2014). Cyber operations rarely 
create the wrenching imagery of kinetic armed conflict, or the persona and intrigue of the 
captured spy brought to trial. Instead, the most effective and worrisome cyber operations, 
such as Volt Typhoon and Salt Typhoon, lurk in the shadows, compromising entire populations 
while leaving little trace. 

Finally, and largely because of the forces described above, cyber operations have become 
a preferred avenue for gray-zone conflict, the “distinct operating environment falling along 
the conflict continuum somewhere between normal, peacetime geo-political interactions 
and overt warfare” (Corn 2018). Gray-zone conflicts, by definition, entail hostile activity that 
operates below an armed attack. Thus, the less certainty as to the legal implications of a hostile 
attack, the broader the scope of potential operations that can be encompassed within gray-
zone competition. The “technical, policy, and legal ambiguities” that persist regarding cyber 
operations make it a perfect fit for States actively engaged in such competition (Corn 2018).

SEEKING CLARITY THROUGH UNILATERAL ACTS AND STATEMENTS
There is little reason to believe that a major multilateral agreement on cyber operations and 
armed conflict is anywhere on the horizon. Similarly, as noted above, there is little reason 
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to be optimistic about the creation of customary law by continuing the status quo of secrecy 
and strategic ambiguity. However, opportunities remain. 

As scholars and officials have recognized, international lawmaking increasingly is 
increasingly occurring through “informal” acts and statements – even unilateral ones.9 
This applies to underdeveloped areas of law in particular, and where States have legitimacy 
and authority, if only due to their vested interests and vulnerability to undesirable rules. 
Unilateral acts can “develop new norms, preventing existing norms from eroding, reconcile 
competing objectives, and strengthen or recalibrate [legal] regimes” (Hakimi 2014). 

The Manual, especially alongside like manuals by other States active in cyber operations, 
represents an opportunity for the development of new legal norms for cyber operations, where 
underdevelopment remains a defining trait. As described below, this norm development and 
clarification process can unfold consistent with Western States’ strategic and values-based 
interests. 

The Law of War Manual Generally

In 2015, the U.S. Department of Defense issued the first edition of the Manual as the DoD’s 
“authoritative interpretation of international law on matters relating to armed conflict” 
(Murphy 2024). The Manual, while explicitly asserting that it only represented the opinion 
of the DoD rather than the U.S. government as a whole, has become the de facto guide for 
practitioners throughout the U.S. government and exercises strong influence worldwide. 
Legally, the Manual provides enormous value in the development of customary law. In certain 
areas, the Manual explicitly recognizes specific rules as reflecting customary law, obviating 
the need for such a position to be painstakingly established by others.10 The Manual also 
contributes to an understanding of customary law by serving as evidentiary points regarding 
U.S. practice and opinio juris – the constitutive parts of customary law formation (Schmitt 
and Watts 2015). More informally, the centralization and elucidation of the U.S. position 
provide a key crystalizing effect on state practice beyond the U.S. (Schmitt and Watts 2015).11 
Given the preeminence of the U.S. military, the Manual is frequently consulted by other 
States in revising their positions on the law of armed conflict (Dunlap 2016). Even States 
that do not adopt the U.S. position often follow better defined deviations that create precisely 
the kind of exchange required to develop international law more generally, whether through 
custom or future treaty formation. 

As a whole, the Manual is an unmistakable victory for clarity in law. Stretching over 1200 
pages, it offers a previously unimaginable detail regarding the de facto position of the U.S. 

  9	 For these purposes, “informal” simply means “any non-legally binding output that intends to shape international law.” See Hughes and Shereshevsky 2023.
10	  See e.g., Law of War Manual § 4.19.1 (treatment of “unprivileged belligerents”); § 5.4.3.2 (military objectives).
11	 The authors note that while “[legal] manuals were not intended to supplant the role of States in IHL interpretation and development, they are, to a degree, 

having exactly that effect.” (209).
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on a variety of sensitive questions where policymakers might have reasonably preferred to 
retain flexibility through ambiguity. 

The Manual’s Cyber Operations Chapter

The Manual’s chapter addressing cyber operations, however, notably deviates from the 
publication’s overall dedication to clarity. The express incorporation of cyber operations as 
part of the initial publication of the Law of War Manual in 2015 was itself a milestone. As 
recently as 2013, nearly all information regarding the DoD’s views on the appropriate use of 
cyber operations, especially offensive ones, was classified.12

At 15 pages, the Manual’s cyber operations chapter is tellingly brief (U.S. DoD 2023, Ch. 
XVI – Cyber Operations, 1024). Yet it offers a foothold, albeit one that feels more and more 
tenuous, in a larger project of articulating how existing international law rules apply in 
cyberspace, and the direction in which those norms might progress. After recognizing the 
paucity of “well-settled” understandings of how the law of war applies to cyber operations, 
the Manual’s opening salvo strikes a hopeful tone, noting that “aspects of the law in this 
area are likely to continue to develop, especially as new cyber capabilities are developed and 
States determine their views in response to such developments.” Perhaps most importantly, 
the Manual’s treatment of cyber operations makes clear a position that has hardened since 
2015– that existing international legal rules apply to State cyber operations (U.S. DoD 2023, 
1026).

Unsurprisingly, many obvious ambiguities and open questions regarding cyber operations 
were readily discernible following the Manual’s publication and remain unresolved. First, 
the Manual is silent as to any appropriate analytical legal framework for when a cyber 
operation constitutes an armed attack as a matter of law. Instead, the Manual seeks to provide 
guidance through example. Disrupting internet service, defacing websites, and intelligence 
gathering reflect cyber actions below that of an attack (U.S. DoD 2023, 1035). In contrast, 
while acknowledging that operations lacking destruction or violence can qualify as a use of 
force, operations identified as constituting attacks – triggering a nuclear plant or opening 
a dam above a populated area – are of a severity for which there was little doubt in the first 
place (U.S. DoD 2023, 1028). 

The absence of a framework for identifying an armed attack constitutes ambiguity by 
omission, and the Manual further exacerbates this ambiguity in its wording. The Manual 
states that “any cyber operation that constitutes an illegal use of force…potentially gives 
rise to take necessary and proportionate action in self-defense” (U.S. DoD 2023, 1030). This 
controversial approach provides little guidance as to when an “illegal use of force” attaches 
other than an armed attack, or legal considerations that could govern or even guide a potential 

12	 In fact, the DoD’s Joint Publication 3-12 on Cyberspace Operations (5 February 2013), which operates at a rather high level of abstraction itself, was unclassified less than 12 
months prior to the publication of the Law of War Manual. 
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response. Similarly, the Manual notes that cyber operations “that would not constitute an 
attack” but that “seize or destroy enemy property would have to be imperatively demanded 
by the necessities of war.” Such a prospect suggests the existence of a specially defined 
“cyber-attack” with only circumscribed IHL principles applicable, yet without any guidance 
as to what constitutes such a non-destructive attack or the relevant circumscriptions of IHL 
principles to be applied.

The ambiguities in the cyber operations chapter obscure the U.S. position on these 
matters, which, in turn, further inhibits the creation of legal rules that can provide greater 
consistency within and between States. Under the strategy of cyber deterrence that drove 
U.S. policy in 2015, such ambiguities were consistent with the cyber deterrence perspective 
that adversarial uncertainty as to how technologically advanced countries might respond to 
“near” uses of force in cyberspace was desirable. That view no longer holds sway. As General 
Paul Nakasone put it in 2021, malicious actors are “taking full advantage of present legal 
ambiguities” in cyberspace in a manner that hamstrings the U.S. response (Aulenbacher 
2021). This reality counsels in favor of a different approach. 

Despite being the briefest chapter and an explicit acknowledgment that technological 
change would necessitate reconsideration, the Manual’s chapter on cyber operations has 
been left untouched in the near decade since its initial publication. And there appears to be 
little appetite from within the DoD to revisit it. This has not been due to a lack of attention 
or organic development of the relevant law. As Sean Watts and Emily Bobenrieth recently 
described in detail, since the Manual’s publication, “manuals, scholarship, and commentary 
have proffered greatly expanded analysis of concepts skimmed over” in the cyber operations 
chapter (Bobenrieth and Watts 2024). 

Toward Strategic Clarity

As suggested above, a revision of the Manual’s cyber operations chapter to delineate new 
analytical frameworks, clarify existing legal rules in cyber, or even stake out new legal 
positions would not, as a matter of international law, bind other states. However, it would 
reflect a critical step in the development of cyber norms and thus the transformation of such 
norms into law. Perhaps counter-intuitively, it would also track the role of prior “codifications” 
of the law of war.

While often conceptualized as an articulation of existing black letter law, the Manual and its 
predecessors have always also possessed a design to further develop legal rules consistent with 
U.S. normative interests and strategic goals. The earliest such version, General Order No. 100 
drafted by Francis Lieber (the “Lieber Code”) typifies this (U.S. War Department 1863). While 
generally understood as the first modern codification of the laws of war, the structural and 
interpretive choices present in the Lieber Code reflected its intent to empower the Union Army 
to dismantle the South’s economy and the institution of slavery (Bailey 2023). Subsequent 
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iterations, such as U.S. Army Field Manual 27-10, first issued in 1956 as the Cold War was 
simmering, similarly incorporated design choices – including the choice between clarity and 
ambiguity – consistent with then-current American strategy and values (Baldwin 1959).

Undoubtedly, a variety of forces have contributed to the static nature of the Manual’s 
approach to cyber operations. However, it is increasingly clear that this legal stasis is acting 
fundamentally contrary to the broader strategy of the U.S. and its allies and ceding the 
opportunity to establish legal parameters in this space to its adversaries.

The ambiguities and unanswered questions found in the 2015 Manual on cyber were 
consistent with the DoD’s broader strategic approach to cyber – specifically, cyber deterrence 
theory. Just two months prior to issuing its Manual, the DoD issued a Cyber Strategy 
document emphasizing deterrence as a cornerstone. Rooted in traditional deterrence theory, 
this suggests that States can prevent hostile actions from their rivals by maintaining 
a credible threat of retaliation that would impose costs greater than the benefits accrued 
by the attacking State. As the 2015 DoD Cyber Strategy puts it: deterrence is partially a 
function of perception (U.S. Department of Defense 2015). Because deterrence requires a 
State to convince its adversaries that it will retaliate, a legal component is necessary for 
deterrence to be effective. If a State cannot lawfully retaliate against an adversary engaged 
in a cyberattack the credibility of potential retaliation is compromised. Similarly, if the State 
cannot lawfully impose harm disproportionate to the attacking State’s original benefits, 
deterrence is ineffectual. Deliberate or strategic ambiguity in the lines that would provoke a 
response is part of each State’s calculation. Put simply, a State must be legally empowered to 
retaliate in a potentially disproportionate manner for an adversary to be deterred. 

Understood through this lens, many of the Manual’s ambiguities come into focus as 
maximizers of strategic flexibility. For example, the Manual’s unusual foray into the cyber 
jus ad bellum issue and noting opaquely that “force” is not limited to situations of death 
and destruction creates a strategic ambiguity regarding the types of cyber operations that 
could trigger a U.S. response and the severity and means of that response (Dunlap 2015). 
Similarly, the Manual’s implicit suggestion that the principle of military necessity, and 
perhaps other principles of IHL, might operate more narrowly in cyber operations could 
signal to adversaries that the costs imposed by a U.S. retaliation might be more robust than 
under a conventional analysis.

Over the past decade, as State-sponsored cyber-attacks have grown more severe and 
sophisticated, cyber deterrence policy has proven ineffectual and given way.13 In 2018 the 
DoD issued a new cyber strategy that marked an unmistakable shift away from deterrence 
and toward concepts of persistent engagement and “defending forward” (U.S. Department of 
Defense 2018). This pivot fundamentally differs from the 2015 approach rooted in deterrence 
theory. Persistent engagement and defending forward are veins of operation included 

13	 The actual failure of cyber deterrence policy does not, in and of itself, impose judgment on the underlying theory. The U.S. Cyberspace Solarium 
Commission’s report (2020) advocated for “layered cyber deterrence”. However, as the U.S. Congressional Research Service found (2022), the Commission’s 
recommendations that would have a deterrence effect have often been delayed.
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within cyber persistence theory. Cyber persistence theory, the “unambiguous intellectual 
underpinning” of the 2018 DoD strategy shift views the nuclear deterrence paradigm as one 
ill-suited for handling conflict and competition within cyberspace (Grzegorzewski 2023). 

The forces counseling in favor of, and promoted by, cyber persistence theory operate 
much differently than that of cyber deterrence. While deterrence is reactive and punitive, 
persistence engagement is proactively preventive. As a result, deterrence is episodic 
in nature, while persistence theory’s defining trait is the continuous operations that it 
requires. These operational differences require different supporting principles and create 
new opportunities for States to develop norms and legal rules. Deterrence strategies require 
certainty of retaliation but ambiguity as to the thresholds by which retaliation is triggered 
and the means and intensity of its delivery.

These differences counsel in favor of a materially different approach in relation to the 
construction of norms and legal rules. Whereas deterrence theory places a premium on 
the value of flexibility and strategic ambiguity, the constant contact between States in 
persistent engagement both facilitates and benefits from clarity over ambiguity. Repeated 
cyber engagement between adversaries offers affirmative opportunities to communicate 
competing conceptions of what is acceptable State behavior and what is not. This occurs both 
within the offensive and the defensive dimension. For example, “defend forward” operations 
to dismantle specific foreign threats and not others signal to an adversary a sense of the 
types of most threatening or inappropriate cyber threats. This “tacit bargaining” is, at least 
insofar as military operations are concerned, will ultimately resonate along legal lines. 

Just as the 2015 DoD Cyber Strategy of cyber deterrence influenced the Law of War 
Manual’s approach embracing ambiguity, the shift in strategy toward cyber persistence 
– one embraced by many States beyond the United States (Harknett 2024) – demands a 
reconsideration of the Manual’s ambiguity within both the jus ad bellum and jus in bello.

CONCLUSION
The legal ambiguity surrounding cyber operations reflects a deliberate strategic choice 
rooted in the early uncertainties of this emerging domain. However, the proliferation of 
sophisticated state-sponsored cyberattacks and the evolution of U.S. cyber strategy from 
deterrence to persistent engagement underscore the need for greater legal clarity. The 
existing gaps and ambiguities in the 2015 Manual, particularly its underdeveloped treatment 
of cyber operations, impede efforts to shape a coherent international legal framework and 
align poorly with contemporary operational realities.

By revising the Manual to delineate clearer legal norms and frameworks, the United States 
can signal its commitment to responsible state behavior in cyberspace and facilitate the 
progressive development of customary international law. This effort, while unilateral in 
origin, can inspire broader international dialogue and influence state practice globally.
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Ultimately, embracing legal clarity is not just a matter of ensuring compliance with 
international law but also a strategic imperative in an era of persistent cyber competition. 
Through targeted revisions and public articulations of legal positions, the U.S. can reduce 
the "fog of law," promote stability in cyberspace, and safeguard its strategic and normative 
interests in this critical domain.
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