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INTRODUCTION

With its inception in 2004, Facebook became a major driving force for change, a social media
and social networking service with great capacity for bringing people together from across
the world (Meta 2024). Over the next twenty years, Facebook grew to over three billion active
users and accounted for over 7 percent of Internet traffic, third only to Netflix and Google
(Cullen 2019). This has put Facebook at the center of social media era controversies such
as data privacy, psychological influence, and societal polarization. The extensive reach of
Facebook and its usefulness for communicating and disseminating information have also
made it a tool for government repression. This has contributed significantly to a phenomenon
known as digital authoritarianism.

Digital authoritarianism is the use of the Internet and related technologies to decrease trust
in public institutions, increase socio-political control, and undermine civil liberties (Yayboke
and Brannen 2020; Roberts and Oosterom 2024). In Southeast Asia in particular, Facebook
helped introduce the Internet via mobile devices and subsequently developed an enormous
presence. For those reasons, Facebook is essentially synonymous with the Internet in the
region (Holz and Loomis 2020). Combined with a lack of digital literacy and limited access to
outside information, governments there have found Facebook to be an effective medium for
controlling the population.

This article illustrates the different ways the governments of Southeast Asian states have
used Facebook for digital authoritarianism within their borders, focusing on case studies
of Malaysia, Vietnam, and Myanmar. The article also evaluates Facebook’s responses to co-
optation and their efficacy. For this article, only Facebook, the application, will be assessed—
and not the other platforms offered by its parent company, Meta. This is because the three
case studies of digital authoritarianism in Southeast Asia primarily leveraged Facebook.
Other applications belonging to Meta, such as Instagram or WhatsApp—and other social
media platforms—are not considered.

BACKGROUND

Authoritarian regimes have co-opted the Internet and web applications for subjugating their
populations, much like they did with mass media before the Internet (Turner 2019). Like
newspapers, magazines, books, radio, and television, the Internet is but a tool. It can be
used by both authoritarian governments and pro-democracy activists alike, causing some
governments to control its access and use. However, the expansive nature of the Internet
and its deeper integration into daily life make digital technologies more potent than mass
media of the past (Turner 2019). While widespread access to the Internet has engendered
hopes that such technology can be used as a democratizing agent by reaching isolated and
marginalized groups, evidence suggests that it also inadvertently provides governments
with greater means to restrict personal freedoms and suppress dissent (Kyriakopoulou 2011).
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Any government has the means to regulate technology before it takes root within its
country’s social and economic systems. As a prerequisite for foreign corporations to provide
Internet access to a country, they must adhere to that locale’s laws—some of which are
extensions of the preexisting laws limiting freedoms, such as those pertaining to the press
or free assembly (Arnaudo 2019). As authoritarian regimes understand more about the new
technologies being introduced, they can control the pace at which these innovations are spread
and used by the citizenry, or what features are permitted in the country. In these cases of
digital authoritarianism, governments learn how to co-opt the technology to serve their own
ends. For example, Myanmar’s government steadily provided telecommunications access to
its citizens only after it was able to control each aspect of the technology (Arnaudo 2019).
Once governments impose controls on their local Internet and deploy government employees
or military personnel to monitor online activity, it becomes much more difficult to organize
opposition to the incumbent government. Unlike past methods of mass communication, such
as printed materials and radio, the Internet allows authoritarian regimes to become aware of
opposing political groups and movements rallying against them in earlier phases—making
them much easier to quash before they gain momentum (Cebul and Pinckney 2021).

Galsius and Michaelson (2018) decompose digital authoritarianism into three subcategories
of activity: arbitrary surveillance, secrecy and deception, and violation of freedom of
expression. Arbitrary surveillance consists of governments monitoring people’s online
activity and accessing their data, violating their fundamental right to privacy. Information
controls allow governments to push certain narratives and hinder public trust in specific
groups and institutions, causing the citizenry to believe they are aware of all the information,
despite the fact that what they see is curated and limited. Online activities that demonstrate
freedom of expression are censored, and on the other end, citizens self-censor due to the
possibility of arrest or threats intimidating them into silence (Wilson 2022).

Pearson (2024) points out that digital authoritarianism is not always intentional. That is
to say, governments can intentionally leverage Internet technology to create authoritarian
conditions, or these conditions could exist through circumstance because of the nature of the
technology and its natural use. The three aforementioned subcategories of activity described
by Galsius and Michaelson are intentional. The unintentional variants identified by Pearson
include benign surveillance, digital sovereignty, attention-harvesting algorithms, and
technology-induced loneliness.

Pearson (2024) offers definitions for each of these unintentional forms of digital
authoritarianism. Benign surveillance—as implemented by some governments during the
COVID-19 pandemic for reasons of public health—is often unknowingly consented to by
the population and can serve as a conduit for digital authoritarianism. This is because of a
phenomenon known as the “chilling effect,” in which people who perceive they are under
surveillance will self-censor, regardless of whether the regime they live under is known to
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be democratic or authoritarian. The fear is that the government could access their personal
information and data and use it to target them for potentially arbitrary reasons. Digital
sovereignty is the result of governments imposing Internet regulations in the interest of
preserving national security or other social or economic interests, thereby restricting the
flow of information across national borders. While arguments can be made that there need
to be at least some Internet content, application, and use regulations to preserve democratic
institutions and freedoms, it is undeniable that, when applied in excess, laws can inadvertently
shape digital technology to be conducive to digital authoritarianism. Attention-harvesting
algorithms in social media applications may also unintentionally lead to the compromise of
democratic values. This is because shock-value content that actively attracts user attention
and reactions is automatically promoted based on the platform’s underlying business model
and core product functionality. Extremist, polarizing, and hateful content can be fueled by
these algorithms, creating the potential for problematic spillover effects in the real world.
Finally, technology-induced loneliness disrupts healthy social interactions and personal
relationships, impacting the sense of belonging necessary for effective participation in an
open society. Feelings of loneliness and isolation—paired with excessive dependence on
devices and technology—make people more susceptible to control and manipulation.

Digital authoritarianism can be either domestic or transnational. Domestic digital
authoritarianism can take on all the forms previously described. Transnational activities
tend to focus on information and psychological operations that shape people’s perceptions,
beliefs, values, and sense of security. This allows a state to gain a foothold in another state’s
society, internal affairs, and domestic politics. This can divide citizens and erode trust in
their shared institutions (Kalathil 2020). Only domestic forms of digital authoritarianism
are considered in the following case studies. Facebook was leveraged by the governments of
these Southeast Asian states predominantly for domestic purposes. Although not completely
incapable of doing so, these states lack the resources of larger states that have a history of
engaging in digital authoritarian operations outside of their borders, such as the Russian
Federation and the People’s Republic of China.

CASE STUDIES: FACEBOOK PERPETUATING DIGITAL AUTHORITARIANISM

Facebook is a viable tool for governments to use in perpetuating digital authoritarianism, one
that Southeast Asian states have used to great effect. However, the approaches and methods
vary by state. Both authoritarian and democratically elected governments in Southeast Asia
have engaged in digital authoritarianism using Facebook, but the extent and impact of such
activities vary among the countries in the region. Some governments make requests directly
to Facebook to remove undesirable content, while others actively censor content using their
government, military, or cyber resources. Some monitor Facebook for dissenting opinions
and arrest the individuals who post that content, while others have been able to co-opt
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Facebook’s algorithms to peddle their own narratives and even incite violence. The following
case studies of Malaysia, Vietnam, and Myanmar demonstrate a broad spectrum of ways in
which governments use Facebook for digital authoritarianism.

Malaysia

Facebook has a large presence in Malaysia, with around 60 percent of the country’s 33
million people owning an account, making it the most popular social networking application
in the country (Strangio 2023). The Malaysian government—cognizant of Facebook’s power
as a tool of influence—took steps to control what information was being disseminated and
viewed by Malaysian citizens. The Malaysian Communications and Multimedia Commission
(MCMC) is the primary body that regulates telecommunications and the Internet and is
responsible for upholding the country’s communication laws. As a Sunni Muslim-majority
country, Malaysia’s digital content laws and common practices revolve around Islamic
customs.

The Malaysian government outright blocks content or makes requests to Facebook to
remove content that runs afoul of what the government considers permissible. Meta reported
that from January to June of 2020, 376 pieces of content were restricted.! Annual amounts of
restricted content in Malaysia grew, but remained in the hundreds through 2022. This first
wave of censorship came as the country experienced a political crisis when the ruling Pakatan
Harapan coalition lost its hold over the Malaysian Parliament, and the country experienced
multiple changes of government without elections. Exacerbating this political instability was
the concurrent COVID-19 pandemic, whereby the Malaysian government used the disease as
a pretext to prevent private media and independent outlets from providing critical coverage
of the political chaos. The data shows that even after the conclusion of the political crisis and
recovery from the pandemic, Malaysia’s government has not yielded in its restrictions.

The government’s definition of unacceptable content is based on Malaysia’s fake news
law - Emergency Ordinance No. 2, 2021 - and its disorderly communication law - CMA
Section 233(1)(a). These laws consider anything offensive to local Muslim customs to be
unacceptable (Shukri 2023a). For instance, any posts related to gambling and/or sexually
explicit material, which are also illegal in Malaysia, are removed. Of note are Malaysian
laws surrounding blasphemy. Posting content perceived as insulting to Islam is grounds for
criminal prosecution, and authorities are active in blocking such material online. However,
since the only Islamic sect recognized by Malaysia is Sunni Islam, anti-Shia hate groups and
aggressive Sunni populist groups are permitted to remain online. The Malaysian government
intermittently persecutes non-Sunni Muslims by involuntary detention and—when religion
is used to justify censorship—it is typically against non-Sunnis (Shukri 2023a).

1 Meta’s Transparency Center publishes country specific information on content restricted based on local law. Figures include the total amount of content
restricted semi-annually by content type (comments, pages and groups, posts, and profiles) and by product (Facebook). See https://transparency.meta.
com/reports/content-restrictions/.
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Malaysia’s most censored content falls under blasphemy and criticism of authority, with
the lines between the two categories increasingly blurred (Sinpeng 2019). The government
cites defending Islam as justification for silencing dissenting voices, applying the rationale
to censor content that goes beyond what is commonly held to be harmful. Politicians and
the government condemn fake news and justify Internet restrictions and self-censorship
through the practice of fitnah.? Hence, if content can be considered slanderous, it also bears
the weight of a religious connotation. Accordingly, it is used frequently to associate criticism
of government with crimes of sedition and other punishable offenses against royalty, religion,
and race. Those who offend against any of these three R's are subject to targeted arrests and
violence by the Malaysian government (Shah 2022).

More directly related to Facebook are the Internet armies that the Malaysian government
funds to operate as a propaganda machine on the platform, crafting a positive narrative for
the government and aggressively criticizing the opposition. Colloquially known as “cytro”—
in the pejorative—these trained cybertroopers are a common feature in Malaysian politics,
spreading disinformation and fomenting social polarization (Shukri 2023a). In their August
2022 Quarterly Adversarial Threat Report on cyber espionage, inauthentic behavior, and
other emerging harms, Meta disclosed that their investigation into Facebook troll farms
in Malaysia found links to the Royal Malaysian Police (Nimmo et al. 2022). Shukri (2023b)
points out that this is particularly problematic as the police are an apolitical institution
responsible for upholding the public interest—but instead, they are being used to spread
biased information that disrupts social harmony.

Meta’s exposure of these “cytro” accounts and troll farms, as well as its careful review
of MCMC-flagged content, has not been positively received by the Malaysian government.
In 2023, as Malaysia moved toward election season, the MCMC sued Meta over what it
considered to be Facebook’s sluggish pace in removing “undesirable content” (Strangio
2023). Over the course of that year, over 8,500 pieces of content were restricted on Facebook.
Then, in the first half of 2024 alone, the amount grew to over 37,000 (Meta 2024b). The
Communications Minister called Facebook’s compliance rate of about 79 to 88 percent for
government take-down requests “good”, but largely insufficient (Mahmud 2024). This was
immediately followed by an August 2024 announcement by MCMC that all large social media
and Internet messaging platforms, including Facebook, must comply with a new regulatory
framework to obtain a license to operate in the country. Civil society organizations feared
that the announcement was a direct attempt to control social media platforms and create an
unfair advantage for incumbent candidates (Mahmud 2024). Most recent figures of restricted
content on Facebook in the second half of 2024 reset slightly to under 12,000, but still
represent a growing trend (Meta 2024b). Given these developments, Malaysia’s government
still seems to be co-opting Facebook as a tool for suppressing dissent.

2 “Trial or testing, temptation; by extension, treachery, persecution, seduction, enchantment, or disorder resulting from these things...In modern political
terminology, allegation of fitnah can be used to discredit the actions of opponents.” The Oxford Dictionary of Islam (Oxford University Press, 2003), under
“Fitnah.”
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Vietnam

Vietnam currently ranks seventh worldwide with over 86 million Facebook users (World
Population Review 2025). As early as 2018, this vast user base was generating nearly $1
billion in annual revenue for Facebook and constituted nearly one third of all of Meta’s
earnings in Southeast Asia (Truong 2020). The social media platform constitutes a major part
of Vietnamese social and economic life (Saigoneer 2018). Like Malaysia, the government of
Vietnam requests that Facebook remove content based on local laws and may arrest account
holders who make anti-government posts. However, Vietnam’s digital authoritarianism
is greater in size, scope, and capability than Malaysia’s. Government and state-owned
telecommunications companies have repeatedly threatened and disrupted Facebook’s access
to the massive local digital market as leverage to further their censorship and suppression
of dissent (Strangio 2023).

As a single-party Leninist state, led by the Communist Party of Vietnam, Vietnam is very
restrictive regarding dissenting views and freedom of expression. The digital restrictions
in their 2018 Cybersecurity Law were initially reported as being nearly identical to those
in the notorious Great Firewall series of laws passed by the National Assembly of China the
prior year (Trinh Huu Long 2017). The Vietnamese government mandates that Facebook and
other social media platforms remove flagged content within 24 hours of the request being
filed, and also requires that user data be stored on servers only within Vietnam (Reuters
2022; Strangio 2022b). In late 2024, Decree 147 imposed even stricter provisions than
the 2018 Cybersecurity Law, immediately triggering calls for repeal by the Human Rights
Watch (2024) and heightened concerns about free speech and impact on business reported
by Radio Free Asia (2024). Under these provisions, Facebook—as well as other social media
platforms, telecommunications services, payment providers, and gaming platforms—must
register and store users’ phone numbers, birthdays, and legal names locally and provide
them to authorities upon request. Accounts must be verified against user information, and
noncompliance can result in shutdowns or permanent platform bans (Nemo and Larsson
2022).

Despite objections from organizations such as Amnesty International, Facebook has largely
complied with the Vietnamese government’s censorship demands. According to Meta’s
Transparency Center, Facebook restricted 3,039 pieces of content in 2020, most of which
were alleged to be content opposing the Communist Party and the government of Vietnam
(Strangio 2021). The following year, Facebook restricted 3,377 posts and, in the first half of
2023 alone, Facebook removed 2,549 posts in response to government requests (Strangio
2023). While the number of content restrictions seems to pale in comparison to the millions
of users, this indicates an underlying pattern of censorship. Facebook content restrictions at
the behest of a country’s government in accordance with local law usually number anywhere
from a few dozen to the low hundreds (Meta 2024a). However, in Southeast Asian countries
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these restrictions are in the thousands, and the pace at which these restrictions increase
from year to year makes the data significant. It’s also important to note that these statistics
only depict content removed from Facebook itself and do not include other platforms or other
means of censoring online content.

Within the Vietnamese government, the Ministry of Public Security (MPS), Ministry
of Information and Communications (MIC), and even the Ministry of Defense (MOD)
have utilized their highly capable cyber assets to enforce digital compliance. Vietnam’s
infamous Force 47, a 10,000-strong military cyber unit, has been used in conjunction with
government-affiliated hacking teams such as APT32—also known as Ocean Lotus—to conduct
misinformation campaigns and technical attacks against critics both within and outside
Vietnam (Nemo and Larsson 2022). Vietnam has also found success co-opting Facebook’s
digital engineering for the regime’s own ends. In one method, the government silenced
Facebook users by abusing the community safety feature, uploading content to multiple
accounts, and claiming copyright infringement to ban dissidents (Walker 2018). In other
cases, Vietnam simply calls upon Force 47 to repeatedly report activists’ accounts, exploiting
the fact that once a certain threshold of reports is reached, valid or not, an account will be
banned (Luong 2020).

Like other Southeast Asian governments resisting democratization in the digital age,
Vietnam’s government has proven relentless in its attempts to control information and open
online dialogue (Singpeng 2019). In 2016, the Vietnamese government blocked Facebook
over a weekend after citizens organized protests utilizing the platform. It would also
intermittently throttle bandwidth to slow traffic and muffle dissent (Nemo and Larsson
2022). In 2020, state-owned telecommunications companies took local servers offline for
seven weeks to force Facebook to increase censorship of anti-state posts and more efficiently
respond to government content demands (Pearson 2020). This pressure put Facebook in a
difficult position. Since then, the Vietnamese government has continued to increase legal
restrictions on the dissemination of information on the Internet and has intensified its
approach to digital authoritarianism. In 2023, the government requested Facebook and other
platforms to utilize Artificial Intelligence (Al) to find and remove politically sensitive content
(Strangio 2023Db).

Non-governmental organizations raise warnings about users and moderators of Facebook
accounts and groups being investigated, charged, prosecuted, and imprisoned for online
activity deemed impermissible by the authorities (Sivaprakasam 2020). According to a
2020 Amnesty International report, 78 percent of the political prisoners jailed that year
were convicted solely based on their social media activity, with journalists who criticize
government land policies and corruption being the most frequent targets (Truong 2020).
Through a combination of these methods, the Vietnamese citizenry’s ability to communicate
and acquire information freely is severely hampered. A 2022 U.S. Department of State
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Bureau of Democracy, Human Rights, and Labor report on human rights practices in Vietnam
declared that National Assembly elections in May 2021 were neither free nor fair—further
highlighting how this environment has engendered fear and self-censorship, restricting
freedoms necessary for productive online discourse. As a single-party authoritarian state,
the Vietnamese government has greater latitude for co-opting Facebook for its own aims
than does Malaysia, which has some checks and balances in place, as lacking as they may be.

Myanmar

Myanmar’s government takes the use of Facebook as a tool for digital authoritarianism even
further. This case study reveals how they exploited Facebook’s algorithms to incite fear and
violence against those in opposition to the government and the Myanmar Army (known
as Tatmadaw). The extensive nature of Myanmar’s digital authoritarianism has caused
Facebook to be accused of complicity in enabling violence against Rohingya Muslim refugees
and a host of human rights abuses against the people of Myanmar (Amnesty International
2022b). In Myanmar, digital and technological literacy is low—it is one of the lowest-ranking
countries within the Association of Southeast Asian Nations (ASEAN) for digital readiness,
with almost 80 percent of mobile broadband users rated as having poor digital literacy skills
(Nanthakorn et al. 2023). When Facebook first came to Myanmar in 2011, the social media
company agreed to enable its use via mobile devices without data charges. As a result, when
Myanmar went from having less than 1 percent of its population on the Internet to being one
of the fastest-growing online countries, Facebook rapidly became the most popular website
in the country (Worldbank 2023).

By February 2021, just days after the Tatmadaw seized power in a coup, Facebook noted that
the application was used by just over 27 million people, over half of Myanmar’s population
(Asher 2021). Facebook enjoyed a near monopoly on social media usage in the country,
accounting for over 99 percent of the market. Burmese cellphones were also sold preloaded
with Facebook as part of contract agreements with phone manufacturers and retailers (Wells
and Deejay 2021). Analysts often highlight that Facebook is the singular source of online
information for most of the country. In Mayanmar, there is a saying that ‘Facebook actually is
the Internet’ (Eizenberger 2016). The wide reach of Facebook as the primary means of digital
information dissemination has generated an outsized influence on society, often leading to
negative consequences.

Cognizant of this, Myanmar’s military junta actively worked to exploit Facebook to further
its agenda. In addition to intimidating, doxing, mass reporting, and arresting oppositional
Facebook users, Tatmadaw used specialized social media units to conduct surveillance
operations, operate troll farms, and produce government-sponsored content (Rio 2020). The
latter is especially significant, given that the Tatmadaw push hate speech against dissenting
minority groups. Facebook’s algorithms, designed to maintain engagement and promote
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advertisements, also present users with inflammatory posts. In a politically volatile country,
this has the effect of exacerbating hate speech. In one instance, a Facebook post criticizing
a human rights defender for his alleged cooperation with the United Nations’ Independent
International Fact-Finding Mission on Myanmar (IIFFMM) labelled the individual as a
‘national traitor’ and consistently attacked him as a Muslim. The post was shared over 1,000
times, and numerous comments, including from senior military leadership, called for the
person to be killed and for the removal of the Rohingya race (Amnesty International 2022b,
7). This hate speech created an enabling environment for physical acts of violence against
minority groups in Myanmar. This was complicated by the public’s embrace of the platform
as both a source of information and as a space for free expression.

The Tatmadaw can block Facebook content that runs contrary to their message through
traditional digital censorship, leaving Facebook with only the hateful content featured
prominently by its algorithms. Initially, Facebook’s content moderation processes were
rendered impotent due to a near-complete lack of Burmese language-capable moderators—
even after taking steps to address this gap, it was still the case that fewer than 100 Facebook
employees were responsible for managing 21 million active daily users (Brooten 2020). Even
after Al was incorporated into Facebook’s content moderation, its efficacy was unclear—human
rights activists were reportedly blocked because Al struggled to detect contextual nuances
in the Burmese language. As a result, the platform was largely blamed for intensifying and
supercharging the spread of anti-Rohingya content, and for perpetuating ethnic violence
and human rights abuses in Myanmar (Amnesty International 2022a). Not all of the blame
was cast from outside of the company. Internal papers leaked by a whistleblower to the
U.S. Securities and Exchange Commission (SEC) in 2021, known as the Facebook Papers,
“paint a picture of a company obsessed with boosting user engagement, even as its efforts
to do so incentivized divisive, angry and sensational content”. The Papers also accused the
company of ignoring warnings from internal researchers about how it was contributing to
societal harms (Perrigo and Bergengruen 2021). The case of Myanmar presents some of the
most severe consequences of an authoritarian state co-opting Facebook for its own ends—and
highlights the complexity of the challenges facing social media companies whose platforms
are co-opted in such environments.

FACEBOOK'’S EFFECTIVENESS FOR DIGITAL AUTHORITARIANISM

These case studies illustrate how three Southeast Asian governments used Facebook to
enable four primary methods of digital authoritarianism: 1) Population surveillance and
data collection, 2) information control and censorship, 3) harmful narrative construction
and propaganda, and 4) social control at scale enabled by automation. The case studies
demonstrate how these methods advanced the government’s interests by monitoring citizen
activity, restricting access to information, promoting state narratives, and exerting social
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influence and control. The analysis shows that all three governments have intentionally
employed Facebook for digital authoritarianism. Furthermore, the findings provide a basis
for evaluating Facebook's effectiveness as a tool for digital authoritarianism and assessing
the potential for future repression, as well as the impact of Facebook's countermeasures
against such practices.

As a result of the digital authoritarianism occurring on Facebook in particular, Meta
has been the subject of significant criticism for enabling human rights abuses (Dave 2021;
Amnesty International 2021). In response, Facebook has pushed back against regimes
attempting to co-opt it for oppression with varying success. Facebook has since stepped up
its regulatory activities by removing bot accounts, vetting flagged content more carefully,
and blocking accounts that amplify misinformation or hate speech. Since 2017, Facebook
reports that it has removed billions of fake accounts worldwide and tasked over 35,000
employees with countering misinformation (Romo and Held 2019; Nicas 2020; Reuters 2021).
These actions directly weaken the automated systems pathway by which authoritarian states
seek to co-opt Facebook and social media more broadly. In 2020, Facebook also honored
its promise to create an independent body to rule on flagged content, hoping to eliminate
a significant avenue for repression in the digital space and detract from a state’s ability to
control the dissemination of information. While the efficacy of these initiatives is difficult to
assess given the realities of these case studies, activists felt that the measures were a step
in the right direction (Swisher 2020). In March 2021, Meta announced a commitment to
human rights across business operations, product development, policies, and programming,
and the establishment of a corporate human rights policy based on the United Nations
Guiding Principles on Business and Human Rights (Sissons 2021). In July 2022, Meta’s first
annual Human Rights Report outlined progress toward protecting the privacy of journalists
and human rights defenders, as well as protecting free and fair elections around the world
(Sissons 2022).

As seen in the case studies, Facebook has not shied away from directly contesting the
governments perpetrating digital authoritarianism. In 2022, Facebook took down 596
accounts, 180 pages, and 11 groups in the case related to the Royal Malaysian Police’s troll
farm and publicly announced the police’s complicity in the matter (Rodzi 2022). Working
to rectify the most serious abuses, Facebook also took action against Myanmar’s military
junta—banning affiliated accounts, increasing the number of Burmese language moderators,
and increasing algorithm sensitivity to automatically block hateful content (Frankel 2021).
Facebook’s efforts faced significant challenges, as seen in early 2020, when Vietnam took
Facebook servers offline. Considering the potential financial implications for the business
and the population’s loss of the primary information-sharing mechanism during a time of
need, Facebook faced a difficult trade-off and moved to comply with Vietnam’s strict digital
legislation (Nemo and Larsson 2022).
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All the same, the success of these authoritarian regimes in digital censorship and
oppression fundamentally rests upon digital illiteracy. Because of the way the digital space
developed in Southeast Asia, the vast majority of the people in the region are susceptible to
government influence due to a lack of knowledge about alternative sources of information.
This enables authoritarian governments to engage in selective repression within their
borders. These governments need not embark on the futile and costly task of censoring
everything that runs contrary to their narrative, but rather focus their efforts on a select few
venues. An emerging counter to this selective repression is the technologically adept younger
generations and activists of these countries who use Facebook as a tool for self-advocacy
and coordinating democratization movements (Sinpeng 2019; Croissant 2022). In line with
Facebook founder Mark Zuckerberg’s stated vision of building more civically engaged
and inclusive communities (2017), Facebook’s more conscious steps toward protecting the
average user have arguably made it a less viable tool for digital authoritarianism.

After Facebook and other Western technology companies took measures to resist the digital
authoritarianism imposed by these regimes, some regimes moved to create new, regionally
focused applications to which they could transplant the national discourse while blocking
all other social media sites. The citizens of these countries are becoming progressively more
proficient at evading censorship apparatuses in organizing political reform movements, and
because governments are increasingly unable to control both their citizenry and Facebook,
alternative sites for communication are sought. In Vietnam, a homegrown social media
platform known as Zalo was developed, and in 2020 there were an estimated 62 million
users in Vietnam. Zalo is very conducive to enabling the Vietnamese government to conduct
surveillance operations and allows the government to access user data easily. Meanwhile,
in Myanmar, after the Tatmadaw blocked Facebook, an app known as OKPar was marketed
as Myanmar’s official social application. Designed to be a copy of Facebook with none of the
latter’s privacy and security trappings, it would enable Myanmar to exercise surveillance
in conjunction with the hate propaganda that the military junta was already perpetuating
on Facebook (Mi-Kun 2023). Through Facebook’s actions, it has made itself a less viable tool
for digital authoritarianism, although the underlying problems and the learned skillsets for
exploiting social media and digital literacy still remain.

RECOMMENDATIONS

In terms of Facebook-specific remedies, Meta should continue the reforms and improvements
made to the Facebook application and the company itself to reduce the efficacy of using
Facebook as a tool for repression. Facebook is already removing vast quantities of bot
accounts and hate speech; these are foundational actions that must be continued and
expanded (Sissons 2022). The application must also screen flagged content and government
block requests more carefully to prevent Facebook from being co-opted to censor information
and free expression. In the case of Myanmar, Facebook has already taken action to hide user
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data and secure user profiles, while also blocking accounts tied to the Tatmadaw and hate
groups (Frankel 2021). Partnerships with civil society and non-governmental human rights
organizations should augment efforts to prevent scaled abuse and digital enablement of mass
atrocities. Retaining deleted content in Facebook’s databases, whether from government or
activist sources, is also a critical action that must be taken, as this will provide researchers
and journalists with the ability to assert accountability (Rio 2020). These actions serve to
make digital authoritarianism more difficult by pushing back on harmful manufactured
narratives and repressive activity, allowing users safe access to reliable information, and
protecting those who speak out against imposed harms.

An overwhelming amount of content and data passes through Facebook’s servers every
day. Vetting content and accounts requires advanced Al-powered tools, more effective
moderation, and analysts with the appropriate backgrounds, skills, and understanding of the
communities suffering from digital authoritarianism. Exemplified by the case of Myanmar,
Facebook needs analysts, moderators, and tools that are trained in native languages and able
to navigate the nuances of digital life to more effectively pinpoint which groups perpetuate
hate and which groups advocate for a civil society (Wells and Deejay 2021). The incorporation
of Al to automate some moderation tasks may also help reduce the workload, but the use of
Al must be supplemented by a workforce with the skills and knowledge to be effective. Al
by itself will not learn the specifics needed to sort through content and accounts accurately
(Rio 2020).

While Facebook countermeasures are encouraging, authoritarian governments continue to
practice repression by switching to other applications or making Facebook use prohibitively
difficult. In earlier days, Facebook was just the most convenient medium to take advantage of
people’s digital illiteracy. A person’s inability to think critically about the content and source
of information presented to them makes for an easy target, regardless of what platform is
used. Over the past several years, the heightened need for digital literacy has encouraged
the development of frameworks and methods to advance it. The Cambridge Life Competencies
Framework includes digital literacy as one of three foundational layers (Blue 2022). The
European Commission maintains an online Digital Competence Framework for Citizens
(DigComp), which identifies five key competence areas: 1) Information and data literacy,
2) communication and collaboration, 3) digital content creation, 4) safety, and 5) problem-
solving. These essential educational efforts provide avenues by which people can create and
consume online content safely without fear of reprisal, the opportunity to enjoy the benefits
of using digital technologies in daily life, and to enhance civil participation in society.

Efforts to promote digital literacy and competence can be undermined by authoritarian
regimes that threaten to ban certain platforms or interfere with their use. Without robust
guiding standards and values there is a risk that these systems will continue to empower
malign actors, perpetuate surveillance and repression, and further entrench digital
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authoritarianism. To mitigate these risks, social media platforms must strike a more
sustainable balance between the well-being of their users and profits—and continue to
work collaboratively with civil society organizations and advocacy groups to ensure that
their services reach marginalized communities and support at-risk populations (Bandura
and Méndez Leal 2022). This includes promoting digital literacy, exposing users to diverse
sources of information and new technologies, and fostering critical thinking skills. By
taking these steps, individuals and societies can develop the skills necessary to navigate
the information landscape effectively, challenge harmful narratives, and make informed
decisions. Ultimately, this approach can promote systemic change that is stable and
empowering, rather than destabilizing and exclusionary.

CONCLUSION

Facebook undoubtedly continues to have enormous potential as a tool that can both unite
and divide people. While often credited with advancing social justice and democratization,
authoritarian regimes have also co-opted platforms like Facebook to suppress and
subjugate populations. As cyberspace and information operations increasingly shape the
digital and physical environments, it is essential to understand the mechanisms of digital
authoritarianism. The Russian Federation and the People's Republic of China have already
demonstrated their capabilities to project digital authoritarianism beyond their borders,
interfering with other countries' internal affairs. Moreover, no population is fully immune
to the pitfalls of digital illiteracy, as evidenced by the pervasive nature of the global social
media environment. Therefore, digital literacy is crucial to preventing the manipulation of
populations and protecting democratic values. A concerted effort is required to address the
challenges posed by digital authoritarianism and ensure that technology is harnessed for
the greater good. This necessitates increasing accessible and free use of technology—and
transparent development and governance of it—to mitigate the risks of digital authoritarianism.
In response, authoritarian regimes will likely respond by devising increasingly creative
ways to exert their control and influence, opening another arena for strategic competition in
the digital age.
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