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ABSTRACT

Winning is much easier if you have an edge, whether that be better personnel, strate-
gy, and/or technology. Quantum Information Science (QIS) - which includes quantum
sensing, networking, communications, and computing - provides a technology that
both tactical and strategic commanders will leverage to seize the initiative and cre-
ate positions of advantage. Optimizing the exploitation of quantum technology will
require that senior leaders understand enough about the technology and its fast-evolv-
ing applications to outmaneuver and outthink our adversaries. This does not require
expertise in all facets of QIS, any more than a computer user needs to know computer
design. This article attempts to be an introduction to quantum technology and some
of its potential uses in the military operational environment.

INTRODUCTION

ad the Nazis won the race to harness the power of the atom, many would agree
that World War II could have been disastrously lost, leaving the maps of Europe
and the Americas vastly different. But what if the Nazis had quantum technol-
ogies before the D-Day invasion?

What if the Germans had the ability to thoroughly inspect key elements of the great
deception plan, called Bodyguard, which misled the Germans about the location of the
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D-Day invasion? Using data from quantum LIDAR,
magnetic field, and EM sensors, the Nazis likely would
have known that the camps around the city of Dover
and the landing crafts assembled along the southeast
coast of England were phantom camps and ghost ves-
sels, devoid of troops and actual equipment. These
cleverly designed deception elements gave the Nazis
every indication that the Allied invasion would cross
the English Channel into Pas-de-Calais, not Normandy,
which was 150 miles to the southwest.!

Quantum LIDAR and imaging would have enabled
the Nazis to track ship movement in real-time as they
approached Normandy, and identify that the large
clouds of aluminum strips dropped by Allied aircraft
flying toward Pas-de-Calais were not, in fact, a large
fleet of Allied ships, but just a decoy.? What if, instead
of Allied codebreakers deciphering Germany’s secret
communications, they were able to crack ours? QIS
would have given the Nazis a powerful advantage
over the Allied Forces on D-Day. Nazi decision makers
would have data sets, devoid of deceptive data, that led
them to reinforce Normandy, and this data-driven de-
cision would have potentially changed the fate of the
Allied D-Day invasion and the outcome of the war.

Today, quantum computing is mostly inaccessible.
To be prepared to use quantum technology when it is
available, we must have the discussion about how to
employ the technology today. Unlike the classical com-
puters in universal use today, the size, high cost, and
mechanical and operational sophistication of quantum
computers have rendered them highly limited for use
today.> Most quantum computers are owned by gov-
ernments, large corporations, and select universities.
Classes and instruction on quantum computing are
currently limited to a few institutions of higher learn-
ing.* While not generally available, it can be anticipat-
ed that offerings for quantum instruction will rapidly
increase, similar to artificial intelligence. This does not
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mean that it will remain hard to access for very long.
The impact of quantum machines is already being felt
disproportionately by governments, academia, the mil-
itary, and policymakers, and as of June 2024 various
nations have invested about $55 billion,® to develop a
general-purpose quantum computer. Nation-states are
making this investment because quantum computers
are projected to be able to break what cryptographers
presently see as the most secure encryption ciphers:
the asymmetric Public Key Encryption (PKE) algo-
rithms.°

The United States has confirmed that a cryptanalyt-
ically relevant quantum computer (CRQC) could put
global communications systems, critical infrastruc-
ture, and financial transactions at risk.” The first coun-
try to achieve a general-purpose quantum computer,
with a sufficient number of qubits, will have a signif-
icant position of advantage over others in this era of
Great Power Competition. Classical computers cannot
begin to achieve the same operations that quantum
computers use to break PKE cipher algorithms due to
their basic hardware technology.® Breaking PKE algo-
rithms will require both a technology and paradigm
upgrade. We are currently in a technological cold war
to achieve general-purpose quantum computing. Fu-
ture leaders will need to know how to leverage each
new capability to create positions of advantage over
our adversaries. The time for developing the people
and concepts for a quantum future is now. This arti-
cle presents the basics of quantum computing to assist
forward-thinking leaders and technicians in how to
better operationally deploy it in the future.

BASICS OF QUANTUM COMPUTING

Quantum computers are similar in structure and
function to a classical computer. From an operation-
al viewpoint, the user interface is usually a classi-
cal computer with a backend quantum coprocessor
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(see Figure 1), with a classical front end in- _

terface where users do the actual program- ,:Crlc?:ts;zcsé (—)Gi
ming, and where the language, compilers, 7y Deer
algorithms, and communications protocols

are found. This computer is typically pro-

grammed using Python and stores the pro- Interface Quantum

gram locally until it is transferred to the Unit >|  Coprocessor
quantum coprocessor. This transfer occurs
through the cooling unit or “chandelier.”
Quantum hardware and the coprocessor are
placed inside a supercooled enclosure that is
large enough for technicians to work on that
hardware. These rooms are typically a ten foot cube consisting of air, insulating walls, refrig-
eration equipment, and the computer, itself. Inside the cooled unit are the quantum comput-
ing hardware and the interface to keep things cold. Then the quantum coprocessor does the
computation, arrives at the answer, and transfers the solution back to the classical computer
via the interface unit in the chandelier to the user.

Cooling
Environment

Figure 1. Classical Front End to Quantum Coprocessor.

Classical computers represent information in bits, the Digital bit
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smallest encoding possible for information represented as  two states BIRGSHES
0 or 1, that are then combined to represent larger units of GCo % o 10
information, such as characters. Quantum computers use R 141y
a similar, but more powerful type of representation for in- 2
formation, called quantum bits, or “qubits” for short. Qu- o L,
bits are like classical bits on steroids. Bits are independent & "

an be Superposition of

states can be

units, but qubits can combine to represent even more data.  eitherOor1
anywhere on sphere

In the quantum processor, qubits can be in the binary state
typically depicted at a 0 or 1 like classical computers, but
they can occupy multiple states simultaneously. This allows for the encoding of information at
multiple positions, but also multiple positions in angles from the poles, e.g. at 90-degrees, 30
degrees, or 15 degrees (in all directions, see Figure 2)!! not just at the poles (0 or 1). Multiple ori-
entations of data give rise to the concept of quantum digits, or “qudits”'? allowing for quantum
computers to encode and process at a rate much faster than a classical computer.®

Figure 2. Multiple Positions in All Directions.”

The interface between the two machines passes data from the classical computer to the
Quantum Processing block shown in Figure 3. This block, or layer, contains the memory,
registers, and logic gates for computing at the quantum level. It may also be the “edge" of
the quantum machine where all the bookkeeping and storage that is needed by the quantum
hardware. This layer interacts with the Classical Computing layer to set up a program and lat-
er report the results, while also working with the Quantum Hardware layer to run programs.
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Figure 3. Detailed Structure of Quantum Computer*

The Quantum Hardware layer consists of the storage unit for qubit memory, called the
quRAM (fast local memory), and all connectors that help conduct the processing, and must
be supercooled to correctly operate. As of late 2023, the time that supercooling can be main-
tained was an extremely short 34 ms.!> At the end of this process, the layer loses coherence
(the ability to entangle qubits) and all computational activities end. Quantum computers also
take a long time to cool down between runs to achieve the necessary cold temperature. In
2023, IBM quantum machines required up to 2.5 days to achieve that cooling.!® This situation
should be fixed by the development of room temperature qubits.

Qubits can be created using any two-level quantum system. Some of the promising types
of qubits being developed include: superconducting, trapped ions, quantum dots, and pho-
tons atoms."”

¢ Superconducting qubits are made from superconducting materials operating at ex-
tremely low temperatures and can be manipulated by microwave pulses. For the last
decade researchers have used superconducting transmon qubits which are favored
by researchers due to their high designability, scalability, and controlability.'® One
problem with superconducting qubits is the coherence time, how long a qubit can
run algorithms or perform operations before qubit drops its information, is relatively
short. Researchers at MIT recently developed a superconducting qubit architecture
using fluxonium qubits connected by transmon that can perform operations between
qubits with high accuracy'’ that could help make superconducting qubits the path to a
fault-tolerant quantum computer.?’

¢ Trapped ions can also be used as qubits storing information in suspended free space
around ions trapped using oscillating electromagnetic fields. Trapped ion qubits are
noteworthy because the qubits have a relatively long lifetime, long internal state
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coherence, and high-fidelity measurements?! but there are challenges to scaling them.
Quantum computers with ion traps contain about 30 qubits each.?2 However due to
the nature of the oscillating electromagnetic field, combining more than multiple
qubits on a single chip causes the trap to heat up significantly.?®> As of March 2024,
new developments in using static magnetic fields instead of oscillating fields, called a
Penning trap, show promise toward the realization of scaling trapped ion qubits and
will benefit both quantum computing and sensors.?*

A quantum dot is a nanoscale crystal semiconductor capable of holding a single electron
or a small group of electrons that give the dot spin. These spins represent qubits of infor-
mation and can exist in two states at once, both up and down, allowing computers that
use them to do many calculations simultaneously.?® Silicon chips, etched with quantum
dots holding single electrons in their spin, appeared to be a feasible solution to bringing
quantum computers to the masses but researchers were unable to manage the heat gen-
erated.? In May 2024, MIT and MITRE researchers demonstrated a “quantum-system-on-
chip” architecture that integrates thousands to qubits on an integrated circuit and then
connects multiple chips via optical networking.?” This progress toward general-purpose
quantum computing was significant “...with over 4,000 qubits that could be tuned to the
same frequency while maintaining their spin and optical properties.”*

Photon qubits can be used to send quantum information through fiber optic cables

by setting directional spin states of individual light particles.?” Photon qubits are
used in quantum communication and quantum cryptography. Recent developments

at Berkeley’s Accelerator Technology & Applied Physics (ATAP) Lab include research
on programmable spin-photon qubits uses a femto-second laser to create and destroy
qubits on demand and at desirable locations.** Photon qubits were primarily viewed
as information carriers between quantum computers to enable distributed processing.
However, the development of the photonic quantum chip®' and a metal-ion qubit that
absorbs light and emits color,*? makes a room temperature quantum computer appear
to be possible.

Each type of qubit has shortcomings that must be overcome; breakthroughs cannot be ac-
curately forecasted. However, using statistical nonlinearities it is estimated that a room-tem-
perature quantum computer will be possible by 2031.>* While most qubit implementations
today take on the same binary values used in classical computers, many of these technologies
can be used for more than representing binary values.**

The ability to represent more than two values results in a qudit. The multi-level unit pro-
vides a larger space to store and process information.*® Qudits can encode up to seven num-
bers, unlocking more computational power with fewer components, and can be a path to effec-
tive scaling.*® For the purposes of this article, we will continue to describe quantum particles
as qubits since most research we discuss is done using qubits.
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Qubits are said to be entangled when they remain connected even when separated by large
distances.” Knowing the state of one particle automatically tells you something about its
entangled partners and changing one qubit will affect all the qubits entangled with it.*® This
connection allows qubits to perform vastly more operations per qubit than a classical com-
puter can per bit, and computing power rises exponentially with the number of qubits. As of
March 2024, quantum computers are primarily being used for simulations, optimization, and
data analysis problems as most applications of quantum computing are still theoretical and,
according to John Preskill, a theoretical physicist at the California Institute of Technology, it is
challenging to find problem sets worthy of quantum computer “...because classical computers
are pretty good at a lot of the things they do.”’

Most quantum computing capabilities and research are conducted in isolated, temperature
controlled, super-cooled environments connected to the outside world via an interface unit to
a classical computer. As such, most current cybersecurity considerations are indirect in na-
ture and involve indirect attack vectors on the power, cooling, or vibration abatement systems.
Cyber attacks would have to target the classical computer or its user and then move to the
interface unit before trying to breach the quantum computer.

A summary comparing classical and quantum computers is in Table 1.

Classical vs Quantum Computers

Classical Computer Quantum Computer

Computing units Bits Qubits

ComputingPower  Linearincrease with number of transistors Exponentialincrease with number of qubits

Logic Type Binary Logic States of spin onatoms

Targets General Problems Optimization, Data Analysis, Simulations

Operationsize 1per N bits 2Mfor N qubits

Security Attacks directlyandindirectly to multiple aspects Currently physical. Social engineeringand electronic
of the system. attacks targeting the cooling system.

Temperature Room Super cooled

Table 1. Comparison of Classical and Quantum Computers.

ADVANTAGES AND DISADVANTAGES OF QUANTUM COMPUTING
Some of the advantages of quantum computers include:

¢ Speed - Quantum computers are fast. They allow solving some problems in consid-
erably less time than presently available classical machines. In general, a quantum
machine runs faster than a classical machine due to its architecture. Quantum com-
puters can run large-scale data problems faster than classical computers. However, the
problem of cooling restricts how long a quantum computer can run. Most quantum
computers take a long time to cool down enough to run again.*

SUMMER 2024 | 79



AN INTRODUCTION TO QUANTUM COMPUTING AND ITS APPLICATIONS

Solving New Problems - Quantum computers can solve problems not solvable by
classical machines. Quantum computers open classes of problems that cannot be
effectively represented and calculated using the binary approach. Drawing a similarity
to mechanical engines, the mathematics and implementation of the V-8 and the rotary
engine both generate power, but the method of generation is different. They perform
the same function but in different ways. Among the complex problems is the ability to
break asymmetrical key ciphers which are presently used for the protection of data.

Enhancing Classical Computers - Quantum computers are complementary to clas-
sical computers. Both types of computers are useful for different problems and can be
used together.

Memory Density - Entangled qudits can represent problems that cannot be rep-
resented in the binary computational space. Entangled qudits have more than two
states. Instead of rising linearly, like the information in classical memories, qudits rise
exponentially. It only takes a relatively few qubits and even fewer qudits to perform
complex algorithms that exceed the capability of conventional computers.*!

Novel Approaches to Problems - Quantum computers allow for a new way to view
problems. Because of their new technology, new approaches to solving problems are
needed and becoming available. Progress takes place when new ways to view a prob-
lem present themselves.

There are also aspects of quantum computers that are not advantages. Some of these disad-
vantages may be overcome with time, others are inherent to the technology. These disadvan-
tages include:

L2

80

Need for Supercooling - Qubits that presently make up quantum computers require
temperatures near absolute zero. Such a temperature is extremely hard to gener-

ate and maintain. Although some progress in this area was made with the photonic
quantum chip and light absorbing metal-ion qubit, the need for extreme cold is still a
significant problem with quantum computing today.

Costs - Supercooling requires specialized equipment and power to maintain the com-
puter’s required operational environment. Supercooling coupled with the use of exotic
materials to construct the various qubits, processors, and interfaces make quantum
computing a very costly venture. This problem will probably be moderated as room
temperature qubits are developed, but the time until that improvement is likely ten or
more years from now.

Thermal Errors - Just running a quantum machine can cause thermal errors to be
present in the results of calculations. The problem is solved by quantum annealing,
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but will require connecting multiple hardware qubits to act as a single, logical qubit
and additional qubits will be needed to monitor the behavior of the ones holding the
data and make the necessary corrections.*> Multiple runs of the same problem are
required to correlate the output and decide on the correct solution, each run will also
generate heat, potentially causing more thermal errors.

¢ Decoherence — Decoherence is the process in which the environment interacts with
qubits, often causing uncontrollable changes to their quantum states and information
to be lost.** Since qubits interact with the environment, they are affected by it. Chang-
ing magnetic and electric fields, radiation, other qubits, seismic activity, and physical
movement can all cause decoherence.

¢ Not Generally Available - At this time, there are few quantum computers. Lack of
supply of these units makes them harder to employ and limits access to the resource.
The development of capabilities that can link multiple quantum computers together
may help alleviate the shortage of materials needed to make a general purpose quan-
tum computer.

¢ Lack of Trained Users - As with newer technologies, the number of trained users is
limited. Few experts exist to design, develop, and operate the machines. The lack of
specialists in this area means the cost of training and employing such trained person-
nel is high.

¢ Standardization - Quantum computers are early in their development timeline. Many
solutions for the problems and implementation are being tried. There is little standard-
ization for the designs or methodology, contributing to the confusion in the selection
and implementation of quantum computers.

Quantum computing adds a new dimension to computing. It can speed up programming
and provide new insight into information and data problems. However, it does not change
information theory** and communications theory*> but rather does things in a new way. It
will provide a great deal of innovation in those fields as the technology matures. While there
seems to be tension between classical and quantum computers, the two are complementary in
functionality. An easy way to think of the differences between classical and quantum comput-
ers is that classical computers excel at discrete math (such as algebra and trigonometry) while
quantum computers do a much better job of continuous mathematics (such as calculus-based
problems). Many experts feel that the future of computing holds hybrid computing systems.*¢
Both classical and quantum computers will exist in the same machine with a preprocessor
that selects which unit is best suited to solve the problem presented to the computer. However,
this solution is probably not practical in the short term due to the problems with supercooling
and the need for a unified programming language solution.
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THE IMPACTS OF QUANTUM COMPUTING ON DATA

The infrastructure of information and information processing in the U.S. is primarily that
of classical computing. There are over 1 trillion (10'?) classical computing devices in use as
of 2023 and more than 2 billion (2 x 10?) personal computers.*” In contrast, as of early 2023,
there were less than 120 quantum computers in operation worldwide.*® Part of the reason for
the number disparity is that quantum computers are continuing to evolve. However, quantum
sensors are already in widespread use and their use is expected to increase significantly as
new ecosystems for data collection are formed from observing what used to be unobservable
and training new AI models.”” The numbers suggest QIS will have a significant impact on
data and data analytics for our Army. Below we will discuss two areas that will have the
most significant impacts to the Army: quantum sensing and quantum computing, the latter
of which includes post quantum encryption.

Quantum Sensing Technologies

Quantum sensing applications are the most mature of the QIS technologies being developed
for use in the DoD.?° Quantum sensing technologies use trapped ions, solid-state spins, super-
conducting circuits, and quantum dots® to provide sensing capabilities across several physi-
cal environments including magnetic and electric fields, the forces of acceleration, pressure,
gravity, and time.>? The combinations of these sensing capabilities enable quantum sensors
to collect data and conduct analysis that will enable us to see the previously unobservable,
including undersea, underground, and in space.

While sonar is widely used for the detection of objects in deep water, in shallower depths
sonar can become affected by echoes off of the seabed or shoreline.>® Magnetic detection can
discriminate magnetic objects from non-magnetic objects. Arrays of quantum sensors called
atomic magnetometers have successfully detected 100% of single and multiple targets in both
saline water and air, and precisely located over 93% of the objects, to include tracking of mov-
ing targets.>* In the vast expanses of the Pacific Ocean, the application of quantum sensors to
detect vessels deliberately evading satellite imagery and sonar would enable the U.S. and our
allies to detect Chinese movements toward disputed waters and territories or the deployment
of autonomous vessels, underwater drones, unmanned underwater vehicles,* or mines.

Rydberg atom electric field sensors can be used for ultra-wideband spectrum sensing and
communications and high-accuracy near-field sensing.’® Rydberg electrometry uses atoms
to observe electric fields and is considered a path to accessing large operational bandwidths
with one device without an array of antennas® paving the way for small form factor radios
with autonomous hopping between multiple bands and expanding use of the electromag-
netic spectrum to include frequencies higher than the 100 GHz achieved by conventional
electronics.’®
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Inertial navigation systems leverage quantum sensors to measure rates of acceleration and
rotation of moving objects, such as a missile, airplane, or ship, to determine its position and
orientation. They are widely used for navigation in GPS-denied environments and the more
advanced systems use sophisticated algorithms and data fusion techniques to filter out the
effects of jamming and improve resiliency.”” Russia’s Iskander short range ballistic missile,
responsible for numerous deadly attacks on Ukraine in 2023 and 2024, owes its unprecedent-
ed accuracy to its inertial navigation system.®

Quantum sensors for timing include both microwave and optical atomic clocks for use in
GPS-denied timing, secure communications, and sensing requiring synchronized distributed
sensor nodes such as radar and reflectometry.®’ Quantum based atomic clocks do not rely on
satellite connectivity to operate, mitigating the risk posed by electronic jamming or GPS sig-
nal spoofing. Microwave atomic clocks have applications in communications networks, GPS,
and long baseline interferometry,®? used in measuring microscopic displacements and surface
irregularities. Optical atomic clocks are used in GPS-denied navigation, distributed sensing
(e.g. synthetic aperture radar), international time-keeping, and geodesy.%®

These four quantum sensing applications, magnetic fields, electric fields, force, and time
come with exponential data storage demands and algorithms. Increased applications with in-
telligence, surveillance and reconnaissance (ISR) and precision, navigation and timing (PNT)
will enable navigation in GPS-denied environments and enable us to see in maritime and un-
derground environments.** Both our allies and our adversaries will use quantum sensors to
collect data on all the places military forces used to hide, whether that be camouflage to blend
in with the environment, a safe house for special forces missions, the tunnels under Gaza,
or in the expanses of the ocean. There will be an increased need for data storage, but more
importantly, we will need people who are capable of leveraging this technology, developing
the algorithms to make sense of it, and designing a new way to fight in an environment where
we can no longer hide.

Quantum Communications

Quantum communications will have a significant impact on data security through quan-
tum key distribution. It also includes the ability to network quantum computers and sensors
together. In this section we will discuss one of the largest threats quantum computing poses
to our national defense: the ability to render current industry PKE standard encryptions use-
less. Currently, two types of encryptions are considered extremely strong:

1. Advanced Encryption Standard (AES), especially when wrapped in randomizing modes
such as Cipher Block Chaining (CBC). AES is a block product cipher in which the plain
text is encrypted 14 times with randomized input data.’® This is meant to mix up the
ciphers so no one can follow the changing data during encryption.
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2. Asymmetric key public key encryption (PKE) algorithms require two keys. The idea is
that if one key is hard to break then two keys are much harder and as a result data is
safer. However, one of the keys is publicly revealed, so the use of the additional key is
inconsequential.

This leads to the application of Shor’s algorithm in using quantum computers to break PKE
ciphers.

Shor’s algorithm® demonstrates that algorithms such as the Rivest-Shamir-Adleman
(RSA) cipher® and Diffie-Helman®® “secure” key exchange can be broken easily. Each of these
algorithms is based on “hard™’ ciphers built on the discrete logarithm, prime and semi-prime
factorization, or Euler’s totient function. These problems have not been broken by a classical
computer. It is believed Shor’s quantum algorithm will allow large-scale quantum computers
to break these asymmetric key algorithms rendering internet traffic unsecure.”

Grover’s algorithm,”! a quantum algorithm for unstructured search, shows that it is possi-
ble to reduce the effectiveness of one key ciphers, like AES-256, by reducing the time to brute
force symmetric algorithms by an average time and effort of a factor of 2, meaning a 256-bit
key would take roughly 2'? iterations to crack. Further research showing attack methods on
AES-256 with bolted on randomization functions’? show this too is able to be cracked. AES
has been shown, through isomorphic cipher reduction,” to reduce to a block substitution (S)
cipher. Isomorphic cipher reduction allows mapping from one cipher to another. Even when
protected by the CBC mode, a side-channel attack on parts of the hardware or surrounding
software can return the original text and bypass AES.”* Even without these outside attacks,
analysis of AES in the quantum environment has resulted in an estimate that even AES-128
cannot be defeated in approximately 100 trillion years using a classical computer.”> Smaller
numbers of possible keys (known as “key spaces") than available for AES can be defeated in
a matter of seconds or minutes. AES can be a component of the cryptographic solution but is
not the sole answer to encryption in the post quantum environment (PQE). Symmetric key
algorithms can be used in the PQE successfully and should be considered if the principles of
Information Theory are properly followed.

Quantum computers will be able to break PKE-protected messages and our adversaries
are preparing for that time. Both China and Russia are now implementing the Harvest Now
Decrypt Later (HNDL) Attack,’ where they collect and store encrypted data that cannot yet
be decrypted and store them for a later time when quantum machines are capable of that
decryption. The harvesters know that most data will not be valuable or helpful, but they hope
that an occasional message will contain vital and important data that they can use.

Much of the information used in daily life is time sensitive, meaning it often loses value
over time. While some users believe their data should be kept secret forever,”” the goal of
cryptography is to obscure information from an adversary until that information no longer
holds value if revealed. For example, intelligence about upcoming an attack has great value,
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however, once the attack begins that information loses value. It becomes part of the lessons
learned and is often shared with the cyber security community. The longer the data remains
encrypted and hidden, the more likely the value of that data will decrease to the point that it
becomes useless.

In 2022, NIST and NSA named four algorithms they consider “quantum resistant” meaning
they can run on computers today and are believed to be resistant to attacks from both classical
and quantum computers: Crystals-Kyber, Crystals-Dilithium, Falcon and SPHINCS+.”® Unfor-
tunately, all four selections have now been proven vulnerable and cannot be considered safe.
Researchers from North Carolina State University were the first to present vulnerabilities
in the Falcon algorithm.”” The SPINCS+ algorithm was shown to be vulnerable to a forgery
attack in September of 2022.%° Researchers in Stockholm used recursive trained artificial
intelligence combined with a side-channel attack to crack the CRYSTALS-Kyber algorithm in
February of 2023.%! In April 2024, the Dilithium based algorithms was also cracked using a
side-channel attack.®?

In May 2024, a quantum-resistant algorithm using polymorphic encryption that incorpo-
rates sharding was presented at the IEEE Artificial Intelligence IoTConfernce.®* In this en-
cryption method, messages are broken into shards and each shard must be independently
broken. Revealing one shard does not provide clues for other shards, effectively breaking the
relationship between different portions of the message. Polymorphic ciphers change the com-
bination of ciphers and keys used independently from each other, in frequent, but irregular
intervals. Changes to the cipher/key pairs are made often so the data needed for decryption
cannot accumulate.

Recent advances in using these algorithms show promise, but have not yet been sufficient-
ly studied to allow for full acceptance. In May 2024, Anne Neuberger announced that NIST
expects to release four new post quantum algorithms as early as July.®* It will take the collec-
tive efforts of academia and the government to develop the algorithms needed to protect our
nation’s data in the post quantum world.

CONCLUSION

Operationally deploying quantum capabilities in the future will provide positions of ad-
vantage in seeing formerly unseen areas of our environment undersea, underground, behind
walls, and under camouflage. Enabled by quantum sensors, both our allies and adversaries
will collect intelligence at rates exponentially higher than seen today. Data harvesting of
military, industry, economic, and personal data will also increase, even for encrypted data,
as quantum computing will be able to decrypt today’s most secure algorithms. Any data that
may provide a position of advantage will be targeted.

Research in developing hybrid architectures such as the limited resources for quantum
computing will likely cause independent research efforts to team together, creating powerful
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architectures for general purpose quantum computers. The processing speed of these quan-
tum computers will enable simulations of large-scale military deployments to train our forces
and train with our allies. This training should include the development of new techniques,
tactics, and procedures that take into account the quantum sensors that will see their every
move and the Al-enabled algorithms that will try to get inside the decision cycle of our com-
manders. Quantum technologies will cause the way we conduct war to evolve and adapt.

Commanders will have to not just leverage our quantum capabilities to attack, but more
than ever develop defensive practices to counter adversary capabilities. Deception techniques
will need to be developed to frustrate sensors that can see through smoke, weather, physical
obstructions, and vegetation. Breaking up the visual outline of equipment is not enough. The
magnetic/gravitational outline will also have to be obscured. Therefore, alternate means of
camouflage must be developed and TTPs developed for employing both at home station and
while deployed.

As we develop our quantum capabilities, an equal effort needs to be applied to countering
these capabilities. Once a new capability is used in the open, our adversaries and industry
rapidly copy it and leverage it for their use or commercial gain. But the near-term advantage
will go to the nation state which fully embraces the development and application of quantum
technologies, this is why our leaders must start to understand quantum technology and start
thinking about how to apply it in the future operational environment.

Leaders will have to not just maneuver troops on the battlefield. Our Soldiers and their fam-
ilies are in a battle for their data every day. The harvesting of personal data for future use and
for cognitive warfare is real and will grow with the advent of quantum capabilities, as will
the targeting of critical infrastructure around our military bases. Attention should be placed
on protecting our people from these threats.

Quantum sensors will not just be used for detecting military equipment and units, quan-
tum sensors will enable the ability to target and track individuals via their heartbeat through
a crowd. Detecting and identifying individual signatures allows for the finding, fixing, iso-
lating, and targeting of specific soldiers, equipment, and high value targets, for both sides. It
will be a commander’s responsibility to balance the ability to exploit the data and intelligence
gained by quantum sensors and computing while, simultaneously defending friendly assets
from collection and exploitation by our adversaries.

Quantum sensors, computing, and communications will provide advantages for precision
fires in the near term, but it will also make our adversaries more lethal as seen in the Russian
use of the Iskander missile in Ukraine. Attention should be also given to the electromagnetic
spectrum. As quantum communications enable the ability to leverage more of the EMS for
our secure communications via Rydberg electrometry and QKD, quantum will also enable
the detection of faint changes in the EMS to pinpoint radios and the people using them for
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communications. The EMS will become a battlespace that must be fully integrated into plans
and operations across the continuum of military operations.

The technology race to harness the power of the qubits and qudits will not just revolutionize
the battlefield, it will also render the PKE encryption that protects communications over the
internet useless. This will affect everything that enables our economy and critical infrastruc-
ture to operate. Our leaders should both support and monitor the efforts of NIST and the NSA
to develop secure quantum algorithms. While we recommend looking at polymorphic algo-
rithms combined with a shard-based approach as a solution for quantum-proof encryption,
there is much work to be done in this area.

Advances such as the Penning Trap, MIT’s Fluxonium qubits connected by transmon, MIT
and MITRE’s efforts to create a “quantum-system-on-a-chip,” and the development of the pho-
tonic quantum chip and light-absorbing metal-ion qubit are all steps toward overcoming the
issues of scaling, coherence, and heat and show that a room temperature general purpose
quantum computer will be developed in the next decade. The Army needs leaders who facil-
itate and support these research efforts and are prepared to leverage new capabilities in the
future.®
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