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ABSTRACT 

This article presents a new framework for thinking about data and the risks posed to 
national security. Taking issue with the prevailing analogy of “data as oil,” this article 
argues that viewing data as ammunition provides a clearer understanding of the real 
threats and a familiar path toward risk mitigation in the information space. The “data 
as ammunition” analogy carries a better intuitive depiction of the risk and why, in the 
days of increasing storage which keeps data easily accessible seemingly forever, cat-
egorizing data through the lens of ordnance classifications can help clarify the risks 
to force and national security. We close this article with recommendations to adapt 
current privacy, security, and commercial policies to mitigate the new risks to force 
and personnel on and off the battlefield. 
Keywords: Data, Analytics, Publicly Available Information, Micro-Targeting, Information Domain

INTRODUCTION: EXPLAINING INFORMATION WARFARE IN WARFARE TERMS 

This article expands on the definition of data and data information in the Army’s 
newest doctrine ADP 3-13 and advances a new framework for thinking about data 
and the risk posed to national security. We lay out how and why thinking about 
how the definitions in ADP 3-13 are a vast improvement in the Army’s doctrinal 

understanding of data but that defining the interpretation data as “receiver centric” does 
not go far enough in setting up frameworks for understanding the impact of varying in-
terpretations of data. If we categorize data as ammunition, we move it from the academic 
or doctrinal realm of “meaning of information” and into a more military focused national  
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defense arena – after all, ammunition literally has im-
pact and we argue, so does data. By thinking about 
data as ammunition, we argue we start to think of 
the impact of the data on people and society. This new 
framework is necessary to combat the buzzwordifica-
tion of data, which prevents deeper understanding and 
application of the concept and uses an analogy familiar 
to most military personnel to describe data. The Army 
does not need leaders who ask for “big data” – they 
need to understand what problem they are asking data 
to solve. Ammunition, we argue, is a better framework 
for understanding what data can do and this shift is 
necessary to help the Army better understand this 
major shift in the character of war. Treating data as 
ammunition reduces the tendency of leaders to store 
data for data’s sake and instead recognizes the poten-
tial impacts on individuals and the force.   

BACKGROUND: HOW WAR AND PERSONAL 
DEVICES CHANGED WEAPONS

When one of the first Americans serving in Iraq died 
in an explosion on May 26, 2003 – only six weeks after 
the initial U.S. invasion had “ended” – the U.S. military 
had no words to describe the type of ordnance that ex-
ploded under his vehicle and killed him.1 The device 
that killed Private First-Class Jeremiah Smith came to 
be known as an improvised explosive device (IED) and 
was not a new concept in warfare. The French Resis-
tance, for example, used IEDs extensively to derail the 
German supply lines during World War II, and with 
the massive amount of discarded and leftover ordnance 
lying around Iraq and the number of unemployed for-
mer soldiers who knew how to use it, Iraq became a 
war of IEDs. 

What the U.S. military learned early on was that 
commercial, off-the-shelf technology could easily be re-
purposed to make the already deadly IEDs even more 
precise and more lethal. Iraqi insurgents and technol-
ogy evolved together, and IEDs and the mechanisms 
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and methods used to detonate them, grew more sophis-
ticated. Over time, IEDs shifted from needing a vehicle 
or victim to detonate to having wired or remote deto-
nation capabilities – often done by cell phone. Sudden-
ly, once mundane activities – using a cell phone – be-
came threatening, and allied troops had to determine 
if the civilian seen holding a cell phone was either a 
lethal threat to the force or someone simply using their 
phone for its intended purpose – a notion that seemed 
absurd before cell phones became detonators. 

In many ways, the cell phones that millions carry 
with them continue to have dual potential: a loaded 
weapon and a useful device to store data. The data 
that each of us has to hand to aid in our daily lives 
also opens a vulnerability to the force as a new form 
of ammunition on and off the modern battlefield.2 Just 
as IEDs were adapted to be able to target different size 
formations, data can be used to do wide area targeting 
or precision microtargeting,3 but the end state is the 
same: soldiers are removed from the fight. We argue 
that thinking about data as ammunition helps leaders 
to better understand and comprehend the impact on 
the force, viewing it as a tool in a broader arsenal.4 

A BAD ANALOGY: THE LIMITATIONS OF DATA 
AS OIL 

There are many analogies about data in modern 
society, but none is as pervasive as “data is the new 
oil.”5 Originally coined in The Economist in 2017, the 
analogy describes data as something that can be trad-
ed, bartered, owned, or stolen—as something whose 
value underwrites the entire digital economy. The 
data as oil analogy conceals many of the risks from 
the new data economy. ADP 3-13 defines data as “any 
signal or observation from the environment”6 but the 
broader societal discussion of data is more informa-
tive for defining the problem we are addressing. The 
“data as oil” analogy also works to prevent and limit 
regulation, as viewing something as a commercial 
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commodity makes it more difficult to quantify as dangerous and yet, considerations of risk 
associated with data are not new.7 Viewing data as a commodity also falsely leads to the idea 
that that more data is better; in reality, more data is simply more. This analogy also creates 
difficulties for privacy advocates who struggle to demonstrate how data can be weaponized 
against individuals8 when their arguments are outweighed by the commercial interest of 
those that depend on data for financial interests, which in turn influence the national con-
versation around the risks from data. Army leaders are not immune to absorbing these ideas 
and this makes it more difficult for them to conceptualize data as something that can be used 
against them or the force. It is difficult for everyday people to understand how something 
they do on their phone can be turned into data that can be used against them. This is also 
where one of several major myths about data and privacy from the commercial surveillance 
economy come into play: if you have nothing to hide, what are you worried about? 

Ammunition, like data, can be used for good things like providing food or protection. Am-
munition can also be destructive, just as the cell phone in Iraq could be a completely harm-
less device or a detonator for a mass casualty event. All military equipment and ammunition 
are classified according to a federal supply classification (FSC).9 Most ammunition, apart from 
nuclear associated ammunition, is classified as FSC Group 13 and it is categorized according 
to the size of the projectile and stored according to its potential risks. We argue that moving 
data from the generic conception of information to categorizing it in terms of its effects would 
significantly move the discussion on how to protect it more effectively both from a DoD per-
spective and a broader national security perspective. 

From a practitioner perspective, the “data as ammunition” analogy carries a better intuitive 
depiction of the risk from varying interpretations of data, particularly for those who are less 
steeped in data expertise. In the days of increasing storage which keeps data easily accessible 
seemingly forever (though this is currently in doubt),10 new ways of thinking about data are 
necessary. For example, thinking of data as a minefield subject to algorithmic overwatch helps 
better define the risks, not only to individuals but to the force and national security writ large. 
Categorizing data through the lens of ordnance classifications (i.e. different types of ammuni-
tion) can help clarify and quantify the risks to force and national security, both for staff and 
commanders as well as other decision makers such as contracting officers. If the use of data 
comes from the interpretation of it, then decision-makers must be aware of how different inter-
pretations of the data can be used to attack red or attack blue – just like ammunition. 

A BETTER (NOT ABSOLUTE) ANALOGY: DATA AS AMMUNITION
Why do we argue that we should use an analogy of data as ammunition? Analogies can be 

useful in thinking about complicated topics and, there are not many more confusing topics 
– for a variety of reasons – than data. In the rush to obtain more data, industry leaders have 
focused on the potential opportunities and paid less attention to the risks. Treating data as 
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ammunition through its dual potential better prepares military leaders and lawmakers on how 
to safeguard, manage, and appropriately utilize data. 

Storage of ammunition is based on the caliber and potential damage. Where data is similar is 
that very innocuous data can be combined and enriched to create much more powerful impacts 
on individuals or at scale. We currently segregate many things based on the risk they create 
when they are combined. We store bleach and ammonia separately. We segregate knowledge 
to those who have a need to know. Data should be no different – leaders need to know what 
data they need to answer particular questions. Simply demanding more data is like demanding 
more ammunition without considering what you are trying to use said ammunition for. 

FROM DATA BUZZ WORDS TO DATA LITERACY
Data, like ammunition, is meaningless without the proper tools and interpretations. An-

alytics or interpretations of the data are necessary to get any use out of data. Information 
warfare and information advantage imply putting data into use as tools. It is relatively easy 
to understand how fuel and ammunition impact war – you can see the fuel gauge on your ve-
hicle ticking down as you run out of gas, and you can calculate ammunition burn rates. You 
can see the cell phone battery drain but we lack the fundamental understanding or tracking 
of how much data is moving through the signals of our interconnectedness devices. Without 
gauges and a fundamental understanding of how much data is pushed (and pulled) from our 
devices, it is easy to forget or ignore the potential dangers of the free movement of data. We 
talk about storing data on the cloud – something fluffy and far away instead of calling it what 
it is: other people’s computers. Putting data on someone else’s computer implies a lot more 
risk than a cloud. 

We tell commanders they must understand the operational environment but how do you 
train leaders to understand the types of data that are available on your unit when you don’t 
know what questions to ask? This lack of understanding is not willful ignorance but rather 
a lack of literacy on both what data is, how it is generated from everyday activities such as 
buying medication or getting directions, and how we actually utilize data in daily and military 
life. It is less clear how quickly different types of data be used or exploited on the modern bat-
tlefield or arguably more importantly, prior to open conflict because its interpretation is viewed 
as available to the purveyors of the dark arts who can understand it and hopefully explain the 
impact of it. The data as ammunition analogy (re)educates leaders to examine data by potential 
risk and puts data management in the more familiar territory of risk management. 

Physical geography influences our understanding of our equipment limitations and resup-
ply capabilities and the mapping of both threat and advantage in the physical space is clearly 
understood. Situation reports and concepts of the operation both list strengths in supply and 
personnel and risk levels for the mission. Less clear is how to categorize and understand 
how different types of data influence conflict and competition. Large-scale discussions over 
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resource control around oil-rich areas are easier to visualize and understand than datasets 
residing on a server somewhere. It is precisely because of the unknown and unclassified 
vulnerabilities in the vast amounts of available data that a new framework is needed for 
conceptualizing the risk that data poses to manage that risk.

Rethinking and remapping the digital space as lines of supply/communication on the battle-
field brings an awareness that there is a risk to the force if they are not secured in the same 
way we secure our physical lines of communication. Digital lines of communication are more 
porous and vulnerable, made further so by the easily accessible data carried on our person-
al devices. We go to great lengths to ensure ammunition is not easily accessible; how much 
riskier is it to ignore the easy access of personal data about our personnel? It is difficult to un-
derstand the vulnerability that the commercial and unregulated purchase of data poses when 
we think of it only as individual bits, but as any soldier who’s had to police the wood line for a 
round of ammunition will tell you, the potential threat that one unaccounted for round poses is 
real. Those individual rounds of data do not pose threats in and of themselves, but the potential 
weaponization through analytics ought to grant us pause in the same way we would comb the 
wood line for a round of ammunition. 

UXO: UNEXPLODED ORDNANCE OR THE UNKNOWN POTENTIAL OF DATA
As shown in Figure 1, ammunition is 

typically classified by explosive type or 
family and moves from small arms for 
weapons such as an M4/AR15, through 
larger caliber weapons such as 125mm 
rounds to grenades, rockets through 
land mines, and larger explosives.11 
Important to this analogy, the different 
types of ammunition are typically used 
for different targets. Small arms rounds 
are used for smaller objects such as in-
dividual enemy soldiers whereas land 
mines, for example, are area obstacles 
meant to funnel personnel toward spe-
cific locations. Ammunition is further 
stored by hazard category and even 
smaller, less damaging rounds are seg-
regated from other more combustible 
munitions. Similarly basic data, on its 
own, is not dangerous but when com-
bined with analytics, can reveal powerful and potentially damaging insights.

Table 1. Table F-1, Appendix F (Department of the Army 2001a).

FSC Group 13 Classes

FSC Group 13 
(classes)

Ammunition and Explosive Type or Family

1305 Ammunition, through 30mm 

1310 Ammunition, over 30mm up to 75mm 

1315 Ammunition 75mm through 125mm 

1320 Ammunition, over 125mm

1330 Grenades

1340 Rockets and rocket ammunition

1345 Land mines
1365 Military chemical agents

1370 Pyrotechnics

1375 Demolition materials

1376 Bulk explosives

1377 Cartridge and propellant activated devices and components

1390 Fuzes and primers

1395 Miscellaneous ammunition

1398 Specialized ammunition handling and service equipment

1410/20/25/27   Guided missiles

Note: There are other FSC groups, but they are for Class V materiel outside the U.S. Army ammunition inventory.  
                    (Look in any current copy of the DOD ammunition listing, volumes 1 through 3, for more information.)
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Data functions in a similar way to ammunition in the way that ammunition, when combined 
with a weapons system, creates different levels of destruction. Data is not inherently danger-
ous in and of itself and can be used for many different types of activities, some of which are 
objectively good, like using data to train machine learning algorithms to try to identify earlier 
means of identifying cancer. But thinking about data as ammunition can help conceptualize 
the potential risk it poses by tying that data back to the real people it represents rather than 
in an abstract form.

Consider microtargeting, a key piece of the information warfare battlefield12 – which is 
the ability to develop a unique profile of an individual to ensure that advertisements are 
tailored to their specific interests.13 Advertisers used to say that only 50% of advertising 
worked – they just did not know which 50%. Not all microtargeting is bad; arguably it can 
be used to help people find the things they are already looking for. Marketers know, for 
example, that it takes up to seven engagements with an advertisement before someone is 
moved to make a purchase. Microtargeting allows tailored advertisements to probe mul-
tiple times to get those seven engagements, including how often the target simply paus-
es over the ad. Microtargeting promises advertisers efficiency and effectiveness because 
it gathers significant amounts of data to promise accuracy. Microtargeted advertising is 
what enabled Meta/Facebook to dominate advertising for the last decade – the ability to 
push ads to people who may be interested in your product based on data that Meta/Face-
book collected from users.14 

Like ammunition storage units that house potential devastation wrought by one round ig-
niting the others around it, a data storage unit contains the potential for devastating effects. 
Data in and of itself can be inert, but when massed (enriched) or honed for a specific purpose 
(analytics) it can wreak havoc and render targets ineffective by taking them out of the fight. 
There are hundreds of stories of data being used to target people at their most vulnerable. 
From gambling15 to divorce16 to addiction,17 data can identify patterns or pattern changes in 
life that indicate opportunities for attack and exploitation. Collated data across these lived 
patterns further connects individuals to others, with the result of not only a precision round 
designed for the individual but also a cluster of these rounds that can damage or destroy 
important social relationships.

The same data that allows an advertising algorithm to help a shoe company find people in 
the market for shoes also allows a con artist to find people particularly vulnerable to scams and 
fraud or worse.18 Amazon recently came under fire for its algorithm recommending a common 
food preservative along with other products that could be used for suicide.19 Sodium nitrate is 
also widely used in food preservation– but the algorithm was not trained on data that enabled 
it to distinguish between someone looking for it for a legitimate purpose compared to one in-
tended for self-harm. Just as we do not store dangerous products in the vicinity of each other, 
nor should we accept storing dangerous data in the same proverbial closet. 
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MODERN MINEFIELDS
If we accept the analogy that data is ammunition, then the analogy for the surveillance 

economy – everything from apps to internet usage to location data - is a minefield. A minefield 
can both injure unwitting individuals who step into it and funnel people and forces to places 
advantageous to the opposing force when known. In marketing, funnels are used to scan for 
people who might be interested in a product and use a series of gates to draw them further 
into the sales funnel until they complete a purchase. Think of companies that use sale items 
to get people into the store. Once they are in the store, the stores are designed in specific 
ways to increase the likelihood of additional purchases.20 Minefields in real life function in a 
similar way, funneling people towards or away from an objective. In marketing, data provides 
the targeting information used to identify potential targets. In physical minefields, mines can 
be indiscriminate—injuring or killing anyone who happens by—or they can wait until just the 
right time to detonate on a specific target as happened in the Grozny Stadium bombing in 
2004 where a bomb was built into the stadium during construction.21 Data can be gathered 
and analyzed using machine learning to determine the greatest vulnerabilities and, similar 
to a minefield, they can be used to broadly target, or they can be set to target a specific indi-
vidual at a specific time. 

Having a single tweet or video go viral can be similar to the effect of stepping on a mine – 
and not only a virtual mine but one with real-life consequences.22 Even more data is collected 
and aggregated on seemingly harmless and innocuous everyday life making it difficult to 
see the potential dangers. But if Target knows that someone is buying newborn diapers, then 
that data, collated with other data such as proximity to a military base can now inform an 
adversarial party that there is a high likelihood of an infant in a servicemember’s home.23 The 
physical boundaries of a kinetic fight are no longer the only battlefield concerns in the infor-
mation fight but now cross war-time boundaries as well. Children of politicians have become 
national news stories overnight because of their social media posts or because the content of 
their private data lives has been exposed to the world. Targeting someone’s family to influence 
their actions is not a new tactic – the ease with which the surveillance economy enables this 
targeting now is what’s changed.24

DEEPLY BURIED DATA IEDS
One problem with the data as ammunition analogy is that unlike physical ammunition, 

which is degraded over time by the elements and the bounds of physics, data does not always 
suffer the same limitations. Data, in all its forms, is collected and stored at an increasing 
rate, and through the advances in algorithms and artificial intelligence, collated on a scale 
unimaginable even twenty years ago.25 While much of that data gathering can be used for 
individual and collective good—reducing shopping times and finding causes of health con-
cerns—it can also have devastating effects. Photographs are records and digital copies of pho-
tographs can spread around the world in an instant for essentially zero cost and be collected 
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and stored by companies building facial recognition algorithms with no legal recourse for the 
person associated with said face.26 Data as ammunition can be loaded into the weapon at the 
time and place of an adversary’s choosing – meaning something you may have long forgotten 
about may suddenly be brought to the forefront, efficiently (re)using ammunition specifically 
tailored for you.27 Another limitation of the data as ammunition analogy is that most of the 
data that would need to be categorized along these lines is not owned or controlled by the gov-
ernment – it is collected and stored by commercial entities.28 However, there is a tendency to 
ignore or downplay the risks from ubiquitous technical surveillance. Dismissing the problem 
because “they already have everything” is like dismissing the bleeding wound. We don’t dis-
miss risk to force or risks to mission in any other context. This, however, makes the analogy 
more important – we cannot ignore the risks commercial data and analytics pose to the force 
simply because we dismiss it as marketing data or something else harmless. Thinking about 
all data collection – commercial or otherwise - as potentially adversarial would go a long way 
to expanding how people think about data and risks to the force. 

Data, like ammunition, is generally not as useful on its own as when combined with analyt-
ics. To go back to the ADP 3-13, data is interpreted by the receiver. In this case, we argue that 
the meaning of data is created not only through its collection but also through analytics, or for 
what it can be used. Data is inherently biased beginning with the decision to collect what by 
whom and when. The meaning it takes on is created the moment it is transcribed or captured 
and further modified depending on what it is used for.29 If data is the ammunition, who has 
access to the data and what analytics they can run are the weapon system. There has been 
reporting for more than a decade about the outrage generated when the public becomes aware 
of someone having access to data they were not supposed to. The scale and scope of the data 
should be measured by its potential and access to it should be controlled just like we control 
access to ammunition. In much the same way, we have procedures when there has been a 
breach of ammunition storage or when ammunition is improperly accounted for, but we do 
not have procedures for notification when commercial data is legally shared/transferred.30 

We tend to pay attention to people who have large legitimate stockpiles of ammunition, yet we 
don’t blink at companies stockpiling data.

Likewise, we ignore the fine print in the terms and conditions of apps we use for personal 
activities and then feel exposed when we find out that the same data is available to a third 
party for a price. The U.S. government is precluded from peering into citizen’s lives without 
probable cause and yet commercial entities can collect, aggregate, sell, and transfer deeply 
personal data without considering the consequences to individuals.31 Why wouldn’t America’s 
adversaries be acquiring this data for use with their analytics? 

DIGITAL IEDS REQUIRE NEW KINDS OF FORCE PROTECTION
In Army doctrine, defense sets conditions for the offense. Currently, there is limited to no 

defense for servicemembers and other members of the total force from commercial data  
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collection. Around the world, data and analytics are being used to speed up targeting while 
not necessarily ensuring accuracy.32 People have lost jobs, divorced, been doxed, and harassed 
because a piece of data hit at exactly the right moment for malicious actors to take advantage 
of the algorithms deciding a story was worth amplifying.33 If these things are happening to 
civilians, why would we think that our nation's adversaries are not considering how to deploy 
these same tools during periods of heightened competition or conflict? Why wouldn’t an ad-
versary leverage the ability to rapidly employ data through analytics to target people in their 
homes? This capability has already been deployed against the Uighur population and people 
who have been critical of China abroad.34 It is now possible to leverage rapid analytics to iden-
tify people’s homes, families, and routines to target them individually at scale to reduce the 
ability of the military to muster forces.35 This is the equivalent technological advancement of 
the machine gun in World War I, by increasing the ability to put rounds downrange. Leverag-
ing digital ammunition in non-conflict spaces could be dramatically more effective in impact-
ing readiness levels than waiting until forces are massed on a battlefield.36 These “wounds” 
could render the targets just as combat ineffective as the loss of soldiers and equipment. 

Using this theory, we argue that we do not have to start from scratch for policy recom-
mendations. We argue that given the framework of data as ammunition, we can then start 
adapting existing privacy policies, compartmentalization procedures, and data use policies 
to clearly articulate who should have access to what data and for what purposes, including 
restricting access by commercial entities to collect on servicemembers where allowed by law. 
Current privacy policies should include requirements for commercial entities to notify indi-
viduals before the sale or sharing of their data with a third party, rather than a blanket state-
ment in the terms and conditions. Buying in bulk of certain items, such as fertilizer, triggers 
commercial and governmental algorithms. A farmer has a right to access and need for bulk 
fertilizer; a similar adaptation could exist for acquiring data in bulk: demonstrated need to 
know. This is part of the same language we use for access to classified information: cleared to 
know it and need to know. 

Understanding the impact of data is important for classifying that data. In April 2024, the 
White House expanded on Executive Order 13873 of May 15, 2019, and limited the sale of bulk 
personal data to countries of concern. This executive order defined sensitive data as “covered 
personal identifiers, geolocation, and related sensor data, biometric identifiers, human’omic 
data (meaning data that characterizes various elements of individual human biology), per-
sonal health data, personal financial data, or any combination thereof, as further defined in 
regulations issued by the Attorney General"37 which is to be restricted from sale to certain 
countries of concern. While there is still more to be done, it is significant that the executive 
branch is recognizing that some of the data readily available to us companies may pose a 
serious risk to the U.S. in the wrong hands.38 For decades, service members used their Social 
Security Number for nearly every aspect of their daily military lives – which also linked them 
to many aspects of their civilian lives such as credit reporting, medical information, and cell 
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phone numbers.39 Understanding the legitimate risks of having one government identifica-
tion number available to so many agencies caused the DOD to create a DOD ID number.40 

Using information to identify a person for more than one purpose is convenient, but it is also 
dangerous and opens us up to individual, or organizational, attacks. This is also why, though 
frustrating at times, creating unique passwords for different accounts does provide a level 
of protection and limit access should a breach of one account database occur. By thinking of 
data as ammunition, we argue that we can require both universal safety for bulk storage and 
practical safety for individual storage as risk mitigation. 

Information warfare is a new form of contact and data is the technological advancement of 
this changing character of modern war—it can be purchased commercially off-the-shelf, weap-
onized, stored long-term, and reused in new combinations to exploit vulnerabilities both long 
before forces ever begin to mobilize and on the battlefield. It is efficient and can be highly ef-
fective because of the low cost, durability, and real-time customization it provides combatants. 
Unlike the machines of war that are the domain of state actors, data and associated analytics 
are available widely and have a low barrier to entry – everyday activity can inadvertently pro-
vide ammunition to adversarial actors, from pop up social media games to posting pictures of 
family members on significant dates. Further, even if people want to protect their data, there 
are limited opportunities for service members or anyone without means to hire an army of 
attorneys to meaningfully opt out of the surveillance economy minefield.41 Data is already 
ammunition purchased in broad daylight and on the black market—by friend and foe alike. 

Data is the next evolution in munitions.42 Just as we develop Army leaders to understand 
how to employ specific weapons platforms and mass fires for effects, we need to start develop-
ing leaders who understand how data and analytics can be leveraged both for force protection 
as well as offensive actions. It is foolhardy to continue to talk about being data-centric without 
developing leaders who understand the risks data and analytics pose to the force. It can and 
is being weaponized against our forces. Our would-be adversaries are already in the market 
and the Army would be foolish to ignore the ways that data they cannot control can become 
powerful weapons systems to use against their own forces.   

DISCLAIMER
The views expressed in this work are those of the authors and do not reflect the official pol-
icy or position of the United States Military Academy, the Department of the Army, or the 
Department of Defense.
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