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ABSTRACT

This article examines the use of generative artificial intelligence (GenAl) in disin-
formation campaigns during the 2024 Taiwan presidential election, with a focus
on the People’s Republic of China’s (PRC) tactics and Taiwan’s countermeasures.
PRC state and non-state actors utilized GenAl to produce subtle and less detectable
disinformation, including deepfakes and biased language models. Taiwan’s curated
response to PRC-affiliated information threats feature legislative actions, media lit-
eracy initiatives, and development of its own GenAl tools, such as the Trustworthy Al
Dialogue Engine (TAIDE) language model, to safeguard its cultural values. Despite
the PRC’s efforts, Taiwanese sentiment toward the PRC remains largely neutral or
negative, demonstrating resilience in Taiwan’s democratic processes. The study fur-
ther explores the global implications of GenAl in disinformation campaigns, draw-
ing parallels with Russian tactics and examining the role of U.S. technology firms
in countering these threats. Taiwan’s multifaceted response offers valuable insights
for other democracies facing similar challenges in the evolving landscape of infor-
mation warfare.

INTRODUCTION

he January 2024 Taiwan presidential election highlighted the increasing so-
phistication of disinformation campaigns, particularly those leveraging gener-
ative artificial intelligence (GenAl). This paper is a qualitative analysis of the
2024 Taiwan presidential election to explore how PRC state and non-state actors
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are employing GenAl in disinformation efforts
against Taiwan and the measures Taiwan is adopting
to protect its democracy.! GenAl is a form of machine
learning (ML) that can independently learn from data
patterns without human guidance.? Programs utiliz-
ing large language models, such as OpenAT’s ChatGPT
(Generative Pre-trained Transformer), represent the
next evolution in text-based machine learning.® These
models can process vast amounts of data to generate
predictions and produce outputs in the form of hu-
man-like text, images, music, and code.*

PRC state and non-state actors have increasingly
utilized GenAl to craft more subtle and less detectable
disinformation. In response, Taiwan is developing its
own GenAl tools, such as TAIDE, and is enhancing its
detection capabilities through partnerships among
technology companies, the government, and the me-
dia. Supported by legislative measures, media literacy,
and international collaborations, Taiwan’s proactive
approach is not only helping to preserve its cultural
values but also appears to be strengthening its dem-
ocratic resilience. Findings suggest that despite the
PRC'’s efforts to influence Taiwanese opinion, Taiwan-
ese sentiment towards the PRC remains largely neu-
tral or negative, and Taiwan’s strategic use of GenAl
seems to have effectively diminished the impact of
PRC Al techniques.®

THE PRC’'S USE OF GenAl IN CYBER AND
DISINFORMATION CAMPAIGNS

The PRC’s strategic integration of GenAl into its na-
tional and international influence efforts, as shown
during the 2024 Taiwan presidential election, high-
lights a sophisticated approach to shaping global
norms favorable to the Chinese Communist Party’s
(CCP) goals and values. The PRC has incorporated
GenAl into its domestic censorship and content control
efforts within its digital ecosystem, as part of broader
effort to project power through initiatives, such as the
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Belt and Road and Digital Silk Road.® The CCP’s Al regulations, such as the July 2023 Interim
Measures, enforce adherence to CCP-defined socialist values.” Key provisions of the Interim
Measures, identified by Qiheng Chen, are content, privacy, algorithm registration, training
data, fairness, and labeling.? Several mainstream chatbots adhering to these measures are
already operational, including Baidu’s Enhanced Representation through Knowledge Inte-
gration (ERNIE),” Alibaba’s SeaLLM,'® Hunyuan large language model (LLM)'" in WeChat,'?
and Huawei’s Pangu LLM."?

The PRC’s GenAl advancements are not only about catching up with the U.S., but also
about driving industrial productivity and economic growth. The PRC is increasingly using
GenAl tools in illicit activities including cyberattacks and disinformation, which are aligned
with the PRC’s “Three Warfares” strategy, which has evolved into the People’s Liberation
Army’s (PLA) concept of “cognitive domain operations” (CDO)."* The Three Warfares strategy
includes public opinion warfare, psychological warfare, and legal warfare. CDO built upon
the Three Warfare’s strategy to incorporate psychological, media, legal, and technological
means to affect the cognitive landscape of people and populations.’® The PRC’s disinforma-
tion tactics reflect an adaptation from the Russian model of disinformation operations, which
exploit vulnerabilities in democracies to sway public opinion and manage narratives.'® Ac-
tors conducting illicit activities include state-sponsored units and independent groups who
use GenAl for various cyber threats, including espionage and cyberattacks. The activities of
these groups suggest a broader trend wherein state and non-state actors use GenAl in cyber
operations to collect on perceived threats and project power and influence globally.!” This
includes state-sponsored cyber units, along with numerous independent non-state hacking
groups and individuals.!®

2024 PRESIDENTIAL ELECTION

Since Taiwan’s first direct presidential vote in 1996, the PRC has used various tactics to in-
fluence electoral outcomes in Taiwan, with President Xi Jinping intensifying efforts through
coercion, disinformation, cyberattacks, and military and diplomatic pressure to push for re-
unification.'” The “U.S. skepticism” narrative, which portrays the U.S., rather than the PRC,
as the primary threat to Taiwan emerged during the 2024 election, consistent with Xi’s
pressure.?’ The U.S. skepticism narrative was supported in the election cycle by both the
Kuomintang (KMT), a main political party in Taiwan, and by Chinese-mainland state actors
looking to meddle in the Taiwanese election.

The dichotomy of reunification with mainland China and the U.S. skepticism narrative
is at the heart of the dynamic political environment within Taiwan. The once authoritarian
KMT was the party that helped to advance the political economy of Taiwan and brought
democratic elections to the island in the 1980s and 1990s. Now the KMT is seen as more
amicable to China, and Taiwan’s current administration, the Democratic Progressive Party
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(DPP), calls for closer cooperation with other “like-minded” democracies.?’ Borjesson and
Chen argue that the polarization between the DPP and KMT on China relations remains a
key hurdle within Taiwan, especially in addressing foreign disinformation.?? Without con-
sensus, this challenge could threaten to politicize and weaken Taiwan’s unified response to
disinformation as well as other threats to its national security.?

PRC Meddling

The January 2024 Taiwanese presidential election showcased the evolving nature of PRC
disinformation campaigns and marked a shift towards more sophisticated use of GenAl in-
tegration and a deeper focus on local issues and targeted attacks on the DPP.** The PRC
followed the Soviet Union’s traditional method of disinformation campaigns by planting erro-
neous headlines in proxy or foreign media sources.?” The KGB’s “active measures,” developed
in the 1980s, included front groups, targeted assassinations, forgeries, and disinformation.?
Their contemporary disinformation model involved planting deceptive narratives in low-tier
or proxy media outlets, often in foreign countries.?” These narratives would then be reused
in other countries, referencing the original source to add legitimacy.?® The success of these
campaigns depended on whether “experts” or leaders promoted the false information and if
the target audience was primed to accept and share it.?* The Wall Street Journal reported one
of the first Chinese-generated bogus stories for the 2024 Taiwan election about a purported
top-secret meeting in Taiwan where the U.S. asked Taiwan to develop bioweapons. The story
gained some traction in Taiwanese media.*® As the election drew closer, the PRC increased
its use of advanced Al technologies to craft and disseminate narratives via different channels
to influence the election’s outcome and promote "pro-China” sentiment.*! These advanced Al
capabilities, such as targeted content optimization, automated distribution, and sentiment
analysis, allowed PRC-affiliated individuals and groups to create and disseminate more con-
vincing, targeted, and impactful disinformation campaigns.32

There is emerging evidence that pro-PRC actors used novel tactics, such as deepfakes, Al
generated voice overs and avatars, social media chatbots, a falsified e-book and other news
articles, and Chinese LLMs trained on pro-CCP party lines to meddle in the 2024 election.*
Examples of such claims include an altered video in November 2023 that falsely portrayed
Lai Ching-te, the DPP candidate, praising the party’s pro-Beijing rivals.>* Taiwanese officials
quickly removed this video, deeming it an attempt to sway voters.*> Another video critical of
Lai over a railway project was posted on Douyin® and TikTok simultaneously, with evidence
suggesting the videos originated from Douyin due to their use of simplified Chinese charac-
ters as opposed to the traditional characters used in Taiwan.*” This Lai-railway video found
a much larger audience on TikTok, receiving nearly 20 times the views it got on Douyin.*®

Another novel PRC-affiliated disinformation tactic involved publishing a 300-page e-book
titled “The Secret History of Tsai Ing-wen,” which contained false allegations about Taiwan’s
current president. Despite the declining popularity of long-form reading, the e-book spread
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on social media and email during the election period, aiming to discredit Tsai and her party,
the DPP.3’ The focus on Tsai, instead of the actual candidate Lai Ching-te, possibly stemmed
from her strong opposition to Beijing and was likely done with the intention to undermine Lai’s
candidacy by association with the salacious and scandalous falsities attributed to President
Tsai.*® This strategy is part of the PRC’s broader efforts to manipulate political figures and
dynamics to influence electoral outcomes as part of political warfare.*

The decision to make an e-book was an interesting change of tactics adapted to the GenAl
age, because the book became a script for GenAl videos with social media GenAl avatars,
many acting as news reporters, reading out parts of the e-book.*> Tim Niven, a disinforma-
tion researcher in Taiwan, stated that the book itself may also have been created by GenAL*
Perhaps the believability of the e-book is hard to fathom. However, the more the deceptive
narrative circulates within individuals’ online echo chambers, the more certain predisposed
groups and people become primed to believe and relay certain elements of that e-book or
narrative to others, thus blurring reality.

The PRC also progressed in its attempt to influence public opinion just in the pro-PRC
biased outputs from its LLMs, such as Baidu’s Ernie Bot.** Consider an example of Ernie Bot
output about the 2024 Taiwanese Presidential election:

When asked who won the recent presidential election in Taiwan, the world’s most ad-
vanced Chinese-language chatbot gives a confusing answer: “Lai Ching-te,” Baidu’s
Ernie Bot accurately says. But then it adds: “No matter how the situation in Taiwan
changes, the basic fact is that there’s only one China”—a comment that echoes what
Beijing’s diplomats said after the U.S.-friendly candidate won the race to be the next
president of the island China wants to someday rule.*

Ernie Bot is one of several Chinese-speaking LLMs trained on data approved by the CCP.
The issue that Al researchers see in Taiwan is that Al chat bots, such as Ernie Bot, have a
very strong ability to infiltrate culture.* In democracies such as Taiwan, technologies that
promote free speech and expression largely cannot be prohibited.*

Lastly, PRC GenAl-enhanced disinformation tactics have enabled online actors with the
ability to diversify their tactics and produce more tailored, varied, and covert communica-
tion. The 2021 RAND report by Harold, et al., underscored the PRC’s enhanced capability to
effectively emulate authentic Taiwanese sentiment, forecasting that Al and emerging tech-
nologies would significantly bolster the PRC’s precision in cognitive warfare strategies.*
This foresight was validated in the 2024 Taiwan presidential election when PRC-based enti-
ties deployed advanced and sophisticated tactics to micro-target specific groups, and made it
challenging to trace the origins of such deceptive practices.*” Tim Niven’s analysis of social
media during Taiwan’s election revealed the PRC’s adaptation of Russian-like strategies. He
noted that some accounts switched from promoting pro-Democratic content to criticizing Tai-
wan in simplified Chinese (not traditional Chinese, which is predominately used in Taiwan),
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similar to the operations of Russian bots and trolls.>® Despite these efforts, the DPP won,
indicating that PRC disinformation did not critically influence the election. The DPP’s victory
suggests Taiwanese resilience against types of disinformation and the challenges of using
information warfare to affect electoral outcomes.

Taiwan Countermeasures

In response to sophisticated disinformation campaigns, Taiwan implemented a compre-
hensive counterstrategy that included legislative actions, enhancements in media literacy
and fact-checking, and the use of GenAl to identify and neutralize misleading content. The
Taiwanese government established teams within the executive branch to oversee policies
for countering disinformation and to coordinate with other agencies.’! Their efforts included
promoting a framework to identify, debunk, combat, and enforce measures to reduce dis-
information.>? Pieces of legislation have been introduced, mostly prescribing penalties for
spreading disinformation on specific topics that cause harm.>®* Examples of such legislation
included the 2019 Anti-Infiltration Law that aimed to prohibit foreign actors from making
illegal political contributions, disseminating false information, organizing campaign activ-
ities, or otherwise meddling in Taiwan’s electoral processes or governmental affairs.>* Vio-
lators of this law could face up to five years in jail and fines amounting to over $333,000.%°

However, Taiwan faces other challenges. There is resistance from social media companies
to comply with regulations and increase transparency.>® Additionally, there is a need to find
effective methodologies to evaluate the scale and impact of disinformation.”” Lastly, mea-
sures are necessary to understand the effectiveness of punishment-based legislation.’®

Taiwan is also adopting a more comprehensive national approach to media literacy to
counter disinformation campaigns.>’ Initiated by the Ministry of Education in March 2023,
the Digital Era Media Literacy Education White Paper (2023 White Paper) builds on the 2018
False Information Prevention Project.®® It integrates “Information & Media Literacy” into the
national curriculum, more formally known as the 108 Curriculum Guidelines, which serves
as the foundation to Taiwan’s 12-year basic education program.®® The 2023 White Paper is
an update to the 2002 framework to educate citizens across all age groups on recognizing
deceptive messaging and ensuring cyber safety.®? Highlighted by Willian Hung in his Global
Taiwan Institute article, these 2023 initiatives aim to cultivate an informed populace capable
of critical thinking, while fostering public-private collaboration and preserving media free-
doms.%

Taiwan is now utilizing GenAl and collaborating with technology companies to identify and
contextualize disinformation originating from the PRC. This collaborative approach, which
combines technology with expertise, allows for a more efficient response to disinforma-
tion campaigns by automating the source and fact verification and counteracting misleading
content through online and other traditional communication channels.** Companies such
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as Ethan Tu’s Taiwan Al Labs use GenAl to identify and publicize social media information
manipulation.’® Tu noted that information manipulation online during the Taiwan election
became more serious and sophisticated due to the emergence of GenAl. This technology
advancement enabled online troll accounts to diversify their roles, making their comments
more tailored, varied, and harder to detect as being part of a coordinated campaign.®® The
use of GenAl tools helps to scale the response to disinformation and allows for faster clarifi-
cation, which is crucial given the volume of deceptive content propagated by PRC-affiliated
actors.

To counteract Chinese mainland LLMs, Taiwan is developing its own LLM called TAIDE,
which aims to be Taiwan’s first trustworthy AI application model.”” TAIDE’s research and
development highlights Taiwan’s civil and governmental cooperation towards advancing Tai-
wan’s own GenAl capabilities while protecting the linguistic and cultural values inherent
to Taiwan.® A pre-published research study from National Taiwan University assessed that
the Taiwan LLM excels with traditional Chinese text and outperforms current models that
are primarily trained on simplified Chinese or English.” But other sources mention that
TAIDE’s development faces challenges such as limited training data, data privacy issues,
and funding.”® Nevertheless, Taiwan’s decision to create its own LLM due to the widespread
availability of Chinese mainland-developed LLMs infiltrating its election and cultural norms
is a new tactic to counteract disinformation in the GenAl era.”!

Despite facing challenges inherent to democratic societies, including data privacy con-
cerns, media freedom, the integration of media literacy, and a complex history, Taiwan is
adopting a distinctive approach to counter disinformation. The government and civil society
are each leveraging their strengths to foster a cooperative strategy against PRC influence in
the information space. This collaborative effort highlights Taiwan’s innovative experiment
in how a democracy can effectively combat disinformation. It also offers valuable insights for
the U.S. and other democracies on how to implement proactive measures during the priming
phase of information dissemination and in non-kinetic warfare scenarios, showcasing the
potential for democratic resilience in the face of global disinformation campaigns.

Other Countermeasures

Numerous U.S. technology firms are also actively countering disinformation campaigns
targeting American interests, particularly those orchestrated by the PRC. In 2023, Meta,
the parent company to Facebook and Instagram, identified and dismantled five adversarial
networks originating from the PRC, the highest number of such actions Meta took against
any country in that year.”” These networks engaged in coordinated inauthentic behavior, or
behavior to misrepresent or manipulate, to spread content that supported the PRC’s narrative
on human rights, criticized its detractors, and discussed the country’s international rival-
ries, particularly with the U.S. The operations aimed to manipulate global public opinion
by justifying the PRC’s policies in Tibet and Xinjiang and promoting its interests in Africa
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and Central Asia.”® Despite these efforts, Meta’s reports indicate that these PRC-affiliated
networks have struggled to significantly influence public discourse, mainly because the op-
erators were hindered by language differences and technological challenges.”

A report from Microsoft outlined how the company was staying ahead of threat actors,
including those affiliated with the PRC, in the age of AL7> Microsoft named the threat actors
and identified current ways they are using Al to collect, target, and attack individuals and
groups in online environments. Microsoft found that two PRC state-affiliated cyber threat
actors, Charcoal Typhoon and Salmon Typhoon, were exploring LLMs for their operations.”
Charcoal Typhoon targeted various international sectors, using LLMs for tasks, such as re-
connaissance and operational enhancement, while Salmon Typhoon focused on U.S. defense
and cryptography and employed LLMs for intelligence gathering on sensitive topics and
strategic interests. Both groups are in the experimental phase of integrating Al into cyber
tactics.”” In response to their activities, Microsoft disabled the Advance Persistent Threats
(APTs) through advanced threat reduction and incident response (isolation and blocking),
and continues to track and mitigate AI misuse in cybersecurity by enforcing multi-factor
authentication and monitoring and sharing intelligence with security firms and tech cor-
porations.”® These actions are just a few open-source examples of the many ways in which
the U.S. is actively working to eliminate online global disinformation threats from the PRC.

ANALYSIS

The precise impact that the PRC’s sophisticated GenAl-enhanced influence operations
have on the Taiwanese is indeterminate due to convergence of other military, economic, and
diplomatic factors that impact Taiwanese attitudes and behaviors towards mainland China.
However, few people in Taiwan see themselves primarily as Chinese. They identify as Tai-
wanese and have consistently voted for the DPP since 2002, indicating a divergence from
mainland China for the past twenty-two years. In fact, it appears that the percentage of those
who identify primarily as Taiwanese is slowly increasing, as the 2024 Pew Research Center
survey indicated a one percent growth in “primarily Taiwanese” from its 2020 survey.””

Furthermore, Taiwan’s dedication to countering Chinese disinformation is seemingly quite
effective as its responses encompass societal education on media and digital literacy, laws to
deter actors from governmental and election interference, and development of its own LLM,
TAIDE, to protect Taiwan’s culture, language, and institutions. TAIDE is still undergoing
development, but as Jane Yung-jen Hsu, the vice chair of the government-initiated Taiwan Al
Center of Excellence, stated about TAIDE,
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Frankly speaking, the resources we [the Taiwan Al Center of Excellence] are able to
pour in are much less [than countries that use simplified Chinese countries]...However,
what we’re trying to solve are practical problems such as providing a model for those
enterprises and financial institutions that are not willing to have their data provided to
[models trained by non-Taiwanese groups].&°

In other words, Taiwan is taking deliberate steps to protect its economic institutions. Build-
ing a more resilient democracy at the societal and institutional level with GenAl technology
in mind is something the Taiwanese are proving very adept at, and something other democ-
racies could study to emulate.

CONCLUSION

The PRC’s sophisticated use of GenAl technologies and strategies of coercion aimed to
influence the 2024 Taiwanese presidential election failed to significantly sway the outcome.
This highlights the resilience of the Taiwanese and their effective employment of GenAl
countermeasures. Taiwan implemented a robust blend of legislative, technological, and edu-
cational measures to safeguard its democracy against disinformation. These efforts included
laws to penalize disinformation activities, technological advancements to detect and coun-
teract deceptive messaging, and educational reforms to enhance media literacy. This collab-
orative approach demonstrated Taiwan’s commitment to maintain its autonomy and cultural
identity, making it a model for other democracies that grapple with similar threats. Future
research could focus on better understanding the trustworthiness of Al technologies, glean-
ing better measures of effectiveness from past disinformation campaigns, and exploring how
Taiwan’s military approaches Al and disinformation.®

DISCLAIMER

The views expressed in this work are those of the author and do not reflect the official policy
or position of the United States Military Academy, the Department of the Army, the United
States Marine Corps, or the Department of Defense.
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