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ABSTRACT

The People’s Republic of China (PRC) has engaged in an aggressive media campaign,
using classified data leaks exposing controversial United States (U.S.) cyber activities
to paint it as a cyber hegemon. This effort has dovetailed with other influence opera-
tions in an effort to frame the U.S. as an untrustworthy global partner motivated by
its own self-interests ahead of the global community. The U.S. Department of State
released a recent report on these activities, correctly concluding that they have had
questionable successes. However, the PRC is using these campaigns not so much
as to supplant the U.S. as a global leader, but rather to keep it in check by raising
questions in the minds of those nations not already bound to the U.S. to not blindly
follow Washington’s lead. The PRC seeks to capitalize on this to press forward on core
political and economic issues, which if achieved, could put the PRC closer to its goals
as an influencing global leader.
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INTRODUCTION

ver the past year, the PRC has engaged in an antagonistic media campaign crit-
icizing U.S. global cyber activities as hegemonic, designed to exert undue in-
fluence and dominance over the Internet domain to advance its interests as the
world’s preeminent cyber leader. Via its state-controlled online media channels,
the PRC has leveraged classified data leaks and the U.S.s “defend-forward” cyber strat-
egy to buttress the narrative describing the U.S. as a hypocritical nation, driven solely
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by self-interest, and guilty of the very activities it attri-
butes to other nations. This media blitz dovetails with
other PRC information campaigns that seek to discredit
the U.S. with respect to other issues, such as military
support for Ukraine and Israel, thereby framing Wash-
ington as a government that pervasively interferes in
other state’s affairs. This aggressive position, driven
by Xi Jinping, stands in stark contrast to the more pas-
sive approach under Hu Jintao and the peaceful devel-
opment strategy aimed to mitigate conflict as the PRC
achieved its objectives gradually. Xi no doubt perceives
a U.S. that is weakened by internal political division,!
back-seated to a secondary role in world affairs, and
less able to drive foreign policy. To capitalize on this, Xi
appears to envision more maneuverability on the world
stage to pursue the PRC’s global aspirations.

THE PRC KEEPS LIGHT ON QUESTIONABLE
U.S. CYBER ACTIVITIES

In response to allegations from cybersecurity com-
panies and foreign governments over its pervasive of-
fensive cyber operations, the PRC has issued official
denials, citing its own victimization at the hands of
malicious attackers.? In response to accusations from
victims, the PRC stubbornly demands proof of such
claims.® It was only after repeated U.S. accusations
citing the PRC as a prominent cyber threat in its un-
classified threat assessments, coupled with the 2020
Chinese cybersecurity company Qihoo 360 attributing
hostile cyber activity since 2008 to the U.S. Central In-
telligence Agency (CIA),* that the PRC shifted its tack.
This 2020 shift by the PRC upgraded its passive “deny,
deny, deny” strategy with a more offensive attack, seek-
ing to expose U.S. cyber malfeasances and neutralize
U.S. success in leveraging the U.S. cybersecurity com-
munity to publish and disseminate findings of a foreign
government’s cyber operations.

The 2020 Qihoo 360 report marks the beginning
of PRC efforts to expose U.S. cyber surveillance and
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operational activities, and thereby paint the U.S. as the premier cyber threat to the global
community, letting the world know that the PRC too is capable of tracking highly sophisticated
threat actors operating in cyberspace. Several state-controlled and/or influenced PRC media
sources such as the Global Times, South China Morning Post, and China Military since 2020
have published accusations in efforts to “name and shame” alleged U.S. cyber campaigns in
an attempt to expose the U.S. and otherwise shift attention. Notable articles have highlighted
incidents where the U.S. has allegedly conducted the types of activity that it has accused the
PRC of doing.

Chinese Media “Namingand Shaming” Campaigns

Recruiting In November 2023, the PRC’s Ministry of State Security (MSS) reported aninvestigation involving the recruitment

Insiders to ofaChinese software developer that provided “technical services” to aforeign spy agency. The spy agency had

Support corrupted the software to conduct cyberattacks and steal information from several of Chinese defense and

Cyberspying high-tech organizations,accordingto the Global Times.s While the U.S. was not specifically namedinthearticle,
theinnuendo was that the expertiseand sophistication was telltale.

Internet InNovember 2023, the Global Timestook the lead in condemningthe U.S.asacyber hegemon, instark contrast

Governance thethe PRC’s vision of ashared futurein cyberspace underpinned by joint contribution, shared benefits,and

collective resolution of security challenges,®and otherwise condemning perceived U.S. hegemonic practices of
globalsurveillance, building cyberarsenals, coercing governments to thwart PRC telecommunications,and
massive datatheft.

Huawei ASeptember2023article onthe English-language website of the China News Servicereported onthe PRC’s

Enabling Spying  Ministry of State Security’s (MSS) revelation of U.S. infiltration of Huawei viathe NSA’s Tailored Access Operations
(TAO) datingback to 2009. The MSS claimed TAO carried out thousands of attacks targeting the PRC, stealing
extensive high-value data.® This release countered U.S.and other government outcries against Huaweias astate
enabler of PRC cyber operations.

Targeting InSeptember 2023, both the South China Morning Postand the Global Times published articles identifying the

Education NSA of cyber surveillance and data theft against Northwestern Polytechnical University, claiminga PRC team
found “thousands of network devices” infected by NSA spyware.?

High-Value In August 2023, the Global Timesreportedajoint public-private investigation that revealed U.S. cyber military

Targets team cyber espionage attacks against the Wuhan Earthquake Monitoring Center, which monitors earthquake

activity. Peraleading Chinese cybersecurity company’sanalysis, the attacks sought to steal geological datato
better understand battlefield terrain.

Global In February 2022, Chinese cybersecurity company Pangu Lab identified that for more thanadecade the NSA had

Surveillance conducted global surveillance against 45 countries and regions. This marked the first time a Chinese company
publicly shared technical evidence of astate-orchestrated cyberattack by alleged U.S. cyberactors. It also
strongly suggested that the U.S.was the world’s most prominent cyber threatactor conductingglobal
surveillance against friendlyand adversarial nations alike. Several Chinese mediasources echoedareport bya
cybersecurity company in Burmathat detailed TAO efforts to remotely obtain more than 97 billion Internet data
recordsalongwith 124 billion phone records in 30 days.? While never made publicly available, references to
thisreport caststhe U.S.asaglobal spyingand cyber thief.

Table 1. Cyber Themes Highlighted in Chinese Media Campaigns.

The PRC’s assertive campaign benefits from the fact that governments need not prove at-
tribution so much as to simply claim a government is responsible for a cyber attack. Unlike
conventional crimes like terrorism or nuclear arms development, governments may be hesitant
to “show their work” when it comes to cyber attack attribution, which can compromise sensi-
tive collection platforms and mechanisms. This may be one of the reasons why cyber security
companies actively produce APT reports and are more willing to attribute activity to a nation
state, and certainly calls into question if these companies are collaborating or at least taking
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direction from their host governments. Among leading cybersecurity companies, Kaspersky
is one of the few that avoids attributing cyber attacks to specific governments, instead prefer-
ring the more generic classification of “state actor.” As Eugene Kaspersky said in an interview,
“we never do attribution.”

Under Xi, the PRC adopts a more aggressive stance as to its position in the world and it
combats negative perceptions that it is a nefarious cyber actor. The PRC no doubt views Wash-
ington’s constant harassment of its cyber activities as hypocritical, and counters with calling
out the U.S. for similar activities. What has undoubtedly helped fuel the PRC’s message are
the Edward Snowden leaks and the Shadow Brokers, a murky group that reinforced suspicions
that the U.S. cyberspace mischief exceeds that of the PRC. The 2013 Snowden treasure trove re-
vealed highly sensitive U.S. technologies and exposed the expanse and breadth of U.S. surveil-
lance capabilities. Many already suspected the U.S.’s formidable resources; the Snowden leaks
removed all doubt. Documentaries such as CitizenFour and films like Snowden kept the image
of the U.S. as a global surveillance ogre, and augmented the PRC’s campaign to chip away at
the U.S. image as a democratic champion and frame us more as a cyber hegemon protecting
our superiority in cyberspace, superiority that has steadily declined as more governments em-
braced and implemented technology to support their own national interests.

The U.S. had not yet recovered from the Snowden disclosures when the mysterious Shadow
Brokers group leaked the tools allegedly used by the NSA, exposing tools and vulnerabilities
used to break into routers, platforms like Microsoft Windows, Linux mail servers, and even the
SWIFT banking network.!> While no definitive proof tied this group to the NSA, in early 2017 a
former NSA contractor was arrested for stealing 75% of TAO’s hacking tools, strengthening the
assumption that the Shadow Brokers included at least one ex-NSA operative.'® After the 2017
incident, the Shadow Brokers never resurfaced. The leak was very likely intended to embarrass
the U.S. and otherwise thwart future activities. More damning, any doubt about U.S. global
spying was removed. Washington could no longer deny its formidable spying endeavors, and
now friendly nations like France'” and Germany'® were protesting against the U.S. for doing the
same thing against them. For the leading democratic nation, such activities beyond the guise
of “national security” are difficult to spin.

For most of 2023, the Chinese press has pushed the “U.S. cyber hegemon” narrative, which
also conincided with PRC’s perception of U.S. weakness on the global stage. The Global Times,
China Military, and China Daily and PRC-allied news sources like Iran’s Tasnim News Agency,”
ran articles in 2023 condemning the U.S. as a cyber hegemon bully, which was imperiling rath-
er than strengthening for global security. The articles reported continued development of U.S.
cyber military apparatus, to include deployed hunt-forward teams, CIA’s hacking activities,
and U.S. reluctance for embracing multilateral Internet governance.?

Another PRC accusation is the U.S.’s willingness to levy cyber sanctions in coercing the glob-
al community. The Global Times reported the U.S. sanctions and places companies on export
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control lists to protect its military and cyber hegemony under pretence of national security,
obfuscating its true purpose - to thwart PRC competition and growth.?! Supporting reasons for
such sanctions included “human rights violations” and “invasion of privacy” concerns - two
subjects the PRC would counter in subsequent press articles by showing where the U.S. was
guilty of the very same allegations. The PRC is fervently committed to highlighting hypocra-
cies and otherwise tarnishing the U.S.’s reputation as a beacon of democratic principles.

This has been facilitated by the political polarization in the U.S., particularly as to state-or-
chestrated surveillance, a charge frequently levied against the PRC and other authoritarian
regimes by Western governments. Indeed, even organizations such as the American Civil Lib-
erties Union acknowledges rampant overreach by surveillance authorities, particularly from
the NSA.?2 Capitalizing on internal U.S. controversies, the Global Times quickly spearheaded a
campaign to show hypocritical policies the U.S. has engaged in with its own citizens, depicting
a surveillance state driven by FBI, CIA, and even Immigration and Customs Enforcement,?
thereby exposing U.S. hypocrisy, especially over human rights issues.?

THE PRC’S “FREE” MEDIA AGAINST THE U.S.

Throughout Xi’s tenure, and especially over the past eighteen months, the PRC has become
increasingly combative toward critics that singled out the PRC for cyber offenses. The PRC has
ramped up efforts to smear the U.S. not just from a cyber perspective, but in other areas as
well, as evidenced by its media voraciously publishing negative news about the U.S. (and other
Western governments that threaten the PRC) on topics that include poverty, pollution, oligarch
control of politics, and racial tensions.? The increasing tempo of this negative press prompted
the U.S. Department of State to report on the PRC’s broader disinformation campaigns designed
to shape the global information environment to favor PRC interests,?® noting these campaigns
include propaganda, censorship, promoting digital authoritarianism, and exploiting interna-
tional partnerships, in short, tactics the Chinese press claim against the U.S.?’

What is certainly noticeable is the PRC’s shift in posture with respect to how it’s been pursu-
ing its goals, moving from passive “peaceful development” under Hu Jintao to a more aggres-
sive and ambitious “national rejuvenation” strategy role under Xi’s stewardship.?® A critical
part of this shift has been the PRC’s willingness to go after its detractors and critics that seek
to hurt the PRC’s image or impede their global social, cultural, and economic gains. It also
has required the PRC to take advantage of situations where their principal adversary - the
U.S. - has been at its weakest. Over the past several years, the U.S. has steadily declined as an
international presence, in part due to internal (border issues, race and gender issues, etc.) and
external crises (Ukraine war, Israel-Palestine conflict), which have stretched its standing and,
to a certain extent, its capabilities.?’

The PRC flags key issues in an attempt to cast the U.S. as a “flawed democracy.” Indeed, the
2022 Democracy Index report by the Economic Intelligence Unit found that the U.S. ranked
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26" of 167 countries when measuring elections, government, and civil liberties, among other
categories.*® Unsurprisingly, this has been a theme in the PRC’s government communications
and one the Chinese media has contributed to significantly, exploiting those issues where the
U.S. has been traditionally strong, (e.g., human rights, standing by its word on the global stage,
etc.) to create fissures in the U.S.’s image as the leader of the free world, a position it unofficial-
ly has enjoyed since the Cold War.*! Four recent issues that underscore the PRC’s discrediting
efforts include the botched Afghan withdrawal; perceptions of U.S. censorship of social media;
perceptions of targeting political opponents; and allegations of U.S. spying.

Chinese Media “Naming and Shaming” Campaigns

Afghan Though most Americans favoredte U.S. withdrawl from Afghanistan, the hasty mannerin which it occurred®* was

Withdrawal perceivedinthe European pressasa U.S. failing,® leaving Americans behind, resultingin the death of 13 U.S. Ma-
rinesand reportedly failingto consult or coordinate withallies24In short, it was viewed as a blunder by both
domesticandinternational audiencesalike,as corroborated by a Department of State report released in 2023.3
PRC mediaexploitedthisto castthe U.S.asan unreliable partnerand one that will put its own interests first despite
itsasserted commitmentsinan obvious effort to convince Taiwanto notrely on U.S. help as tweeted bythe Global
Times editor on social media 3

U.S.Censorship  The PRCalso exploited reported instances of U.S. government pressuringsocial media companies to censor and/

of Social orrestricttothe U.S. public,including COVID-related issues and the Hunter Biden laptop, citingalawsuit accusing

Media the U.S. government of unconstitutional censorship.” Despite the fact that the U.S. Supreme Court sided with the
Adminsistation, first onan interim basis in September 2023,and ultimately ina 6-3final decision in June of 2024,
this did not prevent the PRC media from tryingto exploit U.S. policy regardingauthoritarian surveillance and
censorship, claimingit to be hypocritical,and running news articles calling the U.S.a“surveillance empire”and an
“empire of lies.”3®

Targeting U.S. politics,accordingto some factions, isincreasingly strained. When government agencies take actions against
Political members of the opposing political party, itis reminiscient of authoritarian regimes that seek to remain in power.
Opponents Indeed, Mike Pompeo, Secretary of State in the Trump Administrationin 2022 went so farasto accuse the Biden

Administration of leveraging government agencies like the FBland Department of Justice against a political rivalin
the upcoming 2024 U.S. presidential election.* AMarch 2023 poll found that nearly two-thirds of those responding
thought the FBI had become politically weaponized.* This was not the first time an Administration was accused of
suchanabuse of power.In 2017, the Internal Revenue Service was accused of delaying approvals of nonprofit status
for conservative groups engaged in public education and voter mobilization.# For each of these instances, the
Chinese press hasfeverishly seized the narrative*?in the PRC’s effort to accentuate U.S. hypocrisyand deemthe
U.S’s“politics of retaliation” as counter to the even-handed principles of democratic governance.*

U.S. The Global Times, exploitinga Wall Street Journal (WSJ) article that detailed the CIA’s spyingactivities against the

Spying PRC, charged the U.S.with hypocrisy when we accuse the PRC of its relentless spying.**The WSJ article recounted
aClAspyingfailureadecadeagointhe PRCwhen U.S. spiesallegedly were caught, thereby settingback U.S.
intelligence work.*The Japan Timesreported the CIAas havingdoubledits spendingagainst the PRCandincreased
its own surveillance against Chinese companies.* This article also reported the CIA as investing heavily into
intelligence collection on Chinese companies developingadvanced technologies like Artificial Intelligence,
information the U.S. had not typically collected in the past.# From this, the PRC crafted narratives to promote its
ownanti-espionageactivities as dealing costly blows to U.S. spy agencies efforts while claiming the gap between
ourtwo intelligence services has greatly narrowed.*

Table 2. Geopolitical Themes Highlighted in PRC Media Campaigns.
IS CHINA’S MEDIA CAMPAIGN WORKING?

Media attacks against U.S. cyber policies complement the PRC’s overall efforts to enhance
perceptions of U.S. weakness and untrustworthiness and further tarnish the U.S. brand. And
while we cannot accurately correlate Chinese media themes’ and actual global perceptions of
the U.S., the PRC’s media campaigns are very real, as are these perceptions. Two prominent

42 | THE CYBER DEFENSE REVIEW



EMILIO IASIELLO

polling organizations found that the U.S. has lost credibility over the past few years both in-
ternally and externally. In 2022, a Gallup poll found that the U.S. earned the least confidence
from its citizens of any G7 member country besides the United Kingdom, falling to 40% in
2021 and 31% in 2022.* Pew Research found that of 24 countries surveyed (mostly Western),
the majority found the U.S. better than the PRC, however, they also overwhelmingly be-
lieved that the U.S. constantly interfered in other countries’ affairs.’® The same survey also
confirmed positive views of the U.S. as compared to the PRC in terms of military strength,
entertainment, high education, standards of living, and personal freedoms but noted on eco-
nomics and technology, the PRC and the U.S. drew nearly even, suggesting areas that the
PRC could strengthen its engagement with international partners. It would not be surprising
to see Beijing increase its efforts in these areas over the next twelve months in an effort to
gain competitive advantage over the U.S.

Still, despite the PRC’s prolific production of content, the Department of State report cor-
rectly concluded that PRC-driven information campaigns have yielded mixed results, which
is supported by the two surveys cited above, and many in the global community still favor the
U.S. over the PRC. Yet, governments need not like or agree with a country to do business with
it. Case and point: the first 11 months of 2023 saw PRC exports of USD $458.5 billion to the
European Union, while corresponding imports totalled USD $357.8 billion.>! Thus, even with
the majority of European states not liking the PRC’s policies, a European Council on Foreign
Relations reported that most of the continent views the PRC as a “necessary trade partner”
and not an adversary.”> And Europe is not alone, the PRC is the top trading partner for more
than 120 countries, to include developing nations in Latin America, Africa, and Asia.>

This economic reality matters in framing the PRC’s strategic priorities like Taiwan, and
some EU countries may well recuse themselves from a cross-strait conflict or provide little
substantive aid to Taiwan. The PRC does not need Europe as a military ally as much as it
needs Europe to embrace economic advantage over a geopolitical incident that little impacts
their continent, and also to avoid overtures to form coalitions against the PRC’s interests.
And French President Macron, in an April 2023 visit to the PRC, urged Europe to reduce
dependence on the U.S., saying that France should not take its cues from the U.S. on issues
like Taiwan and be dragged into such unnecessary conflicts.>*

And this may very well be the crux of the PRC’s media attacks. By steadily trying to chip
away at the U.S.’s credibility, tarnishing our image as a democratic paragon, and exposing
hypocrisies, the PRC may be more focused on sidelining foreign governments rather than
creating new allies. It only needs to instill enough doubt about the U.S. to weaken resolve,
soften stances, and otherwise avoid governmental barriers on issues the PRC deems vital to
its interests such as Taiwan, becoming the world’s largest economy, and being a leader and
integrator of emerging technologies. Uncoincidentally, their media attacks against the U.S. on
cyber-related matters ties directly to each of these core objectives.
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CONCLUSION

The U.S. Department of State’s report confirms the PRC’s efforts to shape the global infor-
mation environment appear less about spinning a faulty narrative than capitalizing on, even
exaggerating, existing discord and distrust. But to claim the PRC is fabricating discord is con-
spiciously disingenuous and thus, not even credible. That the PRC’s campaigns have become
increasingly voluminous and pervasive strongly suggests that the PRC perceives the U.S. as
vulnerable on the world stage.

The PRC’s media attacks bend more toward influence than incitement, suggesting a PRC
nuanced objective. The themes are consistent regardless of the topic and center on one theme
- the U.S. is no longer essential in today’s geopolitical environment, or anywhere near as es-
sential as it was in the past, going back to World War II. The U.S. no longer embraces the same
democratic principles it once championed, is increasingly guilty of demanding “do as I say,
not as I do,” and has an increasingly tarnished public image. At World War II’s end, the U.S.’s
role internationally was one of global leadership, fueled by the world’s strongest economy and
a built-up military.>® But in the past 20 years, the U.S. gradually retreated from that position
due to a failure to take decisive action or otherwise achieve U.S. policy goals responsive to
international incidents, with some leaders blaming one or another administration.>

Fast forward to today, and it’s apparent that the United States has continued this trend,
suffering several foreign policy missteps and inconsistencies, especially with the two largest
elephants in the room (Ukraine war, Palestine conflict) and the disparity in the support the
U.S. has provided Ukraine and Israel. This is disconcerting given that in an October 2023
speech, President Biden directly linked both of their outcomes to the security of the U.S.%
Adding insult to injury are the governments of Saudi Arabia, China, and Iran blatantly dis-
respecting the U.S. on the global stage by ignoring U.S. overtures for executive-to-executive
engagement over oil production, stalling on restarting military-to-military communication,
or using returned millions in frozen funds without restriction.*® This further perpetuates the
image that the U.S.’s influence may not be as what it once was.

Chinese media attacks against the U.S. on cyber-related issues have potential greater ram-
ifications than just solely discrediting our government. The global community has failed to
make any significant progress on codifying cyber norms of state behavior in cyberspace as
well as other key areas like state cyber sovereignty. Viewed from this perspective, this Chi-
nese media campaign can be seen as a vehicle to influence those governments in the United
Nations to align themselves with either the PRC or Russian preference for a government-led
approach to Internet governance as opposed to the West’s multi-stakeholder model.>” At best,
the PRC gains support in the UN. At worst, continued failure to agree to a consensus perpet-
uates the status quo where nation states continue to act with impunity in cyberspace with
minimal repercussion.
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What seems clear from what is not classified is that the U.S. has not exercised a strong
strategy against the PRC’s cyber malfeasances, which suggests greater concern for the poten-
tial benefits of a relationship and avoiding conflict. Washington must endeavor to maintain
a productive working relationship, even as the two remain fierce competitors and borderline
adversaries. And the PRC understands that its active cyber apparatus notwithstanding, it can-
not match the U.S. in capability, sophistication, and reach. So, instead of meeting it head on,
it will leverage demonstrations of U.S. cyber power to buttress assertions that Washington’s
cyber program overreaches with its hunt-forward operations and overly aggressive in efforts
to govern the Internet.

Xi’s current strategy with the media campaign does not appear to seek to supplant the U.S.
as the reigning global cyber power, but rather, to keep it in check. It does that best by publi-
cizing its cyber activities against the PRC to depict the U.S. as an irresponsible state cyber
actor. The strategy may or may not succeed and may be better observed in the UN as Internet
governance issues play out. As the Department of State report confirms, the PRC’s focus is
more on influencing the greater information space, and less on showing it has bigger cyber
muscles than Washington. Because true power comes not from disrupting or destroying in-
frastructures but by setting the standards and norms in the domain where such battles are
and will be fought. @

DISCLAIMER

The views expressed in this article are those of the author and do not reflect the official
policy or position of the United States Military Academy, the Department of the Army, the
Department of Defense, or the U.S. Government.
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