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ABSTRACT

Battle space is increasingly transparent. This transparency includes not only elec-
tronic signatures but also other actors in the environment. Cell phones today make
the movement of military troops and equipment particularly problematic. In order to
safely maneuver on the future battlefield, this article proposes the development of a
cyber smoke screen. Unfortunately, such a smoke screen, while defensive in nature,
would require temporary disruption of local internet and cellular access, thereby
bringing this essential defensive maneuver under offensive cyber operations, which
implicates both strategic and moral concerns.

INTRODUCTION

s the U.S. military refines its concept for All-Domain Operations (ADO),! many

new military necessities and problems arise. Preparing for these challenges

in advance of prosecuting a war will lead to greater success. This article focus-

es on a future cyber smoke screen as a pressing example of the complexity of
ADO and provides three cogent examples as to why this has become a battlefield imper-
ative. This will be followed by a discussion of related moral and strategic considerations.
Finally, the use of a cyber smoke screen is offered to the reader.

WHY A CYBER SMOKE SCREEN IS NEEDED ON THE MODERN BATTLEFIELD

Examining what enemies struggle with on the battlefield is one cogent way to adapt to
the future of warfare. The Islamic State in Iraq and Syria (ISIS), the Russian military, and
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the Ukrainian military have recently demonstrated
that cyberspace can be weaponized. And ISIS attempt-
ing to stop the weaponization of cyberspace against
them failed. Russia too has failed to prevent the wea-
ponization of cyberspace by Ukraine. Still, they seem
to have adapted in a way that has prevented further
exploitation. As the battlefield becomes more transpar-
ent, the need for new ways to hide becomes increasing-
ly important, as illustrated in more detail below.

While ISIS consolidated territorial gains in the Mid-
dle East, key leaders became concerned about citizens
in controlled areas having access to the internet. ISIS
was concerned about online sources leaking informa-
tion counter to their extreme religious teachings. In
the Fall of 2014, ISIS banned all internet access in the
key Iraqi city of Mosul.? This total ban of the internet
in Mosul had disastrous consequences for the local
populace. Many local businesses were unable to oper-
ate, some services went offline, and residents felt dis-
connected from the world and their families abroad.®
ISIS refined its approach in Raqqa, Syria. Instead of
banning internet access, ISIS banned private provid-
ers but increased the number of [SIS-controlled inter-
net cafes, and even required its own soldiers to use
the ISIS-controlled cafes.*

As time went on, ISIS continued to control inter-
net access, but they did not again engage in unpop-
ular internet blackouts. Once ISIS realized that the
real tactical and operational problem came from cell
phones, it began focusing on them. Cell phones not
only gave Iraqi and Syrian citizens access to counter-
narratives, they also could turn these same citizens
into sensors, thereby facilitating western forces that
were targeting them.® While ISIS was able to control
broadband, 3G allowed citizens to access the internet
and post pictures instantly, which led ISIS again to
opt for a total ban on internet access for cell phones.®
ISIS commandeered all SIM cards, allowing citizens to
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take pictures but preventing any sending of text or visual information. Citizens reported feel-
ing as if they had “gone back to the stone age.”’

Russia’s experience with cell phones is more recent and more painful. The most current
Russian casualty count with Ukraine is 615,000, with an estimated 115,000 of those forces
Kkilled in action.® The Russian military is now admitting that many troops were successfully
targeted through cell phones.” Some of this targeting came through a lack of cell phone dis-
cipline. For example, unauthorized use of cell phones by Russian soldiers is the transparent
battlefield John Antal warns about, which allowed Ukraine to target a temporarily base of
Russian soldiers in Ukraine, resulting in 89 Russian soldiers being killed.!” More recently,
analysts have noted that Russia and Ukraine use cell phone signatures and information
aggregators.!! Antal is correct. The battlefield is becoming more transparent than ever. The
idea that masking, the ability to hide maneuvers and formations, is of prime importance.'?

Open-source aggregation sites further increase battlefield transparency. The website Live
Universal Awareness Map (liveuamap.com) began posting conflict information in 2014, and
relies on social media, often from freelance reporters and citizens on the ground during con-
flicts, using embedded geotags to verify the location of social media posts and pictures. “The
data is collected by ‘Al web crawlers,” which filter relevant stories that are forwarded to a
group of expert analysts for fact-checking,”*® and covers many conflicts, e.g., Ukraine, Gaza,
the war in Syria, the war in Afghanistan, ISIS, Al-Qaeda, and Al Shabab.!* U.S. Marine Corps
Lieutenant General (Lt. Gen.) Karsten Heckl noted a growing “ubiquity and proliferation of
sensors” on the battlefield.”® Lt. Gen. Heckl notes that battlefield sensors increasingly allow
for a quick and effective targeted kill.!® Both Russia and Ukraine have suffered losses from
the latest mobile, intelligence-driven sensors: humans with cell phones. Al-driven aggrega-
tors of social media posts will only exacerbate this danger to maneuvering forces.

A more recent incident brings the need for a cyber smoke screen into sharp focus. On Sep-
tember 17 and 18, 2024, Israel conducted stunning attacks against Hezbollah leadership and
operatives.” The attacks resulted in dozens of Hezbollah operatives killed and thousands
more wounded.'® Hezbollah had recently ordered new pagers and walkie-talkies as to which
Israel had infiltrated the production chain, embedding small explosive charges into each
device.”” These attacks make cell phone-enabled Improvised Explosive Device (IED) attacks
in Iraq and Afghanistan against U.S. soldiers look archaic by comparison. One can imagine a
future battlefield where multiple cell phone-enabled explosives line logistical routes making
the need for a cyber smoke screen even greater.

Hiding, camouflage, and other masking techniques remain critically important. Future bat-
tlefields likely will become increasingly more dispersed than battlefields of the past. Still,
large and small formations will have to traverse the transparent battlefield, and militaries
will be able, when opportune, to mass or converge on opposing units. Logistical supply must
also traverse dangerous battlefields. All the operational movements on the battlefield will
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require the ability to thwart as many sensors as possible and one of the most effective sensors
on today’s battlefield is the cell phone-armed person on the ground, thereby enhancing the
need for a cyber smoke screen, the implementation of which is discussed below. Simply put,
an effective cyber smoke screen will serve to temporarily arrest internet functionality and
cellular services for just long enough to allow military units safe maneuver without detection.

THRESHOLD CHALLENGES IN IMPLEMENTING A CYBER SMOKE SCREEN

The need for cyber smoke screens is clear and, as discussed below, implementing this
raises ethical and other strategic challenges. The final section of this article proposes ways
to employ cyber smoke screens that address and accommodate some of these challenges.

When ISIS shut down internet access for the people of Mosul for an extended period, it
likely violated International Humanitarian Law (IHL). No specific IHL governs cyberspace,
but corollary IHL rules do govern the denial of water or food. IHL governing jus in bello, or
the just prosecution of war, provides a framework for boundaries that should guide militaries
in modern warfare.

Capturing both the IHL inherent in the Geneva Accords and expanding the notions to
modern war, Michael Walzer’s book, Just and Unjust Wars,?® provides a good starting point
for this discussion. Walzer’s concept of proportionality and double effect are particularly apt
here. Walzer lays out the principle of double effect as a common occurrence in war whereby
normal and necessary military operations often put non-combatants at risk or in harm’s way.
The military action has the double effect of being a good, legitimate, and military necessary
action in war, yet unintentionally harmful to innocent civilians.?! Walzer lists four criteria
for a just action in a war that poses a high risk of double effect. Of these, the fourth criterion,
“proportionality,” is particularly pertinent to this discussion. Walzer argues, “the good effect
[must be] sufficiently good to compensate for allowing the evil effect.”?> In other words, the
harm befalling civilians must be less than the military benefit or necessity.

The Geneva Conventions echo the concepts of “proportionality” and “military necessity.”
Article 3 requires that non-combatants, including prisoners of war, be treated as humanely
as possible.”® Article 53 deals explicitly with military necessity, and prohibits destroying
civilian property unless compelling and necessary for military operations.? These two pro-
hibitions on harm to civilians and civilian property nest nicely with aspects of civilian life
that should never be intentionally disrupted, regardless of military need, such as water or
food. THL renders the disruption of water supplies to civilians an explicit war crime.?® THL
on cyberspace remains to be developed, but clearly, while the internet is vital to a modern
functioning society, it is nowhere near as pressing as the human need for water and food.
Still, caution and mindfulness are essential when military necessity requires large-scale
and prolonged disruption of internet services.
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Reviewing the ISIS ban on the internet is instructive here. The ban was instituted for two
reasons. First, ISIS did not want foreign ideas to infiltrate their caliphate. Second, ISIS lead-
ers worried that geo-location tags on pictures from cell phones and other social media posts
would help Iraqi and Western military operators target key leadership more effectively.

The first reason for internet disruption hardly fits the definition of military necessity, but
the second reason - avoiding targeting bulls-eyes - clearly fits. However, enforcing that ban
by ISIS was both disproportional and also a war crime. When ISIS detained and burned alive
citizens in Mosul caught with a cell phone sim card,?® the military necessity rationale was
clearly overwhelmed by the proportionality guard rails of IHL.

Further, a blanket denial of internet access for months or years caused such significant
economic and psychological damage to the citizens of Mosul that it would violate Walzer’s
notion of double effects in war if the harm to civilians outweighed the military benefit of
the operation. Even in terms of effectiveness, disruption of internet services in Mosul seems
counterproductive. From a simple counterinsurgency standpoint, cutting off civilians from
the internet for a prolonged period undoubtedly cause deep resentment against the occupy-
ing forces. Minimizing that resentment is a factor the U.S. should keep in mind in future
military operations.

Beyond these moral considerations, cyber smoke screens pose other strategic complexities,
such as the way U.S. Cyber Command (USCYBERCOM) is organized with offensive and de-
fensive cyber operations (OCO/DCO) separated as siloed and distinct entities creates further
problems.?” So far there is much less analysis of OCO in the literature, and most U.S. cyber
operations remain defensive in nature.?* USCYBERCOM expanded its notion of cyber opera-
tions in 2018, but this all was mainly aimed at expanding defensive operations. In 2018, the
notion of defending forward came into vogue. Instead of simply defending the homeland, US-
CYBERCOM would now partner and help allies defend from cyberattacks from adversaries,
ensuring that forces and capabilities of allied nations’ military and infrastructure assets and
U.S. military assets abroad remained safeguarded.?’

Even in a predominantly defensive role, USCYBERCOM realizes that the innate intercon-
nected nature of cyberspace means that the U.S. will be in constant contact with adver-
saries and enemies. Therefore, defending forward is married with the notion of persistent
engagement in cyberspace. However, this persistent nature is almost exclusively defensive
in nature. An Offensive Cyber Operation (OCO) will mainly occur either to prevent an attack
or during a war. Even during a war, OCO authorities still largely reside at the Strategic level,
mainly with the U.S. president.*

There are compelling reasons why OCO is so hard to enact. The authorities for OCO are
held at the highest level in the United States. As Austin Long notes, it takes guidance from
the National Command Authority (NCA) to develop potential strategic OCO, and no known
directives or authorities exist at the operational or tactical level.?!
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What is ironic about this current article is that what seems to be, on the surface, a defen-
sive cyber operation, a cyber smoke screen, is also immediately offensive. Military operators
will have to disrupt local internet networks to establish the cyber smoke screen and effec-
tively mask military maneuvers. ISIS, Russia, and Ukraine have all been negatively affected
by using cell phones on the ground. The advent of aggregator websites like Liveuamap makes
the need for masking movement from people with cell phones even more pressing.

CYBER SMOKE SCREENS FOR FUTURE WAR

The need for masking military maneuvers is only going to grow over time. Assuming au-
thorities for at least limited OCO will be pushed down to the operational and tactical levels,
what should a moral and operationally sound cyber smoke screen look like?

As to moral implications, some international legal scholars likely will argue that internet
access is like water and, hence off limits even in war. But the internet arguably is not a ba-
sic need. While integral to modern economic activity, it can be disrupted. The debate more
properly should be focused on duration, and not the consequences of an indefinite disruption
of internet services. The military necessity of a cyber smoke screen is compelling. Military
maneuvers are too risky to conduct with millions of sensors on the ground constantly com-
promising positions via civilian cell phones. This does not mean it is militarily prudent or
morally correct to follow the spirit of IHL to disrupt internet and cell phone services broadly
for a prolonged period.

Instead, a cyber smoke screen would comprise a temporary disruption of the internet and
cell phone services (several hours at most) to allow military units to maneuver through the
terrain, especially urban areas, without showing up on aggregation websites and targeting
schemes of enemy forces.

A single cyber smoke screen along one route will be insufficient since the outage trajectory
itself might give the enemy a good idea of where forces are headed. Therefore, two or more
cyber smoke screens may need to be deployed simultaneously to deceive and present a di-
lemma to enemy forces and prevent or at least greatly diminish the opportunity to mass on
U.S. forces. Each cyber smoke screen would take a distinct and significantly different route
through the terrain. Two would be fakes and one would mask the real military movement.
This tactic would increase the chance of successfully moving through an area undetected
while reducing the risk of movement. Human intelligence could easily thwart this system,
but cell phones would be mitigated as a means of exposure.

This means that USCYBERCOM must accelerate its mixing of offensive and defensive cyber
operations. The notion of a cyber smoke screen also illustrates the dual and simultaneous na-
ture of many necessary tactical and operational cyber operations. This means that USCYBER-
COM must be given more authorities for OCO, which it has to push down to the operational
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and tactical level. Further, USCYBERCOM must reintegrate OCO and DCO operations and
units as they recognize that cyberspace does not easily fit into separate silos of offense and
defense. Failure to adapt means U.S. troops will be exposed to the risk of being placed in a
quick-Kill chain by the enemy.@

DISCLAIMER

The views expressed in this article are those of the author and do not reflect the official
policy or position of the United States Military Academy, the School of Advanced Military
Studies, the Department of the Army. or the Department of Defense.
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