
MANESS : VALERIANO : HEDGECOCK : MACIAS : JENSEN 

SUMMER 2023 | 65

ABSTRACT  

This article provides an overview of updates to the Dyadic Cyber Incident and Cam-
paign Dataset (DCID). Whereas most efforts to catalogue cyber incidents focus on 
curated lists and attack typologies, the DCID uses a standardized set of coding proce-
dures consistent with best practices in social science. As a result, the analysis reveals 
there is a tendency to exaggerate the use and impact of cyber operations, obscuring 
their role as an instrument of disruption, espionage, and sabotage, and comple-
ments to larger coercive campaigns. The article outlines the construction of version 
2.0, which documents rival, state-to-state use of cyber operations as an instrument 
of power. The expanded dataset introduces additional incidents based on various 
web-searching methods and human coder cross-validation while also adding new 
variables for ransomware, supply chain attacks, and connections to ongoing infor-
mation operations. DCID 2.0 contains 429 incidents representing a critical attempt 
to scope the domain of conflict among strategic rivals.

INTRODUCTION

I n the 21st century, cybersecurity is an increasingly critical issue for competition and 
conflict among all actors in the international system. The cyber domain,2 which en-
compasses digital competition across the physical, logical, and persona layers of cy-
berspace is not only a site of contestation but a focal point for debates about strategy, 

defense spending, and alignment of human capital to national security priorities.3 It is now 
common to argue that cybersecurity is a top tier security threat that will dominate future 
battles through the speed of interaction and the fast pace of technological advancement.4
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Due to the increasing connectivity of the modern 
world, competition and conflict in information space 
are the new norm and international interactions in-
creasingly take place in and through the cyber domain. 
From digital thefts that sustain authoritarian regimes, 
to attempts to destabilize the foundations of democracy, 
digital connectivity provides new options for state and 
non-state actors to engage in contentious politics. Cyber 
connectivity is thus a risk as much as it is an opportu-
nity. Since security was not built into these networks, 
and still is often an afterthought, this pattern of contes-
tation is likely to continue. Therefore, researchers owe 
the public and policymakers new datasets that identify 
patterns and trends defining how major state actors use 
cyber operations against their rivals. This article sug-
gests one set of data collection variables that attempt to 
address this issue.

Constant threats from adversaries hasten the need for 
clear, open-source, and timely data on cyber incidents 
to counter and defend rival cyber operations, which are 
becoming an ever-growing threat to global stability and 
connectivity. Cybersecurity is an operational domain 
of conflict functioning almost wholly without data that 
might illuminate observers on the scope of the issue. 
The field has no clear awareness of the baselines for 
cybersecurity incidents and few methods of collecting 
information to rectify this problem. This challenge was 
noted in the policy community, culminating in the Cy-
berspace Solarium Commission’s failed recommenda-
tion of a Bureau of Cyber Statistics to collect cyberse-
curity data.5

This article details the expansion of the Dyadic Cy-
ber Incident and Dispute (DCID) Dataset first produced 
by Valeriano and Maness6 and expanded into version 
1.5 with Maness, Valeriano, and Jensen.7 Version 2.0 
represents a new statement of comprehensive data 
coding for state-to-state based cyber conflict. With this 
data expansion, we add additional incidents, expand 
the timeline, and add in new variables for such factors 
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as ransomware, supply chain attacks, and connections 
to ongoing information operations. DCID 2.0 has 429 
incidents representing a critical attempt to scope the 
domain of conflict among strategic rivals. An exhaus-
tive search of other data sources has been consulted 
to identify any missing cases ensuring that this data 
supersedes all previous efforts to catalog the domain.  

In this article, we put cyber data in context, explain 
our design choices, and outline our early findings. We 
then review our coding procedures and report reliabili-
ty statistics. Finally, we report new results on the num-
ber and impact of cyber operations over time, demon-
strating that cyber operations are on the rise, used 
differently by each state based on their interests, and 
that the U.S., its allies, and partners can develop more 
coherent policies by understanding how and when 
their adversaries are using the cyber interactions ma-
liciously. Additionally, the best course of action to deter 
and discourage malicious cyber actions is suggested. 

Cybersecurity Data

Current literature and research provide an incom-
plete picture of the cyber landscape. Organizations 
that collect cyber event data often encounter extreme 
roadblocks since cybersecurity operates as a covert or 
clandestine instrument of power – often undeclared 
and unattributed.8 Limited efforts to provide data ex-
ist because automated coding of reports of incidents, 
including using natural language processing methods 
are complicated by the lack of available non-proprietary 
data. Transparency of incidents due to monetary or rep-
utation costs also leaves many incidents incomplete or 
undisclosed in the public record, thereby, complicating 
data collection.  

Four types of data exist in the literature. First, event 
lists provide information to researchers. Second, an-
nual documents by cybersecurity companies report 
summaries of information and statistics of known cy-
ber events. Third, while not exclusively data, the wider 
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body of literature uses case studies, anecdotes, and 
analogy to inform strategy. Finally, attack typologies 
that classify attack types as well as techniques and pro-
cedures to support real-time cyber defense operations 
are included. 

For the first category, various organizations have 
sought to provide data in the form of lists to the com-
munity. The Council on Foreign Relations (CFR) Cyber 
Operations Tracker and the Center for Strategic and In-
ternational Studies (CSIS) Significant Cyber Incidents 
provide short summaries of available incidents.9 The 
Carnegie Institute also produces a smaller list of at-
tacks involving financial institutions.10  

These lists lack the ability to provide comparative 
variables, primarily categorical but also interval, be-
cause they do not limit incidents relative to analysis.11  
Instead, these lists serve as a qualitative summary of 
incidents according to their respective criteria but not 
formatted in a manner consistent with the scientific 
study of conflicts.12 Furthermore, no summary statis-
tics or quantitative products are provided alongside, 
limiting their true potential to social science. Without 
awareness of the norms and process of dataset collec-
tion, these sources fail to build what is typically thought 
of as a dataset, a well-planned effort to catalog existing 
efforts in a community including associated variables 
and information to support replication.13 What is in-
cluded, and excluded, plus the reliability checks of the 
data are missing, leaving the community largely in the 
dark without valid sources of data.  

A graphical representation (Figure 1) outlines the 
types of data available to researchers. CSIS and CFR 
code known incidents regardless of target and attacker. 
Comparing all known incidents from one time to anoth-
er provides little insight for comparative analysis due to 
unclear selection methods. For the specific purpose of 
measuring the political impact of attributed incidents 
and testing of theories on escalation, deterrence, and 
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persistent engagement, DCID collects incidents with 
reasonable attribution of responsibility and evidence 
in the public record. Additionally, since the purpose is 
to capture activity of contentious states, DCID collects 
only incidents involving nation-state historic rivalries.14   

 

  

Figure 1: Types of Cyber Incidents 

Second, cybersecurity companies produce sever-
al annual reports with claims of increasing quantity 
and severity of attacks, all released for a significant 
fee. Yet, these statistics limit the scope to the clients 
of their software or services. Little comprehensive data 
without significant bias exists to provide statistics that 
can withstand academic scrutiny, with compilations of 
secondary and tertiary sources crowding out primary 
sources and surveys in these reports.15 Additionally, 
cybersecurity companies do not reveal or share propri-
etary data, making compilation, fact checking, or com-
parison of statistics difficult to impossible. 

Third, the quality of research methods across cyber 
strategy literature varies significantly, with several 
well-researched case studies. However, much of the lit-
erature relies on logic and analogy, rather than facts. 
The existing academic debates on cyber strategy contin-
ue to diverge in their conclusions rather than converge, 
with deterrence advocates and persistent engagement 
advocates becoming more entrenched in their convic-
tions.16 This divergence occurs because little to no con-
vincing data exists to persuade either side of what the 
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facts are to uphold any claims of one side or criticism 
of the other. 

Attack typologies can be useful for defense but lack 
systematic comparisons, and do not help establish pat-
terns and trends outside of attack types. It is therefore 
a different level of analysis, where it is not about state-
craft and more about technical dimensions of best prac-
tices in terms of technical defense. One attack frame-
work created by MITRE Corporation named ATT&CK, 
utilizes a mixed method of technical and behavioral 
collection methods, and could be incorporated into our 
collection processes in subsequent versions of DCID.17 

Overall, there are multiple types of social science 
analyses available to researchers, but the genre of 
quantitative social science, is largely missing from cur-
rent analysis, thereby revealing the precarious foun-
dations of the field of cybersecurity.18 As outlined in 
previous versions of DCID, a codebook exists to ensure 
researchers understand how the data was coded.19 Pre-
vious publications outline the data collection fields that 
include the countries involved, the date, website sourc-
es, and ten additional categorical classifications. New 
to this dataset are binary indictors for supply chain, 
ransomware, and information operations, as well as a 
categorical variable on the infrastructure sector, as out-
lined by the NIST cybersecurity framework.20 

The peace science data collection revolution brings 
us to the methods utilized for the collection of the data 
contained in DCID. Two datasets, the Militarized In-
terstate Dispute Data (MID) and International Crisis 
Behavior Data (ICB), are efforts that contributed to 
this revolution.21 Over the decades, researchers in the 
international relations field moved beyond narrative 
descriptions absent structured, coding methodologies 
that lent themselves to replication studies and search-
ing for aggregate patterns. In the case of Cold War era 
pioneering data efforts, the use of early punch card 
computing and coding schemes was designed to under-
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stand the causes of war and which crises were more likely to escalate. It was academics trying 
to serve the broader policy community. Here, we make a similar intervention, trying to take 
an inductive approach to knowledge construction that facilitates bridging the gap and offering 
empirical data other researchers can use and policymakers can review to develop cyber poli-
cies and strategies.22

The state of data collection leaves cybersecurity, national security, and social science re-
search in a vacuum. Those researching trends in cyber incidents are left without clear sources 
of unbiased, peer-reviewed information. These pathologies provide the motivation for this proj-
ect as we bring the DCID data into the new decade. 

Coding Cyber Incidents

To code cyber incidents means isolating in time and space given available information re-
garding attempts by rival states to launch a major cyber operation in pursuit of foreign policy 
objectives. This definition sets the term “incident” apart from everyday cybercrime and consti-
tutes a range of activities from leveraging patriotic hackers to high-end cyber tools exploiting 
configuration vulnerabilities in national networks. Each incident might include hundreds if not 
thousands of individual attempts to breach a network and deposit malware – just as a major 
military operation encompasses countless tactical engagements and battles. In the same way 
that earlier work on militarized disputes and crises isolated particular acute state interactions, 
the DCID attempts to isolate how states compete in and through cyberspace. 

As the United States (U.S.) struggles to implement breach data notification reporting laws 
that would provide data for awareness of cyber incidents, a series of consequential cyber oper-
ations occurred from 2020 to 2021.23 From SolarWinds to the Microsoft Exchange vulnerability 
to the Colonial Pipeline ransomware attack, the U.S. is reacting to incidents with little compre-
hensive awareness of trends and patterns. Data are necessary to anticipate future challenges 
and to measure the effectiveness of our current strategy.

There are three reasons the national cyber strategists require a publicly available database of 
cyber operations. First, there is the issue of strategic planning and budget justification. In the 
U.S., DoD must demonstrate that it is meeting the requirements for cyber forces at the strate-
gic level. Publicly available data can provide an open-source method for general analysis that 
demonstrates the requirements for offensive and defensive forces. The rationale for funding 
and resources does not withstand public scrutiny without a medium to communicate trends in 
cyber operations.

Second, publicly available data provide an indication of what is known for larger audiences, 
and not just military practitioners. Data that engage public sources can be leveraged to under-
stand how cyber operations become known to the public, from what sources, and for what pur-
pose. We also have no reason to assume that what is revealed publicly is not a representative 
sample of the presumably larger, covert operations. 
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Finally, and perhaps most importantly, the international community is interested in the spon-
sorship of public goods that allow the academic community to participate and contribute to 
scholarship that advances the theoretical aspects of cyber conflict theory. As such, our dataset 
is a public good that is free to access and use for the academic community. Academics debate 
persistent engagement, deterrence, coercion, and escalation, but do so with little hard data to 
demonstrate the efficacy of each of their theories.24  Without data, evidence on the competition 
of theories is absent, and new theories will not mature, which leads to suboptimal policy.

 We manage the collection of the data in a novel manner, using a combination of academics, 
U.S. military staff officers, and student interns. For this research, a cadre of researchers pro-
vided guidance to twelve student interns in the Virtual Student Federal Service (VSFS).25 Using 
an interactive process, the team developed a method of collecting, reviewing, and filling out 
the data needed to create a full and original dataset that included a plethora of independent 
variables and sourcing information.   

After an introduction to the existing academic literature, including journals, books, blogs, 
websites, and prior data collection efforts, the students used publicly available information 
(PAI) to expand on the DCID 1.5 dataset, which gathered data through 2016.26 For inclusion 
of cyber incidents in this dataset, there must be open-source evidence that a nation-state is 
culpable for the cyber operation in question.27 After an initial round of data gathering, the stu-
dents cross-reviewed the work of other students. To ensure data quality, a team of experienced 
researchers reviewed the students’ work. At the end of their efforts, reliability statistics were 
collected after a review of the final coding outcomes. 

As outlined in previous versions of DCID, the codebook exists to ensure researchers collect 
data accurately.28 Previous publications outline the data collection fields, which include the 
countries involved, the date, website sources, and ten additional categorical classifications. 
New to this dataset are binary indicators for supply chain, ransomware, and information op-
erations, as well as a categorical variable on the infrastructure sector, as outlined by the NIST 
cybersecurity framework.29 Since the researchers are primarily English speakers, we accept 
the Anglophone bias inherent in our research methods and acknowledge this caveat.  

Due to the covert or clandestine nature of cyber operations, as well as the limited public 
reporting on state-initiated action in the domain, the coding processes for this project are hu-
man-driven. Although machine learning web-scraping processes have been proposed,30 we 
concluded that the nuance and meticulous procedures needed for coding cyber operations re-
quire a human touch. Training processes include the instruction of uniform search terms and 
procedures by project leaders so that accuracy and replicability are assured. Project leaders 
then verify all incidents coded for final inclusion or exclusion into the dataset.

Researchers should be aware of biases and caveat results when conducting analysis using the 
DCID. This issue is common across all datasets; here we provide an open-source dataset that 
others can use and modify to suit their needs. We also review all other publicly known incidents 
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coded in other datasets to ensure complete coverage. Many incidents were discarded due to 
incomplete sourcing, the likelihood that are criminal operations and not state directed, and the 
bias to report incidents that attack financial systems. For example, some datasets include an 
overabundance of cryptocurrency attacks that we could not attribute to state action, or even 
external attacks, since many operations are insider attacks. 

Dataset Details 

The core of any dataset is the explicit original variables identified and documented. In DCID 
2.0, there are several variables coded for each cyber incident. The first are the start dates and 
end dates for each incident, reported as accurately as possible. For the start date, most reports 
analyzed gave approximate month and specific year. The end date given for each operation is 
the approximate earliest public reporting of the termination of the incident. 

While multiple terms for actions in cyberspace exist across the academic databases, the 
term “incident” has a very specific meaning in U.S. code,31 which we build on here.32 “The term 
“incident” means an occurrence that  (a) actually or imminently jeopardizes, without lawful 
authority, the integrity, confidentiality, or availability of information or an information system, 
or (b) constitutes a violation or imminent threat of violation of law, security, policies, security 
procedures, or acceptable use policies.”33 We generally avoid the term cyber-attack since it is 
contested and devoid of meaning in popular usage.34 

Next is the cyber method variable, which consists of four overall categories. The first is 
Vandalism (Website defacements, propaganda) where hackers use SQL injection or cross-site 
scripting (forms of command code) to deface or destroy victims’ web pages. Although rather 
benign, these attacks may have important psychological effects on their intended audience. 
The second category is denial of service (DDoS, Botnets, data blocking): DDoS attacks flood par-
ticular Internet sites, servers, or routers with more requests for data than the site can respond 
to or process. Such attacks are coordinated through "botnets," or a network of computers that 
have been forced to operate on the commands of an unauthorized remote user. The primary 
impact of DDoS attacks via botnets is the temporary disruption of service. The third category 
is network intrusions ("trapdoors" or "trojans" and backdoors).35 Spear phishing is utilized to 
inject these cyber methods into networks. Here the initiator sends emails to employees or con-
tractors of the targeted network and, if the email is opened, the intrusion is introduced to the 
system. Finally, the fourth category is network infiltration with examples of attacks including 
logic bombs (wiper malware), viruses, worms, and keystroke logging.36 These methods force 
computers or networks to undertake tasks they would normally not undertake. 

Target type is the next variable coded and comes in three forms. The first is private/non-state 
includes targets such as the financial sector, power grid, or multinational corporation (MNC). 
The second is government non-military variable, with the U.S. State Department and Depart-
ment of Homeland Security (DHS) government websites, or the Office of Personnel Management 
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(OPM) as primary examples. Last is the government military variable, where entities such as 
DoD, U.S. Cyber Command, or U.S. Strategic Command are primary examples here. 

The next category for the cyber variables coded in DCID is titled “strategic objective for 
initiators” and comes in four forms: 1) Disruption: Examples include taking down websites or 
disrupting online activities. These are usually low-cost, low-pain incidents such as vandalism 
or DDoS techniques. 2) Short-term espionage: These are acts that gain access which enables 
a state to leverage critical information for an immediate advantage. 3) Long-term espionage is 
an event that seeks to manipulate the decision-calculus of the opposition far into the future 
through leveraging information gathered during cyber operations to enhance credibility and 
capability, an example being China’s theft of Lockheed Martin’s F-35 plans. Finally, 4) De-
grade is the category that includes attempts of physical degradation of a target’s capabilities. 

Our next variable is binary and labeled “cyber-enabled information operation” (CIO). For 
our purposes, we want to distinguish information warfare operations from the more universal 
awareness of attacks in and through cyberspace as conceived by the public. We also want to 
avoid the broad definition of information operations as defined by the U.S. military, which 
includes electronic warfare, psychological operations, and social network exploitation, among 
others. To avoid muddying the waters more, we instead focus on information operations in the 
midst of cyber incidents, what we call cyber-enabled information operations (CIO).37

The restriction to operations launched during ongoing cyber operations allows us to focus 
on how information and data are weaponized adjunct to cyber incidents and campaigns. Rath-
er than documenting more broad attacks on truth and meaning, we seek to understand how 
information can be manipulated and utilized to message in a psychological operation against 
a target. Its plausible that CIO’s are improved using demographic or personal data stolen from 
initial cyber incidents, to personalize or tailor a specific message to manipulate a specific 
audience.

The next variable is titled “objective achievement” and is binary: Did the cyber incident 
achieve its intended purpose is the main question asked of coders. For example, did the dis-
ruptive attack successfully shut down a website via denial of service? Did an espionage tech-
nique breach the intended network and steal the information it sought to acquire? Did the 
degradation achieve damage to its intended target? 

The “Concession” variable is where a binary score of the presence or absence of a conces-
sionary behavioral change. Coding behavior change can be considered quite subjective, and 
therefore collaboration with multiple peers and researchers has been utilized in the coding of 
this variable. If there is an observable change in foreign policy by the target state as a result 
of the initiator’s cyber operation, we code the presence of a concession. These events are quite 
rare, as it has been found that there are limitations on the coercive power of cyber operations.38  

In terms of the severity of the impact of each cyber incident, a revised severity scale is included 
in this version of DCID. The scale is interval and is numbered 1 through 10, with “1” indicating 
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the least severe cyber operation and  “10” denoting the most severe possible incident. It must 
be noted that in the DCID version 2.0, no state-initiated cyber operation has evoked a severity 
score above “6.”39 For a cyber incident to be coded with a severity score, there must be a suc-
cessful breach, where widespread destruction has been found on either a single or multiple 
networks. An example of an incident with this score is the Iranian degradation attack on Saudi 
Arabia’s oil giant Aramco, in which wiper malware erased the hard drives on nearly 30,000 
workstations in 2012. 

Cyber incidents coded with severity scores 1 through 5 have traits as follows: an incident 
coded as “1” are the more passive cyber operations, where packet sniffing and probing, as well 
as spyware that has not been activated and is found before it has been, are examples of these 
low-level operations. Incident levels labeled as “2” are forms of cyber harassment, propaganda, 
and events that deny access to information or disrupt daily activity on a network for a short 
duration. Incidents that are coded with a severity score of “3” are most espionage campaigns, 
in which we see the theft of valuable or classified information from a single network. Cyber 
incidents that are given a “4” severity score are coded as such when there are multiple network 
and widespread data breaches and espionage activity from the initiating state. Finally, inci-
dents receiving a “5” severity score are those that infiltrate either a single or multiple critical 
networks and attempt physical destruction. 

Next is “Damage Type” conceptualized from scholars and is categorical ranging from 1 to 
4.40 Where (1) refers to “Direct and immediate” damage and costs that are felt immediately. 
Then (2) “Direct and delayed” damage by an incident that takes months if not years to disrupt 
or damage. Next is (3) “Indirect and immediate” damage which was not the original intent of 
the imitator. Examples include reputational damage or loss of confidence in the target by an 
audience. Lastly, (4) “Indirect and delayed” damage and costs for incidents that would be felt 
at a future point in time.

Finally, the last variable carried from DCID 1.5 is “Specific political objective.” The aim is 
deciphering why the cyber incident was launched in the first place. For example, for the Sony 
Hack the objective was to stop the release of the movie The Interview. A maximum of two polit-
ical objectives is allowed.

Considering the changing trend of cyber incidents and to improve analysis, the authors up-
dated DCID with three new variables. The first variable is categorical and labeled "Critical 
Infrastructure” (CI). This additional variable differentiates between targets vital to national and 
economic security of the nation as designated by DHS and the Cybersecurity and Infrastructure 
Security Agency (CISA).41 Further, CI is coded 1-16 to represent the 16 sectors. In addition, notic-
ing a blind spot, the authors added “17” to represent academic institutions that produce critical 
and innovative research for the nation.42 The categorization of entities will help policymakers 
and industry alike understand the evolution of targets as rivals shift interest and seek influ-
ence across sectors. 
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Our second addition is a binary variable labeled “Supply Chain.” We consider targeted com-
panies that serve or provide a service to any of the critical infrastructures listed (1-17). Further, 
the service or product to the critical infrastructure may be in different forms such as software 
for network, technology, or IT management. For example, it may include billing systems, cloud 
services, or remote access systems like a virtual private network (VPN). SolarWinds serves as 
a reminder that cyber actors target supply chain firms and attempt to manipulate products for 
backdoors, steal passwords or relevant data, and disrupt or engage in espionage.

The final addition is a binary variable labeled “Ransomware.” An incident is coded as ran-
somware if a target suffers from a loss of data, control, unauthorized encryption, or otherwise 
locked out of their systems until a “Ransom” is paid in currency, either hard or digital. Previ-
ously recorded incidents were retroactively updated with the new variables for a complete set.

In practicality, any set of incidents gathered in a dataset includes only a biased subset of ex-
isting cyber actions. The bias is important for international security analysis, as it represents 
those attacks publicly known between two actors.43 This provides a semi-complete picture of 
the landscape for deterrence, persistent engagement, and escalation studies, as well as com-
parative statistics between time periods. Despite the limitations of data collection efforts, compre-
hensive data of what is known is more valuable than speculation on what is unknown. 

The Devil is in the Details – Cyber Relations over Time

Figure 2 shows a graphical represen-
tation of cyber incidents categorized by 
strategic objective for initiators for the 
years 2000-2020. Espionage campaigns 
make up over 61 percent of the data, 
indicating that the battle for informa-
tion and intelligence is where states are 
finding utility with cyber operations. 
Whether it be short-term espionage 
incidents that aid in operations in the 
information environment, or long-term 
ones that steal intellectual property to 
fill a technological gap in one’s military 
organization, it is information asymmetries and intelligence gathering that provide tangible 
value to initiating states’ national security objectives. 

Disruptions are utilized roughly 28 percent of the time, are low-risk and inflict pain, but can be 
interpreted as a type of ambiguous signal intended to demonstrate displeasure with a previous 
action of the target state.44 Degradations, utilized just over 10 percent of the time, are riskier and 
escalation-prone as their intent is to permanently deny the target a capability it once previously 

Figure 2: Incidents by Strategic Objective: 2000-2020
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had. These types of cyber incidents are also the most likely to produce concessions from the 
target state.45 However, they are expensive as well as risky, and are usually only developed and 
deployed by the powerful states, making them rarer. 

Table 1 shows the strategic objective categories parsed by the initiating country for the pre-
vious iteration of DCID that covers 2000-2016. China, Russia, Iran, and North Korea, the four 
major cyber adversaries of the U.S., lead the world in terms of initiating countries, and target 
the world’s only superpower often. This will be used in  Table 2, which provides the updated 
list of strategic objective initiators.  

Table 1. DCID 1.5: 2000-2016
Initiating Country Disruption Short-term espionage Long-term espionage Degrade Total
China 17 37 18 2 74
Russia 19 23 12 11 65
Iran 8 9 12 4 33
North Korea 13 3 6 4 26
United States 0 1 9 11 21
Pakistan 11 1 1 0 13
Israel 1 0 7 1 9
India 6 1 0 0 7
South Korea 4 3 0 0 7
Japan 3 0 0 0 3
Ukraine 1 0 0 1 2
Turkey 1 1 0 0 2
Georgia 1 0 0 0 1
Syria 1 0 0 0 1
Taiwan 0 1 0 0 1
Vietnam 0 0 0 1 1
Total 86 (32%) 80 (30%) 65 (24%) 35 (13%) 266

                      Source: Data from Maness, Valeriano, and Jensen, 2019.

Table 2 shows the updated descriptive statistics by strategic objective, with the four au-
thoritarian countries leading the pack once again. Given the fact that most democratic coun-
tries around the world are restrained from launching frequent cyber operations, this is not 
surprising. In the U.S., for example, for a long time the authority to launch an offensive cyber 
operation (OCO) lay solely with the President. After the revision of the DoD Cyber Strategy 
in 2018, the commander of USCYBERCOM now has Title 10 authority to launch cyber opera-
tions that are considered below the threshold of armed conflict, with the President retaining 
the sole authority for those considered to be above that threshold.46 Furthermore, the U.S. 
does keep most of its cyber methods and actions classified, making this open-source data 
more than likely undercounting U.S. cyber operations as a result. 
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Table 2. DCID 2.0 Update: 2000-2020
Initiating Country Disruption Short-term espionage Long-term espionage Degrade Total
China 22 49 42 2 115
Russia 28 39 30 16 113
Iran 13 21 21 10 65
North Korea 24 10 19 6 59
United States 1 1 9 9 20
Pakistan 13 4 3 0 20
Israel 2 0 7 1 10
India 6 2 0 0 8
South Korea 4 3 0 0 7
Japan 3 0 0 0 3
Ukraine 1 0 0 1 2
Turkey 1 1 0 0 2
Georgia 0 1 0 1 2
Syria 1 0 0 0 1
Taiwan 1 0 0 0 1
Vietnam 0 1 0 0 1
Total 120 (28%) 132 (31%) 131 (31%) 46 (11%) 429

China and Russia still top the list as the most frequent initiators of cyber operations, with 
their great power adversary, the U.S., being the primary target. China has continued its 
espionage campaigns, and these have largely increased during the years 2016-2020. After 
a slight détente with the U.S. in 2015 following the Office of Personnel Management (OPM) 
hack, it seems that China is back to its old ways. Russia’s hacking has also spiked consider-
ably, with the U.S. and Ukraine targeted the most by these recent cyber operations. Iran has 
increased its cyber presence in the Middle East, and North Korea has turned to cybercrime, 
including cryptocurrency theft, to bulk up its numbers during these four years. 

Table 3 shows the countries that have been victims of cyber operations in descending 
order of frequency. The U.S., South Korea, Ukraine, India, and Israel have been subject to 
cyber operations with the greatest frequency. Increased intensity between rivals is the likely 
culprit behind this increase. The U.S. continues to be barraged by Russia and China; South 
Korea and North Korea continue their intense rivalry in cyberspace; Ukraine is on the brink 
of a Russian invasion at the time of this writing; and the India-Pakistan and Israel-Iran 
rivalries continue to endure. Furthermore, Table 3 indicates the percent increase in cyber 
incidents each state has experienced between DCID 1.5 and DCID 2.0. While most nations 
have continued to see increased frequency of operations, the United Kingdom and Turkey 
stand out as the two countries experiencing the greatest increase in operations, mainly due 
to low-incident frequency in a database that includes exclusively rival dyads.
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Figure 3 displays the frequency of cyber inci-
dents in the data over time. The year represents 
the end date of the operation. DCID 2.0 includes 
operations as recent as 2021 and subsequently 
captures additional operations that were not yet 
public upon release of version 1.5. Since the sig-
nificant jump in 2014, the prevalence of cyber op-
erations has remained high. However, the increase 
in initiated cyber operations remains concentrated 
among authoritarian countries, while democracies 
continue to be targeted at increased rates, demon-
strating the imbalance between these two types of 
systems.

 

Figure 3: Frequency of Cyber Incidents Over Time (DCID 1.5 vs. DCID 2.0)

A critical question often ignored in cybersecurity is the efficacy of operations. Do cyber op-
erations achieve their objectives when hacking their targets? Other key questions include the 
participation of third parties or the connection to information operations. Table 4 represents 
the percentage of cyber operations that have generated concessions, have had multiple initi-
ators, have a cyber-enabled information operation result in the initiation, and have achieved 
their intended objective in terms of breaching the targeted network. With the addition of new 
incidents into DCID 2.0, the efficacy of the operations has dropped across all dimensions. There 
have been no new observable behavioral changes as a direct result of a cyber operation for the 
years 2016-2020. China has focused on disinformation campaigns along with its more tailored 
espionage operations, which are arguably less coercive. 

In this dyadic dataset, we also see very few joint state initiatives, as countries seemed to keep 
to themselves when launching their operations. In this version of the data, cyber-enabled infor-
mation operations cover about a fifth of the dataset. As influence operations and disinformation 

Targeted Country DCID 1.5 DCID 2.0 Percent Increase
United States 82 138 68
South Korea 26 46 59
Ukraine 15 28 87
India 20 28 40
Israel 11 20 82
Japan 13 18 38
Iran 14 17 21
United Kingdom 3 13 333
Russia 11 12 9
Saudi Arabia 7 12 71
Taiwan 7 12 71
Turkey 4 11 175
Georgia 6 8 33
Pakistan 7 8 14
Vietnam 4 8 100
Philippines 5 8 60
China 7 7 0
Lithuania 4 6 50
Germany 3 5 67
France 3 4 33
Estonia 4 4 0
Canada 2 3 50
Poland 3 3 0
Syria 1 1 0
Lebanon 1 1 0

Table 3. Countries by Frequency of Target  
(Comparison of DCID 1.5 & DCID 2.0)
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continue to be weapon-
ized, we expect this trend 
to grow as future updates 
of the data are produced. 
There is a clear connec-
tion between cyber operations and digital influence operations, but the basis for this is unclear.  

Severity and Impact

Figure 4 shows cyber incident severity over time. Although the number of cyber operations 
continues to grow as states integrate them into their foreign policy and military strategies, the 
relative severity over time has remained quite constant. Most cyber operations have severity 
scores between “2” and “4,” which ranges from disruptions and propaganda to network espio-
nage in these types of operations we see states find the utility of cyber incidents as force mul-
tipliers in hybrid operations. Russia utilizes cyber operations to sow chaos and confusion by 
spreading propaganda in target countries. China’s espionage campaigns, in its view, are con-
tributing to its rise as an economic and military superpower. It is these types of operations we 
expect to see more in the future as governments learn the primary utility of cyber operations. 

Figure 4. Severity of Incidents Over Time: DCID 2.0  

Table 5 shows which severity levels have increased the most between DCID version 1.5 and 
2.0. As expected, we see severity levels “3” and “4” rise the most, as these categories encom-
pass primarily espionage campaigns. Attempted physical destruction, which are operations 
under severity level “5” have also risen sharply. Strategic sabotage is being attempted more 
often, but with limited success.47 

In terms of the severity levels between “7” and “10,” we have yet to observe these more 

Total 
Incidents

Concession Third Party  
Initiator

Information 
Operation

Objective 
Achievement

DCID 1.5 266 12 (4.5%) 25 (9.4%) 73 (27.4%) 242 (91%)
DCID 2.0 429 12 (2.8%) 32 (7.5%) 96 (22.4%) 368 (85.8%)

Table 4. Incident Categorization, Count, and Percent of Incidents 
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dangerous operations. States have yet 
to leverage cyberspace to take down fi-
nancial markets, turn out the lights for a 
long period of time, or intentionally con-
tribute to the loss of life. There are deter-
rence and restraint mechanisms at play 
here, as no nation wants to be the first to take these more severe actions, which would likely 
lead to a more dangerous and unstable cyberspace.48

Ransomware, Supply Chain, and Critical Infrastructure

Ransomware attacks are attributed to only four states during the years 2000-2020. Looking 
at Table 6, acts of ransomware remain a motivation of non-state actors, primarily cyber-crimi-
nal groups. The Russia-based, non-state group REvil became internationally known due to its 

role in the Colonial Pipeline incident, which shocked 
oil supply as well as prices in the Eastern U.S. in 
2021.49 The group has since been disbanded and 
its members arrested by the Russian government. 
Russia has launched false ransomware incidents, 
such as NotPetya, to act as smokescreens so that it 
can more freely maneuver within Ukrainian govern-
ment networks, but this method is not common.50 

Given the potential lucrative earnings that successful ransomware attacks produce, these 
operations benefit states with limited gross domestic product output and trade. As such, we 
can expect isolated and desperate actors like North Korea to continue to use ransomware 
as an alternative, low-cost method to fund its regime. North Korea has grown quite adept in 
cybercrime in recent years, with the theft of cryptocurrency as well as the famous WannaCry 
ransomware operation being prime examples. In 2021, the North Korean regime stole nearly 
$400 million in cryptocurrency.51 WannaCry, launched in 2017, led to nearly $4 billion in 
losses globally.52 Whether to earn currency for the regime or cause global disruptions, North 
Korea is punching above its weight regarding damaging criminal operations. 

Table 7 highlights how cyber incidents targeting supply chains are increasing in recent 
years. China, Russia, Iran, the U.S., and North Korea are the most active states, with 88 
percent of all incidents. Exploiting global supply chains and supply-side trust entities with 
malware is now a common tool in the cyber domain. The reason is simple, affiliates and trust-
ed entities generally spend less on cyber defenses, focus less on updating their equipment, 
and are ripe targets for phishing attacks. Attacking the weaker third-party actor is a viable 
means of penetrating the hardened bunker that is usually state-based cyber entities.   

Analyzing supply chain incidents further, Figure 5 visualizes the share of supply chain 
incidents by Initiator from 2000 to 2020. Through the years, there has been an average of 

0 1 2 3 4 5 6
DCID 1.5 0 9 92 97 53 12 3
DCID 2.0 2 15 115 159 115 18 5
Percent Increase 200 67 25 64 117 50 67

Table 5. Cyber Severity Changes between DCID 1.5 and 2.0 

Initiating Country DCID 1.5 DCID 2.0 Percent Increase
Russia 3 4 33
China 1 3 200
North Ko-rea 0 3 300
Pakistan 1 1 0
Total 5 11 120

Table 6. Frequency of Ransomware 
Incidents between DCID 1.5 and 2.0  
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8 supply chain incidents per year among all initia-
tors. In the first decade (2000-2010), China targeted 
the highest quantity of supply chain entities with 
16 incidents out of 37 for the entire decade, with a 
sharp drop in the final year (2010). The U.S. follows 
China with 9 incidents, followed by Russia with 5. 
However, in the next decade (2011-2020), there is 
a significant growth in targeting supply chains by 
Russia with a total of 33 incidents, overtaking Chi-
na (31), Iran (19), North Korea (11), and the U.S. 
with only 4 incidents. In all, the first decade of the 
twenty-first century, supply chains experienced 37 
incidents compared to 110 incidents for the sec-
ond decade. This is a 197% increase and highlights 
the strategic focus of China, Russia, Iran, U.S., and 
North Korea. 

Figure 5. Supply Chain Incidents Over Time DCID 2.0 
* Note: The researchers found no supply chain incidents in the years: 2000, 2002, 2004 and are therefore absent from this time-series graph.

Table 8 breaks down the frequency of attacks on Critical Infrastructure (CI) between DCID 
1.5 and 2.0. The most targeted CI among both versions is government facilities, with about 
42% of the total share. The next most frequent CI sectors targeted are the academia and 
information technology sectors, which make up around 10 percent each. With strategic com-
petition among states on the rise, we expect these sectors to continue to be targeted. 

Public health facility targeting is on the rise, which is concurrent with the rise in ransomware 

Targeted Country DCID 1.5 DCID 2.0 Percent Increase
China 32 48 50
Russia 23 38 65
Iran 10 19 90
U.S. 10 13 30
North Korea 5 12 140
Israel 5 6 20
Pakistan 1 4 300
South Korea 2 2 0
Vietnam 1 1 0
India 1 1 0
Taiwan 1 1 0
Turkey 1 2 100
Ukraine 1 1 0
Total 93 148 59

Table 7. Frequency of Supply Chain Incidents 
between DCID 1.5 and 2.0  
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attacks during the COVID-19 crises during 
2020 and 2021. Despite conventional wisdom, 
there is no significant evidence of increased 
attacks on nuclear facilities, financial services 
(economic cyber warfare), or water treatment 
facilities. This finding does not invalidate the 
need to protect these sectors, but the idea of a 
dramatic increase in these sorts of attacks is 
not evidenced by this version of the data. 

To analyze CI further, Figure 6 visualizes CI 
according to initiating state. Once again, Chi-
na, Russia, Iran, and North Korea take the lead 
in targeting CI over the U.S.. Where China has 
conducted the most operations against CI, it fo-
cused primarily on Government Facilities (54), 
followed by Academia (13) and Information 
Technology (12). 

Russia follows China closely in focusing more 
on Government Facilities (56), then Academia 
(10) and Energy (9). Further, this analysis high-

lights that, while both advanced in cyber capabilities, each has separate aims in its opera-
tions. China is focused on cyber operations that steal information from the private and public 
sectors for diplomatic aims or improving its markets through intellectual property theft. On 
the other hand, Russia is less interested in improving its domestic market through intellec-
tual property theft and more interested in cyber as a tool of disruption. 

Figure 6. Critical Infrastructure Incidents by Initiator 

CI  
Sector

DCID 
1.5

DCID 
2.0

Percent 
Increase

Government Facilities 128 179 40
Academia 18 41 128
Information Technology 29 44 52
Financial Services 18 31 72
Energy 18 29 61
Defense Industrial Base 12 19 58
Public Health 4 17 325
Communications 7 16 129
Transportation 7 14 100
Commercial Facilities 12 12 0
Nuclear Reactors, Materials, Waste 8 13 63
Chemical 2 5 150
Critical Manufacturing 3 4 33
Water and Wastewater Systems 0 3 300
Dams 1 1 0
Emergency Services 0 0 0
Non-CI 1 1 0
TotalS 268 429 60

Table 8. Frequency of Critical Infrastructure
Incidents between DCID 1.5 and 2.0
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Next are the nascent but rapidly improving cyber states. Iran focused on Information 
Technology (15), then Government Facilities (11), and tying for third is Academia and 
Energy for 10 incidents each. Instead, Iran’s cyber operations are tailored less on circum-
venting international sanctions and toward a diplomatic end. Iran seeks a regional power 
rebalance by targeting its top rivals, Israel and Saudi Arabia, signaling its resolve. 

North Korea pursues a different approach as the other nascent power. This is because 
its top two targets are Financial Services and Government Facilities, with 16 incidents 
each, and its third target is Academia (6). North Korea uses cyber operations to circum-
vent international sanctions to fund their regime, spy on South Korea and academia that 
influences policymakers. With unsuccessful diplomatic efforts under the Trump admin-
istration, North Korea is likely to explore other ways to leverage its cyber operations in 
seeking sanction relief. 

By contrast, as an advanced cyber actor, the U.S. is showing restraint, owning only 5 
percent of all CI incidents across 20 years. This might be in part due to the covert nature 
of U.S. cyber operations, the desire to maintain asymmetrical capabilities a secret, or lead-
ership refraining from declaring operations against rivals. This could also be explained by 
the lack of technical analysis available by cybersecurity firms when analyzing suspected 
U.S.-initiated incidents.

Figure 7. Critical Infrastructure Over Time DCID 2.0 
* Note: The researchers found no incidents in the year 2002 and is therefore absent from this time-series graph. 

To provide a time series analysis on CI, Figure 7 visualizes CI incidents by initiator from 
2000 to 2020. Across the years, there is an average of about 21 incidents per year among 
all initiators. In the first decade (2000-2010), China targeted the highest number of CI at 
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41 out of 108 incidents, or a share of about 38 percent for the entire decade. However, like 
the trends in Figure 6, Russia increased its targeting of CI from 2011 to 2020 to 93 incidents 
representing about 29 percent of the 321 incidents recorded for that decade. China followed 
closely with 73 incidents (23 percent), next Iran with 59 incidents (18 percent), and finally 
North Korea with 53 incidents (17 percent). 

In the first decade of the 21st  century, Critical Infrastructure experienced 108 incidents 
compared to 320 in the second decade. This is a 196 percent increase and further highlights 
the investments made by China, Russia, Iran, North Korea, and the U.S. in their capabilities 
to initiate cyber operations. Further, the data indicate that nefarious actors actively target 
critical infrastructure, and governments around the globe need to exercise resilience and 
continue to improve their defenses.

Future Directions and Conclusion 

This new dataset provides the basics for research into the efficacy of the strategies of 
persistent engagement, deterrence, and restraint. Future work includes four key areas of 
data collection. Combining this data with political speeches and signaling demonstrations, 
military exercises and conventional military incidents, and other forms of engagement and 
conflict short of war, as competition and engagement, deterrence, and escalation occur in 
multiple domains. 

It is also important to note that the cyber incident data can link to other existing data, 
including Department of Justice and FBI indictments and sanctions reported publicly 
through the Congressional Research Service,53 Department of Treasury,54 and the Global 
Sanctions Data Base55 to produce the cross-database linkages of possible cause and effect. 
In the past, some have linked this data to event datasets to expand analysis to different 
domains.56 Additional data fields also can provide a richer dataset for analysis, such as the 
Advanced Persistent Threat (APT) attributed to each attack and the corporate targets of 
the attack.

The next update of DCID will include 2021-2022, pivotal years as they include the Russian 
invasion of Ukraine, a key point for cybersecurity scholars, and the rise of ransomware at-
tacks during the Pandemic. The project team will continue the legacy of data collection on 
cybersecurity, hopefully expanding all hybrid warfare actions in the near future.  

DCID 2.0 provides a way for cybersecurity research to undertake quantitative data of 
cyber incidents for the academic and research communities. These data allow for a social 
science standard for changes over time periods, trend analysis, and hypothesis testing, 
where data that lacked ratio qualities did not exist. Although the data are an incomplete 
record because of the unique aspects of cyber, they do capture a sample useful for the 
study of deterrence, persistent engagement, and escalation. With these data, we hope qual-
itative claims can be backed by empirical support rather than speculation. This process, 
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sometimes called normal science, will allow us to learn the correlations and hypothesize 
the causation of changes in cyber incident trends. Our hope is the data will converge and 
clarify arguments with statistical facts, rather than continuing to allow them to diverge 
into conjecture or gross assumptions that jump centuries.   

DISCLAIMER
The views expressed in this work are those of the author(s) and do not reflect the official 

policy or position of the United States Military Academy, the Department of the Army, or the 
Department of Defense.
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