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Welcome to the Spring CDR. We proudly announce that the CDR has a new 
home with the West Point Press. This reorganization aligns with the vision 
of the 15th Dean of the Academic Board, BG Shane Reeves, for West Point to 
be “the intellectual engine of the Army.” At the unveiling of the West Point 

Press in January 2023, BG Reeves asserted, “Our faculty and cadets are conducting re-
search that impacts some of the Nation’s toughest problems and most pressing issues … 
producing scholarship [with] major impacts across academia, the Army, and the world.” 
The CDR will continue its special relationship with the Army Cyber Institute (ACI) at 
West Point.  

The Press serves as the publishing arm of West Point’s “intellectual engine” and a 
member of the Association of University Presses. It embodies and advances the Acad-
emy’s mission and core values by publishing digital textbooks, white papers, articles, 
reports, podcasts, and platinum open-access, peer-reviewed monographs and journals. 
The Press is a vehicle for West Point faculty and staff to publish their research, and will 
also publish work from outside scholars regardless of institutional affiliation.
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What has not changed is that the CDR will continue 
its robust coverage of the cyber domain and embody a 
commitment to the highest standards of scholarship. 
Our elite CDR team remains in place with Managing 
Editor Dr. Jan Kallberg, magnificent Assistant Editors 
from the West Point Class of ’70, Hon. Joe Reeder, Chip 
Leonard, Dr. Bill Spracher, and Dr. Bill Lane, and As-
sistant Editors Charles Leonard and Courtney Gordon 
Tennant, Esq. The CDR continues with a phenomenal 
group of 21 Area Editors who review CDR submissions 
through the ScholarOne workflow processing platform. 
The members of the CDR Editorial Board, led by its 
Chair and former ACI Director, Dr. Andy Hall, are tre-
mendous ambassadors for the journal.

The CDR has a tradition of showcasing leadership 
in the digital world. Throughout our tenure, we have 
been honored to feature the Hon. Joe Reeder, GEN Paul 
Nakasone, GEN (Ret.) Keith Alexander, ADM (Ret.) 
Dennis Blair, GEN (Ret.) David Petraeus, GEN (Ret.) 
Joseph Votel, LTG (Ret.) Stephen Fogarty, VADM (Ret.) 
Nancy Norton, VADM (Ret.) TJ White, Dr. Chris Dem-
chak, Dr. Martin Libicki, Prof. Michael Schmitt, and 
Rob Schrier, to name just a few of the distinguished 
CDR contributors. Over the last seven years, these 
leaders have provided CDR readers and the cyber 
community with unparalleled insight into the digital 
world. As such, the CDR continues this proud tradition 
in its Spring 2023 edition with a profound leadership 
essay from cyber legend Dan Geer and Glenn Gaffney, 
the former Director of Science and Technology for the 
CIA. In “Establishing the Conditions of Engagement 
with Machines,” the authors tackle the current per-
spectives, operational reality, and government respon-
sibility regarding autonomous AI systems.

This Spring edition features two distinguished pro-
fessional commentaries. First, Paul Schuh of U.S. Cy-
ber Command expertly explains important military 
terminology in “Expeditionary Cyberspace Opera-
tions.” In the second commentary, LTC Mark Visger 
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and Prof. Zhanna Malekos Smith provide a meaningful counterpoint argument to Dr. Nori 
Katagari’s Summer CDR article. In “Countermeasures as Lightning, not a Lighting Bug: Il-
luminating the Legal Doctrine,” the authors explore international law as applied to cyber 
operations and explain the notion of cyber countermeasures.

Research articles have always been the CDR’s bread and butter, and we are pleased to 
feature five exceptional articles that expand upon the CDR’s multidisciplinary construct. 
We showcase LTC Nate Bastian’s blockbuster article, “Gaining Competitive Advantages in 
Cyberspace.” LTC Bastian examines the military integration of autonomy, AI, and machine 
learning. Sarah Chen, Rhodes Scholar and recent graduate of Claremont McKenna College, 
and Dr. Jennifer Taw of Claremont McKenna College deliver a superbly crafted article for the 
cyber community. In “Conventional Retaliation and Cyber Attacks,” Chen and Taw tackle 
nation-state response to attacks through the prism of retaliation, escalation, and attribution. 
CDR readers will benefit from the authors comprehensive literature review. In “Machine 
Learning Applications for Cybersecurity,” Dr. M.A. Thomas provides a detailed study of ma-
chine learning and its transformation of the cybersecurity environment. In “What Types of 
Tactical Vulnerabilities do Future Officers Most Anticipate?” Dr. Aryn Pyke, Dr. James Ness, 
and MAJ Dave Feltner provide a dynamic data-driven study of vulnerabilities in the cyber do-
main. In MAJ Travis Siemion’s article, “Rethinking US Concepts and Actions in Cyberspace: 
Building a Better Foundation for Deterring China’s Aggression,” the author clearly outlines 
China’s cyber threat and provides suggestions to improve US national security.

We continue the CDR’s tradition of publishing book reviews by a variety of contributors, 
including West Point cadets. In this edition, Cadet Dylan Green reviews The Fifth Domain: 
Defending Our Country, Our Companies, and Ourselves in the Age of Cyber Threats by Richard 
Clarke and Robert Knake. Cadet Green delivers a comprehensive assessment and provides 
added insight into the importance of resilience in the cyber battlespace. 

We would like to recognize Sergio Analco and Gina Daschbach for their flawless layout and 
design of the Spring CDR. Their creativity and energy continually elevate the CDR. In the 
same vein, we also appreciate the remarkable dedication of Hon. Joe Reeder, Chip Leonard, 
Dr. Bill Spracher, Dr. Bill Lane, Charles Leonard, Courtney Gordon-Tennant, and LTC Mark 
Visger. Their dynamic editing and thoughtful leadership have enhanced the content and 
transformed the CDR.

In closing, the CDR staff would like to thank the Army Cyber Institute (ACI) for its incred-
ible support. Over the last seven-and-a-half years, the ACI’s Erik Dean, Clare Blackmon, Don 
Carmel, Dr. Ed Sobiesk, Prof. Rob Barnsby, LTC Bob Ross, Dr. Paul Maxwell, Lance Latimer, 
and Nataliya Brantly have fostered a collaborative environment, which made creating the 
CDR immensely gratifying. The CDR is honored to be sponsored by the ACI and their world-
class team of cyber researchers. As always, we are excited to continue the cyber conversation 
together!


