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ABSTRACT

This study explains the technological context and miscalculations that led to Rus-
sia’s invasion of Ukraine and explores how public opinion shaped the technological
factors that are helping Ukraine gain and maintain a competitive advantage. NATO
overestimated Russia in information technology and did not account for collective
hybrid efforts outside of Ukraine, emboldening Russia to push physical and ethical
boundaries. However, Ukrainian forces and benefactors have been using informa-
tion technology more efficiently than Russia, among other enablers, to gain a com-
petitive advantage over its seemingly larger and more powerful adversary. Research
must be conducted to understand the factors of Russia’s shortfalls, properly inte-
grate corporations using a common language, and establish rules of engagement
among civilian and military agencies in the cyber domain. History and case study
methodologies were used for this research. Russia’s historical identity and impunity
emboldened the Kremlin to invade Ukraine, underestimating the impact technolog-
ical benefactors would have on Ukraine as a formidable competitor under Porter’s
five forces model. This conflict exposes implications for industry integration to cyber
defense exercises (CDX). This research is significant because it promotes a common
language and framework to integrate private organizations in applying collaborative
solutions and boundaries in a domain without borders and limited regulation.
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esearch before 2022 determined that Rus-

sia would dominate the cyber domain in a

hybrid conflict and questioned civilian tech

providers’ ability to protect themselves un-
der a cyber-attack.! The problem is that NATO and
the EU overestimated Russia’s information technolo-
gy advantage and did not account for collective efforts
outside of Ukraine. This research examines factors of
Russia’s shortfalls to integrate businesses properly
using a common language. This research study aims
to understand which technological factors Ukraine is
leveraging against Russia.

Before Russia annexed Crimea in 2014, President
Vladimir Putin alluded to Russia’s imperialistic ideol-
ogy that Ukraine is not a country and that its popula-
tion is of “one people” with Russian roots and cultur-
al identity, undermining the Ukrainian language and
heritage.? Crimea’s annexation developed speculation
about Russian capabilities and the ways that it would
leverage cyber warfare and information among other
technologies that NATO refers to as “hybrid warfare,”
perpetuating Russia’s misperceived strength, contrib-
uting to its traditional impunity, and emboldening Rus-
sian aggression against Ukraine prior to its invasion in
February 2022.*

When countries overestimate Russia, they underes-
timate their abilities and become reluctant to act for
fear of retaliation, emboldening Russia to push physi-
cal and ethical boundaries. Additionally, the by-product
of civilian technology companies involving themselves
blurs lines that differentiate between combatants and
non-combatants, potentially endangering employees.
Until recent events, research was limited by our inabil-
ity to observe Russian hybrid tactics and its integration
with conventional military tactics. Militarily and com-
mercially, this domain has been contentious in terms of



MELISSA VARGAS

discussing ethics and regulation. This research is important in understanding the commercial
impacts of technology in hybrid warfare, an area that researchers have studied less than the
military technological impacts. The research adds to the body of knowledge by evaluating this
occurrence of hybrid warfare in the context of commercial business competitive advantage
and how worldwide opinion and technological support undermined Russia. The research notes
the value of military technology in conventional warfare but focuses on commercial factors for
which case studies are limited. Additionally, the research supports recommendations for col-
laborative information systems training, governance, and legal ethical policy.

KREMLIN IDEOLOGY

To fully appreciate how the public came to misperceive Russia’s power, a review based on
chronology articulated a contextual understanding of the research that further perpetuated its
image. Recognizing the annexation of Crimea in 2014, the post-Ukrainian Russian invasion in
2022, and the period between them drew common threads and themes that spanned over 200
years. An assessment of the degree to which each theme has been examined then promoted
continued exploration of pervasive knowledge gaps.

Well before Russia annexed Crimea, the Kremlin held beliefs about Russia’s place in the
world as an empire. Most literature concerning Russian identity and history points to evi-
dence that it is imperialistic by nature and has made efforts to undermine Baltic and Slav-
ic states since the 1900s.> Most sources neglected to address Russian imperialist patterns
dating as far back as the 1700s. Research often minimized its historic pattern of expansion
despite being a relatively weak global power. From the 1700s to the 1940s Peter the Great,
Alexander I, and Stalin achieved victories that resulted in expansive land acquisitions but
did not result in dramatically increased purchasing power or quality of life. At the height
of three expansions, Russia proved to be brittle yet resilient in three embarrassing losses
against Crimea in 1856, Japan in 1905, and the Cold War. It was large on land but relatively
weak on paper and inaccurately presented itself as more powerful than it really was. Its im-
perialist behavior was expected.

The literature after Russia’s annexation of Crimea was the most extensive, in which re-
search and speculation of hybrid warfare further elevated perceptions of Russia as a military
power. Its concept of subversion was already widely established before 2014 as a strategy to
undermine Western political powers internally.® Though subversion and hybrid warfare are
used almost interchangeably and have very similar characteristics, the key difference is that
subversion includes actions that may be integrated with covert cyber and military assets
but intends to keep Russia away from open conflict. When Russia is involved in a direct,
open conflict, more aggressive hybrid warfare measures are synchronized, such as using cy-
ber-attacks on infrastructure shortly before moving military assets prior to an invasion. Case
studies of Crimea’s annexation perpetuated Russia’s powerful image and deterred impunity.
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Since Russia invaded Ukraine in February 2022, academic and open-source discussions have
focused on Russia’s targeting of Ukrainian private and public information systems in hybrid
warfare, but there is limited research on the civilian and commercial assets that are aiding
Ukrainians. Research cites military and commercial agencies that aid Ukraine in collective
efforts and allude to the ethical implications among government agencies, and very little con-
cerning its civilian benefactors.” Due to the evolving nature of the conflict, research on public
opinion impacts, the commercial business factors that helped Ukraine gain a competitive ad-
vantage, and the resulting ethical implications are limited.

HYBRID METHODOLOGY: A HISTORICAL AND CASE STUDY APPROACH

The research questions, which required a comparative analysis across history and its appli-
cation to current events, determined a hybrid historical and case study methodology. The pur-
pose of the research was twofold - to better understand the historical context and patterns lead-
ing up to the Russo-Ukrainian war and to gain a deeper understanding of the recent events that
contradicted researchers’ predictions about Russia’s skill in a hybrid war. “A history-informed
agenda...allows us to develop more informed causal theories about achievement (or failure to
achieve) of organizational outcomes such as growth, survival, or a sustainable competitive
advantage.”® The historical method established patterns that resulted in the widely accepted
prediction that Russia would dominate in the cyber domain. Historical research methods and
qualitative data are useful when studying changes in strategy as they unfold over time.’ Case
studies are most effective in investigating humans and interactions with technology, as well as
determining and proposing ethical borders in a discipline.’® A hybrid approach was the best
method to address themes across history, recent events, and ethics. Both methods are innately
descriptive and often absent experimental data.!!

Sampling Design

Source sampling consisted of three chronological areas which later resulted in three key
themes. The chronological areas were the periods before the annexation of Crimea, the dwell
period between this annexation and the Russian invasion of Ukraine, and the period im-
mediately after the invasion up to the present. Sampling from these periods was important
because it established that deeply rooted Russian imperialism drove the inevitability of the
invasion, that NATO and the EU perceived Russia as much stronger than it was, and that
Russia proved to be not so formidable, contrary to historical predictions.!? The themes that
arose from sampling these distinct time frames and comparing them were that researchers
misperceived Russia in terms of its hybrid prowess and that technological support from out-
side Ukraine played a significant role in its recent performance.!* The sampling design was
primarily chronological for a comparative measure but also ensured analysis of sources from
opposite perspectives across the themes.
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Materials

Qualitative data were gathered for this research, with limitations. First, the possibility of
direct interviews with Ukrainian combat forces was considered. However, this method would
have required lengthy legal reviews and unlikely bilateral approvals requiring more than nine
weeks to conduct. Second, participant observation was neither applicable nor permissible
within constructs of military duties and responsibilities. Therefore, the only applicable meth-
od was to analyze existing data from past predictions and current events as the war unfolds
absent of retrospect.!* The scope of materials excludes interviews and direct participation but
includes observations and interactions from existing sources, experts, and current events.

The reliability and validity criteria of researching prioritized four main characteristics when
selecting sources: proximity, focus, currency, and scholarliness. Proximity assessed the sub-
jective value of each source in terms of its immediacy to the theme in question. The focus
categorized data in terms of history, technological applications, and ethics; materials rarely ad-
dressed all three. The date that the research was published was assessed to capture accurately
the perceptions surrounding Russia in each time frame without the context of the Ukrainian
invasion in mind. Scholarliness was the most objective criterion that prioritized peer-reviewed,
expert articles from scholarly journals. Materials used included books, scholarly articles, vid-
e0s, news articles, and policy papers.

Procedure

Various research materials were considered and required differing degrees of each of the
criteria depending on the themes being researched. Sources with the least proximity were
those that observed Russian history as early as the 18th century. Russian imperial culture is
not a groundbreaking concept and literature establishing these patterns by historical experts
was widely available. It was not necessary to obtain primary sources when peer-reviewed
articles established this concept. The most proximate sources consisted of current policies,
regulations, and proposals published by key stakeholders in the Russo-Ukrainian war or
research which used primary sources from the conflict such as Microsoft’s proposed Digital
Geneva Conventions!® and data points on public opinion concerning the Russo-Ukrainian
war made available by Chinese data scientists.!¢

Data focuses were organized chronologically but categorized to cover the topics of history,
technological applications, and ethics. Materials that covered narrow scopes to capture more
details among the focuses were of higher priority than materials that considered these sub-
jects only on their periphery. If available, perspectives which argued contradicting positions
on each focus provided valuable insight. Some of the articles that argued opposing views
concerning Russian historical prowess and technological applications resulting in a compet-
itive advantage greatly assisted in identifying the factors that contributed toward Russian
and Ukrainian performance in the ongoing war.
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The currency of the data did not hold objective value; more recent data were not always prior-
itized over other sources. When analyzing data from before the annexation of Crimea, after the
invasion of Ukraine, and the period in between, it was important to prioritize data published
within those respective periods to capture accurate perceptions and sentiments surrounding
Russian hybrid warfare relative to NATO and the European Union.

Finally, scholarliness varied across periods and focuses. More proximate sources were in-
herently less scholarly but more current. However, more current sources did not always im-
ply proximity or scholarliness. Despite scholarliness having a value that was lower relative
to when it was applied to older time frames, it still retained a higher value over all other
materials reflecting analysis and drew conclusions but were not peer-reviewed such as blogs
and opinion news articles. Non-peer-reviewed news articles addressing the Russo-Ukrainian
war retained value due to a large gap in the body of literature; there was significant value
in scanning for data points and empirical statistics from that material. Additionally, policy
papers and other such materials were inherently not scholarly but highly valuable in formu-
lating ethical implications.

The outcomes of the procedures provided the basis for which the research was organized
and identified the key themes and factors that required further research and analysis. Be-
cause the challenge in identifying themes is that they were abstract and difficult to iden-
tify,"” selecting a historical approach identified the themes of perceived Russian strength
and how history applied to the technological competitive advantage they have projected
since the annexation of Crimea. The case study approach identified additional categories of
Ukrainian technological advantage within the latter theme and delineated the ethical theme
that uniquely applies to the Russo-Ukrainian war.

Justification and Limitations

To summarize methodology selection, a hybrid approach accurately captured NATO and
EU perceptions of Russian strength in information warfare before and after the annexation
of Crimea. The historical approach rendered the identification of two of the three key themes
and helped formulate causal theories of the ways Ukraine may be gaining a technological
competitive advantage in the war. The case study approach contributed to the technological
competitive advantage theme of “the first major conflict involving large-scale cyber opera-
tions.”'® These methodologies were best suited for typically qualitative data. However, both
methods were limited in primary sources due to restrictions that prevent direct involvement
in the conflict to study. Additionally, qualitative data analysis is inherently subject to human
error in thematic abstraction as well as content interpretation.'

FINDINGS AND DISCUSSION

Three themes stood out while conducting research. First, the perception of Russia’s power
projection is not a phenomenon of recent history, i.e., within the last 100 years. Russa has an
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established expansionist pattern and conducts strategic messaging to create the perception
of strength and to bolster the notion that it is more powerful than it is. Every instance of a
cyber-attack between 2014 and 2022 became a cause for significant concern, and Russia’s
impunity further inflated that image. Second, world powers did not anticipate Ukraine’s collec-
tive technological benefactors resulting from public opinion, both commercially and militarily,
that would affect the tide of war in their favor. Finally, the application of Porter’s five forces
model, one that is traditionally used to explain factors that contribute to competitive advantage
in business,? adds clarity to understanding the factors contributing to competitive advantage
and strategy.

Perception of Russian Cyber Domain and Hybrid Prowess

Research trends surrounding Russian cyber and information warfare established the notion
that Russia could do whatever it wanted to other nations’ systems without regard for common,
yet unwritten, decency. Russia’s perceived prowess before 2014 resulted in limited sanctions
for its actions from NATO and the EU, further bolstering its impunity. Comparatively, its system
of government and policies were more consolidated and unified than NATO's to execute offen-
sive cyber operations and defend against attacks.?! Adding to external misperceptions, Russia
was transparent about how it prioritized the information sphere and non-military tactics. Not
only did Russia seem better rehearsed in the cyber domain with more effective policies, but it
also messaged proactivity, aggression, and impunity so that other countries would not interfere
for fear of repercussion. The NATO unity of command in a ground attack is very clear?* because
it has a legal direction to act as one. Cyber-attacks are not covered in the same unified and tan-
gible manner, leading NATO to perceive itself as weaker in this domain despite being wealthier
and larger overall.??> However, Swedish cyber defense exercises (CDXs)?* may provide a blue-
print for integrating industry allies into NATO’s Cyber Coalition Exercises® to build unity of
command and collaborative solutions against threats to the private sector. Russia’s numerous
transgressions, impunity, and overt messaging, plus NATO’s limited cyber-unity, are the es-
tablished factors that perpetuated Russia’s image. Putin’s actions proved counterproductive
and entrenched Ukraine deeper in the West,? leading to Russia’s miscalculation of Ukrainian
identity and degree of support.

Technological Aid and Support from Outside Ukraine

The commercial technological support from outside Ukraine is well documented but poorly
consolidated because the conflict is ongoing. The volume of financial and military aid has fluc-
tuated with subjective popular opinion worldwide. This kind of collaborative global indirect
support is unprecedented and largely unofficial. Leaders did not anticipate this situation due to
the lack of official policies and procedures in effect regarding Ukraine as a non-NATO nation.?”
The cyber domain has no borders and limited governance in wartime conditions, yet Ukraine
was able to gain and maintain a competitive advantage through technology and public opinion
against Russia.
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COMPETITIVE ADVANTAGE: FIVE FORCES APPLIED

Though Porter’s five forces model is traditionally used to explain factors that contribute
to competitive advantage in business,?® it can be reframed to describe and conceptualize the
commercial technological factors that play a strategic supporting role in military efforts. The
five forces discussed and renamed in this study are the bargaining power of suppliers, the
threat of substitute products, the bargaining power of buyers, the threat of new entrants, and
rivalry among existing competitors.?’ In this article they are applied to Russia and Ukraine
as business competitors to account for the tangible and intangible factors that were attribut-
ed to Ukraine’s unanticipated success. Benefactors to either country are considered sup-
pliers and buyers depending on their type of support. The product each country provides
in this hypothetical market is national security, interests, and ideologies for their domestic
consumer populations and financial benefactors. Consider that each factor is bolstered by
public opinion, and analogous to brand loyalty.

1. Bargaining Power of Supporters. In business, the bargaining power of suppliers
refers to the number and size of suppliers, the uniqueness of each supplier’s product, and
the company’s ability to substitute.*® In the Russo-Ukrainian war, the number and size of
suppliers are the tech supporters, whereas Russia has fewer suppliers in technological
aid. Though the IT suppliers do not offer unique products, Ukraine enjoys exclusive IT
and cyber defense support from larger commercial assets like Microsoft and Starlink that
Russia does not.*! Starlink support raised SpaceX valuation to $127 billion in 2022, in-
creasing its status among tech giants.*? Conversely, China continues to maintain an openly
neutral sentiment that advocates for peace and sending Chinese representatives to Russia,
Ukraine, and many other countries to support conflict resolution.®® In addition to actively
supporting Ukraine with IT, many countries, primarily the U.S., have implemented restric-
tions on technology to undermine Russia’s industries.** Where Ukraine reaps the benefits
of various technological supporters, military and commercial, for a competitive advantage,
Russia relies mostly on itself.

2. Threat of Substitute Security Measures. The threat of substitute products refers to
the number of substitute products, the buyer's propensity to substitute, and relative price
performance.®® In the national security context, this is reframed as the threat of substitute
security measures. There are no substitute national defense agencies for either country,
short of the U.S. or China’s militaries stepping in to defend either one in a higher-impact con-
flict if its forces are decimated. The buyer’s propensity to substitute refers to the benefactor’s
propensity to substitute indirect financial and technological aid with direct combat support;
the latter is not consistent with global interests to maintain physical national security.*® The
threat of global powers substituting indirect technological support for direct high-impact
warfare as a national security measure is low.
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3. Bargaining Power of Benefactors. The bargaining power of buyers is the number of
customers, differences between competitors, and the buyer’s information ability.>” The buy-
ers are the benefactors that are contributing monetary aid to Ukraine in exchange for their
sovereignty, which represents Western democracies and the opportunity to stay out of direct
combat. From January 23, 2022, to October 3, 2022, Western countries, Japan, and Taiwan
sent Ukraine over 90 billion euros in financial, humanitarian, and military aid.*® The differ-
ence between the competitors is defined by their views on sovereignty and their respective
levels of positive public opinion. The buyer’s information availability is characterized by
open-source interpretations of the current events in Ukraine. Russian policies align better
with its internal state media to control its internal messaging?’ but have little effect outside
of its borders. “The COVID-19 pandemic promoted collaborative fact-checking on an inter-
national scale.”® Lessons learned from the Russian cyber-attacks, along with COVID-19 and
political misinformation efforts became case studies that allowed agencies to refine their
practices. Ukraine holds a relative advantage in the number of supporters and benefactors
to its national security and ideology. The collective effectiveness of commercial and gov-
ernment agencies fighting against Russian misinformation efforts in the cyber domain is
evidence of their advantage.

4. Threat of New Adversaries. The threat of new entrants refers to cumulative experi-
ence, government policies, brand loyalty, and capital requirements.*! Russia alone has more
experience in hybrid warfare than Ukraine but, in a cyber war involving private and public
supporters on either side of the cyber conflict, Russia is outmatched as well as any other
potential adversary that has not already aligned itself with a side. Government policies do
not exclude commercial IT supporters, which are encouraged by public opinion, from helping
Ukraine. The predicted human, technological, and financial capital to join a high-impact war
against Russia or Ukraine exceeds the capital to remain a peripheral supporter. The threat
of new adversaries that would compromise Ukraine’s sovereignty and undermine autonomy
is low.

5. Rivalry Among Existing Competitors. Finally, rivalry among existing competitors is
the central factor that is impacted by the other four. It refers to the number of competitors,
brand loyalty, and quality differences.*> Ukraine has only one country to compete against.
Brand loyalty is comparable to the rates at which public opinion affects domestic support
for each country's efforts, also heavily affecting external aid to their causes. The quality of
Ukraine’s and Russia’s national security forces depends on the bargaining power of support-
ers, the threat of substitute security measures, the bargaining power of benefactors, and the
threat of new adversaries. Russia’s underwhelming cyber effects are attributed to Ukraine’s
benefactors, both commercial and military, protecting its cyber sovereignty.** So long as
Ukraine leverages the five factors, it can gain and maintain a competitive advantage over
Russia, despite its relatively smaller size and limited internal assets.
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CONCLUSION

Despite reluctance to act against Russian aggression that emboldened the Kremlin to over-
step physical and ethical boundaries, formal and informal cyber-defense agencies worldwide
were able to take advantage of Russian transgressions as case studies to analyze them and
build effective defenses. Worldwide popular opinion reinforced Ukraine’s ability to compete
with Russia on the world stage despite its original disadvantages. While the unprecedented
benefits of commercial IT benefactors significantly aided government efforts against Russian
cyber-attacks and misinformation in a hybrid war, commercial IT support raises concern and
urgency to establish international policies that define and protect non-combatants in cyber-
space; though SpaceX restricted Starlink from being used in offensive operations as recently
as February 2023, its involvement in the war continues to initiate debate and garner support
for stronger public-private relationships with rising tech companies.*

Future Direction

As the war unfolds and someday concludes, a deeper study should be conducted with qual-
itative and quantitative feedback from those involved. In China, researchers applied a quan-
titative approach toward public opinion for or against the war. More research is required to
understand the accuracy, feasibility, and ethics of applying business intelligence to interna-
tional policy and decision-making. If NATO integrates private actors into CDXs with the five
forces model used as a common language, researchers can assess the applicability and propose
refinements to subcomponents from an empirical system dynamics perspective. Research pro-
viding a detailed approach toward rules of engagement must be conducted if private actors are
formally introduced to cyber operations. @

DISCLAIMER

The views expressed in this work are those of the author and do not reflect the official policy
or position of the United States Military Academy, the Department of the Army, or the De-
partment of Defense.

130 | THE CYBER DEFENSE REVIEW



APPENDIX

Threat of New
Adversaries

o Cumulative experience
e Government policies

o Capital requirements

Figure 1: Reframed Five Forces Model.
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