Writing the Private sector Back
iNto the Defense Equation
- Unlearned Lessons

Dr. Andrea Little Limbago

lobal supply chains received a one-two punch in 2020. The ongoing US-China

trade war and COVID-19 made it clear that the increasingly complex, fragile,

and opaque global supply chains were no longer sustainable. These significant

shocks, coupled with the SolarWinds supply chain compromise and growing
concerns over data security and digital supply chain risk, have caused many in the pri-
vate sector to rethink their global footprint. These global transformations also create a
rare opportunity to rethink the role of the private sector in national security.

For the most part, the private sector has been omitted from the defense equation despite
being on the frontline of adversarial behavior and geopolitical conflict. In a recent testimo-
ny, Senator Angus King explained, “many smaller companies, particularly in Silicon Valley
and in the technology field generally, have given up on the Pentagon.”l! When US tech
giants withdraw from participation in Pentagon programs,” while others aid in the mas-
sive surveillance and human rights violations in China,®' the divide between technologists
and policymakers may seem too vast to mend. Nevertheless, closing this gap is a national
security imperative. Just as the global order is undergoing transformations, so too must the
role of the private sector in national defense.

The window of opportunity for bridging this gap is now. However, as Amy Zegart and
Kevin Childs explain, fixing this divide requires thinking differently.” To be sure, for the
last decade, the private sector largely dismissed any role in national security - and vice
versa. Even following Russian interference in the 2016 US Presidential election, many tech
leaders were slow to comprehend how their technology could be abused by adversaries.?!
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Fortunately, times are changing and private sector lead-
ers from across industries are reassessing their global
footprint and how geopolitics impacts their bottom line.
This article considers the forces driving the private
sector’s nascent transformation toward resilience in a
post-pandemic global order and how the defense com-
munity must seize the moment to redefine public-pri-
vate sector relations and optimize US national security.

Lessons Unlearned: Thinking Differently about the
role of the Private Sector in National Security

These high-profile divides have dominated headlines
for the last decade and obscured underlying shifts
across the private sector when it comes to national se-
curity. The notion of private-public partnerships gen-
erally receives strong support, but the frameworks for
these partnerships have barely evolved since the Cold
War. Even when discussing the Silicon Valley/DC di-
vide, it is largely framed with a focus on bridging a gap
between technologists and policymakers through joint
research and development, misaligned acquisition pro-
cesses, and workforce solutions.

While addressing the divide between technologists
and policymakers is essential, it is a well-known prob-
lem with emerging or nascent solutions. Governmental
programs such as the Defense Innovation Unit and De-
fenseWerx were created to facilitate these partnerships
and expedite innovation and technological transitions.
Conversely, there are a growing number of programs
to recruit more technologists into policy, such as the
Aspen Tech Policy Hub,'' TechCongress,”! and the Na-
tional Security Institute Technologist Fellowship.® Ad-
ditional bug bounty programs such as Hack the Penta-
gon and Hack the Capitol further seek to bring these
groups together to address an array of national security
and technology challenges, while the Biden administra-
tion is experimenting with new approaches to hiring
tech talent.”’ The emergence of these programs over the
last decade is a welcome change and highlights some
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lessons learned. Although there is still plenty more work to do, there are a growing number of
programs working on it.

In contrast, there has been much less attention devoted to the broader private sector and
its role in national security. The private sector is increasingly described as the frontline in
cybersecurity, but little has changed in policy or in partnerships despite their growing role as
defenders. Of course, there are examples of the government and corporations working together
- for example to bring down bot networks - but these are few and far between when looking
at the scale and scope of the threat.!”

For instance, the financial sector is a well-known target of state and non-state adversaries
and is among the sixteen critical infrastructure sectors designated by the U.S. Department of
Homeland Security.'!! A BBC report highlights a financial ‘fraud epidemic’ as a national secu-
rity problem due to both its destabilizing impact on society as well as being a source of funds
for terrorist and criminal networks, not to mention the growing number of state and non-state
actors that target the financial industry.'? The fifteen other critical infrastructure sectors simi-
larly are on the front lines of cyber warfare, but rarely get the attention or the resources needed
to defend against nation-state attacks.

In fact, given such policy stagnation in addressing the technological realities of the threat
landscape, many US and European corporations are now trying to shape global cyber norms.
Microsoft’s call for a “Digital Geneva Convention” and the Tech Accord, Siemen’s Charter of
Trust,!"®¥ and Intel’s draft US privacy law!** illustrate this growing movement by corporations
to shape the digital rules of the road. Importantly, the growing number of companies signing
these accords or seeking similar initiatives demonstrates the growing overlap between nation-
al security initiatives and corporate bottom lines.

Of course, the private sector is extremely heterogenous, with great diversity among those
corporations that internalize how national security may impact them and those who prefer to
maintain a blind eye to it. While there has been policy inertia on the government’s side, there
has equally been those in the private sector who continue to discount the impact of national
security threats on their bottom line. In discussing China’s long-time campaign to tamper with
technology products, a former FBI official recommends, “Silicon Valley in particular needs to
quit pretending that this isn’t happening.”'”!

To be sure, many on both sides remain wedded to Cold War analogies and private/public
sector models from anachronistic eras. Nevertheless, there is also growing acknowledgement
of the ongoing inflection point and transformation in the global order which is prompting
many in the private sector to rethink their relationship with national security. The next section
explores the driving forces behind these shifting attitudes in the private sector regarding geo-
politics and national security. This growing momentum introduces an opportune moment to
rethink the role of the private sector in national security.
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Global Shocks to the Bottom Line

For the private sector, the bottom line will generally trump national security considerations.
This will not change. What has changed is the growing convergence of the bottom line and
national security, a convergence that introduces great opportunities for reinventing private
sector contributions to the defense equation. This section details those core factors behind
these shifting attitudes in the private sector.

COVID-19 and Global Supply Chains (globalization reformed)

Beyond the public health and economic devastation, Covid-19 has exposed significant vul-
nerabilities in a hyper-globalized system, largely the complexity, opacity, and insecurity of
global supply chains. From the well-documented food and vaccine distribution and personal
protective equipment disruptions to manufacturing and defense supply chains, modern sup-
ply chain fragility has now become a top C-suite and consumer concern alike.

Last year, the Bank of England predicted the pandemic would cause the worst economic
contraction since 1706.1'9 Global economic activity ground to a halt in March 2020, drop-
ping 30-35% in a few weeks. Global GDP forecasts dropped from 2.4% in February to -4% in
March, UNCTAD predicted a 30-40% contraction in foreign direct investment flows,”! while
unemployment numbers quickly surpassed the Great Recession and approached Great De-
pression levels. The April 2020 jobs report detailed a massive jump in US unemployment to
14.7%,1® as over 20 million people suddenly lost their jobs. This one-month shift was double
that during the entire 2007-2009 Great Recession.

While the economy currently is making greater progress than the dire predictions of
Spring 2020, the shock will forever transform the global economy. Those who anticipated
a return to ‘normal’ in the post-pandemic global order will be in for a rude awakening. H.T.
Goranson and Beth Cardier best detail this risk, noting, “The fact that our smartest scien-
tists and political leaders are envisioning a return to ‘normal’ reflects a collective failure of
imagination.”('”!

For the private sector, the global supply chain disruptions linked to geographic depen-
dencies - mainly geographic concentration in China - was a wake-up call. Many companies
did not realize the extent to which their extended supply chain was so fragile, with 98% of
executives noting some level of supply chain disruption due to COVID-19.12% In preparation
for the future shocks, 24% of companies plan to relocate supply chains, only 10% said China
was stable for long-term sourcing, and 50% plan to identify alternative or backups.?!

In short, while past private sector priorities focused on market access to the world’s largest
consumer base, the pandemic exposed the underlying fragility of this approach and prompt-
ed many in the private sector to begin transforming their global supply chains toward great-
er resilience.
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Industrial Policy is Back

As the Internet exploded, the notion that borders do not exist in cyberspace became a com-
mon refrain. The same was often said of globalization, as goods flowed across borders at unprec-
edented levels. In both cases, national borders were always there, but were either discounted or
completely ignored in favor of the potential promise of new market share and growth. This risk
calculus is changing, as ongoing trade policies and data sovereignty laws have brought borders
front and center to the business world.

While COVID-19 accelerated the push toward greater geographic diversification of global
supply chains, the US-China trade war had already prompted a nascent focus on reshoring and
onshoring. The 2019 Kearney U.S. Reshoring Index recorded a record high, indicating a grow-
ing number of companies shifting their dependencies away from a few core Asian countries
toward other regions.??

The notion of trade wars is actually too restrictive, as both China and the US are deploying a
range of tools in their economic statecraft toolbelt. Industrial policy is back with the business
community caught in the crossfire yet again. For instance, the U.S. Department of Commerce
has added over 350 Chinese companies to their entity list, which prohibits the export, re-ex-
port, or in-country transfer of their products./®! The Cybersecurity Maturity Model Certifica-
tion (CMMC) is one of many U.S. Defense Department efforts to secure its supply chain and
incorporates security standards into its acquisition process.? Through Section 889 of the
National Defense Authorization Act (NDAA) of 2019, the Federal Acquisition Council (which
includes the Department of Defense, NASA, and the GSA) has restricted federal contractors
from using the products from five Chinese companies, and their affiliates and subsidiaries.
Separately, from June 2020 to January 2021, the Pentagon issued four different lists - and a
total of 43 Chinese companies - with links to the Chinese military pursuant to Section 1237
of the 1999 NDAA.?% This statutory requirement specifies that the Pentagon must release the
names of “Communist Chinese military companies” but there is no compliance requirement.
However, a November 2020 Executive Order?® restricted investments in 31 of the 43 compa-
nies listed, and the 2021 NDAA introduced Section 1260H, which supersedes section 1237.127)

In response, China has sanctioned®® three US defense companies to signal opposition to US
arms sales to Taiwan and the growing trade partnerships between the US and Taiwan - a part-
nership focused on ties among like-minded democracies with “shared values that will inform
how we reinvent the supply chains of the future.”®?”! China also has announced new details
regarding their ‘unreliable entity list’ — companies deemed to be a danger to China’s national
sovereignty, security, or development.’3%

While the US and China continue the tit-for-tat retaliatory economic policies, democra-
cies across the globe are starting to leverage industrial policy to secure their own supply
chains. Australia,®" Italy,?? Sweden,®¥ UK,** Germany,* and Indial®® are among the grow-
ing list of countries restricting Huawei from their 5G cellular infrastructure. India has taken
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additional steps, banning over 100 Chinese apps following military conflict along the Chinese/
Indian border.*” The EU recently introduced™” details for a U.S.-EU tech alliance, while the UK
has proposed™*!! a 10-country 5G pact of democracies (D-10). Members of the UK parliament
also introduced the creation of a trusted suppliers list that would ban China and Russia from
the defense supply chains.*? In fact, many former members of the Soviet bloc are especially
wary of Chinese influence and are blocking Chinese projects from the Baltic to the Adriatic. A
Lithuanian member of Parliament summarized these decisions succinctly in noting, “We are
choosing the Western technosphere. We are not choosing the Chinese technosphere.”*! These
regulatory dynamics introduce yet another supply chain risk for global corporations that in-
creasingly shapes their calculus when restructuring their global footprint.

Data at Risk

At the end of 2020, the SolarWinds supply chain attack revealed just how vulnerable the dig-
ital software supply chain is across Fortune 500 companies and the public sector alike.* Far
from being unique, the SolarWinds attack is part of a broader trend where legitimate software
and third-party suppliers provide the attack vector for compromise. These kinds of ‘next-gen’
attacks jumped by 430% year over year.* A recent survey found that 60% of data breaches
were the result of supply chain or third-party exposure, while most do not monitor all their
suppliers for cyber risk.*!

The physical supply chain also introduces cyber risks that have largely been ignored for the
last decade but are beginning to enter the risk calculus. The diffusion of digital authoritarian-
ism - the use of digital information technology by authoritarian regimes to surveil, repress,
and manipulate domestic and foreign populations - introduces new data risks for global supply
chains.

Whether through data sovereignty laws, Internet blackouts, or ‘cybersecurity’ laws that man-
date government access to data within their borders, any private sector footprint within these
countries faces much greater risk of data exfiltration and service disruption. For instance,
Cambodia is moving toward an autarkic Internet inspired by China’s Great Firewall,*”! while
Vietnam™® and Thailand™”! both passed cybersecurity laws that give the government greater
control of data within their borders. Ecuador’s all-seeing eye surveillance system is already
powered by Chinese technologies, while Kazakhstan’s required digital certification®®'! has prov-
en to enable man-in-the-middle attacks numerous times.

At the same time, government-induced Internet shutdowns are similarly on the rise. Uganda,
Belarus, Russia, and Myanmar are among the growing list of governments deploying this tech-
nique for information control within their borders. India has also adopted this technique and
holds the record for a democracy with the longest Internet shutdown at over 100 days. There
were 213 documented incidents of shutdowns across at least 33 countries in 2019 alone.®?
In 2020, governments cut off the Internet to 268 million people - 93 shutdowns across 21
countries - a 49% increase in total hours from 2019.°° According to the Business Continuity
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Institute’s Supply Chain Resilience Report,* these kinds of Internet disruptions are the
most top-of-mind disruption concern for almost two-thirds of organizations surveyed. Govern-
ment-led Internet blackouts increased 6000% between 2011-2018,% and cost the global econ-
omy $8 billion in 2019 alone,”*® and likely increased in 2020.57!

Taken together, national borders dramatically impact data risk. Increasingly for the private
sector, where you stand depends on where your data resides. With the average global brand
having tens - if not hundreds -of suppliers across the globe, and a large portion of their data
distributed across the supply chain, data abroad is increasingly data at risk. But those risks
are not uniform and have instigated a growing emphasis on building trusted networks within
the public and private sectors.

New Priorities and Solutions for Post-Pandemic World Order

This confluence of shocks has forced a reckoning with geopolitics and the private sector. To
be clear, this is not a uniform reprioritization, but those who restructure their operational resil-
ience around these risks will gain the competitive advantage in the post-pandemic world order.

For instance, Intel’s new CEO describes the company as “..., a national asset. This company
needs to be healthy for the technology industry, for technology in America.”®® With chip man-
ufacturing front and center in the technology supply chain disputes between the US and Chi-
na, this framing may become more commonplace for other businesses in the tech and critical
industries.

This renewed national corporate pride is not limited to the US. Porsche recently announced®”
it would not expand production with a Chinese factory, opting for a Made in Germany approach
despite higher labor costs. This came at the expense of lower growth in China in 2020 com-
pared to competitors, and it is still too early to tell whether market pressures or geopolitics will
dominate decisions across the auto industry.

At the same time, there are growing shifts toward crafting trusted supply chain networks -
both digital and physical - and especially for a democratic ‘tech alliance.”®” The US is weighing
a democratic economic alliance!s!! that would retaliate in response to Chinese coercive trading
policies, such as those used recently against Australia.l? In addition, trustworthy networks
are foundational to these tech alliances and are a growing priority among democracies.!®' The
‘quad allies’ - Australia, India, Japan, and the US - are stepping up tech ties to strengthen
their security and coordination in critical supply chain and technology areas.!® Creating these
alliances will take time and are in a very nascent, exploratory phase but are essential to supply
chain diversification, agility, and security.

The movement toward trusted supply chains also has introduced the potential creation of
“trust zones”® that would share research and technology, while excluding those entities
deemed security risks. There also is growing emphasis on industrial policy to formalize these
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trusted networks, whether through new prohibitions and restrictions to address the semicon-
ductor chip dependencies,'*®! national strategies to identify choke points in emerging technolo-
gy supply chains, as well as through trusted alliances.”!

Coordinating these restrictions and prohibitions across countries would have several ad-
vantages, including a unified front against adversaries, incentivized and increased informa-
tion sharing, as well as the consistency necessary for private sector compliance. Governments
should also consider financial incentives to facilitate compliance given the enormous difficulty
and costs of replacing many of the prohibited technologies or reshoring to trusted locations.
According to one assessment, it will cost US small carriers $1.8 billion to ‘rip and replace’®!
existing Huawei and ZTE equipment from their networks. A German estimate predicts an even
larger cost, closer to $3.5 billion for their largest telecom provider./’ Non-compliance fines
also can be extremely costly. OFAC issued over a billion dollars in violation fines in 2019.7%
In July 2021, the FCC approved a $1.9 billion program to expand its reimbursement plan”! to
assist in the compliance costs of removing prohibited technologies from US telecommunica-
tions networks. Japan has designated over $2 billion to their domestic champions to facilitate
decoupling from the Chinese market.

Additional incentives and protections for information sharing will be essential across these
trusted networks. While the SolarWinds attack has expedited”? information sharing, it was in
fact reactionary. A recent report from BSA, The Software Alliance, to the Biden Administration
highlights the essential role of information sharing both domestically and with foreign part-
ners, but laments that the government still lacks an effective means for two-way information
sharing six years after the Cybersecurity Information Sharing Act was passed.”® A core com-
ponent of information is ensuring the data is protected, and given the growth in supply chain
attacks, there is reason for concern. Therefore, data protection and more coherent data protec-
tion strategies across the democracies must similarly be foundational in securing the ‘trust’ in
information networks.

Finally, the government should craft assurance policies to incentivize companies that pur-
sue best practices for protecting their intellectual property and technology across their supply
chains, including qualified bidders and qualified manufacturers lists. This, in turn, should
spark a reckoning within US companies as well, especially among tech giants who currently
power” many of the surveillance capabilities”® on the US restricted lists, including those
with military end-users. To be clear, this does not require a complete decoupling - that is
neither practical nor advantageous - but rather incentivizing specific behavior for improved
security across supply chains. When that does involve decoupling, government assistance
could go a long way. A U.S. Chamber of Commerce report”s estimates full decoupling would
cost hundreds of billions of dollars, lost jobs, lost economies of scale, lost innovation, in addi-
tion to completely crippling certain industries. Finding this delicate balance between national
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security and economic security and welfare requires assurance-based support informed by
both the private and public sectors, with each internalizing the practicalities and realities of a
post-pandemic world order.

CONCLUSION

When the pandemic hit, numerous private sector companies shifted or expanded production
capabilities, for example from athletic gear to masks and gowns,”” 3-D greeting cards to face
shields,”® and pickup trucks to ventilators."” This begs the question: what role would the pri-
vate sector play during other shocks, such as a large-scale military conflict?

There are many areas of disagreement between Silicon Valley and policymakers, but there is
also growing alignment between the private sector writ large and national security concerns.
The private sector continues to bear the brunt and costs of global supply chain disruption. From
cyber-attacks to shifting data surveillance laws to geo-economics to geographic concentration
risks, the private sector is caught in the crosshairs of these global shifts and is reassessing its
global footprint for greater operational resiliency.

Geopolitics increasingly play a role regarding where and with whom the private sector pur-
chases technology and which companies are integrated into their supply chain. The push-pull
factors of geopolitical and industrial policy shifts are directly impacting their risk calculus and
bottom line. The ongoing supply chains disruptions introduced by the COVID-19 pandemic
have further prompted renewed thinking within the private sector about geographic and prod-
uct concentration risks.

The confluence of these revelations provides an opening for democracies to reinvent the role
of the private sector in the defense equation. As many global brands are reassessing their
global footprint and the range of risks involved, many of these shifts increasingly align with
national security objectives. From seeking locations with greater data protection to building
operational resilience with trusted partners, there is increased opportunity for collaboration
across the private and public sectors. However, this will only be possible by pushing aside the
lessons unlearned of the last decade. National security and the corporate bottom line can go
hand-in-hand, but it will require renewed focus and forward leaning solutions on par with the
geopolitical, geoeconomic, and technological challenges of the post-pandemic world order. @
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