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he United States (US) has a long history of proportional and in-kind response to
adversary aggressions. If a US aircraft is shot down, the US will bomb anti-air-
craft emplacements and runways or attain air superiority by clearing the skies
of other fighter aircraft. If hostile actions are committed in cyberspace, the US
will respond with limited cyberspace actions in an attempt to restrain escalation to a
kinetic conflict. The US has failed to learn the lesson that conflict in the cyber age is
inherently asymmetric and that cyber attack responses need not be quid-pro-quo. There
is a range of diplomatic, economic, and information options for effective responses that
follows the international legal principle of proportionality and do not necessarily result
in escalation to the kinetic actions of warfare. The US should use, and be willing to tar-
get in others, all the DIME instruments of national power - i.e., diplomacy, information,
military, and economic!! - to respond to and prevent future aggressions in cyberspace.

Information Flows and Defense of Democracy

There is a vital relationship between information and democracy. In order for a democ-
racy to survive, citizens need valid information to make informed judgments. As Hamil-
ton noted over 200 years ago in the Federalist papers, citizens of a democracy must be
educated.” They need to have a substantiated and shared understanding supporting the
legitimacy of their elections and their government, in addition to a reasonable expectation
of economic security.”! With these foundations in place, a democracy can use contested
political knowledge to identify, understand, debate, and solve problems. Conversely, au-
tocratic governments require a monopoly on common political information to keep the
system opaque and their citizens under control.
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Information flow and mass communications remain
fundamental to a healthy modern and internetted de-
mocracy. If the majority—or even a significant minori-
ty—of citizens do not share a common acceptance of
elections, legitimacy, economic fairness, and govern-
ment, democracy is threatened. Likewise, if there are
not enough common objectives and some sense of cohe-
sion, the citizens cannot achieve effective pluralities or
majorities that underpin policy, and chaos will follow.
Conversely, if there is not enough contested informa-
tion because, for example, government officials allow
access only to their interpretation of facts, then citizens
do not have access to the marketplace of ideas, debate,
and economic innovation. This can lead to tyranny.
Examples include government control of information
in numerous regimes, and the Kim Family Regime in
North Korea isolating the population from outside ideas
to forestall rebellion. Democracy depends on the unhin-
dered flow of information balanced between commonly
accepted and contested interpretations.

Among the world’s consolidated democracies, the
US is particularly vulnerable to attacks that affect the
free flow and accuracy of electronically exchanged in-
formation. First and foremost, very few countries rely
on cyberspace as much as the US. Vast portions of na-
tional critical infrastructure in the US are connected to
the open Internet. Attacks in and through cyberspace
are inherently asymmetric in nature. There are simply
more critical cyberspace capabilities that the US must
defend than there are for adversaries. Further, the ca-
pabilities the US must defend are generally more criti-
cal to national security than those its adversaries must
defend. Finally, unlike many adversaries, much of the
US critical infrastructure is commercial; adversaries
typically nationalize critical infrastructure and there-
fore, can more easily enforce both cooperation and com-
pliance.

In today’s world, new forms of disinformation pres-
ent an urgent national threat to the health of our
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democracy-sustaining information environment. The
US is at a distinct disadvantage if it limits responses
largely to military-borne cyber operations and excludes
the other DIME tools - i.e., information, economics, and
diplomacy. For example, in a competition limited only to
the cyberspace domain, it is likely that the US has more
critical capabilities to lose than its adversaries. These
capabilities are not limited to just physical critical infra-
structure, but include the fundamental underpinnings
of our democratic way of life. Conversely, authoritarian
adversaries already controlling their internal commu-
nications structures can more readily tolerate major
losses of access to the free and open internet to protect
their critical infrastructure, as well as preventing the
significant loss of connected infrastructure.

Only by fully employing its DIME capabilities can the
US learn how to bolster its international support and
deter adversary nations from conducting offensive cy-
berspace actions.

DIME Tools of National Power - D

Diplomacy is the domain of the Department of State.
Through discussions and agreement of international
norms of accepted behavior in cyberspace, the US can
lead the world diplomatically. When the US announces
a meeting, other states want a seat at the table. This
latent power was most recently needed when the 2017
United Nations Group of Governmental Experts on cy-
berspace failed to reach a consensus on international
norms.”* Increased adoption of norms of acceptable
behavior would enable more clearly defined activities.
With such norms established—including a consensus
on prohibited targets and activities such as masquerad-
ing as other nations or launching critical infrastructure
attacks leading to civilian deaths—states could better
act without ambiguity or fear of argument over wheth-
er their actions are a transgression. Similarly, they will
benefit from a common understanding of which activi-
ties—like espionage—are allowable.
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If better equipped, staffed, and authorized to do so, the Department of State then could more
effectively, frequently, and likely more persuasively use existing interagency coordination
mechanisms to ‘demarche’ (protest) the attack and the attacker. A good example is the de-
marche associated with the 2019 Russian attack on Georgian television networks." This “nam-
ing and shaming” via demarche in a public forum notifies the global community of the actions
and the potential remediation, and it shapes the information environment. Importantly, it also
allows the US to build international leverage by partnering with the affected nation for remedi-
ation, training, or multilateral response. More is needed to capitalize on the potential of cyber
diplomacy: “The United States should regain the initiative in strategic cyber competition. The
Department of Defense has pivoted to a more assertive posture, but the State Department’s
pivot has just begun.”

DIME Tools of National Power - I

Adroitly orchestrating the Information tool of the DIME is crucial to effective governmental
responses to adversary cyber campaigns. Evidence collected and shared to support the claim
that an attack occurred and attribute the attack or campaign to an attacker helps undermine
the inevitable denials or counterclaims and misrepresentation of facts by the attacker or its
proxies. As the world’s nations increasingly rely on a smoothly functioning global internet
for commerce, communications, and critical resource supplies, the public revelations of these
attacks and their sources has slowly begun to shape the perspectives of states previously re-
sisting attribution to any state, let alone China or Russia. Identifying states clearly shown to
threaten the functions of these global information flows can, depending on the circumstances,
coalesce sentiment against those states. For example, the 2013 release of the unclassified APT-
1 report by the commercial cyber firm Mandiant provided public and substantial evidence of
Chinese cyber operations against the US that enabled its leaders to counter PRC denials of
having conducted such offensive military action.”’

In cyberspace, attacks are increasingly less likely to be isolated events, and more likely to be
parts of wide-ranging campaigns with larger economic or national security implications. The
2020 Russian SolarWinds attack exemplifies what Russian General of the Army Valery Gera-
simov identified in 2013 as the principles operationalizing for the information age the 1990s
anti-US Primakov doctrine. Now clearly stated, the Russian state intends to achieve its nation-
al objectives through cyberspace and information operations, intertwining conventional and
asymmetric means in a whole-of-government, all domains, and permanent conflict between
peace and war.®! As the authoritarian adversaries to democracy have grown into their many
and far-reaching cyber campaigns over the past decade, calls among the targeted democracies
have led to cooperative cyber defense agreements and training with the US. In providing per-
suasive information to reveal the adversaries’ campaigns and to encourage cooperative sup-
port, the US can measurably enhance the effectiveness of its own cyber defense.
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DIME Tools of National Power - M

Global militaries now recognize cyberspace as an operational domain with the ability to hold
adversaries at risk without firing shots, deploying forces, or launching hostile kinetic actions.
Military actions here may include taking control of hard and soft information resources with-
in the adversary’s territory, interfering with understanding or effective execution of military
or other sectoral movements, or even manipulating the sentiment of population segments to
turn against the ruling regime. “The very ‘rules of war’ have changed. The role of nonmilitary
means of achieving political and strategic goals has grown, and, in many cases, they have
exceeded the power of force of weapons in their effectiveness. ... All this is supplemented by
military means of a concealed character.”"”! Early to engage across domains, the military of
Russia, led by its intelligence unit - the GRU,!'Y has been deeply involved in cyber-attacks on
the US and Europe, as has the Chinese People’s Liberation Army - the PLA, most recently
through its Strategic Support Forces.!'!

Conversely, in the not-distant past, the Department of Defense would conduct cyber training
and online operations with only a select few nations. This was due primarily to a lack of statutory
authority to train partner nations in cyberspace activities. Since 2018, the Department of Defense
now has had greater autonomy to operate in response to threats and, now with the passage of the
2021 National Defense Authorization Act, and through modification of Section 333 of Title 10,!'?
it has the authority to train foreign nations in both defensive and offensive cyberspace opera-
tions. This expansion of mil-to-mil cyber coalitions similarly expands the options for national
cyber defenses beyond more traditional military operations and the narrower scope of the early
cyber era in the 2010s. This now-allowed activity sets conditions to partner with and train less
capable nations and build partnerships and alliances, furthering US influence globally.

DIME Tools of National Power - E

Economically, nations are reliant upon the internet for commerce. In 2018, the Council of
Economic Advisors conservatively estimated in a 2018 report that malicious cyber activity
cost the US economy between $57 billion and $109 billion."¥ This number greatly expands
when considering the economic impacts from malicious cyber activity online. Over the course
of 2020, cybercrime globally increased to levels never seen before. The average loss from a
data breach in the US reached $9 million dollars. Losses from IP theft and ransomware attacks
included lost market value, downtime, and reduced productivity.!'¥

The economic value and vulnerabilities of the global transport sector are a particular case
of lessons yet to be learned and national power yet to be appropriately employed. The 2020
National Maritime Cybersecurity Plan cites numerous examples of the reliance and intercon-
nectedness of nations in cyberspace that extends to their economic dependence on shipping.
Non-cyberspace disruptions, such as the recent blockage of the Suez Canal, stopped as much
as 30% of the world’s container shipping daily resulting in an estimated $400 million each hour
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of blockage, along with disruption of supply chains. To illuminate the scale of the backlog, 421
cargo ships had to wait to transit the canal; the largest of these has the capacity to carry 24,000
20-foot containers.' If a cyber-attack could precipitate a blockage of the canal, significant
damage to global commerce would occur. Similarly, a cyber-attack on the Panama Canal could
significantly delay the US from shifting military power, as well as commerce, between oceans.
The loss of the Panama Canal would result in increasing the voyage between New York and Los
Angeles by over 7,000 miles. Critical maritime supply chains are equally vulnerable to cyber
losses and disruptions, as are land systems. /!9

One would expect this economic reality both to alert national domestic action and to elevate
attention to the economic tools of national power. Nations cooperatively seeking to improve
cybersecurity of often overlooked systems, such as critical infrastructure, would in principle
greatly improve economic resilience in cyberspace and reduce the potential monetary cost of
malicious cyber activity. However, the lessons of national power and cyber defense in economic
terms are at best variably understood. China has demonstrated repeatedly its grasp of the na-
tional value of economic warcraft such as its IP theft policy of “rob, replicate, and replace,””!
pushing victimized firms out of their own markets, and its oft-used economic bribery or black-
mail policies against other nations whose citizens displease Chinese leaders.®!

The US still lacks a comprehensive plan to secure its critical infrastructure with an anchor
organization able to implement a cybersecurity strategy nationally, and has yet to create a coor-
dinated and effective use of its economic power for overall cyber defense. The last tool in DIME
is, for the cyber era, one of the least well developed.

Putting the Whole DIME Back in the Game

Continued symmetric actions in an asymmetric space leaves the US at a distinct disadvan-
tage. Adversaries seek advantages through manipulation of the internet and its connected
activities and potentially strike at the soft underbelly of open societies in an ever-connected
world. Unable to reconstruct the internet for security, the US must use all resources and in-
struments of power to deter adversaries from meddling in information systems in the private
and public sectors. By combining Diplomacy, Information, Military, and Economic actions in
response to or in advance of attacks, and while the US is still the leading power in the world in
all four elements, the US is well-placed to be more effective, efficient, and resilient in deterring
adversaries while also strengthening partnerships and alliances among like-minded nations.
But the lessons have to be learned, the tools employed, and the policies needed to act recog-
nized clearly and refined smartly. There is not much time left. @
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