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ABSTRACT

This article highlights the importance of offensive cyber as an instrument for Russia
to generate strategic effect against NATO and its core states. It focuses on the use
of offensive cyber by the Russian military at the strategic level. This military is per-
ceived to be the lead actor in the operationalization of offensive cyber by Moscow.
Because the Russian military sees itself at an overall disadvantage vis-a-vis NATO’s
conventional capabilities, it is offensive cyber that it is looking to provide a means
of fundamentally redressing this imbalance. Offensive cyber is a vital tool for the
Russian armed forces. It is indeed viewed as being the only available instrument
that can, short of the use of nuclear weapons, bring about the neutralization of
core NATO states; that is, to defeat them. This neutralization can be engendered,
according to Russian military logic, in two ways: either through cyber-psychological
or cyber-technical attacks. This article unpacks these terms and indicates how both
can theoretically generate the degree of impact that could lead to the neutralization
of core NATO states. Finally, there will be a review of the Russian use of offensive
cyber in the Ukraine conflict.
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INTRODUCTION

his article analyses the concept of offensive

cyber when employed at the strategic level

by the Russian military against core NATO

states. The focus here is on understanding
how important offensive cyber is to the strategic
thinking of the Russian military and to Russia itself.
Offensive cyber is viewed as the country’s only truly
war-winning tool when it comes to confrontations with
actual NATO states (rather than more limited conflicts
such as Ukraine).

The Russian military seeks to employ offensive cyber
in two forms. The first is what is referred to in Rus-
sian as the cyber-psychological (kiber-psikhologichkii).
This form is being widely utilized now against NATO
states in considerable depth as part of what has been
described in United Kingdom government documents,
and even before the Ukraine war (which is discussed
below), as the “intensifying geopolitical competition”
between Russia and NATO states.!'! This competition
is currently characterized by restraint and conducted
in the “sub-threshold”® space.?

From the Russian perspective, offensive cyber-psy-
chological activities in this sub-threshold competition
are important because they can be used to manipulate
people’s minds - from political figures to entire popula-
tions. The core belief in Russian military circles is that
offensive cyber tools, when used as a weapon of psycho-
logical influence, can over the long term and through a
process of weakening, destabilizing, and undermining
from within, go so far as to defeat (or “neutralize,” to
borrow from the Russian military lexicon) Moscow’s
peer-state adversaries. This can be done without a shot
being fired. Once neutralized, such adversaries, and
considering Clausewitz’s understanding of how wars
are won,” can be subject to the imposition of [Russian]
will, whether they are conscious of it or not.

a Sub-threshold activities are those that do not push a targeted state into a kinetic
response, i.e., that do not incite armed conflict.

b For Karl von Clausewitz, the aim of war is to “compel our enemy to do our own will”
(Clausewitz 1989: 75).
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Cyberattacks in this context form a vital element
in the Russian military’s current strategic applica-
tion against Western actors of what it refers to as its
sub-threshold “active defense” (aktivnaya oboronna)
measures. Active defense entails using predominantly
non-kinetic means which are designed to fundamental-
ly weaken NATO state adversaries and the whole Alli-
ance structure. This notion of active defense and the
important role of cyber-psychological attacks in creat-
ing the neutralization will be highlighted in this article.

The second strand of Russian offensive cyber comes
in the “cyber-technical” (kiber-tekhnicheskii) form. This
form is generally understood in the West to represent
cyberattacks. These will be conducted against NATO
states’ information technology (IT) infrastructure and
technical systems. In line with the “active defense”
logic, these attacks are currently kept at a low level so
that they remain definitively sub-threshold. However,
if (or when?) the era of competition with NATO moves
into one of very high international tension or even of
actual inter-state conflict, restraint will no longer have
any currency and then the genie may truly come out of
the Russian military’s offensive cyber-technical bottle.
A series of cyberattacks that target adversary states’
major IT systems can, in this scenario, coalesce to mean
that such states, again undermined from within, may
no longer be able to function as states. The cyber-tech-
nical attacks can, like their cyber-psychological breth-
ren, become a truly war-winning weapon over a much
shorter time frame. The shock and devastation wrought
by a synergistically applied set of cyber-technical at-
tacks can, as some Russian observers have noted, cre-
ate effects akin to those of nuclear weapons.®!

As this article emphasizes, it is essential to appre-
ciate how much the Russian military strives to create
cyber-technical attacks aimed at creating immense
shock and devastation. As a cultural norm, the military
sees that all engagements from the tactical level to the
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strategic as being won most efficiently against strong opponents by striking a surprise blow
of stunning, crushing power. This blow, derived from the thinking of the Soviet era, is known
as the udar. This is noted as being a “concept rarely used in Western military thought.”
But as Shimon Naveh expresses it, the udar is “one of the fundamentals of Russian military
thought.”® The shock of a well-conceived and effectively applied udar is one from which any
adversary, be it a platoon on a battlefield or a state actor, cannot recover. The udar is the best
way of “neutralizing” Russian adversaries.!!

In this article, we explore why the two forms of offensive cyber—cyber-psychological and cy-
ber-technical—hold such important places in Russian strategic thinking, both now and particu-
larly in the near- to medium-term future. It could be the case that Russian offensive cyber may
pose, in terms of strategic risk, the greatest short- to medium-term threat to both individual
NATO states and the coherence of the Alliance itself. China may represent a long-term threat
to the US and its allies, but Russian offensive cyber is far more the enemy at the gate.

This article engages mainly with Russian military writings on offensive cyber. It is perceived
that this military® (and those associated with it, for example, the non-state hacker groups it
employs)”is both the major player in terms of the Russian state bodies engaging in offensive
cyber (through the military’s intelligence arm, the GRUY) and also the prime mover in coordi-
nating the activities of the state’s other offensive cyber protagonists.® These are the internal
security force, the FSB® and the SVR, the foreign intelligence service.”’ The head of the Rus-
sian military (at the time of writing), General Valerii Gerasimov, also gives the impression that
it is his military that the coordinating body for the state’s offensive cyber actors.!'

Russia’s strategic position as viewed from Moscow

To truly understand the vital and growing importance of offensive cyber in the Russian stra-
tegic picture, some background is required. The Russian military views offensive cyber as an
essential means of providing profound strategic effect in a geopolitical environment where
Moscow sees itself as being under significant threat from the West and NATO with few if any,
available means of effectively countering this threat.!'!]

This Western threat is said to be evidenced by a bellicose NATO (or collections of NATO coun-
tries), which has engaged in a series of post-Cold War interventions in Iraq, Bosnia, Kosovo,
Afghanistan, Libya, and Syria. These stood counter to Moscow’s strategic interests. Second,
of course, there has been the gradual expansion of NATO to Russia’s borders. Perhaps more
significant, though, has been NATO’s encouragement over recent years of Georgia and, more
especially, Ukraine to join the Alliance. Leading Russian politicians and military figures have
long been pointing out that NATO’s behavior represents a direct threat to Russia and Russian

¢ This is also a military that has recently become Putin’s most favored organ of state defense and security.

d Technically, the GRU [Glavnoe Razvedyvatel'noye Upravleniye] (Main Intelligence Directorate) is today the GU (Main Directorate of the General Staff of
the Armed Forces of the Russian Federation), but the name GRU seems to have stuck.

e Federalnaya Sluzhba Bezopasnosti [Federal Security Service] operates using the APT28 group (including Cozy Bear) and others such as Turla and
Palmetto Fusion.

f Sluzhba Vneshnei Razvedki [Foreign Intelligence Service] operates using the APT29 group.
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interests.l'? This idea of being at a disadvantage is strongly reflected in the Russian Military
Doctrine of 2014 and even more so in the National Security Strategy of July 2021.1*1 This
sense of both threats is heightened, moreover, by the acknowledgment—and made apparent in
the opinions expressed by General Gerasimov and other leading figures in Russian political
and military spheres—that NATO is capable of fielding armed forces that are both qualitatively
and quantitively stronger than Russia."® The prognosis is that if any major shooting war with
NATO itself does take place, then the Russian military is likely to lose heavily.!"!! The follow-on
from this sense of both threat and vulnerability is that Moscow's freedom of action is being
constrained on the international stage. There is a feeling within Russia that the country’s abil-
ity to act as a great power wielding significant influence on world events—which Moscow feels
to be its rightful destiny—is being thwarted by the activities of a more powerful NATO.[”!

The actual nature of the threat

This general background threat is manifest, in Russian eyes, in two specific forms of direct
jeopardy from the NATO quarter. The first comes in a kinetic form. This will be specifically
exhibited, the judgment is, not so much from a nuclear attack (which is considered highly un-
likely in Russian circles)!® but rather from a surprise strike against Russia using the United
States’ nascent Prompt Global Strike (PGS) system (Global’nii Udar in Russian).'” This consists
of (according to Russian estimates) some 6,000 or so non-nuclear cruise missiles based on US
surface and sub-surface vessels. Russian analysts fear these missiles could be launched en
masse and at any time against the country’s critical national infrastructure (CNI) and, literally
overnight, largely destroy it. Russia could only retaliate by going nuclear, which is a decision
the Kremlin does not want to contemplate.’?”! However nascent it might be, a potential strike by
the PGS system is still seen to represent an existential threat to the Russian state. It is noted,
indeed, as being the “most serious threat facing Russia.”?"

A second existential threat that NATO is seen to pose comes in a non-kinetic form. This is the
fear of a NATO-inspired color revolution that would threaten the political regime in Moscow. This
is where Western soft power would be used as a weapon to weaken and destabilize Russia.??
With the perceived Western control of the Internet and leading social media platforms, the
Kremlin looks upon its population as being bombarded with favorable views of both the West
and of those Russian agencies and political figures who oppose Putin and his government.
These same Western sources likewise carry negative portrayals of Putin and his government.
The concern is that such messaging has caused and will continue to cause domestic social
unrest in Russia that may remove Putin from power.*!

With these twin threats posed by a surprise PGS strike and a color revolution and set against
a background of perceived long-term NATO bellicosity, there is a sense within Russia’s civil
and military hierarchy that NATO and the West more broadly, is already engaged in the form
of competition that is akin to an actual (albeit non-kinetic) war with Russia. And it is a war in
which Moscow feels it is at a distinct disadvantage. It has a weaker military (one getting weaker
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by the day in Ukraine); it cannot match the PGS system, and it does not have the influence
inherent in Western soft power. NATO thus has ways of potentially “neutralizing” Russia or of
imposing its “will” on the country that Moscow cannot reciprocate with.*

The Russian response

The Russian response to these perceived threats appears focused on ensuring that NATO
and its leading states are, above all, never in a position to take any decision to use any form of
armed force against Russia. This is mostly about shaping mindsets within NATO countries. The
first element here is to employ traditional deterrence. Russia has recently been beefing up its
nuclear capability. The message is one that deterrence by punishment still exists in the nuclear
realm.”?® Russia has also increased its territorial defense, notably through the establishment
of what is known in the West as anti-access/area denial (A2/AD) bubbles around the country’s
borders.?! These consist of a series of defensive weapons systems, which mostly rely on air
defense and anti-missile missiles. These A2/AD arrangements are, in large part, designed to
thwart the PGS system and thus generate deterrence by denial.””!

However, while such an enhanced nuclear capability and the A2/AD defenses might deter
NATO policymakers from contemplating a physical attack on Russia (which has been discussed
in a 2018 U.S. Army doctrinal publication),” they do not offer the possibility of Russia pre-
vailing—winning—in the ongoing non-kinetic competition/war or any future actual kinetic one
with NATO forces. What Moscow feels it needs are tools that can put NATO and its core states
themselves under threat.

Russian military writings ponder this situation. There is a need to find the most apposite
ways to weaken and destabilize core NATO states and to undermine the Alliance’s coherence
so that they both are no longer able to threaten Russia physically or to stand together to stymie
Russian geopolitical interests.?”! In essence, as stated by one Russian analyst, NATO must be
“brought into a state where they can no longer fight.”*"

It is argued that a degree of aggression or “pre-emptive neutralization” as Gerasimov calls
it, is advocated for here.®!! Still, this aggression must remain sub-threshold so as to not incite
retaliatory kinetic action by NATO. Ideally, it should also be deniable so the blame for any ag-
gressive acts should not fall on Russia.*? The degree of sub-threshold aggressiveness currently
generating this process of weakening is captured in the military’s aforementioned new strate-
gy of “active defense” [aktivnaya oboronal.

Active defense

The necessity to specifically adopt active defense was first voiced by Gerasimov in a
speech in March 2019.33/ [t is a strategy that is currently being enacted by his military in the
sub-threshold space in coordination with other Russian security actors. It utilizes a variety of
measures, including diplomatic and economic activities and attempts to alter election results
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in Western states.** Also included are saber-rattling troop movements. As Gerasimov states,
“demonstrations of military power [will] enhance the effectiveness of non-military [active
defense] means.”**

There is an argument that these active defense measures are nothing new; merely a contin-
uation of the traditional Soviet military’s sub-threshold idea of aktivnost ~ (basically, activity)
B¢l and the KGB’s past ‘active measures.”®! But there is something more here. Active defense
today is more muscular, bellicose, and refined than its predecessors. Indeed, one renowned
Russian observer of the military, Pavel Felgenhauer, has noted that Gerasimov’s active defense
strategy actually represents a step up in aggressiveness from what previously had been labeled
as the “Gerasimov Doctrine” of 2013.%8 This was Gerasimov’s original call for his military to
engage in more belligerent non-kinetic actions against Western adversaries.®”! According to
Felgenhauer, Gerasimov’s new and even more belligerent idea of active defense should now be
called “Gerasimov 2.0.”1%

One area of active defense that highlights this increased aggression is in the field of infor-
mation warfare. And it is information warfare that appears, from the Russian perspective, to
be the most effective element of active defense. Today, information warfare offers more than it
ever did as a weapon. It offers the ability to neutralize state adversaries but with very little out-
lay or expense and with little fear of facing retaliatory action.*" For a vulnerable Russian—from
Moscow’s perspective—and with few instruments to mitigate this vulnerability, information
warfare is seen as having a truly vital strategic role.*? Gerasimov has said specifically that “the
study of issues of preparation and conduct of information actions is the most important task
of military science [emphasis added].”*¥ Thus, it is not hypersonic missiles or artificial intelli-
gence, or any other new technology that Russian military science should focus on, actually it
is information actions.

The crucial aspect of information warfare

It is notable in Russian military literature just how much information warfare (IW) as a topic
stands out. There are many discussions about using information as a weapon from the tactical
level to the strategic.** Again, this is nothing new. The Soviet military previously placed a
great deal of emphasis on the use of information as the core element of its psychological war-
fare activities.*>! Western militaries, of course, both in the past and very much so still today, are
more wary of engaging in psychological operations, particularly at the strategic level.*l Thus
there is far more discussion within the Russian military regarding the use of IW#" at both the
operational level and, particularly, the strategic, that is simply not apparent within the militar-
ies of Western states.™*®!

This military’s understanding of IW can be judged using the recent definition supplied by
one of the current leading writers on Russian strategic thinking, Aleksandr Barthosh:
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A set of measures taken to achieve information superiority over the enemy by influencing
his information systems, processes, computer networks, the public and the individual
consciousness and subconsciousness of his population and personnel of his armed forces
while protecting one’s own information environment.*’)

This definition captures the general Russian view that information warfare encompasses at-
tacks on computer networks and the consciousness and subconsciousness of civil populations
and military personnel. The Russians break down IW into two mutually supporting elements:
information operations and cyber operations.”*® The concept of cyber operations - or offensive
cyber? - is then further broken down into the two distinct strands: cyber-technical and cy-
ber-psychological.!

These offensive cyber operations, of course, tick all the boxes required of a Russian military
active defense measure: they are sub-threshold; they are (theoretically) deniable, and they can,
especially in the current era, have a considerable effect. Moreover, as noted, the Russian mili-
tary sees offensive cyber as leading to the weakening and destabilizing of adversary states, and
possibly to their outright defeat. Here lies the true importance of offensive cyber for Russia: it
appears to offer its only truly war-winning weapon against NATO as a collective and against its
principal state actors.®? The Russian belief, moreover, is that such war-winning results can be
achieved using either of the two strands of cyberspace operations, the cyber-psychological or
the cyber-technical.

Cyber-psychological operations

Russian cyber-psychological operations at the strategic level and applied in the geopolitical
environment of competition involve the use of the Internet, and especially social media plat-
forms, to spread propaganda/black propaganda and misinformation/disinformation that can
alter perceptions in targeted states across a broad political and societal range.® Sergei Nary-
shkin, the head of the Foreign Intelligence Service (the SVR) - where the SVR is a major player
in Russian cyber-psychological operations®*- expressed the general understanding as to the
merits of cyber-psychological operations:

The modern world is characterized by the fact that non-military conflicts are multiplying,
and their main targets are not armed forces or military facilities, but government agencies,
the political structure of societies, vital resources, and, finally, social consciousness.?

This form of offensive cyber, when applied over a sufficiently long timeframe, is designed
to lead to a slew of outcomes positively judged by Moscow. At one end of the spectrum,
cyber-psychological operations would focus on changing the decision-making calculus of
leading political figures in targeted states in ways desired by Moscow. Here the aim would
be to create an effect according to the long-established Soviet/Russian desire to seek strate-
gic advantage by engaging in reflexive control measures. This is where Western politicians
and military leaders would be manipulated by Russian informational inputs without their
realizing it.’! Cyber-psychological interventions can also alter the actions of governments by

g There is no specific Russian term for offensive cyber.
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creating groundswells of public opinion that generate pressure on administrations. They can
also involve attempts to affect election results using misinformation/disinformation.®”

More dramatically, though, cyber-psychological operations are seen as moving beyond mere
influence or manipulation to fundamentally destabilize adversary states. A chief target would
be what the UK government refers to as the state’s social cohesion.”® In several countries,
this can be significantly undermined by using information supplied over IT means to create or
exacerbate existing cleavages within societies or to incite anti-government groups who then
drive disorder. This is what Russian military doctrine refers to as making use of the “protest
potential of the population.”™ This potential may be seen as perhaps the Russian military’s
most potent strategic weapon in the near-term future against NATO states.

Alarge body of literature in Russia is devoted to describing how to incite this protest potential
or how to make a population turn against its government. This form of warfare has been vari-
ously labeled by Russian authors such as Barthosh,”! Evgenii Messner,'*/Andrei Kokoshin!¢?
and Valerii Konyshev and Aleksandr Sergunin - as “mental warfare,” “
of consciousness,” and “political warfare.”t!

” @

rebellion wars,” “wars

Today there is much more fertile ground than ever before for creating social cleavages
across the Western world. This is especially so given the prevalence of social media, which
often drives divisive populism and general societal discord. Indeed, both the US/® and the
UK have blamed Russian misinformation/disinformation for stoking unrest within their
respective countries. And some inkling of the type of disruption that Russian cyber-psycho-
logical operations would hope to generate (or perhaps have generated) could be seen with
the storming of the US Capitol Building on January 6, 2021.1¢ Such instances can only
encourage the Russian military to increase the degree, tempo, and potency of its cyber-psy-
chological operations in the future. This is particularly so as worldwide inflation begins to
bite and social discontent rises in the Western world. Of course, NATO as a collective and
its cohesion is a target here. Russia appears to be generating information-driven cleavages
between member states to weaken the Alliance.”)

According to Russian military logic, states that become so concerned with their internal se-
curity are ones that then tend to lose interest in their external security. They will look inwards
to threats, not outwards./®® When applied to NATO states, the benefits to Russia are obvious.
Taking any momentous decisions regarding Russia by core NATO states or the Alliance itself
would be difficult to generate if they had to concentrate on domestic problems. One result
might be no threat to Russia of a consensus-reliant NATO decision being made to stand up to
Russian aggression on the international stage or even, with perhaps Ukraine in mind, to en-
gage in any kinetic action against Russia itself.

And then, of course, there is also the ultimate aim of Russian offensive cyber-psychological
operations. If the protest potential can be tapped into with sufficient energy and if the degree of
internal khaos (to use a Russian word employed by some analysts) created reaches a sufficient
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pitch, then this may render a state ungovernable.®”! Such a collapse of the targeted state would
equate, in Russian eyes, to its neutralization, its defeat.””

Cyber-technical operations

In Russia’s military playbook, cyber-technical operations, when used as a strategic tool
against adversary states, have a different focus depending on the strategic situation.”" In the
current era of competition between NATO and Russia, they will not focus their cyber-technical
activities on creating significant disruption or damage within the cyberspace and IT systems
of NATO states. That is not to say that there have been no such attacks. There was, of course, the
very damaging attack against Estonia in 2007, but this was related to a specific issue and was
not part of some overall Russian campaign.”? There have also been major Russian cyberattacks
against (non-NATO) Ukraine in recent years that were seriously disruptive, even before the
current war.”3! There have also been attacks against NATO countries that may be seen as clum-
sy and of no more than nuisance value in a strategic sense, including ransomware attacks.”*
There have also been attacks on electoral processes in Western countries with a cyber-technical
element to them.”!

From a strategic point of view, one can understand why current Russian cyber-technical activ-
ity would not aim to inflict major disruption within NATO states. Such acts carried out in an era
of competition would serve no real strategic purpose. They would only create unnecessary dip-
lomatic angst and might, however deniable, invite retaliation (including in the kinetic realm)."¢!

Thus, while concerning to NATO states, Russian cyber-technical attacks currently cannot be
seen as significant (see below regarding the Ukraine conflict). But a clear Russian game plan
is apparent: such attacks can be seen largely as intrusions aimed at preparation for future
activities at the strategic level. This preparation involves work in three spheres. First, cyber es-
pionage will focus on stealing intellectual property and accessing secret information that could
be useful to Russia’s military and economy. The second will be reconnaissance; that is, looking
for weaknesses in NATO countries’ computer systems—both civil and military—that could be
taken advantage of later. A third will be the clandestine planting of destructive malware in
either military or CNI systems which can be triggered as part of a future “zero-day™ attack.””!

The Russian aim seems obvious. Such sub rosa cyber-technical activities would all be designed
for use during a state of actual armed hostilities with NATO or at times of high geopolitical ten-
sion when Russia no longer sees any reason for cyber warfare restraint. The hoped-for effects
of a major cyber-technical assault would include:

¢ Turning off lights and power.

¢ Disabling industrial control systems.

¢ Crippling banking systems.

¢ Disrupting logistics chains (including food supplies).

h These are exploits of vulnerabilities in software not known to anyone but the hackers themselves. These exploits can be leveraged at any time
(if undetected and not fixed), thereby creating a so-called “zero-day attack.”
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The ideal Russian outcome would be that societies could no longer function; governments
would lose control, and khaos could be induced again. It could all be achieved within a few
hours. Russia imagines that the effect of such a catastrophically damaging cyberattack would
be equivalent to that of an attack by nuclear weapons.”® Here is the cherished goal of all
Russian military operations: the udar—the crushing, mortal blow that is delivered with speed,
surprise, and force. It would be at the strategic level and generated by non-kinetic and highly
cost-effective cyberattacks that could theoretically be deniable.

With this bigger prize—the udar—in mind and given that this concept relies for effect ulti-
mately on surprise, it should be expected that, in the immediate future, majorly disruptive
Russian cyber-technical attacks will, where NATO states are concerned, not be apparent. The
attacks that occur will remain limited in scope and largely confined to the aforementioned
three spheres. In preparing for an udar, the Russian military will not want to show its cyber
hand. It values cyber shock, not cyber attrition. But it can be surmised that the preparatory
work: the espionage, reconnaissance and the planting of malware will, in the coming years,
only be increasing in intensity so that the eventual cyber udar can be made as effective as
possible (see also below).

The power of offensive cyber

Of course, the two forms of cyberattack—cyber-psychological and cyber-technical—can be
used together: a gradual weakening process brought about by the former can be exacerbated
by a later cyber-blitzkrieg application of the latter. Perhaps most concerning of all, though, for
NATO states is that there will be a Russian determination to integrate artificial intelligence
(Al) into its offensive cyber activities in the future. Al-enhanced cyber tools underpinned by
powerful machine learning will open up new possibilities in both the cyber-psychological and
cyber-technical realms.””! In the former, disinformation campaigns could become much broad-
er in scope and more focused in their targeting due to the power of algorithms and automation.
In the technical realm, Al could offer, in Russian eyes, dramatic advantages. Indeed, the com-
bination of Al and cyber could mean, as one advisor to the Russian military believes, that the
Third World War might actually be over within just “a few seconds if one state takes control of
all the main [cyber] life-support systems of rival countries using Al technology.”%

The War in Ukraine

Prior to Russia’s invasion of Ukraine there was obviously much hype about the quality of the
offensive cyber capabilities that the Russian military could bring to bear.®!! Ukraine and, in-
deed, several NATO states were prepared for a major cyber onslaught by what was considered
to be the “the most aggressive cyber actor in the world.”®? But while there appears to have
been many attempted attacks against Ukrainian targets their actual effectiveness has been
judged to be limited (as of June 2022).%% A Microsoft report in late June 2022 pointed to the
fact that only 29 per cent of cyber-attacks on IT systems in Ukraine, the US, Poland, and the
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Baltic States “breached the targeted networks.”®4 Either the attacks were thwarted or there
appears to have been enough redundancy available to work around attacks that did reach their
targets.’®® One possible reason for this lack of success is the fact that Ukraine’s cyber defenses
had been bolstered, both before and during the conflict, by Western state actors and private
corporations, including Microsoft and Elon Musk’s Starlink.®¢

There has also been little evidence of the use of Al-enhanced systems designed to gener-
ate cyber-psychological effects—such as the use of deepfakes (both video and voice)®”! and
misinformation-spreading bots."®® Moreover, the deepfake generated of Ukrainian President
Volodymyr Zelensky at the beginning of the war, where he was ‘seen’ purportedly asking his
troops to surrender, was not professionally produced. The next deepfake might, though, not
be as easy to identify.®

However amateurish the deepfakes, the Microsoft report also noted that Russian offen-
sive cyber seems to have been more effective in the cyber-psychological realm than in the
cyber-technical. The spread of pro-Russian and anti-Ukrainian misinformation and disinfor-
mation across not just Ukraine but also the world at large is seen by this report to be a Russian
success.” What was also noticeable was the coordination at times between cyber-technical
and cyber-psychological attacks and actual kinetic strikes, which were designed to generate
significant strategic effect.”! This coordination was observed on several occasions, most no-
tably when Russian missiles struck Kyiv’s TV tower on March 1, 2022. Several cyber-attacks
accompanied the strike on Ukraine’s media companies. This combination of the use of offen-
sive cyber and kinetic effect has been viewed as a multi-domain operation designed to have
the strategic effect of generating chaos.'””’ Also apparent has been the degree of Russian cy-
ber espionage activity, especially against US systems. In this case, the help that Washington
is providing to Ukraine in terms of cyber defense can only open Russian eyes to US cyber
capabilities.”®!

But questions need to be asked about the employment of Russian offensive cyber when it
comes to the Ukraine war. Why was it less apparent if the Russian military emphasized it
before the conflict? Here it could be argued that there was a degree of underestimation of the
target and a degree of hubris where its cyber capabilities were concerned.

There may, however, be other, more significant, issues at play. Admiral (Ret.) James Stavridis,
the former Supreme Allied Commander of NATO forces, is wary of judging Russian offensive
cyber based on the experience so far in Ukraine. He has noted that “Putin [is] saving massive
scale non-deniable cyber-attacks for a later stage of the conflict.” He says this would be in re-
taliation for when Western “sanctions really start to bite.” Another reason for the shortfall
in effective cyber-technical interventions may be the Russian military not wanting to show
its cyber hand. It is holding back on its true capabilities because of a concern over any future
conflict with NATO itself. If such a conflict broke out, the military would want to create the
aforementioned cyber udar. This shocking blow could render an immediate and overwhelming
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effect on neutralizing adversary states. This shock value would be lost if NATO cyber defense
specialists became aware of what Russian offensive cyber in the cyber-technical realm could
do. These specialists could see where NATO's own vulnerabilities might lie and then take the
necessary defensive action. NATO would be forewarned, and therefore, forearmed. Hence, the
use of Russian offensive cyber as part of the Ukraine conflict may be limited because of the
bigger strategic picture.”™ The Russian military might not want to waste perhaps the most
effective weapon in its armory in the Ukraine conflict.

Thus, any analysis of the use of offensive cyber by the Russian military regarding the Ukraine
conflict may not simply be a case of concluding that they are not as good as previously thought.
It may not be as straightforward as this. There could be several rationales behind the lack of
offensive cyber activities.

CONCLUSION

Russia’s military hierarchy and its political leaders see their country as facing an existential
threat from NATO and being geopolitically constrained by NATO power. The military has thus,
for several years now, been on what amounts to a (albeit non-kinetic) war footing with core
NATO states. The aim is to neutralize: to weaken NATO and its core states from within, and
specifically to undermine their resolve to take any collective action against Russia. Offensive
cyber is a crucial weapon in this war.

The predominant variant of offensive cyber used thus far has been the cyber-psychological:
the long-term application of misinformation and disinformation to shape political opinions and
to break the bonds of social cohesion. The cyber-technical form is also being used. There has
been a continued Russian campaign involving cyber-espionage, reconnaissance, and the plant-
ing of malware. And, if international tensions do rise significantly, the Russian military—and
making use of this preparatory work—may then engage in a series of massive cyberattacks
designed to target the IT systems of NATO states. Again, after being subject to such an attack,
these states might be in no position - or have the willingness - to take collective action against
Russia.

In essence, offensive cyber offers the Russian military the chance to impose Russian will on
its NATO adversary. It appears to have no other tool available in its armory that could do this.
But just how effective can this offensive cyber option actually be? The experience of Ukraine
would say that there may be little substance here, that the threat has been exaggerated. It is
difficult, though, to draw too many conclusions from what has happened in Ukraine so far.
The Russian military’s offensive cyber capabilities, in cyber-psychological and cyber-technical
forms, may yet prove to be very effective. Each does hold the promise of neutralizing NATO
adversaries without necessarily inciting kinetic conflict. Beyond what is happening in Ukraine,
Russian offensive cyber must be recognized as a latent and growing threat to NATO and its
core states. @
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