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ABSTRACT

The idea of offensive advantage dominates the cyber security field, a framework orig-
inating from research on the offense/defense balance in conventional warfare. The
basic theory is that the balance of offensive and defensive forces determines what kind
of strategy will be most effective. The field of cyber security consistently tries to build
on offense/defense balance frameworks with little awareness of the inherent problems
of the theory. If the offense is dominant, then the defense would supposedly never win
against an aggressive adversary due to the compounding nature of failure. The only
solution would be going on the offensive in return. This article identifies three core
problems with applying the offensive/defensive balance to cyberspace: (1) the inabil-
ity to distinguish between the two frames, (2) the failure to understand the impact
of perceptions, and (3) the inaccuracy of measurement. The pathology of offensive
advantage and being under siege as a defender can only continue to lead to strategic
malaise and constant attacks as the defender fails to shore up vulnerabilities due to
the mistaken belief in the ascendancy of the offense.

DOES THE CYBER OFFENSE HAVE THE ADVANTAGE?

here is a simple conjecture that is quite common in all aspects of society: the best
defense is a good offense. The idea, offered by no less a luminary than George
Washington in a letter to John Trumbull, shapes how many think about engaging
any adversary. Washington wrote, “It is unfortunate when men cannot, or will not,
see danger at a distance [France]...not less difficult is it to make them believe, that offensive
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operations, often times, is the surest, if not the only (in
some cases) means of defense.”!!!

The basic premise of the idea is historically and theo-
retically wrong. The US would clearly not have benefit-
ed from an offensive war against France in 1799 when
the new nation were barely able to handle the Barbary
pirate nations a few years later. The perceived utility of
the offense persists and promotes the belief that action
can trump protection in cyber security because of its
simplicity and the general failure in the field to evaluate
claims with evidence. Avoiding prudence and restraint
in favor of offensive superiority is a notion that contin-
ues to pollute the discourse.

The ideal of offensive advantage dominates the cyber-
security field, carried over from research on the offense/
defense balance (hereafterthe O/D balance) in warfare. 12!
The basic framework offered by Lynn-Jones is that
“there is an offense-defense balance that determines
the relative efficacy of offensive and defensive securi-
ty strategies.”! Ever since visions of Wargames (1982)
and thermonuclear war launched by out-of-control com-
puters entered the imagination, conventional wisdom
quickly called for offensive action against emergent
technological threats.

For some, technology and computers are so vague
and unknown that what becomes conventional wis-
dom often lacks basic logic. Strategists believe cyber-
security is offense-dominant, attacking first and sort-
ing out the damage later becomes the guiding star for
cyber strategy. Understanding exactly what the cyber
offense is would be helpful; the basics would be a fo-
cus on attack and maneuver. There is an idea of going
forward and operating outside of one’s networks to
deny options to the adversary. The defense is simple
to explain in this context. It is about protections and
ensuring the homeland infrastructure is secure to pre-
vent the worse abuses of cyberspace.
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The benefit of prioritizing offense in cyber operations is a critical question. Belief in the util-
ity of aggression is dangerous; it is also likely a reaction to the threat inflation pervasive in the
discourse. Employees of the US government are fond of saying that they are taking fire from all
sides in cyber operations. This pathology of offensive advantage and being under siege as a de-
fender, reinforced by patterns promoted by the media and the Twitter discourse of constant cy-
ber barrage, can only continue to lead to strategic malaise and constant attacks as the defender
fails to shore up vulnerabilities due to the mistaken belief in the ascendancy of the offense.

In this article, I review the foundations of the dominant idea of cybersecurity offense being
the best defense. I demonstrate the flawed logic of this framework and push for ideas that
break the limits of it. Why does the community waste its time with a research program the
security studies field already discarded?

FAILURE OF AN IDEA: THE OFFENSE/DEFENSE BALANCE
Origins and Failure of an Idea

The basic premise of the O/D balance is that “when defense has the advantage over offense
major war can be avoided.” This simple conjecture has created a field of research that seeks to
unlock the mysteries behind war and peace by focusing on the nature of operations and percep-
tions of advantage.” That so many gravitate to the O/D balance in cyberspace demonstrates a
failure to understand the history of the discipline and the lessons learned by those who came
before. While research on the O/D balance exploded in the 1980s and 1990s, mainly due to
early work by Snyder and Van Evera, it was on life support by the time Van Evera’s book Causes
of War appeared in 1999.5 Proposing a solution to the problem of war and peace, instead the
literature became confused over how to measure the phenomenon and even what the central
variables were. Van Evera (1999) laid out five hypotheses ranging from false optimism for cre-
ating the conditions for war to war being likely when conquest is easy. The paradigm stuttered
and moved toward different versions of realism that were more parsimonious and not based on
subjective perceptions of offensive power.

A theorist's belief that offense is best is, at best, an outcome after the fact and, at worst, an
outcome dependent on rational perceptions of the O/D balance. The ideal of the O/D balance,
even if accepted that it is empirically accurate and measurable, is both doubtful and fails to
motivate action clearly. States assuming a systemic offensive advantage might be deluded in
their perspective, as happened during World War I, or they will go on the offense anyway due
to the power of other motivating variables, such as a desire for a territorial claim.!

Levy notes that “the concept of the offense/defense balance is too vague and encompassing
to be useful for theoretical analysis.””! Three core problems emerged on top of the issue of un-
controllable outcomes not being impacted by post hoc reasoning. The first is that offense and
defense are indistinguishable, or at least an observer cannot tell which is which. The second
problem is that the foundation of theory is based on the rational perception that there must
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be an advantage to offense or defense, either dyadically or systemically. This is based on the
premise that leaders will make optimal choices. The final issue is how to measure the factor of
offense/defense empirically.

The Cyber Balance

A misguided focus on the balance between offensive and defensive operations clouds under-
standings of cyber strategy and forces practitioners toward language that does not describe the
nature of cyber operations. It is nearly impossible to distinguish cyber actions between offense
and defense and even more so difficult to measure said actions. To assume that the balance
between offense and defense can be accurately measured and perceived by leaders requires
the theorists to comport themselves into so many leaps of logic that the mental gymnastics
become impossible.

The developing field of cybersecurity quickly gravitated toward examining the O/D balance
in cyber interactions due to the simplicity of the framework. For Healey (2021), it is not import-
ant to understand who has the advantage, but under what conditions the framework operates.
Such a view presumes that there is an advantage in the first place and that perceptions of the
adversary can be known.

The field of cyber conflict continues to build on early ideas by some such as Buchanan (2016),
who noted that the offense is ascendant over the defense. Fischerkeller and Harknett have ad-
vocated for the strategic doctrine of cyber persistence because the enemy is persistent and the
only way to counteract an adversary’s offensive cyber actions is to take even earlier offensive
action.® Healey notes, “Since the beginnings of the internet, the offense often has seemed to
have the advantage over the defense.”™

Unfortunately, there is no evidence that the offense has an advantage or that it is the best
course of action in cybersecurity. Some arguments for offense dominance are based on the
ubiquity of certain systems and companies, like Microsoft.'”! Since the Internet was never built
for security in the first place, it stands to reason that it must then be largely insecure. Healey
notes that defensive failures cascade and proper targeting can lead to offensive advantages.!'"
The defense supposedly can never win against such adversaries due to their power and reach,
the compounding nature of failure, and the specific difficulty of protecting all systems from
known and unknown vulnerabilities.

Themarketplace ofideas does provide alternative frameworks. Early research on allknown cy-
berinteractionsdemonstratesrestraintratherthanuncontrollableaggressionincyberspace.!'?
In fact, escalation is rare® and retaliation nearly non-existent.'¥ Early on, Gartzke and
Lindsay noted the importance of deception in cyber operations, a form of defense mostly.
Slayton notes that the balance between defense and offense is conditional on organizational
processes and the cost of the bureaucracy, not the raw impulses of the aggressive actor.!'?
The remainder of this article examines three core flaws in theory of the O/D balance as it
relates to cybersecurity.
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DISTINGUISHING INDISTINGUISHABILITY

The key challenge for the issue of an offense/defense balance, or even simple discussions of
the offense or defense in cyberspace, is that it is nearly impossible to distinguish between the
two. How do you tell which is which? The fluidity of the concept of offense or defense makes
the terms virtually useless, since it is near impossible to operationalize, the terms making
the research imprecise. Moves that are said to be defensive involve forward maneuver that
can seem offensive in nature. Offensive operations set to impose costs on the opposition are
often thought to be defensive in nature, for example, indictments or sanctions against digital
aggressors.

Terms on shaky definitional grounding are prone to conceptual stretching. The term “concep-
tual stretching” was originally coined by Sartori, who connected the idea to the distortion that
comes when a concept does not fit new cases.!'”! This factor is at play often in cybersecurity
where new cases confound observers. Does the US rerouting of server traffic for a ransomware
group count as an offensive or defensive operation?!'®! Certainly, the operation is proactive and
involves foreign network space, but the operation is also not destructive or violent and rep-
resents a move to protect the American homeland from ransomware attacks on civilian targets
that seemingly plagued the US during the pandemic.

Ideas that defy basic categorization are prone to confirmation bias and the assumption that
the measurement is correct when the term itself defies basic measurement. The “offense” and
“defense” are terms that are difficult to operationalize. What exactly is an offensive and defen-
sive operation in cyberspace? The problem is any desire to operationalize a difference between
offensive and defensive operations is based on an artificial division of the problem. It is not a
problem of being precise, but rather distinction. Much like the Dutch ideal of “total football,”
the best defenders are also the best attackers.!'” They know the weak spots and where to look
for vulnerabilities; just as the best attackers are also the best defenders since they know the
attack surface so well and can pinpoint weaknesses. The strategic logic between the distinction
is empty, yet there is a logic to force allocation and structure that might require a division be-
tween defensive and offensive forces, a distinction that remains artificial.

Cyber confusion pervades discussions of the offense and defense. Is a zero-day vulnerability
(an unknown flaw) an offensive weapon? Some might suggest any unknown vulnerability can
be exploited by the attacker. Yet it is just as likely that basic probes or vulnerability research
on other targets will uncover the unknown vulnerability, and allow the defender to become
stronger once the weakness is patched. An unknown vulnerability can be both defensive and
offensive at the same time, making the idea of distinguishing between the two frames nearly
impossible.

What of national cyber forces such as the Cyber Mission Force in the U.S. Cyber Command
(USCYBERCOM) or the National Cyber Force in the UK? While these forces can go on the
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attack against other nation-states, they also can be posted as defensive operators seeking to
stop attacks before they happen. The reality is that the active and adaptive nature of modern
technology makes the idea of distinction between offense and defense entirely empty, resulting
in the basic research question being almost meaningless.

PERCEPTIONS

A key foundation of the offense/defense balance is that perceptions will be optimal. One side
will perceive either the offense or defense as having the advantage determining the probability
for war. Yet, as critics have pointed out, “It is inherently difficult to assess the impact of weap-
ons technologies, particularly when they have not been employed in war.”?%

Glaser and Kaufmann note that versions of realism need to introduce a variable that converts
power into military capabilities for the theory to be operational.?!! This becomes a key condi-
tion to provide a mechanism for how the process of an O/D balance must work to influence the
dependent variable, taking territory or winning wars. The remaining question is whether the
perceptions of how technology creates military capability accurate??? How does a state decide
if one is operating in an offensive- or defensive-dominant situation?

Views of cyber power and an emphasis on offensive dominance are really in the eye of the
beholder. There is no standardized method of measuring cyber power. In a 2018 book, Valeri-
ano et al. developed a measure of latent cyber capacity measuring digital infrastructure and
knowledge capital (engineering graduates and patents).”*! South Korea came out ahead of the
US, China, Japan, and Israel, in that order. Clarke and Knake list a ranking of the US, Russia,
China, Iran, and North Korea.?* The Belfer Center National Cyber Power Index of 2020 ranks
the US, China, and the UK (a new entry) as the top-three due to the inclusion of a variable for
intent, which is coded subjectively based on readings of documents.?*

For cyber security, converting cyber power into military capabilities is a fraught enterprise.
There is little evidence that cyber power is coercive, on either the diplomatic or military bat-
tlefield. Kostyuk and Zhukov note there is no impact from cyber capabilities on the battlefield
in Ukraine, a finding which appears to be holding strongly during the Ukraine War that began
in 2022.1%% In a macro study, Valeriano et al. find little evidence of a coercive impact on inter-
national relations, with most cyber events failing to change the behavior of the target.””? When
the target’s behavior changes, it is often as a defensive maneuver to prevent future incursions.
If the central mechanism of the O/D balance is the fact of coercive change through technology,
cyber options play little role in this process.

The problem is that, for some, cybersecurity is revolutionary, yet there is no evidence that
cyber operations affect the battlefield.?®! There are assumptions of a Battlestar Galactica (2004)
effect in which the opposition shuts down all weapons and communications making the tar-
get’s defenses inoperable to the point of fantasy. This perception of effectiveness, disconnected
from the empirical reality of the impact on operations, demonstrates the pervasive power and
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inapplicability of O/D balance theory to cyberspace. In a domain that operates mostly without
empirical evidence, anyone can perceive whatever he/she chooses, often based on fictions, yet
the reality is often much different.

The idea that a state’s perception of the O/D balance can be accurately known by the oppo-
sition is betrayed by the inability of the aggressor even to understand its operations and to
optimize their security. That many misperceived the power of the offense on the eve of World
War I should suggest that the theory is on shaky ground from the start.?”! Even proponents
note “this also means that when states do engage in suboptimal behavior, our ability to deter-
mine the offense-defense balance by observing military policies and war outcomes is greatly
reduced.”® Lynn-Jones argues that states which fail to accurately assess the arena and “adopt
offensive strategies in a world of a defensive advantage will be punished by the system.”!

The history of cyber security is a history of suboptimal security behavior since the domain
was never developed with security in mind. Of course the policy failures have been constant.*?
Debate over whether the offense or defense has the advantage in cyberspace will never be
resolved satisfactorily because security was an afterthought in the creation of the Internet.
Hence, one must wonder just how critical the research question is when there are no accurate
answers offered.

MEASUREMENT

The water’s end for O/D balance is that it is simply impossible to measure the success or
failure of the theory given the conditions laid out by its proponents. As Lynn-Jones notes,
“The empirical rejection of the framework, plus the more complicated question of just how to
measure what an offensive weapon is versus a defensive weapon, and the examined question
of how to measure perceptions of these weapons, makes this framework problematic.”®¥ In ex-
amining the efficacy of the theory statistically, Gortzak and Haftel find little empirical support
for any of the theoretical propositions./*¥

Absent of measurement, scholars and policymakers are making predictions that can never
be falsified. In short, we can never know if one is wrong, or right. In their effort to save the theo-
ry of O/D balance in light of penetrating criticisms, Glaser and Kaufmann counter the idea that
the theory cannot be measured “as simply incorrect.”®® They note “that the offensive-defensive
balance should be defined as the ratio of the cost of the forces that the attacker requires to take
territory to the cost of the defender’s forces.” A line in the sand clearly drawn by scholars, but
this point is also degenerative from the earlier grand positions of the O/D balance as the key
factor in explaining war and peace.B¢

The reformation of O/D balance as simply the ratio of costs for the attacker versus the costs
to defend territory is inoperable for cyber security for one simple reason: there is no territory
to take. In its simplest form, cybersecurity is about maintaining networks and protections to
ensure that systems operate. One can knock out a system, distract the opponent, or confuse
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a target but the opposition will always recover at some point. There is rarely a conception of
destruction in cyberspace and, although some materials can be destroyed, they can also be
quickly restored.””! While some might use the language of maneuver and gaining ground in
cyberspace, there is no ground to take.®

The challenge of distinction then returns: how would one measure the costs to defend versus
the costs to attack? Glaser and Kaufmann dismiss all these challenges to suggest that “ball-
park estimates of the balance may be sufficient,” demonstrating how shaky the premise is in
operation.®” Healey supports this notion by writing, “Exact measurements may be difficult
but fortunately are not needed, as the scale and magnitude of the trends should be enough to
determine the relative advantage over time between offense and defense.”™"!

While it might be simple to classify the O/D balance in the abstract, would one classify
USCYBERCOM as offensive and the Department of Homeland Security (DHS) as defensive?
Failures at such simple distinctions reveal the fluidity of computer network operations and the
pace at which bureaucratic organizations operate and share talent. There is also the compound
issue of how to measure the cost of a bureaucracy. Operation costs vary by year and often fail
to factor in the costs of training and education outside the network security realm. In short,
time and the nature of organization matter a great deal in cyber security when considering the
measurement of the O/D balance.™!

While it is difficult to measure O/D balance in any formation based on a dyadic notion of
contestation between two entities, it is even more difficult to measure O/D balance in its wid-
er systemic sense. In short, how to do we classify eras exactly? The issue of perceptions re-
turns. How would one know if a set of years under examination is offensive-dominant, espe-
cially in light of any objective means of assessment of cyber security operations?*?! Regardless
of the academic debates on the nature of the O/D balance, the uncertainty that results from the
discussion regarding measurement should give anyone pause in the belief that cyber opera-
tions can be classified as offensive or defensive.

FUTURE TASKS

Questions that lack a theoretical grounding or a method of empirical observation to adjudi-
cate outcomes inevitably lead down degenerative pathways, a problem that often pervades
the cybersecurity literature. Assuming that there is a distinction between offense and defense
ignores the fact that, in practice, the two are impossible to distinguish. Because there is no
distinction between the two in practice means that it is impossible to measure the success or
failure, which makes the theory indeterminate. Sometimes one must reject the basic premise
of a research question if it does not help one understand an issue or provide solutions.

The lessons extracted from this article are very simple. The stopping point for applying O/D
balance theory to cyber operations is that it is impossible to distinguish the attack from the
defense in cyber security. Effective operationalization of theory is the key consideration. The
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inability to create a definition that clearly categorizes the two supposed sides of military oper-
ations suggests the theory is unworkable in cyber security. It is not that cyber security cannot
be measured and operationalized, but that doing so must be done carefully and should be
scientifically valid.*¥!

There are times when dividing between the offense and defense does make sense. To proper-
ly allocate forces, it sometimes becomes necessary to group forces into offense and defense. It
might be critical bureaucratically to distinguish between the two sides of offensive and defen-
sive forces, yet this practice is also artificial and often restrains the career paths of defensive
operators.

Conflict is a continuum. States build toward conflict; little actions taken can add up and
interact with big factors such as territoriality to produce warfare. Distinguishing between of-
fensive and defensive eras has no impact on these actions that lead to war, but it might be able
to highlight when a war might occur. This is an interesting proposition but one that requires
an accurate reading of perceptions in the domain and the shape of the balance, a near impos-
sibility in cybersecurity.

The premise of O/D balance theory provides poor policy advice, and sometimes leads policy-
makers to propose offensive operations when these operations might be unsuited for the do-
main or, worse, ineffective. Ignoring efforts to establish resilience is a certain condition toward
instability and further conflict. The reality is that O/D balance theory is troubling because it
minimizes the need for defense and focuses on the magic bullet of emergent technology. While
some might argue that we have failed to establish effective defense for cyber operations, the
reality is that states have rarely tried to do the defense correctly due to bureaucratic issues,
money, lack of knowledge, or the pull of the offense. The misapplied and dangerous conjecture
that the best defense is a good offense must end. The best defense is a real defense. @
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